
 Tenable Web App Scanning Update in 
 FedRAMP Moderate 
 Targeted for General Availability the week of  April  8, 2024 

 This document describes feature and functionality updates to Tenable Web App Scanning 
 (WAS) in the FedRAMP Moderate environment. It is for all FedRAMP customers. 
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 Scanner Updates 
 WAS scanners have been continually updated in the FedRAMP Moderate environment since its 
 original deployment in October 2021. Functionality, bug fixes, and enhancements to scanners 
 are at parity with the Tenable Web App Scanning commercial deployments. Please refer to the 
 WAS  on-line release notes  and  change logs  for details. 

 Tenable Web App Scanning User Interface Updates 

 New Tenable Web App Scanning Application User Experience 

 Tip:  See the  release notes  for more information about  this feature. 
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https://docs.tenable.com/release-notes/Content/web-app-scanning/WAS.htm
https://developer.tenable.com/changelog?_gl=1*3qjkdd*_ga*MTY4NzcwNDI1MS4xNjg4Njc3NDg4*_ga_HSJ1XWV6ND*MTcwOTA0ODI0OC4yNDcuMS4xNzA5MDQ4MjUzLjAuMC4w
https://docs.tenable.com/release-notes/Content/web-app-scanning/2023-WAS.htm#September-20,-2023


 ●  WAS Landing Page -  Provides overall health of all applications along with quick 
 pivots to remediate current issues and prevent future issues. 

 ●  Applications -  Updated view that maintains legacy  WAS functionality along with 
 adding a new view that shows the software technologies running on each web 
 application. 

 ●  Findings -  Updated view that maintains legacy WAS  functionality along with the 
 ability to generate three report variants: Executive Summary with OWASP, Vuln 
 Findings by Plugins, and Vuln Findings by Asset. 

 ●  Scan Management - 
 ○  Updated view that includes a query builder to enable users to quickly find the 

 scan information needed. 
 ○  Improved WAS scan creation workflow with additional scan categories, 

 enabling users to efficiently scan their environment. 

 Known Issues 

 ●  User Templates cannot be updated in Scan Configuration pages when more than 200 
 user templates are present. 

 ●  Scan Details page for running scans is missing some data available in the legacy 
 WAS views. 

 ●  No error message is shown when attempting to delete a User Template that is already 
 in use. 

 ●  When using the Export functionality in WAS, CSV export files with over 1,000 assets 
 contained are corrupted. 

 ●  CVSSv2 filters are currently not available for the WAS generate report. 

 Session Settings 
 Tip:  See the  release notes  for more information about  this feature. 

 Session Settings in Tenable Web App Scanning Scan Editing  — Added a new optional 
 configuration to provide your session token for faster authentication. Only available while you 
 are editing an existing scan. For more information, see  Advanced Settings  . 

 Scan Templates 
 Tip:  See the  release notes  for more information about  this feature. 
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https://docs.tenable.com/release-notes/Content/web-app-scanning/2023-WAS.htm#May-9,-2023
https://docs.tenable.com/vulnerability-management/Content/WAS/Scans/AdvancedSettings.htm#Session-Settings
https://docs.tenable.com/release-notes/Content/web-app-scanning/2023-WAS.htm#April-6,-2023


 ●  New Quick Scan scanning template  —A new scan template called  Quick Scan  has 
 been added to the list of Tenable Web App Scanning scan templates. This template 
 allows for quick setup of basic web application scans and contains the following 
 options: 

 ○  Name 
 ○  Description 
 ○  Folder 
 ○  Scanner Type 
 ○  Scanner 
 ○  Targets 
 ○  Notifications 
 ○  User Perms 
 ○  Visibility 

 For more information, see  Tenable-Provided Tenable  Web App Scanning Templates  . 

 Import/Export and User Interface 
 Tip:  See the  release notes  for more information about  this feature. 

 ●  Import/Export & VPR 
 ○  Updated Scan Export and New Scan Import: 

 ■  Users now have the ability to h import exported scans. We’ve also 
 included debugging information in Tenable Web App Scanning scan 
 exports to assist with troubleshooting. 

 ○  VPR for Tenable Web App Scanning Findings: 
 ■  Tenable Web App Scanning Findings in the Explore Workbench now 

 support Tenable’s Vulnerability Priority Rating (VPR) scores. VPR is a 
 dynamic score that helps state and local governments prioritize and 
 strategize based on the immediate risk a vulnerability poses. 

 ■  For more information on VPR, see the Tenable blog post: 
 https://www.tenable.com/blog/what-is-vpr-and-how-is-it-different-from-c 
 vss. 

 Deduplicate Similar Pages 
 Tip:  See the  release notes  for more information about  this feature. 
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https://docs.tenable.com/web-app-scanning/Content/WAS/Scans/ScannerTemplates.htm
https://docs.tenable.com/release-notes/Content/web-app-scanning/2023-WAS.htm#February-21,-2023
https://docs.tenable.com/release-notes/Content/web-app-scanning/2023-WAS.htm#January-31,-2023


 ●  Deduplicate Similar Pages  — Tenable Web App Scanning users can use this check 
 box option that allows you to specify whether you want the scanner to ignore pages in 
 situations when similar pages have already been audited. For more information, see 
 Scope Settings in Tenable Web App Scanning Scans  . 

 API Releases 
 For more information about recent changes to the API, see the  Changelog  on the Tenable 
 Developer Portal. 

 Plugin Releases 
 For information about recent changes to Tenable Web App Scanning plugins, see the  Plugin 
 Release Notes  . 
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https://docs.tenable.com/vulnerability-management/Content/WAS/Scans/ScopeSettings.htm
https://developer.tenable.com/changelog
https://www.tenable.com/plugins/release-notes?type=was
https://www.tenable.com/plugins/release-notes?type=was

