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NIS 2 Directive

In an effort to elevate the cybersecurity resilience of European Union (EU) member states, the
Directive on the security of Network and Information Systems (NIS) was established in 2016 and
revised in 2023 (NIS 2). NIS 2 fosters cross-border collaboration to enhance information flow on
incidents, threats, and vulnerabilities. This initiative complements existing EU regulations, such as
the General Data Protection Regulation (GDPR), Cybersecurity Act, Digital Operational Resilience
Act (DORA), and the Cyber Resilience Act.

As the threat landscape changes, so should organisations, to better identify and mitigate emerging
threats. The evolution from NIS to NIS 2 is aimed to bolster the EU's resilience to cyber threats. The
EU introduced the NIS 2 Directive in December 2022, addressing previous issues and to fortify
cybersecurity. NIS 2 broadens the scope, introduces more robust incident reporting, introduces
potential sanctions, mandates training and emphasises use of encryption.

Overall, the scope of the original NIS remains intact, and NIS 2 adds eight new sectors, and
simplifies identification with a new size-cap rule encompassing Essential and Important Entities.
Keep in mind that under NIS 2 organisations fall into the scope of being Essential Entities with over
250 employees and an annual turnover above 50 million EUR, or a balance sheet over 43 million
EUR. Alternatively, Important Entities have over 50 employees and an annual turnover or balance
sheet above 10 million EUR.

EU member states must implement the NIS 2 Directive by October 17, 2024. Organisations within
the scope must comply by October 18, 2024. Early preparation is essential to meet obligations
promptly. Non-compliance may result in administrative fines, temporary management suspension,
and reputational damage.

If you have identified that your organisation is within the scope of the NIS 2 Directive you should
review and audit your vulnerability management program. Organisations within scope must adhere
to Chapter IV, Article 21 of the NIS 2 Directive for cybersecurity risk management and reporting
obligations. It underscores a systematic, risk-based approach to minimise cyber incidents and
outlines essential security measures all organisations must implement to safeguard their network
and information systems.

This Cyber Exposure Study provides guidance on leveraging Tenable products in support of NIS 2
Article 21, Cybersecurity Risk-Management Measures. Tenable provides the ability to
comprehensively conduct risk management & reporting activities required by NIS 2.
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The NIS 2 measures supported by Tenable are:

Article 21(2) (a): Risk Analysis and Information System Security: Cyber Risk-Based Approach.
Article 21(2) (b): Incident Handling: Incident Management and Reporting
Article 21(2) (c): Business Continuity: Business Continuity Process and Technology

Article 21(2) (d): Supply chain security, including security-related aspects concerning the
relationships between each entity and its direct suppliers or service providers.

Article 21(2) (e): Network and Information Systems Security, including Vulnerability Handling
and Disclosure: Preventative Network and Information Vulnerability Management

Article 21(2) (f): Policies and Procedures for Testing Cybersecurity Risk Management
Measures: Policy Definition and Testing

Article 21(2) (g): Basic Cyber Hygiene Practices and Cybersecurity Training: Cyber Hygiene

Article 21(2) (h): Policies and procedures regarding the use of cryptography, and where
appropriate encryption

Article 21(2) (i): Access Control Policies and Asset Management: Asset Discovery and Access
Control

Article 21(2) (j): Use of Multi-Factor Authentication or Continuous Authentication Solutions:
MFA



Getting Started

Develop a thorough analysis of whether or not your organisation is within the scope of the NIS 2
Directive. After this is done, you should follow the national discussion regarding the NIS 2 Directive
to get a better picture of how it will be implemented into your national law.

If you have identified that your organisation is within the scope of the NIS 2 Directive, you should
review and audit your vulnerability management program. Risk-based vulnerability management is a
proactive approach to cybersecurity that considers the likelihood of a vulnerability being exploited
and the potential impact of events when deciding which vulnerabilities to remediate.

Risk-based vulnerability management also includes detailed documentation and reporting of
identified vulnerabilities, their associated risks, and the steps taken to address them. This
information is critical for the incident reporting requirements of NIS 2.

As the deadline for transposing the NIS 2 Directive into national law approaches on October 17,
2024, organisations falling under its purview must proactively prepare for compliance. Unlike EU
regulations, NIS 2, being a directive, is not directly binding, but sets a minimum standard. However,
when your country implements national regulation attached to NIS 2, your organisation must take
steps to be compliant to local law. Each country creates their own regulations attached to NIS 2 and
these vary from country to country.

Following these five crucial steps to navigate the complexities and ensure a smooth transition:

1. Involve your top management. The success of any compliance initiative relies on the backing of
your organisation’s leaders.

2. Understand the Scope. Figuring out the scope of NIS 2, your systems that fall under this scope,
and the challenges in achieving compliance are the first steps to achieving NIS 2 compliance.

3. Study the NIS 2 security requirements. Familiarise yourself with Article 21 of the Directive,
outlining the main NIS 2 requirements. Ensure your organisation addresses the ten security
measures mandated by NIS 2, ranging from risk analysis to multi-factor authentication. These 10
requirements are covered in depth within this document.

4. Conduct gap analysis. Once you've identified the scope and requirements of NIS 2, you’re ready
to compare them to the existing security measures implemented in your organisation. Gap analysis
bridges any existing gaps between the current state of compliance and the desired one.
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5. Allocate the necessary resources. Successful implementation of the NIS 2 Directive
requirements involves allocating the resources needed, including money, people, and technology.



How Tenable Helps

While the above steps can help you begin to navigate the complexities that this new directive brings,
an effective exposure management program helps organisations gain visibility across the modern
attack surface, focuses efforts to prevent likely attacks, and accurately communicates cyber risk,
supporting optimal business performance.

Tenable products provide useful detection and collection tools that identify and inventory the
network, identify the attack surface, and provide the ability to communicate the findings to executive
leadership and operation teams on a single platform. As assets on the network are inventoried, the
exposure management team is able to gain visibility across the network and clearly identify the
modern attack surface. Allowing the asset owners and support teams to focus efforts to prevent the
most likely attacks, and accurately communicate cyber risk to executive leadership.

This study covers the methods used by Tenable products to support and guide customers in the
following areas:

1. Vulnerability Management: Tenable's solutions help organisations identify and address
vulnerabilities in their network and information systems. This is crucial for complying with NIS
2, which requires organisations to implement measures to manage and mitigate cyber risks.

2. Risk Assessment: Conducting risk assessments and evaluating the effectiveness of their
cybersecurity risk management measures.

3. Continuous Monitoring: Leveraging different scanner capabilities to continuously network and
supporting systems, and provide information needed for an effective incident response
initiative.

4. Incident Detection and Response: The data collected from is often leveraged as evidence of
malicious activity or as timeline artefacts used during the incident response investigation.

Additionally by identifying the attack surface, customers are able to establish risk mitigation
strategies and avoid incents all together.

5. Compliance and Reporting: The reporting and analysis tools provide organisations the ability
to demonstrate compliance with various cybersecurity regulations.

6. Security Hygiene Practices: The ability to quickly identify the state of the organisation cyber
hygiene is crucial in establishing and maintaining the NIS 2 certification.
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7. ldentity and Access Control: The framework to ensure that the right users have the
appropriate access to the organisation's resources.

This document also assists organisations to map NIS 2 to other standards, specifically, ISA IEC
62443, 1SO 27001, and NIST CSF by presenting corresponding cross-reference information. This
document provides readers with a set of key points in each topic area. The following mapping serves
as guidance:

Many organisations already comply with ISO 27001. The ISO 27001 is an international standard and
widely used across the world. The standard was also referred to in the ENISA official guidelines.
While the concepts change with NIS 2, the recommended information security standards and control
frameworks will likely not change dramatically. For this reason, this guide includes specific cross-
reference information between the NIS 2 articles and ISO 27001, NIST CSF, and ISA/IEC 62443.

The cross-reference includes the following information:

¢ The article name.

SECURITY DOMAIN — The primary Cyber Security Domain.

SECURITY SUB-DOMAIN — The secondary Cyber Security Domain.

SECURITY MEASURE — The action that needs to be taken.

CROSS REFERENCES — Cross-references to ISO 27001, NIST CSF, and ISA/IEC 62443.

Relevant Tenable information to assist and provide guidance.
Tenable OT and Framework Mapping Preferences

Operational Technology (OT), includes hardware and software systems that monitor and control
industrial equipment and processes. Many of these systems were traditionally isolated, but are now
becoming integrated with IT networks, making them more vulnerable to cyber attacks. Securing
these devices requires comprehensive strategies, and continuous monitoring. Tenable OT,
beginning with version 3.19 SP1, contains compliance mapping to the NIS 2 Framework, specifically
Article 21, and ISO 27001 to assist organisations meet compliance standards, traditionally only
available to other IT devices. To enable this option, select the Security Framework Preferences link
as shown below.



Compliance

Security Framework Preferences //

General

TOTAL ASSETS IN SCOPE 548

FRAMEWORKS IN SCOPE

ISO 27001 Controls, NIS2 Directive (Article 21)

Once selected you will be prompted to choose the appropriate Framework.

Edit Referenced Compliance Frameworks x

150 27001 Controls
[] caFPrinciples
[] oTcc sub Domains

NIS2 Directive (Article 21)

Vulnerability Management

Vulnerability Management is the process of identifying, assessing, reporting, managing, and
remediation of vulnerabilities across the organisation on an on-going basis. Article 21(2) (e)
addresses Network and Information Systems Security, including, acquisition, development,
maintenance, and vulnerability handling and disclosure. Organisations can map NIS 2 to other
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standards, such as ISA IEC 62433, ISO 27001, and NIST CSF via the Cross-Reference notes. This
document provides readers with a key aspect in addressing specific requirements within the topic
area.

Key Aspects of Vulnerability Management

Tenable utilises Risk-based Vulnerability Management (RBVM) to take the guesswork out of which
vulnerabilities you should tackle first. RBVM gives organisations clear answers to reduce the time
and effort in navigating through a never-ending vulnerability backlog.

RBVM is a process that reduces vulnerabilities across your attack surface by prioritising remediation
based on the risks they pose to your organisation. Unlike legacy vulnerability management, risk-
based vulnerability management goes beyond just discovering vulnerabilities. This unique approach
helps organisations understand vulnerability risks with threat context and insight into potential
business impact.

Risk-based vulnerability management uses machine learning to correlate asset criticality,
vulnerability severity, and threat actor activity. This helps organisations cut through vulnerability
overload so they can focus on the relatively few vulnerabilities that pose the most risk to your
enterprise. Article 21, paragraph 2, section e, references Network and Information Systems
Security, including Vulnerability Handling and Disclosure. This section specifically addresses
preventative network and information vulnerability management.

Preventative Network and Information Vulnerability Management

Several sections within the NIS 2 may be best suited to fall into the Vulnerability Management
category. Those include:

* Article 21(2)(e) Network and Information Systems Security, including Vulnerability Handling
and Disclosure

* Article 21(2) (d): (d) Supply chain security, including security-related aspects concerning the
relationships between each entity and its direct suppliers or service providers.

* Article 21(2)(g) Basic Cyber Hygiene Practices and Cybersecurity Training

* Article 21(2)(a) Risk Analysis and Information System Security

-11 -
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The Cyber Hygiene, Section (g), and Risk Analysis, Section (a), are special topics and therefore will
be discussed in more detail in the Security Hygiene Practices, and Risk Assessment section of this
guide.

Knowing what hosts are on your network is the starting point to any vulnerability assessment. The
diverse location of assets makes discovery and identification a challenge. Understanding where
critical assets are and accurately inventorying assets is the crucial first step in Risk-Based
Vulnerability Management (RBVM). Through credentialed scanning, assets can be reliably identified

and attributes collected, which enables organisations to establish and validate inventory
management. Tenable Vulnerability Management helps validate and collect information needed to
maintain a healthy asset inventory. As assets are discovered, an organisation can begin to establish
an inventory, which can be used to assess and mitigate associated risks to the organisation.

Attackers are not tied to a specific timezone and are continuously scanning the address space of
target organisations, searching for new and possibly unprotected systems to be attached to the
network. Transient devices, such as laptops or Bring-Your-Own-Device (BYOD) devices may be out
of synchronisation with security updates or already compromised, providing a ripe attack vector.
Often, hardware may be installed on the network one evening but not configured and patched with
appropriate security updates until the following day, providing an easy target for exploitation.
Devices that are not visible from the Internet can be exploited by attackers who have already gained
internal access and are hunting for internal pivot points.

Maintaining a comprehensive and up-to-date asset inventory is a fundamental and critical
component of RBVM. Modern IT environments encompass on-premises, cloud infrastructure,
mobile devices, ephemeral and transient assets, web applications, loT devices, and more. Asset
identification of all connected assets within an organisation is a common baseline requirement in a
number of security standards. Maintaining an asset inventory is also the critical first step in the
Discovery phase of RBVM, allowing organisations to be more proactive. This document provides
guidance to establish an asset inventory.

The first step of RBVM begins with asset discovery to identify and map every asset across the
environment. Devices are detected through active scanning with Nessus and passive network
analysis with Nessus Network Monitor to build a comprehensive list of assets and provide a clear
picture of risk in the environment.
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The Asset Inventory & Discovery (SEE) Tenable Vulnerability Management Dashboard and the

Asset Inventory & Discovery (SEE) Tenable.sc Dashboard displayed the following provides

guidance to establish an asset discovery, including:

Actively and passively detected assets

Asset discovery statistics

Detected web applications

Indications for device types (printers, cameras, routers, firewalls, WAPSs)

Asset Inventory & Discovery (SEE) (Explore)

Asset Discovery Statistics (@

WAS Detection @
Name
i E NN

Monitoring Device Types @

800

600

400

gener azure unkn embe micro switc

al-
pur...

-insta own
nce

dded soft
win...

h

All ~ Jump to Dashboard ~

BB Dashboards [ Share

[+ Export ~ i More ~

Nessus Scanned NNM Discovered FQDN Discavered 0 Discovered
System Count 28K 9 551 K
<14 Days 1.2K 2 1 4
=14 Days 1.6K a2 550 K

Passively Detected Inventory Attributes &

cop

Host Attribute

OT Detection

firew endp hyper gep-

Actively Collected Inventory Attributes @

Client Detection DHCP

Host TTL

“ S

Hostname

Service Detection Server Detection

all  oint visor insta 0N | Hardware Fingerprinting | e[ lel

nce
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MAC Add via SSH

System Info (DMI)

BIOS Info Hostname

Ethernet Card

Device Type

Ethernet MAC Addresses

FQDN Windows Reglstry 05 and P

NetBIOS Ping

Computer System Prodcut]

CPU Info (DMI)

Remost Hast Info
Disclosure


https://www.tenable.com/tenable-io-dashboards/asset-inventory-and-detection-see
https://www.tenable.com/sc-dashboards/asset-inventory-discovery-see

nable.sc  Dashboard » Solutions  Analysis = Scans Reporting = Assets » Workflow + Users »

Asset Inventory & Discovery (SEE) CRefresh Al EZSwitch Dashboard = | & Options =

Monitoring - Device Type Indicators Host Discovery - Discovery Statistics

Embedded Nessus Sca... I ICMP (up) 1CMP (down... NNM Discov. FQDN Disco... 0S Discove...
System Cou... 3834 3476 0 2798 3549 5514
<30 Days [ 3 | o I 0 I 0 [ 3 I 3
>30 Days | 3831 3476 0 2798 3545 5511

Last Updated: 2 hours ago

Last Updated: 2 hours sge. CIS - Passively Detected Inventory Attributes

WAS Detection

IP Address DNS

SNMP Detection

Last Updated: 2 hours age

CIs - Actively Collected Inventory Attributes

BIOS Info Hostname Device Type
MAC Add via SSH Ethernet Card Ethernet MAC Addresses
FQDN Windows Registry OS and CPU Scan Info
NetBIOS Ping CPU Info (DMI)

System Info (DM1) Computer System Product Remote Host Info Disclosure

Last Updated: 2 hours ago

Last Updated: Less than a minute ago

For more information on Asset Discovery and Classification see the Asset Inventory and Discovery

Cyber Exposure Study.

Tenable OT

For organisations with industrial controls, identification of loT assets is accomplished with Tenable
OT Security. Native communication protocols are used to query both Information Technology (IT)
and Operational Technology (OT) devices in your Industrial Control Systems (ICS) environment in
order to identify all of the activities and actions occurring across your network. All the assets in the
network appear on the Inventory page. The Inventory page includes details about the asset that
enables comprehensive asset management as well as monitoring of the status of each asset and its
related events. OT Security collects this data using the Network Detection and Active Query

capabilities.

The All Assets page shows data for all types of assets. Subsets of assets are shown on separate
screens for each of the following asset types: Controllers and Modules, Network Assets, and loT.
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= Otenable orsecuity | QD  1202pM - Tuesday May21,2024 8

v @ Dashboards

- All Assets | search.. o

Inventory Name Type Risk Score ¢ Criticality P Category Vendor Family Firmvtf‘
@
Events and Policies ] HR 4 - Comm. Adapter Communicati... High Controllers Rockwell ControlLogix S.ODL%
> & Events O Packaging_2 - Comm. Adapter Communicati... High Controllers Rockwell CompactLogix 2.008
2 Policies O Infusion Mold 3 PLC High Controllers Rockwell ControlLogix...  31.01
v é Inventory O WaterPump1 PLC High Controllers Rockwell CompactLogi... 20.01
s (] Ollers 4 PLC Low Controllers Rockwell ControlLogix... ~ 30.01
Controllers and Modules O Packaging 2 PLC Low Controllers Rockwell Compactlogi..  20.01
Network Assets =] PLC 1511C-1 PLC High Controllers Siemens 57-1500 2,01
=5 O WIN-KLIOABCBOO8 Domain Cont... High Network Assets VMware
& Network Map O ZTCedge1 - HA Appliance OT Server Medium Network Assets Axiom Techn... Yokogawa
& Vulnerabilities O Medical Device #33 Medical Device High lot VMware
> U Active Queries O BACO Controller High Controllers Servisys BACO Scriptin...  3.12.
> &a Network ] PLC #54 PLC High Controllers Schneider Modicon M221 1.5
> @ Groups ] col-lab-esx-001.corp.tenablesecurity.com PLC High Controllers Dell
> ¢ Local Settings () WaterPump1 - /O #2 1/0 Module High Controllers Rockwell 1.001
O WaterPump1 - I/0 #1 1/0 Module High Controllers Rockwell 3.001
]} DESKTOP-0SCETH9 Communicati... High Controllers VMware
O WIN-P3FNGET61DE Security Appli... Medium Network Assets VMware

] ML1400 PLC High Controllers Rockwell MicroLogix 1... 21.0C
Version 3.18.51 Expires Sep 17, 2024 | 3
Assets Limit 41%

Tenable OT provides three in product dashboards that display assets in groupings such as by
Category, Vendor, Module Type, Purdue Level, and more, facilitating asset management and
tracking. Tenable OT Security provides a complete visibility of assets across the environment (IT
and OT). A service called "Asset Gateway" receives asset information and tries to consolidate
assets that have matching identifiers. In the case of an IT laptop, for example, we show "Sources" of
Nessus, Agent, and Tenable OT Security all together. In the case of OT assets, they will not be
merged into existing assets.
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Sensor updates are available  View Sensors x

= Otenable orsecurity |

Risk Inventory actions ~ [

nventory Statistics

(5%)
W Low (49%)
dium (33%)
W High (18%)
& Group Highest Risk Assets
> & Local Settings Name Type Risk 1Ps MACs Vendor
Communication Module 00:16:9c:db:29:14 | 00:1d:9c:db:d9...  Rockwell
Module f4:54:33:a5:b7:e7 Rockwell
PLC 00:1d:9c:db:29:14 | 00:1d:9c:db:d9. Rockwell
pLC 49069 be:e90c Rockwell
PLC 00:1d:9c:db:d9:6b | 00:1d:9c:db:29.. Rockwell
pLC f4:50:33a5:07:¢7 Rockwell
Medical Device #33 Medical Device 172.27.52.75 00:50:56:a6:63:c4 VMware
Sensors Status H  Assets by Category £
Total 3 Total 84
2 00 2 et
53, o G WP et
o w0 e
W online

W camera (33%)
W o7 (33%)
I Medical Device (33%)

The Vulnerability Handling widget for Tenable OT, located on the compliance dashboard assists in
the process of identifying, assessing, reporting, and remediating vulnerabilities. Using this widget,
analysts can focus first on assets that have the potential to impact on business operations.

Mean time to Respond (MTTR) is a critical key performance indicator (KPI). A shorter MTTR
indicates a more efficient incident resolution process. Minimising downtime and disruptions is crucial
for maintaining productivity and service availability. From a Vulnerability Management perspective,
OT security personnel can utilise the MTTR for each vulnerability severity within scope, track

improvements, and measure SLAs and progress over time. Key items displayed are severity results,
high risk assets and MTTR/SLA.
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= Otenable ot secuity | P\ 11:49AM - Friday, Sep6,2024 (D = Mr. Admin
v @ Dashboards comp"ance
=3 Security Framework Preferences
Inventory
General
Events and Policies
5 TOTAL ASSETS IN SCOPE 548
Compliance
FRAMEWORKS IN SCOPE 1SO 27001 Controls, NIS2 Directive (Article 21)
Executive Report
> A Events
2 Policies Incident Handling ©
v Inventory Applies to:
All Assets 1S0 27001 | Controls: 5.7, 5.25, 5.28, 6.8, 8.7, 8.15,8.16 ®
Controllers and Modules NIS2 Directive (Article 21) | measures: b, f, g ®
WA Abnormal unresolved events by asset criticality
loT
¥ Network Map Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
> & Vulnerabilities Network Events 72 15 6
> O Active Queries Network Threats 89 44 20
> db Network Show Asset List
> @ Groups Event Mean Time to Response (MTTR) - Last 30 Days @
v & Local Settings
Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Sensors
Network Events 3 1 2
v System Configuration
Network Threats 6 8 0
Enterprise Manager

For more information on using Tenable OT Security reference the documentation for your
organisation's version here: Getting Started with Tenable OT Security.

Tenable One

Tenable One is an exposure management platform, designed to allow customers to gain visibility
across the entire modern attack surface. Tenable One focuses efforts to prevent likely attacks, and
accurately communicate cyber risk to optimise business performance.

Tenable One Asset Inventory provides a comprehensive view of all assets across the entire attach
surface. Sensors pull data from multiple applications across the platform, providing details on all
known systems. At the highest level on the Asset Inventory page is shown the Number of Assets
identified, New Assets identified in the last 7 days, and assets that have been updated in the last 7
days. Buttons allow you to select any combination of assets (Vulnerability Management, Identity
Exposure, Web Application Security, Cloud Security, OT Security).

Displayed in the main body of the page is the Asset, the Asset Exposure Score, Class of device,
Weakness, Tags, Last Update Date, Source, and Details. Selecting the Asset drop-down also
allows all assets to be displayed by Tag or by Weakness. Weakness is a Common Vulnerability and
Exposure (CVE), which is a reference method for publicly known vulnerabilities, maintained by the
MITRE Corporation, and funded by the US National Cyber Security Division and the US Department
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of Homeland Security. Assets can be grouped together, or displayed separately within Vulnerability
Management, Identity Exposure, Web Application Security, Cloud Security, and OT Security, by
selecting (or deselecting the corresponding icon).

= (tenablecne | Inventory D @z
= Inventory
/ | . - Number Of Assets New Assets In Last 7 Days Updated Assets in last 7 days
ASSEtS . ¢ :::;;ramlwlw’lani\;emnl @ o B @ e ¥ & E.‘Tse:urlw 3 [}k £| 972
&) feme by typing a valid query Query ~ O Vo £ @
> Tags
() Weaknesses AES v Class Weaknesses Number of tags Last Updated Sources
sr-sharepoint —— 751 & Device ——— 37 5 June 3, 2024 0] See Details »
ga-webapp — 700 & D ——— 893 5 June 3,2024 ] See Details >
700 & D — 1124 3 Juhe 1,2024 Q See Details »
prod-ssh-command labnet local — 696 & D C— 1,104 5 June 52024 [¢] See Details >
thelB.de.demo.io — 684 & Device O— 38 6 June 3, 2024 o See Details >
wiln-Bogfsanivs — 673 & Device - 3 5 May 18, 2024 1] See Details >
dwa: labnet local 73 & D — 60 5 June3,2024 ] See Dotails >
debiang-dema.labnetocal —— 654 & D — 210 5 May 26, 2024 [¢] See Details >
kms.labnet.local —— B35 & D a— 88 5 May 25,2024 x] See Details >
veater-plant-01 — 632 & Device - 3206 5 June 52024 [¢] Soe Details >
xp: 831 & Device W— 2383 5 June 2, 3024 v} See Details >
al-win10-rg1 — 831 & D 1598 5 June 3,2024 <] See Details >
al-wini0-tp — 31 & D Em— 1538 5 June3, 2024 [¢] See Details >
al-win10-co — 831 & Device L —— 1597 5 June 3,2024 [¢] See Details >

Drilling down into the Asset details provides a wealth of information, including insights into the
assets properties, Attack Paths, Weaknesses, Exposure Cards, Relationships, and Accounts.
For more information on Tenable One features and benefits, go here.
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= (tenableore | Inventory [m] (9 & B o
= Inventory
< Backto AssetInventory
CJDEVICE | 1SOURCE ¥ | (0 LastUpdsted: May 13,2024 . HideSummary ~
©m cen Al
About this asset Weaknesses
The asset'sql2019' i ligh asset 9and ly 971t This asset is exposed 3 3
& domain controller and DNS server in the network. However, it is concerning that this asset has 77 i and 399 high-ri: ties, making it A 3 3 ) i for levation of privileges,
ighly threats. i i d diati lired to mitigate these risks and protect i itiy and significant risks to i Prompt it ial to
data and overall security posture. il i
wing
& @ el
Anset Exposira Scors naset oritcaity Rating Weaknesses iden
~ 947/1000 910 J350 D e e

< Key Properties (5)

Once an organisation has determined NIS 2 compliance is required, based on size or categorization
as an Essential or Important Entity, steps must be taken to ensure compliance with a number of
Articles. In an effort to make compliance with the NIS 2 as easy as possible, this document links NIS
2 articles to pre-established Standards and Security Domains.

Article 21(2) (e): Network and Information Systems Security, including Vulnerability Handling and
Disclosure

NIS 2 Article 21(2) (e) references security in network and information systems acquisition,
development and maintenance, including vulnerability handling and disclosure.

Security domains define how information is classified, categorised, or administered. The following
Security Domains, Sub-Domains, and Measures are related to NIS 2 Article 21(2) (e), and can assist
organisations already using other standards and frameworks to comply with NIS 2.

SECURITY DOMAIN: Governance and Ecosystem
SECURITY SUB-DOMAIN: Information System Security Governance & Risk Management
SECURITY MEASURE: Information system security indicators.

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2) (e) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
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following cross-references for vulnerability handling and disclosure. The following cross-references
cover the processes and procedures related to asset management, software management, risk
management strategies, data security, and the business environment.

CROSS REFERENCES:

The ISO 27001 references sections within Planning, Support, Performance Evaluation, and Annex
A, specifically the following sections:

* ISO27001(6.2,7.1,7.2,9,A.12.1.3)
The NIST CSF references the following sections within Identify and Protect.
* NIST CSF (ID.AM -5, ID.RM-2, 3, PR.IP -7,8, PR.DS -4, ID.BE -5)

The ISA/IEC 62443 references the following sections within System Integrity, and Data
Confidentiality.

* ISA/IEC 62443 (SR 3.4,SR 4.1)

Measurable metrics that provide insights into an organisation's security posture are important
indicators in determining the effectiveness of an organisation's vulnerability management program.
These indicators may relate to the risk management organisation’s performance, the maintaining of
resources in secure conditions, the number of unpatched systems, or the severity ratings of
vulnerabilities.

When managing the effectiveness of a vulnerability assessment program within the organisation,
dashboards such as the Vulnerability Management Program Health dashboard, for Tenable

Vulnerability Management, shown in the following image, helps security operations teams ensure
their scanning program is appropriately maintained for an evolving operational technology
landscape aligned with business strategy.
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There are many factors that can adversely affect the scope and accuracy of scan data, such as
failed credentials, network problems, or licence limitations. This dashboard provides security
analysts comprehensive information to monitor the health of their scanning program.

Analysts can drill into the summary information displayed in the dashboard to troubleshoot upstream
scanning problems that can adversely impact downstream reporting to stakeholders.

For additional in-depth information related to Vulnerability Management, see the Vulnerability
Management Cyber Exposure Guide.

Audit and Accreditation

An IT Security Audit is a comprehensive assessment of an organisation’s infrastructure and security
posture. The definitive method to find and identifying vulnerabilities within an organisation's network
is by conducting authenticated scanning. Authenticated scanning can be defined by connecting to a
system and providing credentials in order to gain access to the system. Nessus scans systems by
using different network protocols (SSH, SMB, HTTPS, SNMP, etc.) in order to gain access to the
remote target asset. For example, logging in to a remote host via SSH using a username and
password is a method of authentication. Each remote asset is able to authenticate using several
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protocols. Assets with more than one authenticatable protocol, for example Windows server running
a SQL server, could report both authentication success and failure.

Optionally, Tenable Nessus Agents can also be utilised. Tenable Nessus Agent scans use
lightweight, low-footprint programs that are installed locally on hosts. Tenable Nessus Agents collect
vulnerability, compliance, and system data, and report that information back to Tenable Nessus
Manager or Tenable Vulnerability Management for analysis. Tenable Nessus Agents are designed
to have minimal impact on the system and the network, giving you the benefit of direct access to all
hosts without disrupting your end users.

Understanding this fact during analysis is key to understanding if the system was successfully
scanned or not. While in many cases the successful authentication of an asset may seem binary,
there are many examples of successfully scanned systems with authentication failures. The system
administrator should review all the failures and understand the services which are enabled on the
asset for a complete analysis. The following Security Domains, Sub-Domains, and Measures are
related to authentication, and can assist organisations already using other standards to comply with
NIS 2. Specifically, information systems security audit and accreditation are the main elements to
focus on here.

NIS 2 Article 21(2)(e) references security in network and information systems acquisition,
development and maintenance, including audits within vulnerability handling and disclosure.

Security domains define how information is classified, categorised, or administered. The following
Security Domains, Sub-Domains, and Measures are related to NIS 2 Article 21(2)(e), and can assist
organisations already using other standards and frameworks to comply with NIS 2.

SECURITY DOMAIN: Governance and Ecosystem
SECURITY SUB-DOMAIN: Information System Security Governance & Risk Management
SECURITY MEASURE: Information system security audit (and accreditation)

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2)(e) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
following cross-references for information security audits and accreditation. The following cross-
references cover the processes and procedures related to audits and accreditation, assisting
organisations meet the requirements of authenticated/credentialed scans, by confirming that scans
are successful.

CROSS REFERENCES (Audit Related):
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The ISO 27001 references sections within Planning, Operations, Performance Evaluation,
Improvement, Organisational, and Technological Controls, specifically the following items

* |1SO 27001 (6, 8,9.2,9.3,10,A.5.1.2,A.12.7.1, A.18.2)
The NIST CSF references the following sections within Identify, and Detect.

* NIST CSF (ID.GV -3, 4,ID.RA-1, 3,4, 5, 6,ID.RM-1, 2, 3, DE.CM -8, DE.DP -5, ID.SC -4,
PR.AC-1, PR.PT -1, PR.IP-7,12,RS.IM -1, 2, RC.IM -1, 2)

The ISA/IEC 62443 references the following sections within Policies and Procedures.
* ISA/IEC 62443 (SR 2.8,SR 2.9,SR 2.10, SR 2.11, SR 2.12)

NIS 2 Article 21(2)(e) references security in network and information systems acquisition,
development, and maintenance, including accreditation of vulnerability audits.

CROSS REFERENCES (Accreditation Related):

The ISO 27001 references sections within Planning, Operations, Performance Evaluation,
Improvement, and Organisational Controls, specifically the following items:

* 1SO 27001 (6.1, 8,9.2,10.1, A.12.1.1, A12.7.1)
The NIST CSF references sections within Identify and Detect.

« NIST CSF (ID.RA-1, 3, 4, 6, ID.RM-1, 2, 3, ID.SC -1, RS.IM -1, 2, PR.IP -7, 12, PR.PT -1,
DE.CM -8, RS.MI -3)

NIST CSF The ISA/IEC 62443 references sections within Policies and Procedures.
* ISA/IEC 62443 (SR 2.8,SR2.9,SR2.10,SR 2.11, SR 2.12)

Authenticated (credentialed) and unauthenticated (non-credentialed) scans offer different
approaches to vulnerability assessments. They primarily differ in the level of access and
permissions granted to the Tenable Nessus scanner. Agent or credentialed scans perform a wider
variety of checks than non-credentialed scans, which can result in more accurate scan results.
However, there are benefits to an unauthenticated scan as well. For example, unauthenticated
scanning is fast, and can detect vulnerabilities that are visible from outside the network, such as
open ports, services, and potential entry points for attackers. The choice between the two methods
depends on the specific goals of the assessment. Often a combination of both will provide the most
comprehensive view of a system's vulnerabilities.
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The Authentication Summary dashboard for Tenable Vulnerability Management and the

Authentication Summary dashboard for Tenable Security Center brings together plugins used to

verify successful authentication of assets during vulnerability scans, providing security
administrators visibility into areas of concern so the appropriate actions can be taken.
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Authentication is a process of connecting to a system by providing credentials to gain access.
Systems are scanned using different network protocols (SSH, SMB, HTTPS, SNMP, etc.) to gain
access to the target asset. For example, logging into a remote host via SSH using a username and
password is a method of authentication. Each asset can allow authentication using several
protocols. Assets with more than one available authentication protocol (for example, a Windows
server running a SQL server) could report both authentication success and failure. Understanding
this fact during analysis is key to determining if the system was successfully scanned or not. While in
many cases the successful authentication of an asset may seem binary, there are many examples of
successfully scanned systems with authentication failures. Tenable recommends system
administrators review all of the failures and investigate the services which are enabled on the asset
for a complete analysis.

Credentialed vulnerability scans are easier with Nessus Agents, because after the agents are

installed, they don’t need on-going host credentials. When Nessus Agents are installed (either
manually or with a software management system), they are installed under the local SYSTEM

account in Windows or root on Unix-based operating systems. The agents then inherit the
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permissions of the account used for installation so they can perform credential scans, even if the
credentials on the system have changed.

Tenable Nessus Agents are designed to have minimal impact on the system and the network, giving
organisations the benefit of direct access to all hosts without disrupting your end users. Additionally
Tenable Nessus Agents provide extended scan coverage and continuous security, eliminate the
need for credential management, reduce network bandwidth, and minimise maintenance.

There are also cases where there is overlap in the intent of the check. For example, if you use OS
fingerprinting without credentials in a network-based scan and query the system for the exact
version of its OS in a credentialed scan, this overlap heightens the credential findings over the
network, since the network version tends to be a best guess.

Local checks are required to ensure the scans are complete and accurate. Users enable local
checks by providing credentials with elevated privileges, administrative access, or by deploying
Tenable Nessus Agents. Tenable Security Center and Tenable Vulnerability Management requires
privileged access to provide a comprehensive assessment of risk on an asset. The more access to a
system Tenable Security Center and Tenable Vulnerability Management has, the more complete the
vulnerability detection.

Additional information can be located in the Vulnerability Assessment/Scanning section of the

Vulnerability Management Cyber Study.

Industrial Control Systems

Article 21(2) (d): (d) Supply chain security, including security-related aspects concerning the
relationships between each entity and its direct suppliers or service providers.

Tenable OT Security maps out assets as well as communication paths. A complete visibility of
assets across the environment (IT and OT) is available. Tenable OT Security uses active sensors
that can be deployed deep within network segments, to sniff packets and identify the devices
communicating on the wire. Once there is an inventory of the assets on the network, Tenable OT
Security sends active queries in a safe and secure manner to discover the remaining dormant
devices. This discovery process is called hybrid discovery and Tenable is the first to use this
methodology for effective asset inventory and mapping.

Information Technology (IT) primarily deals with data processing and communications. Operational
Technology (OT) generally refers to the hardware and software that is used to monitor and control
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devices and processes within industry, manufacturing, energy, transportation, and utility

environments. OT can also include industrial control systems (ICS), supervisory control and data

acquisition (SCADA) systems, programmable logic controllers (PLC), and other devices used to

monitor and control industrial processes.

As technology advances and IT-OT systems converge, new challenges are created and these

systems become more vulnerable to cyber threats. Safety and security become increasingly

important. Security teams can now get visibility into device make and model, as well as firmware

version and status.
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CompactLogix 5370 PLC Details
Rockwell NAME WaterPump1
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Connections can also be mapped to other devices on the network.
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Utilising Tenable One, OT Assets can be displayed by selecting the OT Security icon.
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Clicking on the See Details link to the right of the page presents additional information on the asset,
such as properties, Attack Paths, Weaknesses, Exposure Cards and more.
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The following Security Domains, Sub-Domains, and Measures are related to Industrial Control
Systems, and can assist organisations already using other standards to comply with NIS 2.

For click here for more information on Tenable One.

NIS 2 Article 21(2) (d) references supply chain security, including security-related aspects
concerning the relationships between each entity and its direct suppliers or service providers.

Security domains define how information is classified, categorised, or administered. The following
Security Domains, Sub-Domains, and Measures are related to NIS 2 Article 21(2) (d), and can assist
organisations already using other standards and frameworks to comply with NIS 2.

SECURITY DOMAIN: Protection.
SECURITY SUB-DOMAIN: IT Security Maintenance.
SECURITY MEASURE: Industrial Control Systems.

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2) (d) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
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following cross-references for Industrial Control Systems. The following cross-references cover the
processes and procedures related to supply chain security and other security-related aspects.

CROSS REFERENCES:

The ISO 27001 references sections within Context, Leadership, Support, Operation, Performance
Evaluation, and Improvement, specifically the following sections:

* 1SO 27001 (4,5.2,5.3,7,8,9.1,A.6.1.1,A81.1,A.823,A9 A11,A12, A14, A.15 A7)
The NIST CSF references the following sections within Identify and Protect.

* NIST CSF (ID.BE-1,2,3,4,ID.AM-1,2,4,6,I1D.GV -2,1D.SC -1, 2, 3, 4, 5, PR.AC -5, PR.PT -
4)

The ISA/IEC 62443 references the following sections within nearly every system requirement.

* ISA/IEC 62443 (SR 1.10,SR 1.13,SR 2.1,SR 2.2,SR 2.3,SR2.4,SR 2.5,SR 2.6, SR 2.7, SR
2.8,SR2.9,SR2.10,SR2.11,SR2.12,SR 3.1,SR 3.2, SR 3.3, SR 3.4, SR 3.5, SR 3.8, SR
3.9,SR4.1,SR4.2,SR4.3,SR5.1,SR 5.2,SR 5.3, SR 5.4,SR.6.1,SR 6.2, SR 7.1, SR 7.2,
SR7.3,SR7.4,SR7.6,SR7.8)

The Vulnerabilities screen within Tenable OT Security displays a list of all vulnerabilities detected
by the Tenable Plugins that affect your network and assets. Vulnerabilities include those detected by
Tenable OT Sensors, as well as Nessus. You can customise the display settings by adjusting which
columns are displayed and where each column is positioned. For an explanation of the
customization features, see Management Console User Interface Elements.
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The Vulnerabilities page displays the following details:

Parameter Description

Name The name of the vulnerability. The name is a link to show the full vulnerability
listing.

Severity This score indicates the severity of the threat detected by this Plugin. Possible
values: Info, Low, Medium, High, or Critical.

VPR Vulnerability Priority Rating (VPR) is a dynamic indicator of the severity level,
which is constantly updated based on the current exploitability of the
vulnerability. Tenable generates this value as the output of Tenable Predictive
Prioritization, which assesses the technical impact and threat posed by the
vulnerability. VPR values range from 0.1-10.0, with a higher value
representing a higher likelihood of exploitation.

Plugin ID The unique identifier of the Plugin.

Affected The number of assets in your network affected by this vulnerability.
Assets
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Plugin family The family (group) with which this Plugin is associated.

Comment You can add free text comments about this Plugin.

For more information on Tenable OT Security, consult the Getting Started with Tenable OT Security

found here.

IT Security Maintenance

Timely and effective remediation remains the Achilles’ heel for too many organisations. Even if
security teams identify a concise list of prioritised CVEs, they must work closely with their IT
counterparts to address those issues, providing detailed information about how to remediate each
vulnerability and why it’s a priority. Without adequate teamwork, the security program is not nearly
as effective. Remediation also involves indirect costs, whether that’s IT Operations or Information
Security team’s time or the cost of taking down a business-critical system to install and test a patch.
The teams are required to efficiently allocate resources where they can have the greatest impact for
the least amount of effort.

Once the highest priority vulnerabilities are identified, the operations team needs to take the
appropriate action to effectively manage the risk. For each vulnerability, there are three response
options — remediate, mitigate, or accept. Which action is chosen for each should be in line with what
was previously determined during the initial discovery phase, and as organisations develop a
comprehensive understanding of the environment. The terms remediate, mitigate, and accept, can
be best defined as:

Remediate

Oftentimes, remediation is used interchangeably with patching, and in some cases, patching may be
all that’s required. Something important to note is that typically, applying a patch is just one part of
what'’s required to remediate a vulnerability. The asset may also require removal or rebuilding the
operating system, specific software components may need to be upgraded, or there could be a
configuration error that needs to be corrected. Once the vulnerability is verified to have been fully
remediated, the amount of risk associated with the vulnerability is fully removed from the
environment.

Mitigate

Mitigation employs other technologies to reduce the risk of a given vulnerability. This is different
from remediation because with mitigation nothing has been done to actually fix the vulnerability
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itself. Instead, organisations are accounting for other mitigating factors that neutralise some or all of
the risk posed by the vulnerability. For example, organisations may have firewall rules in place that
effectively block an exploit from accessing sensitive data. To account for this mitigating factor,
organisations would reduce the severity of the vulnerability accordingly.

Accept

Risk acceptance is consciously deciding not to take any action at all. This may be done for a variety
of reasons. For example, during the discovery phase, management may have determined some
assets are so business-critical they can’t afford to take them down for maintenance unless the
vulnerability is also business-critical. In other cases, the cost of the fix may be greater than the cost
associated with a successful exploit. Regardless of the reason, when organisations choose to
accept risk, the Vulnerability Management platform may allow you to remove the risk score from
reports or set the score to “0." However, organisations need to understand that while the
vulnerability may no longer be immediately visible, the actual risk still remains in your environment.

NIS 2 Article 21(2) (e) references network and information systems security, including vulnerability
handling and disclosure.

Security domains define how information is classified, categorised, or administered. The following
Security Domains, Sub-Domains, and Measures are related to NIS 2 Article 21(2) (e), and can assist
organisations already using other standards and frameworks to comply with NIS 2.

SECURITY DOMAIN: Protection.
SECURITY SUB-DOMAIN: IT Security Maintenance.
SECURITY MEASURE: IT security maintenance procedure.

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2) (e) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
following cross-references for IT security maintenance. The following cross-references cover the
processes and procedures related to IT security maintenance procedures.

CROSS REFERENCES:

The ISO 27001 references sections within Support, Operations, Improvement, and Technological
Controls, specifically the following sections:

* ISO 27001 (7.5.3,8.1,10.1,A.11.24,A12.1.2, A.12.6.1,A14.1.1,A14.2, A15.2.2)

The NIST CSF references the following sections within Protect.
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* NIST CSF (PR.MA-1,2,PR.IP-1,2,3,4,7, PR.DS -3, 4, 1D.SC -4)

The ISA/IEC 62443 references the following sections within Audit Logs and Network and Security
Configuration Settings.

* |ISA/IEC 62443(SR 3.1, SR 3.3, SR 3.4, SR 3.8, SR 6.1, SR 7.6)

Service Level Agreements (SLA) are often utilised in the IT industry to outline or track expectations
between a service provider and a customer. An SLA is a great; and often used, option to track other
items within an organisation, such as patching and vulnerability remediation progress. Tracking SLA
progress is a definitive method to demonstrate the success of an organisation’s remediation efforts.

Service Level Agreements often change from one organisation to the next, however meeting SLAs
is @a common issue among organisations industry wide. Tenable.sc provides a vast array of data that
provides vulnerability management SLA metrics, but where can organisations get started? This
dashboard is commonly used by the sales team at Tenable to help coach organisations to meet
SLAs. The components in this dashboard are grouped in 3-series, which provide a CISO and Risk
Manager with a starting point for SLA analysis.
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https://www.tenable.com/sc-dashboards/getting-started-with-tenable-sc-using-slas

Within Tenable Vulnerability Management, the Vulnerability SLA widget enables organisations to

track and report on their remediation efforts over time and severity.
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Vulnerabilities SLA

Severity / Date Range >90 61-90 31-60 15-30 8-14 0-7
1.51K 156 17 5 0 18

3.87K 474 10 3 3 5

1.99K 271 21 5 2 0

Low 175 39 0 0 0 0

Vulnerabilities are displayed by severity and time to remediate from less than 7 days to over 90
days. Tenable recommends prioritising remediation of exposures that pose the greatest risk to the
organisation. This widget enables organisations to identify the vulnerabilities that are not being
remediated quickly, or outside of established timeframes. Organisations with an effective
vulnerability management program have critical vulnerabilities displayed in the far right three
columns, representing remediations occurring within 30 days or less. Vulnerabilities that pose less
risk of exposure could have higher counts in the middle of the matrix in the 30-90 day time period.
Numbers in the far left of the matrix depict vulnerabilities that are remediated after 90 days have
passed.

Unpatched assets expose organisations to vulnerabilities that are actively being exploited. End of
life assets may pose the greatest risk since they are unsupported and no longer receiving security
updates or support from the vendor. Tenable provides the Outstanding Remediation Tracking
dashboard for Tenable Vulnerability Management and Outstanding Remediations Tracking.
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The Outstanding Remediations Tracking dashboard provides risk guidance using the “Remediation
Summary” tool. This tool works by employing a concept called “top patch”. Tenable.sc uses
proprietary technology to identify a chain of patches. The first patch in the chain is called the “top
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patch”. If the “top patch” is applied, all subsequent vulnerabilities will also be remediated at the same
time. Using both the Remediation Summary tool and “Patch Report” plugin, the organisation can
better plan remediation efforts. Within Tenable Vulnerability Management several filters are used
including those for unsupported products, patch publication date ranges.

The Nessus "Patch Report" plugin (66334) summarises all of the missing patches and general
remediation actions required to remediate the discovered vulnerabilities on a given host. Instead of
counting the number of vulnerabilities, the plugin lists applications that need to be upgraded. The
approach is not only much easier for IT administrators to consume, but the count of applications
provides a measure of how much "work" is required to secure a system.

Within Tenable Vulnerability Management, analysts can create a filter for plugin 66334 within the
filters component on the Findings page as shown following (1). Once results have appeared to
select an asset (2) by clicking on the asset name opens the details window at the bottom of the
page. Selecting Plugin Output reveals the detailed Actions to undertake, including the Impact those
actions have. The information can easily be exported to the clipboard by clicking the copy (3) icon.
An additional filter can be added to change the State filter to “Fixed” to review patches that have
previously been resolved.

= tenable vunerability Management Explore Overview > Findings 7 Quick Actions Gp Jagr-3 e

Findings Include Info Severity @D 7 All Time ~

Cloud i Host Audits Web Application Findings

Advanced SavedFilters + Search by Asset Name, IP, IP Range, or a CIDR, * for wildcard 2 Apply
Plugin ID: is equal 10 66334 x = Reset 1 2

Filters O 2 Vuinerabilities (% Refresh Fotchod At:02:41 PN Grid: Basic View ~  Columns ~ 11050 of 842 Page10f17 >
Asset Name 1Pv4 Addr, Severity Plugin Name VPR CVSSV3... State ScanOri... AssetT... Last Seen Actions

2 Select Filters Reset _
O | eros J/ @ Info Patch Report New Tenable.io 10/3172...

~ PluginID v O chris @ Info Patch Report New Tenable.io Cody: 5. 03/20/2...

‘ squa o, ~ | O audt @ Info Patch Report Active Tenable.io o422,

| 66334 |
Patch Repqrt 3 See All Details X
Asset Information Vulnerability Information Overview  Plugin Output
NAME SEVERITY i Info —-.r
IPV4 ADDRESS PLUGIN ID 66334 [4 Plugin Output il
OPERATING SYSTEM Linux Kernel 4.18.0-425.10.1.618_7.x86_64

_7.xB6_ PROTOCOL i fons :
on Red Hat Enterprise Linux release 8.7 TCP . You need to take the fellowing 39 actions :
(Ootpa) LIVE RESULT No
SYSTEM TYPE general-purpose [ Apache Logdj 2.0 < 2.3.2 / 2.4 < 2.12.4 / 2,13 < 2.17.1 RCE (156327) ]
NETWORK Default Discovery + Action to take : Upgrade to Apache Log4j version 2.17.1, 2.12.4, or 2.3.2 or later, or apply the vendor m
tigati .

DS (Fac) FIRST SEEN 10/31/2023 &t 03:25 AM shrgatren

Py N LAST SEEN 10/31/2023 at 09:25 AM for Apache Log4j is highly recommended as in ate versiens / patches
Additional Information ities and the vendor is updating their adv often as new research
CLOUD MISCONFIGURATIONS 0 VULNERABILITY AGE 205 Days is ove to https://loggi: he.org/logdj/2.x/securi
Asset Scan Information resolve 2 different vulnerabilities (CVEs).
FIRST SEEN 10/31/2023 at 09:25 AM

LAST SEEN 10/31/2023 at 09:25 AM
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The steps are similar if using Tenable Security Center, however they vary slightly. From the
Analysis tab, choose Vulnerabilities. Create a filter for plugin 66334. After the results are displayed
choose to go to Vulnerability Detail.

= (Otenable securityCenter | Vulnerabilities (vunerapittos |0 searen By cvE b (ﬁ [p@
og
aa Vulnerability Summary > Vulnerability List
_ Vulnerability List ~ Miigated | Cumulative
Vulnerabilities ~ Web App Scanning ~ Queries  Events  Mobile
iz
@ ve 1,892 Resuli(s) ® Go to Vulnerability Detail [ Export [ Save i More 11a500f 1,882 Pageloi3@ > »
O Port Protocol Plug Plugin Name: Family Severity VPR IPAddress NetBIOS DNS MAC
B + Customize X Clear All
O o ToP 66334 General 005
Load Query
@ O o Top 66334 General 008
“ Plugin D va oo TCP 66334 General
®
66334 oo TCP 66334 General 005
o
- O o TeP 66334 General 005
oo e seoas Ganeral
O o Top 66334 General o9
0o op 66334 General
oo Tcp 66334 General
0o e ssaus Goneral
oo e seoas Ganeral
O o Top 66394 General  —— —
o o TCP 66334 General 0:11
[mi TcP 66334 General 002
0o e ssaus Goneral
0o ToP 66334 General 001
O o Top 66394 General  —— —
0o op 66334 General 00t
[mi TcP 66334 General

The Vulnerability Detail is shown with the detailed Actions to undertake, including the Impact those
actions have. The information can easily be exported to the clipboard by clicking the copy icon. To
select the next detail click next (1). An additional filter can be added to change the state to
“Mitigated” and “Previously Mitigated” to review patches that have previously been resolved.
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Summary > List > Detail List

Vulnerability Detail List - © Options ~

Vulnerabilities  Web App Scanning ~ Queries  Events  Mabile

e Patch Report (66334)

VULNERABILITY 1
+ Customize X Clear All
® Launch Remediation Scan  © AcceptRisk (v Recast Risk Result 10f 1,802 >

Load Query .

“ Plugin ID W@  The remote hostis missing several patches.

Synopsis Discovery
FIRST DISCOVERED: 11 months ago
LAST OBSERVED: 11 months ago

=~ Description
-m P Host Information

The remote host is missing one or more security patches. This plugin lists the newest version of IP ADDRESS:

re the remote host is up-to-date. AGENTID: 19

DNS: win11v

MAC ADDRES
REPOSITORY: REPO 1737

each patch to install to mat

Note: Because the 'Show missing patches that have been superseded’ setting in your scan
policy depends on this plugin, it will always run and cannot be disabled

Steps to Remediate Risk Information
Instal the paiches listed below €VSS V2 SEVERITY: Nane
Output Exploit Information

EXPLOIT AVAILABLE: No

Copy.

e 2108 ¢ Plugin Details
0 CEadT PLUGIN 1D: 66334
* PUBLISHED: Jul B, 2013
+ Action to take : Upgrade to Brogress MOVELt Transfer ve o LAST MODIFIED: May 20, 2024
2021.0.8, 2021.1.6, 2022.0.6, 2022.1.7, 2023.0.3, or later. FAMLY: General
VERSION: 1.264
+Inpact s Taking this sction will resolve 2 different wilnersbilities (CVEs). TvPE: combined

Risk Assessment

Several sections within the NIS 2 may be best suited to fall into the Risk Assessment category.
Those include:

* Article 21(2) (a): Risk Analysis and Information System Security: Cyber Risk-Based Approach
* Article 21(2) (c): Business Continuity: Business Continuity Process and Technology

Periodic risk assessment is the primary tool for engineers and security analysts to manage risks by
maintaining good cyber hygiene, reducing operational downtime and mitigating the potential impact
of threats.

Risk = Probability x Impact

Probability refers to the likelihood that an event occurs. Impact refers to the consequences or
severity if the risk event actually does occur. This formula is foundational in assessing and
prioritising risks within an organisation. Assessing the probability involves evaluating factors such as
historical data and expert judgement, along with potential causes that could lead to the occurrence
of a risk event. The result of the assessment is often a qualitative rating, such as Low, Medium, or
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High. Impact can only be determined by understanding the potential consequences of an event on
various organisational aspects, such as finances, operations, reputation, safety, and legal
compliance. Impact is quantified in terms of monetary value, or time.

Based on impact, two options are available, risk acceptance and risk mitigation. If the organisational
risk is low, perhaps the risk can be accepted. Tenable products allow risk acceptance as an option.
Accept risk rules can be created that allow for the acceptance of vulnerabilities without actually
changing the severity level of the plugin. Vulnerabilities that have been accepted are still identified
by a scan, but hidden in the results of the scan. For risks that require remediation, a risk assessment
process should be followed.

A risk assessment is a systematic process of identifying and evaluating identified risks that may
impact organisations operations or assets. There are five main steps to performing a risk
assessment: Identification of the hazards, Assessing the risks, Controlling the risks, Recording the
findings, and Reviewing the controls. Once the vulnerabilities have been identified, the organisation
needs to assess the identified risks, and prioritise the remediation efforts. Vulnerabilities should be
assessed on their potential impact, and strategies should be developed to mitigate or manage these
risks effectively.

Risk assessments are critical for helping organisations make informed decisions, prioritising
resources, and proactively managing risks, while minimising potential negative impacts. While the
vulnerability management section deals specifically with identification aspects, this section provides
guidance to organisations on how to assess and prioritise risks which have been identified within the
environment.

Prioritising Risk with ACR, AES, and VPR

When dealing directly with assets, Tenable assists organisations prioritise risk by assigning an
Asset Criticality Rating (ACR), and Asset Exposure Score (AES). When dealing with vulnerabilities a
Vulnerability Priority Rating (VPR) is assigned. The ACR establishes the priority of each asset
based on indicators of business value and criticality. ACR is based on several key metrics such as
business purpose, asset type, location, connectivity, capabilities, and third-party data. ACRs range
from 0 to 10. Assets with a low ACR are not considered business critical. Assets with a high ACR are
considered to be the organisation’s most critical and carry the greater business impact if
compromised.
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Critical High Medium Low

9-10 7-8 4-6 1-3

Asset Exposure Score (AES) is also calculated for licenced assets. Asset Inventory calculates a
dynamic AES for each asset on your network to represent the asset's relative exposure as an integer
between 0 and 1000. The AES is a calculated integer using both ACR and the asset level VPR. A
higher AES indicates higher exposure, as the following chart converts the AES number to a severity
rating.

High Medium Low

650-1000 350-649 0-349

To view the ACR or AES information for any asset within Tenable Vulnerability Management,
Navigate to the Assets page.

_ ) - s00
= tenable Vulnerability Management Assets  Quick Actions -~ G? JARR RN - @
oo
a0 Assets W Last 30 Days ~
B

>V Advanced Saved Filters O Search by Agent Name, NetBios Name, DNS (FQDN), or IP address, * for wildcard pel Apply
0] Last Sean: within last 30 days x | | Licensed: is equalto Yes x | Clear All 2

4 . 0

m T, 6%6 ;Ven \3 gamam Inventory ® Show Visualization

|

471—\ 1238 Host: = Grid: Basic View ~  Columns ~  1to500f 1238 Page1of2s
o Name AES ACR 1Pv4 Address Operating System Last Seen ¥ Source Tags Resource Tags Cloud Provider Actions
0 813 Microsoft Windows Server 2008 R... 05120/2024 Custom’ +1 N/A
EI D 5 Microsoft Windows Server 2019 St... 05/29/2024 Custom +1 N/A
% a \E\ 4 Linux Kernel 2.6 05/29/2024 Custom +1 NIA
] ¥z} Microsoft Windows Server 2016 St.... 05120/2024 Custom’ +1 N/A
P ] 76 Microsoft Windows 11 Pro Build 22...  05/20/2024 Custom’ +1 N/A
@ ]} [4a7) 4 Linux Kernel 2.6 05/20/2024 Custom +1 N/A
- O (aa7) 4 Linux Kemel 2.6 05/20/2024 Custom’ +1 NA
= —
a [z85] 45 Linux Kernel 3.13, Linux Kemel 3.... 05/20/2024 Custom +1 N/A
@ O (385) ay Solaris 11.3 05/29/2024 Custom’ +1 NA
@ a \E\ 4 Linux Kernel 2.6 05/29/2024 Custom’ +1 NA
] 5 Microsoft Windows Server 2019 St... 05120/2024 Custom’ +1 N/A
a [a47) 4 Linux Kernel 2.6 05/20/2024 Custom +1 NA
O (a87) 4 Linux Kemel 3.12 05/20/2024 Custom’ +1 NA

Select an asset to view the asset details.
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= @tenable‘ Vulnerability Management Assets

@

ill

Assets

> 7 Advanced SavedFilters v | </ | Search by Agent Name, NetBios Name, DNS (FQDN), or IP address, * for wildcard

Last Seen: within last 30 days x | | Licensed:isequaltoYes x = Clear All

+7 Quick Actions G?ﬂ {‘\5}

' Last 30 Days -

P Apply

gan
gag
838

Cloud Resources Web Applications o5 Domain Inventory —
Ow 25 (0.3 < Show Visualization
[ 1238 Hosts ) Refresh Grid: Basic View ~  Columns v 11050071238 Page1of25 >
Name AES ACR 1Pv4 Address Operating System LastSeen & Source Tags Resource Tags Cloud Provider Actions
O LX) Microsoft Windows Server 2008 R... 05/20/2024 Custom +1 N/A
0 [ = 5@ Microsoft Windows Server 2019 St... 05/20/2024 Custom +1 N/A
D L 4 Linux Kernel 2.6 05/29/2024 Custom  +1 N/A
m a Mirrnenft Windawe Carar 018 S NRIDOMDNDA Ouistam 14 NIZA
win2019 See AllDetails X
Asset Exposure Score Asset Information Asset Scan Information
High ASSET ID FIRST SEEN 03/12/2024 at 03:01 AM
lig!
702 LICENSED Yes LAST SEEN 05/29/2024 at 03:52 AM
SYSTEM TYPE general-purpose LAST AUTHENTICATED SCAN 05/29/2024 at 03:52 AM

Asset Criticality Rating

-~ Medium

Tenable-Provided

Tags ®

No tags assigned

OPERATING SYSTEM
IPV4 ADDRESS

MAC ADDRESS
NETWORK

TENABLE ID

PUBLIC

BIOS ID

Microsoft Windows Server 2019 Standard Build 17763

LAST LICENSED SCAN
SOURCE

05/20/2024 at 03:52 AM

Cusiom | Nessus Scan

To view the ACR or AES information for assets within Tenable Security Center the process is

similar. Navigate to the Assets page, then select Host Assets. A list of assets will be displayed along

with their associated ACR and AES scores.

[ula]
oo

B

5

Otenable securityCenterPius | Host Assets

2

Host Assets /
1

Assets  HostAssets — Domain Inventory

[ Vuinerabilities ~

O search By GVE

) @ n

87 7,657 Item(s) 11050 of 7,657 Pagelof154 > »
O Na AES ACR ~ IP Address Repository 0s Last Seen Source
755 8 3 L] Cisco Adaptive Security...  May 29, 2024 06:27 NNM |1
(] 701 83 . PAN-OS 8.1.25 May 29, 2024 03:50 WM | [ 1
(] 0 8 i3 . PAN-OS 11.1.1 May 29, 2024 02:49 WM | [ 1
[m] 786 8 iz . Cisco Intrusion Preventi...  May 29, 2024 06:27 NNM |1
a 712 83 . FortiOS 7.2.5,build1517...  May 29, 2024 03:50 NHM |1
(] = 769 8 (3 - . Cisco ASA5506-X Thre...  May 29, 2024 06:27 N1
m] 632 8z . SonicOS Enhanced 6.2...  May 29, 2024 04:28 NNM |1
[m] 765 8 g . FortioS 5.2.13,build076...  May 29, 2024 03:50 NNM |1
(m] 709 8 iy . Linux Kernel 3.100n C...  May 29, 2024 04:26 N1
[m] 573 8 iz . CISCO 10§ 15,CISCO I...  May 29, 2024 06:27 NNM |1
(] 851 8 iy . mMacos 12.0.1 May 29, 2024 02:49 N1

Select an asset to view the asset details.
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= {Otenable securityCenterPlus | Host Assets |:Vulnerabmlwesv O Search By GVE b} (f N @,

oo
°® " Host Asset Details € Back
s Host Information Asset Exposure Score @
080
NANE ie» 755 (High)
@ SYSTEM TYPE Firewall VPN

P PR Y
OPERATING SYSTEM Cisco Adaptive Security Appliance Software Version 9.2(4)13 , Asset Crltlcallty Ratmg

IP ADDRESSES @ 8 (High) &
@ MAC ADDRESSES TENABLE-PROVIDED

ACR BY KEY DRIVERS

HOST ID
0z {7 internet exposure: Internal | | <7 device capability: N/A

REPOSITORY
{7 device type: Firewall VPN

Scan Information

N FIRST SEEN Jun 07, 2022 06:42
Findings  Installed Software
LAST SEEN May 29, 2024 06:27
535 Host Vulnerabilities 11010 0f 535 Pagelofs4 > »
SOURCE NNM | NESSUS SCAN
Severity v Plugin Name Plugin ID Port Protocol VPR Last Seen
@ High SSL Certificate Signed Using Weak Hashing... 35291 443 TCP 4.9 May 29, 2024 06:27
@ High Cisco ASA SNMP Packet Handling RCE (C... 83113 o TCP 7.4 May 28, 2024 06:27
@ High Cisco ASA Software IPsec Packet Handling ... 99666 o TCP 4.4 May 28, 2024 06:27
@ High Cisco Adaptive Security Appliance Smart Tu... 128081 o TCP 5.9 May 29, 2024 06:27
™ Hink Cicrn Adantiua Qaririt Annlianca Qaffaara 12272 n TR 2R Mau 20 2N24 N7

Within Tenable One, AES and ACR can be best viewed from the See Details link on the Assets
page.

Otenableone | Inventory D ®as

= Inventory

< Backto Asset Inventory

Sql2019

JJDEVICE | 1SOURCE O | (D LastUpdated: May 13,2024 A HideSummary A
o) Gen Al
Aboutthis asset Weaknesses
The asset sal2018'is a virtual machine with a i iticalr 9 ively hi 947, i is asset i i i ! . ; ; . OVE-2021-
the network. H 77 critical and making it highly suscep 3427, ) levation of privil
cyberthreats i i ati iredto mitigate these risks and protect izati it ity p ing signif to izatic d systems. P i i
minimize the attack surface.
Tampering
G W @ D
Asset Exposure Score Asset Critcalty Rating Weaknesses dentified Key Properties
—~ M qp o Device
= 847/1000 9/10 3450 vess
Last Observed At i, 2024 3t 1155 am
—— —
Properties Liveboard Attack Paths Weaknesses Togs Exposure Cards Relationships Accounts
Q search. Search
4 Key Properties (5)
Asset Class Device Created Date Sep 26,2022t 05:36 pm
Host Fully Qualfied DNS Sql2018target?.de.demoo Host System Type general-purpose

Last Observed At Jun 5, 2024 at 1165 am
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AES and ACR scores are attributed to assets. A Vulnerability Priority Rating (VPR) is associated
with the vulnerabilities themselves. If the organisation is familiar with the Common Vulnerability
Scoring System (CVSS), the VPR score is similar to the CVSSv3 impact subscore. VPR is a unique
vulnerability severity rating in that the rating can change over time. Tenable updates a vulnerability's
VPR score daily to reflect the current threat landscape. VPR ranges are values from 0.1-10, with the
highest value representing a higher likelihood of exploitation. VPR severity ratings cannot be edited
or customised. VPR scores are derived from seven key drivers:

* Age of Vulnerability: - The number of days since the National Vulnerability Database (NVD)
published the vulnerability.

e CVSSv3 Impact Score - The NVD-provided CVSSv3 impact score for the vulnerability. If the
NVD did not provide a score, Tenable Vulnerability Management displays a Tenable-predicted
score.

* Exploit Code Maturity - The relative maturity of a possible exploit for the vulnerability based on
the existence, sophistication, and prevalence of exploit intelligence from internal and external
sources (for example, Reversinglabs, Exploited, Metasploit, etc.). The possible values (High,
Functional, PoC, or Unproven) parallel the CVSS Exploit Code Maturity categories.

* Product Coverage - The relative number of unique products affected by the vulnerability: Low,
Medium, High, or Very High.

* Threat Sources - A list of all sources (for example, social media channels, the dark web, etc.)
where threat events related to this vulnerability occurred. If the system did not observe a
related threat event in the past 28 days, the system displays No recorded events.

* Threat Intensity - The relative intensity based on the number and frequency of recently
observed threat events related to this vulnerability: Very Low, Low, Medium, High, or Very
High.

* Threat Recency - The number of days (0-180) since a threat event occurred for the

vulnerability.

VPR enhances traditional vulnerability ratings such as CVSS and Severity. The threat component
reflects both recent and potential future threat activity against a vulnerability. Some examples of
threat sources that influence VPR are public proof-of-concept (PoC) research, reports of exploitation
on social media, emergence of exploit code in exploit kits and frameworks, references to exploitation
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on the dark web and hacker forums, and detection of malware hashes in the wild. Such threat
intelligence is key in prioritising those vulnerabilities that pose the most risk to an organisation.

From within Tenable Security Center, VPR scores can be viewed from the Analysis tab.

= Otenable secuityCerter | Vulnerabilities (norabitios ~ | Searcn by CVE JRCRFANN

oo Vulnerability Summary

_ Vulnerability Summary A Mitigated  Cumulative
Vulnerabilities ~ Web App Scanning  Queries  Events  Mobile

i

@ 430 Resulils) | Goto Vulnerability Detail [ Export [ Save : More 11050 af 11,400 Fageioizao > »
[ Plugin Family Severity v VPR Total
E O i3s422 ultiple Vulnerabiities Windows 67 822
ﬂ\\) O 130011 Oracle Java SE 1.7.0_2: 0_231/1.11.0_5/1.13.0_1 Multiple Vulnerabilities {Oct 2018 CPU) (Windows) Windows 6.7 775
- O 136404 Mozilla Firefox < 76.0 Windows 73 767
- O 185276 Mozilla Firefox < 75.0 (mfsa2020-12) Windows 59 752
2 O 124198 Oracle Java SE 1.7.0_221/1.8.0_211 /1.11.0_3/1.12.0_1 Multipla Vulng) s (Apr 2019 CPU) Windows 74 727
O 134405 Mozilla Firefox < 74.0 Multiple Vulnerabilities. Windows 67 723
[0 184706 Adobe Reader <= 2015.006.30510 / 2017.011.30158 / 2020.006.20034 Mutiple Vulnerabilities (APSB20-13) Windows 89 716
O i1z Oracle Java SE Multiple Vulnerabilities (October 2018 CPU) Windows 73 684
O 186511 Security Updates for Micrasoft Excel Products (May 2020) Windows : Microsoft Bulletins 59 603
O 136348 Google Chrame < 81.0.4044.138 Multiple Vulnerabilities Windows 67 530
O 135704 Google Chrame < 81.0.4044.113 Vulnerability Windows 7.3 589
O 136122 Google Chroma < 81.0.4044.129 Multiple Vulnerabilities Windows 65 589
O 128525 Mozilla Firefox < 69.0 Windows 67 519
[ 128061 Mozilla Firsfox < 68.0.2 Windows 59 510
O 130913 Security Updates for Microsoft Office Products (November 2018) Windows : Microsoit Bullatins 67 504
O 126622 Mozilla Firefox < 68.0 Windows 73 494
O serse Microsoft XMIL Parser (MSXML) and XML Core Services Unsupported Windows 422
O 126072 Mozilla Firefox < 67.0.4 Windows 8.2 488
[ 184942 Microsoft Windows Type 1 Font Parsing Remote Code Execution Vulnarability (ADV200006) Windows I !

From within Tenable Vulnerability Management, VPR scores can be viewed from the findings tab.
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= (tenable Vulnerability Management Findings 7 Quick Actions G?Q & 8 @

Include Info Severity () 7 Last30Days ~

5 Findings

B ilitie Cloud Mi: i Host Audits Web Application Findings

@ > T Advanced Saved Filters ~ = Search by Asset Name, IP, IP Range, org * for wildcard P Apply
P State: is equal to Active, Resurfaced, New x | Severity:is equal to Lgus@ium, High, Critical x  Risk Modiied: is not equal to Accepted Last Seen: within last 30 days x  Reset
@ O  Refresh Folehed A 02:14PM  Grid: Basic View ~  Columns v 110,50 of Many ~ Page1ofMany >
ﬁaﬁ Asset Name IPv4 Address Severity Plugin Name VPR State Scan Origin Asset Tags ACR AES Last Seen Actions
[J  rsmith-olB-ness-tsc-sce...  192.168.18.42 @) Critical Oracle Linux 8 : oniguruma (ELSA-.. 6.7 98 Active Tenable.io Cody: SatTest 56 06/05/2024 H
g [J  rsmith-cent7-tsc-featured 192.168.18.153 @) High CentOS 7 : bind (RHSA-2023:4152) 44 75 Active Tenable.io Cody: SatTest 4t 06/05/2024 H
2’;@ O research-nsp-001.ded... 192.168.0.230 *) Medium OpenSSH < 9.6 Multiple Vulnerabili.... 6.7 65 Active Tenable.ic Cody: SatTest 5 g 05/18/2024 H
[ﬁ (] winxpro 10.1.20.55 @ High Google Chrome < 84.0.4147.135 V... 59 88 Active Tenable.io Cody: SatTest. 40y 06/05/2024 H
(] oraclelinux?_3.dc.dem... 192.168.48.149 @ High Oracle Linux € / 7 : Unbreakable En... 6.7 78 Active Tenable.io Cody: SaiTest. 5ig 06/05/2024 H
© [J  macosiz 192.168.48.22 @) High Zoom Client for Meetings < 5.14.5 ... 36 75 Active Tenable.io Cody: SatTest 4t 06/05/2024 H
= [J  opensusel5.de.demo.io 192.168.48.48 @) High SUSE SLED15/ SLES15 / openSU... 6.7 88 Resurfaced Tenable.io Cooy:Sa. +1 41 06/05/2024 H
O rhel9.dc.demo.io 192.168.48.55 @ Critical RHEL 9 : curl (RHSA-2023:6745) 74 98 Active Tenable.ic Cody: SatTest 5 g 06/05/2024 H
@ (] rsmith-tf-tsc-08 192.168.18.11 @ High Oracle Linux 8 : edk2 (ELSA-2023-... ] 74 Active Tenable.io Cody: SafTest. 5 g 06/05/2024 H
{O} ] kvadher-centos7 192.168.16.20 @ Critical CentOS 7 : libexif (CESA-2020:5402) 5.9 9.8 Active Tenable.io Cody: SaiTest. 4ig 06/05/2024 H
[J  denise 192.168.16.128 %) Medium Security Updates for Windows 10/ ... 76 56 Active Tenable.io Cody: SatTest 56 06/06/2024 H
[J  rsmih-cent7-agent 192.168.18.67 @) High CentOS 7 : nss (RHSA-2023:1332) 6.7 88 Active Tenable.io Cody: SatTest 4t 06/05/2024 H
O dvwa-2022 192.168.1.47 ) High OpenSSL 1.1.1 < 1.1.1n Vulnerability 4.4 75 Active Tenable.ic Cody: SatTest 5 g 05/24/2024 H
(] vesa7.target.tenablese... 172.26.48.65 *) Medium SSL Certificate Cannot Be Trusted 2.5 65 Active Tenable.io Cody:Sa.. +1 6 iy 06/06/2024 H

Tenable One VPR scores can be best viewed from the See Details link on the Assets page, and
then by selecting Weakness.

= (tenableone | Inventory D ®as
= Inventory
® Gen Al
‘About this asset Weaknesses
The asset 'sq|2019" i i i iti of9and d i iti il i i , 3 2 2 v CVE-2021-
However, it i is asset has 77 critical and making it hi ptible to 34527, 3 5 it e C e 1 i
ove o o vlnerab 2 LA e e ¥ ;
‘minimize the attack surface.
Tampering
G W @ D
Reset Exposure Score hesetCitcality Rating WeaknessosdeNfied Ky Propertes
N N o Asset Class Device
1= 947/1000 v 9/10 () 3450 T e
U 9471 9N L s,
LostObserved At s 202430185 am
o

Properties Liveboard Attack Paths Tags Exposure Cards Relationships Accounts

Q Search. Search
Weakness Name Type Deseription Severity VPR Impacted Assets Sources LastSeen

CVE-2023-20569 Vulnerabilty Aside channel vulneral © Medium | 102 PN June 6,202 See details >
CVE-2022-43552 Vulnerabilty Ause after frea vuinerabilitye.. () Medium O a4 87 Yo June 6,202 See details >
CVE-2019-1m35 Vunerability TSK Asynchronous Abort cond. O Medium O s2 ™ Yo June 6,202 See details >
CVE-2022-38023 Vuinerability Netlogon RPC Elevationof Pri.. () High @ 74 e PXe) June6,2024 See details >
CVE-2018-12207 Vuinerability Improper invalidation forpag... & High @n 139 Xl June6,2024 See detalls >
CVE-2019-9506 Vulnerability The Bluetooth BR/EDR specifi.. () Medium s 133 BXol June6, 2024 See details >
CVE-2023-44467 Vulnerabilty The HTP/2 protocol allows a © Medium O 87 12 SLCRN June6, 2024 Seedetails >
CVE-2013-3000 Vulnerabilty The WinVerifyTrust function . ) High 2 e 22 Yo June 6,202 Seedetails >
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Now that we have discussed AES, ACR, and VPR, along with their benefits, we can further enhance
risk management with the Cyber Exposure Score (CES) The building blocks for the CES in the
Tenable One Exposure Management Platform are similar to those used for years in Tenable
products (for example, Tenable Vulnerability Management, Tenable Lumin). These mechanisms
have to date only been used for vulnerability management data. Tenable One expands these
concepts into new realms of the attack surface: Web Applications (Tenable Web App Scanning),
Cloud Resources (Tenable Cloud Security), Tenable OT Security, and Identity (Tenable Identity
Exposure).

The following concepts are foundational to the scoring utilised in Tenable One:

Vulnerability Priority Rating (VPR): The severity and exploitability of a given vulnerability. A
vulnerability’s VPR is expressed as a number from 0.1 to 10, with higher values corresponding to a
higher likelihood of the vulnerability leading to a compromise and a higher impact on the asset. This
score is found in Tenable Vulnerability Management.

Asset Criticality Rating (ACR): Rates the criticality of an asset to the organisation. An asset’'s ACR is
expressed as an integer from 1 to 10, with higher values corresponding to the asset being more
critical to the business. This score is utilised in Tenable Lumin.

Asset Exposure Score (AES): A combination of the VPR and ACR of a given asset.

Prioritising Risk with Lumin Exposure View and Attack Path Analysis

Tenable Lumin Exposure View provides at-a-glance insight into all weaknesses and exposures. It
combines data sources from all Tenable solutions, including IT assets, identity systems, cloud
resources, web applications, and your OT infrastructure.

One of the hardest tasks to accomplish is proper risk prioritisation and communication of risks and
vulnerabilities. Lumin Exposure View provides the exposure cards, which allows easy identification
of problem areas so resources can be applied properly where needed. An exposure card represents
incoming data from configured tags and data sources. This data is aggregated and normalised to
provide a visual representation of your CES and other metrics. Note: Exposure cards can be
customised or Tenable provided cards can be used.

The CES is presented under the letter grade, in the form of a number such as 167/1000. The CES
score is a value from 0-1000, with higher values indicating higher exposure and higher risk.
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= (Jtenableone | Lumin Exposure View = D ®s " °

Global Exposure Card

~ Overall score =

o B
Category Cards Your score is inside target.

BACKTOTOP A

Categoris:

1.
2 £

Follow this link for more information on Lumin Exposure View.

Tenable Attack Path Analysis gives security teams the ability to take the attackers perspective with
context across the organisation. Analysts can easily browse an organisation's environment to
understand relationships and exposures. This allows a physical view into the same combination of
exposures that attackers can see, which lead to unwanted lateral movement into critical assets.
Additionally, organisations can remove the guesswork of where to start first, identify and prioritise
attack paths based on unique context, and stay up to date with common adversary Tactics,
Techniques, and Procedures (TTPs) from MITRE ATT&CK.

To achieve the best results a few criteria must be met:

* The percentage of authenticated Tenable Vulnerability Management scans and Web
Application scans must be at least 40%.

* Tenable Identity Exposure must be configured

* A Tenable Cloud Security resource must have been performed.
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For more information, see Get Started with Attack Path Analysis

Attack Path Analysis anticipates and prioritises the most critical attack paths within the environment
by leveraging advanced threat intelligence and analytics. By leveraging the power of artificial
intelligence, Attack Path Analysis delivers guidance based uniquely on the organisation's
environment. By maintaining the relationship between assets, vulnerabilities, and potential attack
paths, organisations can stay ahead of threats, and respond quickly to threats using step-by-step
recommendations that are provided.

From the dashboard in Attack Path Analysis, selecting a cell (in this case the cell in the upper right
reflects the most critical, combined highest exposure score and asset criticality rating), takes the
user to the Discover page.

= Otenableone | Attack Path Analysis = QB o & =

Dashboard  Discover  Findings ~ ATT&CK

CompareTo: None Yesterday 7 Days 15 Days 30 Days

& Open Findings Do critical e

63.3K 2

Critical Assets (reached / total) © & Top Attack Paths (O

5.4K/6.4K

Attack Path Matrix Trending Attack Paths

Q@ Scattered Spider Description :Scattered Spider is a cybercriminal group that has

ince at relationship

b
been acti g
management and business-process outsourcing (BPO) firms as
" i gy compani
6907 Attack Path : 116
O APT33
- - -

14287 224924 70034 15167

core—»

s
o

e Node Exposure

6907

Sourcy

@ Lockbit_3.0 Dest

on :LockBitis a cybercriminal group proposing

vice
Attack Path : 1

—Target Asset Criticality Rating™

O APT28 Description :APT28 is a threat group that has been attributed to

Score Range: Low: 0to < Medium: 4to <7 Higl

Selecting the ATT&CK page displays the MITRE Att&ck Heatmap. The heatmap provides a holistic
view of the organisation's data based on the enterprise tactics and techniques from MITRE Att&ck.
The data is presented in a table format which allows organisations to quickly prioritise and remediate
critical vulnerabilities that are the most relevant to your organisation.

Table cells are colour-coded to indicate:
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* Grey - Tenable does not currently support these techniques

* White - Tenable supports and detects these techniques, however they are not relevant to your
organisation.

* All other colours are based on severity:

M Critical M High M Medium Il Low M Notleading to Critical Asset

Clicking the item displays options which can lead you back to the Findings or Discover page to view
possible attack paths for the selected technique or sub-technique.

Otenablecne | Attack Path Analysis « QP o ® °

Dashboard ~ Discover  Findings  ATT&CK
MITRE ATT&CK Heatmap Q
q Show All Techniques @) M Critical M High M Medium ! Low I Notleading to Critical Asset
@ Enterprise
PRE . Resource . . . . Credential . Lateral
Reconnaissance Initial Access Execution Persistence Defense Evasion Discovery
Development Access Movement
Windows
Cloud Abuse Elevation
Mac0S ) ira A Account o Abuse Elevation Adversary-in-the- o Account v Exploitation of A
p Control ~ Middle Discovery Remote Services M
Command ——
N lechanism
Linux - Command and
Gather Victim Acquire Drive-by o Access Token Application Internal A
i v i Scripting e BITS Jobs Abuse Elevatic Manipulati CLIEREED e ‘Window Discover Spearphishing Di
F_ o e use Elevation tanipulation jow Discovery pearphishing ]
Gather Victim y Publi Container Boot or Logon (5383) . Browser
Compromise Exploit Public- - dntials from Lateral Tool
Network Identity v & v P Administration Autostart v View In Findings (5383) v~ Information A
Accounts Facing Application sWiord Stores Transfer
Information Command Execution Bypass User View In Discover (35466) Discovery
Containers Gather Victim Boot or Logon AEEITRETI Cloud
Compromise External Remote Build image on for Remote Service A
Network v Deploy Container Initialization v Infrastructure
. Infrastructure Services Host Credential Access Session Hijacking o
Information Seript... B R Discovery
with Prompt
Gather Victim Org _, Develop Hardware Exploitation for Browser - R Forced Cloud Service R B
ebugger Evasion v
Information Capabilities Additions Client Execution Extensions Setuid and Setgid 4l Authentication Dashboard rvices H
Replication
Phishing for Establish o Inter-Pr Forge Web. Cloud Service &
. ~ v Phishing v v Caching Decode Files or 5 Through cl
Information Accounts Communication Software Binary Credentials Discovery
Inform... Removable Media
Replication TCC Manipulation
Search Closed Obtain Cloud Storage Software Di
. Through Native API Create Account V' Deploy Container Input Capture V'
Sources Capabilities . Temporar Object Discovery Deployment Tools st
Removable Media porary
Elevated Cloud
Search Open . ) - Modify Container and . D
. Stage Supply Chain Scheduled Task/ Create or Modify Access Direct Volume o Taint Shared
Technical v . N v v Authentication v Resource o
Capabilities Compromise Job System Process Access © Content
Databases Process Discovery R
Search Open . Access Token Domain or Tenant Multi-Factor Use Alternate D
i Trusted Serverless Event Triggered Manipulati eor §
Websites/ v N N v lanipulation Policy v Authentication Debugger Evasion Authentication v In
Relationship Execution Execution
Domains Modificatio... Interce... Materi... R
Account “ Multi-Factor
Search Victim- . " Execution Device Driver Di
Valid Accounts v v Authentication
Owned Websites Services Guardrails [ . Discovery s
v v v v v v

On the Discover page, clicking on one of the displayed attack paths display an attack summary

explaining the attack path.
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= (Jtenableone | Attack Path Analysis = QP o @ = o
Dashboard Discover Findings ATTEZCK
Query builder < Backto queries O R It (.IO Att k P th )
Standard queries y
O B
Attack Path Query Builder
Q it
0 Selected B elected (> Export All Tto100f10 Find all attack paths
© Standard O Blast Radius © O Asset Exposure O
Name Path Priority Rating (1) Nodes View Graph Actions
© source + > SideDoorUser can gain full control over: ® High &> 8 <
o swap N ® High A <

@ Target +

> SideDoorUser can gain full control over ® High a8 <
(@ Attack Technique ~ > SideDoorUser can gain full control over Emil ® High - - <

A~ SideDoorUser Gains Full Control Over Hardie Hullander Al ® High 258 <

Abuse Elevation Control Mechanism  [i]
Attack Summary by Al
) he then gail they
+ AddaTechnique tions that they want, tealing data o even

> SideDoorUser can gain full control over Ellsworth Rumbaugh Al ® High &5 8 <

> SideDoorUser can gain full control over Everette Lyberg Al ® High &8 £

> SideDoorUser can gain full control over Sherry Allen Al @ High &> 8 4

> SideDoorUser Gains Full Control Over Tarah Goude Al ® High - £

> SideDoorUser can gain full control over Joel Pavilonis Al ® High - - <

For a complete workflow example using Tenable Lumin Exposure View and Attack Patch Analysis to
prioritise risks, see this example workflow link.

For more information related to Attack Path Analysis, see this link.

Tenable OT Security applies sophisticated algorithms to assess the degree of risk posed to each
asset on the network. A Risk Score (from 0 to 100) is given for each Asset in the network. The Risk
score is based on the following factors:

* Events — Events in the network that affected the device (weighted based on Event severity and
how recently the Event occurred). Note: Events are weighted according to currency, so that
more recent Events have a greater impact on the Risk score than older Events.

* Vulnerabilities — CVEs that affect assets in your network, as well as other threats identified in
your network (for example, obsolete operating systems, usage of vulnerable protocols,
vulnerable open ports, and so on.). In the OT Security, these are detected as plugin hits on
your assets.

» Asset Criticality — A measure of the importance of the device to the proper functioning of the
system.
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Note: For PLCs that are connected to a backplane, the Risk score of other modules that share the
backplane affect the PLC’s Risk score.

The Risk Score can be viewed in several ways.
» All three dashboards (Risk, Inventory, Events, and Policies)

 All four inventory dashboards (All Assets, Controllers and Modules, Network Assets, |0T)

= (Otenable o7 security (XD  ©37PM - Wednesday May29,2024 & Joe v

~ @ Dashboards

Al ssets
Risk

Inventory Name Type Risk Score 4 Criticality P Category Vendor Family Firm *
Events and Policies O HR 4 - Comm. Adapter Communicati... High " Controllers Rockwell ControlLogix 5.001'%
v & Events O Packaging 2 - Comm. Adapter Communicati... High Controllers Rockwell CompactLogix 2.008
All Events O Infusion Mold 3 PLC High Controllers Rockwell ControlLogix... ~ 31.01
Configuration Events [} WaterPump1. PLC High Controllers Rockwell CompactLogi..  20.01
SCADAIEanis) Od Heat Rollers 4 PLC Low Controllers Rockwell ControlLogix...  30.01
Network Threats ] Packaging 2 PLC Low Controllers Rockwell Compacilogi..  20.01
Network Events ] PLC 1511C-1 PLC High Controllers Siemens 57-1500 20.1
2 Policies O WIN-KL90ABCBOO8 Domain Cont... High Network Assets VMware
v od Inventory O ZTCedgel - HA Appliance OT Server Medium Network Assets Axiom Techn... Yokogawa
All Assets O ACS Access Contr... High lot VMware
Controllers and Modules O BACO Controller High Controllers Servisys BACO Scriptin... 312,
Network Assets [} col-lab-esx-001.corp.tenablesecurity.com  PLC High Controllers Dell
loT O PLC #54 PLC High Controllers Schneider Modicon M221 15
7 Network Map O WaterPump? - /0 #2 1/0 Module High Controllers Rockwell 1.001
& Vulnerabilities O WaterPump1 - /O #1 1/0 Module High Controllers Rockwell 3.001
~ 0 Active Queries O DESKTQP-0SCETHY Communicati... High Controllers VMware
Queries [} WIN-P3FNGET61DE Security Appli... Medium Network Assets VMware

Version 3.18.51 Expires Sep 17, 2024
Assets Limit 40%

The Risk Assessment widget for Tenable OT, located on the compliance dashboard provides
organisations with an updated and dynamic overview of at-risk assets by their criticality. Displaying
assets by criticality assists organisations in prioritising and managing risks related to the OT/loT
environment. Key items displayed are assets with High, Medium, Low vulnerabilities and assets at
high risk.
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Risk Assessment ©
Applies to:
10 27001 | Controls: 5.9,5.12 @

NIS2 Directive (Article 21) | measures: a,i @
Assets at Risk by Category

Risk Score Total Assets Controllers and Modules Network Assets loT Assets

High 6 6 0 [
Medium 145 73 72 0

Low 397 28 363 6

Show Asset List

The External Exposure Risk widget also for Tenable OT, located on the compliance dashboard
identifies external connections to the Industrial Control Systems (ICS) networks. This widget assists
organisations meet compliance within supply chain security. As more vendors (both ICS equipment
and machine builders) are using hybrid models. These hybrid models may reside in or out of cloud
environments. This widget assists organisations identify, evaluate, and mitigate OT network, and
loT assets from unexpected external communication.

External Exposure Risk @
Applies to:
150 27001 | Controls: 5.15 ®

NIS2 Directive (Article 21) | measures: a,i @
Assets with potential external exposure risk ®

Risk Type Purdue Level 0-1 Assets Purdue Level 2-3 Assets

External Connection 0 0

The following cross-reference information is provided to derive a more comprehensive and effective
approach to managing information security requirements. NIS 2 Article 21(2) (a) references security
in Risk Analysis and Information System Security.

Security domains define how information is classified, categorised, or administered. The following
Security Domains, Sub-Domains, and Measures are related to NIS 2 Article 21(2) (a), and can assist
organisations already using other standards and frameworks to comply with NIS 2.

SECURITY DOMAIN: Defence
SECURITY SUB-DOMAIN: Detection
SECURITY MEASURE: Detection

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2) (a) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
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following cross-references for risk analysis. The following cross-references cover the processes and
procedures related to Risk Analysis, Defense, and Detection.

CROSS REFERENCES:

The ISO 27001 references sections within Performance Evaluation, specifically the following
sections:

* 1ISO27001(9.1,A.12.2, A12.4,A.12.6.1, A.15.2.1)
The NIST CSF references the following sections within Detect, and Protect.
* NIST CSF (PR.DS -6, 8, DE.AE -1,5, DE.CM -1, 2, 3,4,5,6 7, DE.DP-1, 2, 3, PR.PT -1)

The ISA/IEC 62443 references the following sections within Policies and Procedures, Systems,
Zone Boundary Protection, Application Partitioning, Audit Logs, and Continuous Monitoring.

* ISA/IEC 62443 (SR 2.8, SR2.9,SR2.10,SR 2.11,SR 2.12, SR 3.1, SR 3.3, SR 3.4, SR 3.8,
SR3.9,SR5.1,SR5.2,SR5.4,SR6.1,SR6.2)

Additionally, the following cross-references are also related to Security Risk Analysis and should be
considered as a reference within governance.

SECURITY DOMAIN: Governance and Ecosystem
SECURITY SUB-DOMAIN: Information System Security Governance & Risk Management
SECURITY MEASURE: Information system security risk analysis

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article REPLACE can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
following cross-references for vulnerability handling and disclosure. The following cross-references
cover the processes and procedures related to Risk Analysis and Governance and Ecosystem.

CROSS REFERENCES:

The ISO 27001 references sections within Planning, Operation, Performance Evaluation, and
Improvement, specifically the following sections:

* ISO 27001 (6, 8,9.3,10,A.8.1.1,A.12.6.1, A.18.2.1)

The NIST CSF references the following sections within Identify, Respond, Detect, Recover, and
Protect.
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* NIST CSF (ID.GV -4,ID.RA-1,3,4,5,6,ID.RM-1, 2,3, RS.IM -1, 2,I1D.SC -1, 2, PR.IP 12,
RC.IM-1,2,ID.AM -1, 2,4,5, DE.CM -8, RS.MI -3, RS.AN -5)

The ISA/IEC 62443 references the following sections within the Control Systems Component
Inventory.

* ISA/IEC 62443 (SR 7.8)

Organisations often have teams that focus on the detailed information relevant to the teams' assets;
or operational focus areas, such as Windows, Linux, databases, or network infrastructure. The
InfoSec Team - One-Stop Shop Comprehensive Attack Surface dashboard, shown in the following
image, contains components that do not require specific asset list filters to be applied before use.
The following dashboards provide a unique risk perspective to organisations across their entire

environment, enabling quick and easy vulnerability prioritisation.
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tenable.SC  Dashboard~  Solutions  Anaysis~  Scansv  Reporting v

InfoSac Team - One-Stop-Shon Cormprenensive Altack Surface Howich Dashboad - & Opflone -

Cyber Risk Executive Briefing - 3-Month Trend for Exploitable Vulnerabilities InfoSec Team - One-Stop-Shop Comprehensive Attack Surface - 3-Month Trend for VPR Severity 1-4

n,

Dec 13 Dec20 Dec 27 Jan 03 Jan 10 Jan 17 Jan 24 Jangt Feb 07 Feb 14 Feb 21 Fen2g Dec 1 Dec 20 Dec 27 Jan 03 Jan 1 dan ! =
Low Mecium “High M Exploitable Wuins - Total VPR Severty 4~ Total VPR Severty 3 Totsl MVPR smnm Total -vwn smmn Total

Last Updatac: 4 days aga Last Updsted: 4 days ago

InfoSec Team - Hosts Discovered via Active, Passive, Credentialed Scanning Last 80 Days InfoSec Team - 90 Day Windows Compliance Failures.

A

\/
\ '

= Total [ HNM Mosiorng Discovered -Toal Authenticotod Scan Perlrmed Agsinst Deice - Info Gecid  Deea0  Deezr  Jnos o Jenir  anze Jans Feb 07 Fabid o= >® e
WiScanned with Tsnable Agen - Total W eled - High
Last Updated: 1 haur ago Last Updatec: 1 hour ago
InfoSec Team - Systems Discovered/Scanned and Verify SCCMANSUS Patch Mgmt Client Installation Over Past 30 days InfoSec Team - Tracking Key Vulnerabilities
Total Systems Discovered in the Past 30 days o Toral Host Caurt
Total Systems Scanned in the Past 30 days 180 Hosts with WannaCry Vulnerabilities
Hosts w/ Successu Credentialed Auth Last 30 Days o Hosts with Bluskeep HDP Issue Winerziites
Windows Devices w/ SCCM Client Installed 10 Hosts with MS Aug 13 2019 DejaBlue RDP vulnerabilties - s ]
Windows Devices w/ WSUS Client Instalied 0 Hosts with Windows GryptoAPI Curvaball CVE-2020-0601
Windows Hosts w/ Tenable Agent Installed 14 Hosts with Microsoft SQL Server CVE-2020-0618 wiin ]
nix Hosts w/ Tenable Agent Installed 1 Hosts with Apache Tomcat Ghostoat Vuin GVE-2020-1938
Mac Hosts w/ Tenabla Agent Installed 1 Windows SMBV3 Client/Server Remote Code Exec CVE-2020-0796
Last Updated: § hours ago Last Upaated: 6 hours aga
InfoSec Team - One-Stop-Shop Gomprehensive Attack Surface - Severity 1-4 Risk Remediation Actions InfoSec Team - Roadblacks Currently Gating Remediation
Total Hosts 2021 CVEs 2020 CVEs 2018 CVEs 2018 CVEs 2017 CVES 2016 CVES Hosts Requiring Additicnal Patzh/Sonfig Action to Rem adiare

VoA Sovery 2 = | e [ e [ oe | s Widous Reboot R 1 Ay P

Windows Host Missing Rollup KBs

E
2
7

VPR Severity 1 Vendor Requires Registry Key Change to Remediate 1431
Lot Updatect 7 minutes 0o Remote Host Missing Patches - Includes Steps to Remadiate
Remediation Requires Disabling Something on the Device 1437
InfoSec Team - One-Stop-Shop Comprehensive Attack Surface - Tracking Progress Against VPR Severity 1-4 Red Hat/CantOS Hosts Where Service Restart or Reboot is Required
Mitigated Vuins | Miligated 0-30d | Mitigated >30d | Unmitigated Vuins | Exploitable Vulns | Patch Avail >30d | Exploitable Hosts Last Updated: 4 days aga
wRsmens s 2% EErE.
VPR Severity 3 121 56% 44% [ 5% | _ [ s ] InfoSec Team - Insecure items, Weaknesses and Default Credentials
VPR Severity 2 1386 76% 24% [ ] [ oox M sa ] Host Issues Detected via Active Scans Detected via Continuous Passive Mon...  Detectad via ompliencs Seans
RSyl 7o o Heatroraes e
Lo Updatec Lo trn it ag0 Insccuries None
betaut Acoount tc Wesnesss
InfoSec Team - One-Stop-Shep Comprehensive Attack Surface - Mitigation SLAs. Password lssues T T
Mitigated Vuins  0-30d 31600 61-900 900 Unmitigated | Exploitables  Patch Availab... Exploitable ... Cleartext Disclosur ssucs None I
Microsoft Win.. 538 2% 8% 0% 0% eazo ([N 89% Last Updatad: 4 daye ago
“nix Systems 333 14% 1% 0% 84% 3445 97% “
VMwars 18 0% % % 0% ’ “ 0% n InfoSec Team - Certificate Expiration Status & Risk ltems Summary
Adobe 0 0% 0% 0% 0% 12590 98% Hosts wf Expired Certs  Hosts w/ Certs Expiring Soon | Hosts w/ Uninsted SSL Certs  Hosls w’ 3e f-Signed Certs
Java 8 88% 13% 0% 0 11267 24% 8% 751 noonyourssLces ([ D
Office Suite 0 0% 0% 0% 0% EUC 20560 IR T

The Cyber Security Framework (CSF) category ID.RA (Risk Assessment) provides guidance to
organisations on cyber risk and helps to define recommended actions for the security operations
team. The ID.RA-1 category states requirements for the National Institute of Standards and
Technology (NIST) 800-53 control CA-8 Penetration Testing. The control states 'Penetration testing
is a specialised type of assessment conducted on information systems or individual system
components to identify vulnerabilities that could be exploited by adversaries.' Some security teams
leverage exploitation frameworks such as Core Impact, Canvas, or others to help with this control.
Tenable Vulnerability Management identifies which vulnerabilities are exploitable by different
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frameworks. Exploit frameworks do not always have the same exploits, and, while there may be
some overlap, a correlated view of exploits in the environment from multiple frameworks helps
organisations understand which exploit frameworks pose the greatest threat.

For Tenable Vulnerability Management, the Pen Testing Team: One-Stop-Shop dashboard

provides security operations teams a centralised view of common vulnerabilities and exploit
frameworks present in the organisation’s environment.

Vulnerabilities Exploitable by Malware Summary © H Exploitable by Framework @

s
Exploitabl E saz 126 180
Malware 11K 385 657 a
Core Impact 0 0 o 0
~— Low
= Medium Canvas 248 103 132 13
Ellit 2 0 2 0
ExploitHub 1 [ 1 | 0
Metasploit 318 134 183 1
Top Malware Exposures © H Assets with the Most Malware exposures © H
Plugin Name. FirstValue of VPR First Value of Severity Count Asset Name 1Py Address Count All Values of Severity :Iuanw.rm
WinVertyTrust 4 BE. 8.1 @ High L] 5 N —_
Windows DHIIET . 84 ) Medium n 5 I —
Microsoft NET Framew.. 9 @ High 3 5 | —
KB5026363: Windows 1.. 92 @ Critical 4 4 I —
KB4571694: Windows 1.. 10 @ Critical 4 3 —— —
KB5003638: Windows 1.. 2.8 @ Critical 4 3 I —
KB4561616: Windows 1.. a5 ® High 4 2 | —
-
2 —— | @
T
New Exploitable Assets (T i Top Exploitable Ports @
Assot Name 1Pv4 Address Count I Values of Severity Port Count AliValues of Severity

However, organisations with teams that focus on a specific group of assets benefit from using
custom asset lists. Information security teams can visualise findings against assets that are "owned
by" or "assigned to" specific teams within the organisation using this method. Additionally, an Output
Assets filter can be set to provide greater insight into where additional resources need to be
allocated to mitigate vulnerabilities.
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The Output Assets filter is only available when using the Asset Summary Tool. When this tool is
selected, you have the option to refine the filters to include specific Asset information.

Data

TYPE Vulnarability ~
QUERY Select a Query ~
SOURCE Cumulative ~
TOOL Assel Summary

FILTERS

Vulnerability Priority Rating  Between 9 and 10

Vulnerability Published  Withim the last 30 days

Output Assels ~ Searct

[ 1872 - static - ibriAix

[ 1872 - static - jposs 1872 - ASSET
[ 1872 - static - junipar 1872 - ASSET
) 1872 - static - kali 1872 - ASSET
[ 1872 - stabc - lantronix 1872 - ASSET
[ 1872 - staiic - linksys 1872 - ASSET

The Prioritise Assets dashboard for Tenable Vulnerability Management helps prioritise remediation
efforts by presenting lists of assets to prioritise in various categories. The widgets on this dashboard
leverage vulnerability information from Tenable Web Application Security (WAS), Tenable.cs, and
Tenable.io Vulnerability Management (Nessus, NNM).
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= Otenable \ Dashboards > selected Dashboard

Prioritize Assets (Explore)

Asset Scanning Stats by CVSS Score ©

cvssv3 Most Critical First Observed
1.6K (9-10)

8.4K 3.3K
63K (5-89)

WAS Highest Vulnerabilities by Plugin Family ®

Injection ~_

Cloud Resources Scanning Stats @

Risk Factor Most Critical

First Observed

0 Critical

2K 414 <30 days

1.7K High/Med

Most Critical Assets

5.8K >90-days

1.8K

Web Application Scanning Stats by CVSS Score ©

CVSSv3 Most Critical
25(9-10)
16.4K
12.7K(5-8.9)

Last Seen Cloud Assets

493 >90-days

3.2K

Last Scanned

415 >30 days

1.3K <30 days

First Observed

1.5K

Last Scanned

2.1K>30 days

1.1K <30 days

Jump to Dashboard v

83 Dashboards | | 3 share || [ Export v

© Quick Actions @ L .

i More v ‘

Asset Highest Vulnerabilities by Plugin Family

Red Hat Local Securit... —| ‘
~.

®

r CentOS Local Security Checks

==—— SuSE Local Security C...
~ Mi

- Oracle Linux Local Sec...
’Q\\ Windaws
General
AN

Windows : Microsoft Bullet... /\.EA’\ Ubuntu Local Security Che..
_— Debian Local Security Checks

Amazon Linux Local Security Checks i

Most Critical Web Assets

11.7K>90-days

3.2K 30-90-days

Cloud Resource by Risk Factor ®

AWS
1

\_ Solaris Local Security Checks.

Last Scanned

6>30 days

10 <30 days

‘ == Unkown
‘ '\ Google Cloud

saure J

The data presented closes the gap in awareness for security teams and enables system

administrators to prioritise patch cycles and coverage in mitigation strategies. Security teams can

add target groups to the dashboard template, allowing different asset managers to prioritise

remediation efforts on the risk to their specific areas of concern. System administrators can take the

same dashboards as actionable items to help set the priority of corrective actions and mitigation

strategies.

The Worst of the Worst dashboards for Tenable Security Center and Tenable Vulnerability

Management enables customers building or strengthening a vulnerability management program to

better visualise the modern attack surface. The information presented focuses on the vulnerabilities

that organisations should prioritise and mitigate first, by leveraging the Vulnerability Priority Rating

(VPR). The VPR score is an output of Predictive Prioritization, which allows organisations to focus

on what matters first by combining research insights, threat intelligence, and vulnerability rating to

reduce noise. Effective vulnerability remediation becomes easier as vulnerabilities that cause the

-60 -


https://www.tenable.com/blog/what-is-vpr-and-how-is-it-different-from-cvss
Content

most significant impact float to the top. VPR ratings can change over time, as threat intelligence
information changes. Again, allowing teams to focus on what is important right now.

Solutions

Analysi

Worst of the Worst - FX THESE FIRST
Worst of the Worst - Reduce Greatest Risk First

Al Vulnerability Instances
Exploitabla Vuinerabilties
Remotely Exploitable, Low Complexity, No Authentication Required Vulns

And Tenable VPR Score is 9-10 - FIX THESE FIRST

Last Updated: 43 minutes ago

Worst of the Worst - Top 10 Prioritized Actions
Solution
Apply the appropriate patch according to the January 2021 Oracle Gritical Patch Update advisory.
Upgrade to Mozilla Firefox version 86.0 or later.
Upgrade to Adobe Flash Player version 32.0.0.445 or later.
Upgrade to Adobe Reader version 2017.011.30188 / 2020.001.30018 / 2020.013.20074 o later.
Apply KB4601349: Windows 8.1 and Windows Server 2012 R2 February 2021 Security Update

Upgrade to Adobe Acrobat version 2017.011.30186 / 2020.001.30018 / 2020.013.20074 er later.

Last Updated: 44 minutes ago
Worst of the Worst - Top 10 Must Remediate Vulnerabilities

Name

Oracle Solaris Critical Patch Update : 0ct2020_SRU11_4_24 75 2

Oracle Solaris Critical Patch Update : 0ct2020_SRU11_3 36 23 0

Solaris 10 (sparc) : 153074-01

Windows DNS Server RCE (CVE-2020-1350)

Microsoft DNS Server Remote Code Execution (SIGRed)

Last Updated: a4 mnutas ago
Worst of the Worst - 10 Most Vulnerable Assets
1P Address DNS 0S GPE

cpexo:microsoftwindows_8_1::gold
cpexo:microsoftwindows_8_1::gold
cpeomicrosoftwindows_server 2012

—— cpe/oimicrosoft:windows_8::geld
cpexo:microsoftwindows_8::gold

cpe:/o:microsoftwindows_10

Last Updated: 44 minutes ago

Vuin Count
150465
39700
16550
3525

Score

1400

1400

1160

1040

880

Risk Reduction

Severity VPR

10.0

Critical R

Vulnerabilties

51.69%

20.06%

9.44%

8.09%

477%

4.18%

Total

22 Switch Dashboard ~

# Options ~

Worst of the Worst - 80 Day Vulnerability Trend

Dec 13 Dec20 Deo27 Jan 03

] ani7 dan Jon 3
M Worst of the Worst Vuinerabilty Instances - Totsl

Last Updatact: & days ago

Worst of the Worst - OS/Application/No GPE Vulnerabilities.

VPR >89 VPR <9
e s
Worst of the Worst - New Vulnerabilities Published Last 30 Days
Name Severity VPR Total
VMware vCenter Server RCE (direct check) Critical 9.8 5
VMware vCenter Server 6.5 / 6.7 / 7.0 Multiple Vulnerabilities (VMSA-2021-0002) Critical 9.8 5

Last Updated: 44 minutes ago

Worst of the Worst - By Asset

Asset Total
Exploited by Malware 3444
Systems with Software inventory 3438
Windows Hosts 3408
Systems that have been Scanned 3359
Systems with authentication plugins present (Pass or Fail) 3291

Last Updatack 44 minutes ago

Worst of the Worst - Certificate Concerns by Asset

Asset Total Vulnerabilities

Systorms that hava besh Scanned 745 '
Systoms with authentication plugins present (Pass or Fail o [0 I
Systoms with authentioation plugins presert (Pass or Fal) » D

Last Updatact 44 mintes ago

-61-



Top CyberCrime Exposuresfrom 2015-2022 (Explare) ©

Worst of the Worst Exposures, Including Top CyberCrime and Malware (Explore) I

Top Expotaie Exposures (Expore) @

Continuous Monitoring

Continuous monitoring is the real-time, or near real-time process of monitoring and analysing
systems for vulnerabilities. The process is an ongoing assessment of the organisation's
infrastructure, networks, and systems to detect and respond to threats. By continuously collecting
and analysing information, organisations can identify issues early, mitigate risks, and improve the
overall effectiveness of the cyber security program. Continuous monitoring helps to quickly identify
vulnerabilities and potential breaches, helping organisations maintain a proactive approach to risk
management.

The following sections within the NIS 2 may be best suited to fall into the Continuous Monitoring
category:

* Article 21(2) (c): Business Continuity: Business Continuity Process and Technology

* Article 21(2) (i): Access Control Policies and Asset Management: Asset Discovery and Access
Control

A successful continuous monitoring program includes automated tools and techniques to monitor
the organisation's infrastructure for vulnerabilities. These include using a vulnerability scanner to
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scan networks, systems, and applications for known vulnerabilities, misconfigurations, or weak

points that can be exploited.

Organisations must know the existence and location of critical assets to ensure that assets are

monitored and protected based on each asset’s business risk rating. Identifying assets facilitates

vulnerability scanning and remediation by ensuring that scans are configured to probe for common

weaknesses in the platform or application. Discovering all assets enables organisations to establish

an inventory, which can be used to assess and mitigate associated risks to the organisation. The
Asset Inventory and Discovery dashboards for Tenable Vulnerability Management and Tenable
Security Center assist organisations with the continuous monitoring and identification of assets with

the organisation.

Asset Inventory & Discovery (SEE) (Explore)

WAS Detection

Count

Monitoring Device Types ©
800
600

400

gener azure unkn embe micro switc firew endp hyper gep-
al- -insta own dded soft h  all oint visor insta
pur.. nce win... nce

Asset Discovery Statistics (@

All ~ Jump to Dashboard ~

BB Dashboards

[} Share [+ Export ~ i More ~

Nessus Scanned

NNM Discovered

FQDN Discavered

05 Discovered

System Count 2.8K 94 551 1K
<14 Days 1.2K 2 1 4
> 14 Days 1.6K 92 550 1K

Passively Detected Inventory Attributes ©

cop Client Detection

Host TTL

Service Detection

Host Attribute
MAC Address
OT Detection

SNMP Detection Hardware Fingerprinting
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Actively Collected Inventory Attributes @

DHCP BIOS Info
Hostname MAC Add via SSH
‘05 Detection FQDN
NetBIOS

Server Detection

Version Detection System Info (DMI)

Hostname Device Type

Ethernet Card Ethernet MAC Addresses

Windows Reglstry 05 and

Scan Info

Ping CPU Info (DMI)

Remost Host Info

Computer System Prodcut] Disclasure


https://www.tenable.com/tenable-io-dashboards/asset-inventory-and-detection-see
https://www.tenable.com/sc-dashboards/asset-inventory-discovery-see
https://www.tenable.com/sc-dashboards/asset-inventory-discovery-see

nable.sc  Dashboard » Solutions  Analysis = Scans Reporting = Assets » Workflow + Users »

Asset Inventory & Discovery (SEE) CRefresh Al EZSwitch Dashboard = | & Options =

Monitoring - Device Type Indicators Host Discovery - Discovery Statistics

Embedded Nessus Sca... I ICMP (up) 1CMP (down... NNM Discov. I FQDN Disco... 0S Discove...
System Cou... 3834 3476 0 2798 3549 5514
<30 Days [ 3 | o I 0 I 0 [ 3 I 3
>30 Days | 3831 3476 0 2798 3545 5511

Last Updated: 2 hours ago

Last Updated: 2 hours sge. CIS - Passively Detected Inventory Attributes

WAS Detection

IP Address DNS

SNMP Detection

Last Updated: 2 hours age

CIs - Actively Collected Inventory Attributes

BIOS Info Hostname Device Type
MAC Add via SSH Ethernet Card Ethernet MAC Addresses
FQDN Windows Registry OS and CPU Scan Info
NetBIOS Ping CPU Info (DMI)

System Info (DM1) Computer System Product Remote Host Info Disclosure

Last Updated: 2 hours ago

Last Updated: Less than a minute ago

The next steps include a vulnerability assessment, risk prioritisation, remediation, and patch
management. The continuous monitoring program feeds data into these processes. Each of these
steps has their own sections within this guide which focus on providing strategies which enable
organisations to be successful in starting or maintaining their vulnerability management program.
Continuous asset discovery is also an important aspect of continuous monitoring. For more
information on Asset Discovery and Classification reference the Asset Inventory and Discovery

Cyber Exposure Study.

In order to monitor for, and to identify vulnerabilities, meet guidelines/SLAs for timely remediation,
compliance requirements, manage organisational assets, and proactively manage risks - continuous
monitoring is an essential component of any comprehensive security strategy. For this section, the
focus is on the first step, ensuring that the organisation’s assets are being assessed on a regular
basis. This can best be achieved by first ensuring that the scanning program is healthy.

Ensure that the proper scan credentials are being used for the broadest vulnerability analysis. For
more information on Authenticated vs. Unauthenticated Scanning see the Vulnerability
Management section of this guide, and the Vulnerability Assessment/Scanning section of the

Vulnerability Management Cyber Study.
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There are a number of useful plugins used to authenticate to the remote host which assist in
determining the health of the vulnerability scanning program. These plugins gather the information
necessary for local checks, and enable local checks. These plugins can be used to troubleshoot
authentication problems. Their output and audit trails provide details of any problems that were
encountered. These plugins and their descriptions are listed under Local Authentication in the
following guide: Vulnerability Assessment/Scanning section of the Vulnerability Management Cyber

Study.

Web Applications

Web Applications require additional treatment. Tenable Web App Scanning provides easy-to-use,
comprehensive, and automated vulnerability scanning for modern web applications. There are
significant differences between scanning for vulnerabilities in web applications and scanning for
traditional vulnerabilities with Tenable Nessus, Tenable Nessus Agents, or Tenable Nessus
Network Monitor. As a result, Tenable Web App Scanning requires a different approach to
vulnerability assessment and management.

When reviewing scan program health details from within Tenable Web App Scanning, click on the
Scans icon that is available on any page. The My Scans page will load and information on the status
of the Web Application Scanning program will be displayed. To view additional details click on any
scan and then select Scan Details.
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= Otenable web App Scanning

2 Did YouKnow -
o - My Scans.
Qg
. Scans By Status ©
@ Scanning
65% of WAS customers prefer to run a Quick

Scan

3

(@]

Default Folders -

[ AllScans

2 MyScans

@ Remediation Scans

Completed (3993)

@ Create Scan @ Scan Templates

Running (3)

as V77

Scans

~ Hide Visualizations

e Pe u0

 Import Scan

& Trash
Saved Filters v Enter filter query.
Custom Folders - ®
() 4323 Items Columns v 11050 0f 4323 v Pagetofe7 > Ol
o
Name Status Schedule LastRun Last Modified Targets

[0 WebApp IMPORTED Completed Disabled Never Run 05/09/2024 1

[ Acunetix — Completed Disabled Never Run 05/24/2024 1

a ‘WebApp IMPORTED Completed Disabled Never Run 03/22/2024 1

a WebApp = IMPORTED Completed Disabled Never Run 05/12/2024 1

) WebApp IMPORTED Completed Disabled Never Run 05/01/2024 1

) WebApp = = s ORTED Completed Disabled Never Ru 06/13/2024 1

[J  WebApp = uup Completed Disabled Never Run 02/25/2024 1

[ WebApp = WPORTED Completed Disabled Never Ru 05/25/2024 1

The Scan Details displays information on the status of the scan (Completed, Aborted), the start and

end time, duration of the scan, and the scan type.

= Otenable web App Scanning

> Scan Details

[in} Scans

view Scan [GOMBLETED] ( O htps:

U Findings  Scan Details

Scan Details

Status Completed
Created 0611472024 6:48 AM
Start Time

End Time 08/1412024 6:48 AM

Time to Complete

Scan Type.

© WebApp - Internal - WordPress - Overview

& Export

e Ps 50

& Trash

For more information on Web App Scanning, see the following information: Getting Started with Web

Application Scanning.

Industrial Control Systems
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When OT devices are an integral part of the organisation, Tenable.ot continuously monitors all ICS
activities, including activities taking place over proprietary PLC protocols. Tenable.ot identifies real-
time anomalies, suspicious and unauthorised activities, and reports on these cyber security events.
Tenable.ot uses a network threat detection engine that routinely searches for malicious activity in
the network. The engine generates alerts based on the identification of these threats in the network.

This is accomplished by automatically establishing a baseline of each controller configuration and
continuously monitoring for configuration changes. All changes are reported, and security staff
members are alerted if any unauthorised change is made through the network or physically by
connecting directly to the OT device. Besides providing useful information, this capability documents
that all configuration changes to controllers were noted and accounted for.

Tenable.ot regularly (at user-defined intervals) scans each controller and takes a snapshot of the
device's configuration file. These snapshots are then compared with the previous day’s file, changes
are noted, and alerts with information on those changes are created. This allows organisations to
catch suspicious changes and investigate or reverse them. Conventional anomaly detection
solutions can’t do this. New baselinings can be invoked at any time by the administrator.

Additionally, Tenable.ot monitors the network traffic and creates a baseline of the expected network
communications. Any violation to this baseline triggers an alert. Tenable.ot monitors the used
network ports/protocols and any deviation from the expected network protocols (baseline) triggers
an alert which can be viewed under the Events page, and then selecting a filtering option or Al
Events.
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Otenable ot security 03:22PM - Friday,Jun 14,2024 & Joe v
> @ Dashboards
Mlevents (= o
v & Events
All Events Status Log ID Time Event Type Severity Policy Name Source Asset Source Address Destination Asset

Configuration Events O Not resol... 1373080 12:06:47 PM - May 14, 2024 Port Scan High SYN Scan Detected

SCADA Events Notresol... 1352738 12:01:57 PM - May 7, 2024 Port Scan High SYN Scan Detected
Network Threats O 1341084 11:55:05 AM - May 3, 2024 Intrusion Detection ICS Scanning - Elitewolf ;
o
Network Events O Not resol... 1341082 11:55:01 AM - May 3, 2024 Intrusion Detection ICS Scanning - Elitewolf g
? Policies >0 Not resol... 1341080 11:55:00 AM - May 3, 2024 Intrusion Detection ICS Scanning - Elitewolf :
> & Inventory > d Not resol... 1341078 11:54:57 AM - May 3, 2024 Intrusion Detection ICS Scanning - Elitewolf
2 Network Map >0 Not resol... 1341071 11:54:39 AM - May 3, 2024 Intrusion Detection ICS Scanning - Elitewolf
& Vulnerabilities > M Nt resol 1341070 11:54:30 AM - Mav 3 2024 Intricion Netertion ICS Seannine - Flitewnlf
tems: 42

> U Active Queries

> & Network Event 1373080 12:06:47 PM - May 14,2024 PortScan High Not resolved

> © Groups Details A Port scan is a probe to reveal what ports are open and listening on a given asset

> & Local Settings Destination SOURCE IP ADDRESS
i Why is this Suggested Mitigation
Policy DESTINATION NAME important?

Make sure that you are familiar with

Seanned Ports DESTINATION IP ADDRESS Port scans are part of mapping the source of the port scan and that
icati this port scan was expected. In case
Status PROTOCOL Tcp ;Zn?:;;zﬂ:::z:::;i;:;: :?,Sdet. you gre not familiar vsith the source
done by monitoring devices in the check with the source asset owner to
network. However, such mapping see whether this was a planned and
may also be done in the early stages expected port scan. If not, check
of an attack, in order to detect which other assets have been
Version 31858 Expires Sep 17, 2024 vulnerable and accessible ports for scanned by the source asset and
maliriniie Fammiinicatinn consider isolating the source asset to

Assets Limit 42%

Cloud Infrastructure

The dynamic, distributed nature of cloud environments often creates alerts that lack context at a
volume that can overwhelm security teams. Manually sifting through log data and attempting to
correlate the data can quickly flood teams with false positives instead of actionable insights. To
make matters worse, when suspicious or unusual activity such as misconfigurations or access-
related risks are found, teams may quickly realise they lack the depth and context needed to get to
the bottom of it.

Tenable Cloud Security automates threat detection and remediation to eliminate noise enabling your
team to focus on what matters most. In-depth investigation, monitoring, and reporting on suspicious
or unusual activity across AWS, Azure, and GCP is simplified by creating a behavioural baseline for
each identity. By continuously assessing and prioritising risk across human and service identities,
network configuration, data, and compute resources Tenable Cloud Security proactively reduces the
attack surface and blast radius in case of a breach.

The organisation's entire multi-cloud environment is continuously analysed, evaluating risk factors
including effective exposure, misconfigurations, excessive and risky privileges, leaked secrets and
vulnerabilities. Unusual data access, privilege escalation and other identity-related threats, as well
as changes in login settings, unusual reconnaissance, and unauthorised use or theft of access keys,
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can all be detected. Tenable analyses cloud provider logs to reveal the identity behind each activity
and affected accounts, resources, and services.

Otenable cioud Security Q, Search users, roles & resources All accounts v
T aws A ) = 6,477 1,274 194 104
1AM Resources Kubernetes Resources Network Resources Compute Resources

0 Organizations 1 Organization 1 Organization 1 On-Premises Account
@ Inventory 2 Accounts 2 Subscriptions 2 Projects
@ . . . . 46 33 30 8

Container Resources Data Resources Management Resources Security Resources
@ Activity Log
> 1AM
Open Findings ©® Severity is Critical o High v Trends @ Last 30 days v

{0 Workload

Critical I High
B Kubemetes |24 6% 1505 ® [} o
<b 1ac Categories © 44 0

Closed findings Ignored findings
@ Policies
= |lam Data

- ' I e g ;
& compliance

Secrets Custom Policies
[ Reports I B @ A
& Accounts I o) ®, 0

Network Tickets created

letwo
B Audt B

For more information on Tenable Cloud Security, reference the following documentation.

The following cross-reference information is provided to derive a more comprehensive and effective

approach to managing information security requirements. NIS 2 Article 21(2) (c) references security

in resilience and Business continuity management. NIS 2 Article 21(2) (i) references Asset
Discovery, both processes fall within continuity management.

Security domains define how information is classified, categorised, or administered. The following
Security Domains, Sub-Domains, and Measures are related to NIS 2 Article 21(2) (c) and (i), and
can assist organisations already using other standards and frameworks to comply with NIS 2.

SECURITY DOMAIN: Resilience
SECURITY SUB-DOMAIN: Continuity of operations
SECURITY MEASURE: Business continuity management

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2) (c) and (i) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443
utilising the following cross-references for continuity of operations. The following cross-references
cover the processes and procedures related to Resilience and Business continuity management.

CROSS REFERENCES:
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The ISO 27001 references sections within Performance Evaluation, and Improvement, specifically
the following sections:

* ISO 27001 (9.3,10.2,A.5.1.2, A.11.24, A17.1,A17.2)

* The NIST CSF references the following sections within Identify, Protect, Respond, Recover,
and Protect.

* NIST CSF (ID.RM-1, 2, 3, PR.IP-4,7,9,10, RS.IM- 2, RC.IM -1, 2, RC.RP -1, RC.CO -1,2,3,
PR.PT -5, PR.DS -4, ID.BE -5, ID.SC -5)

The ISA/IEC 62443 references the following sections within Auditable Events, Security Functionality
Verification, Boundary Protection, Audit Logs, and Resource Availability.

* ISA/IEC 62443 (SR 2.8, SR 3.3,SR5.2,SR.6.1,SR7.1,SR7.2,SR 7.3,SR 7.4)
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Incident Detection and Response

Incident detection and response are the process and activities involved in the identification,
analysing, and reacting to potential security incidents within an organisation's IT infrastructure.
Incident detection refers specifically to the continuous monitoring of an organisation's infrastructure
to detect any signs of malicious activity. For more information related to continuous monitoring or
vulnerability management, see the relevant sections of this guide.

The following sections within the NIS 2 may be best suited to fall into the Incident Detection and
Response category:

* Article 21(2) (b): Incident Handling: Incident Management and Reporting
Incident response encompasses several key aspects:

* Analysis - The investigation and assessment of the scope of the incident to understand what
happened and how.

* Containment - Taking immediate action to prevent additional assets within the organisation
from being affected.

* Eradication - The removal of the threat or vulnerability, which may involve patching systems
and/or updating configurations.

* Recovery - The restoring of data to a known good state or re-installing software.

* Post-Incident Analysis - The reviewing of the process to identify lessons learned, and improve
future security measures.

Effective incident detection and response are crucial for reducing the impact of security incidents on
an organisation's operations, reputation, and integrity. Good incident detection response plans
include a variety of technologies, a solid vulnerability management program, and well-defined
policies and procedures.

Tenable OT Security provides the following capabilities for incident detection:

System Abnormalities for Attack Detection: Tenable OT defines examples of abnormalities in
system behaviour that provide practical ways of detecting malicious activity that is otherwise hard to
identify. Both a statistical anomaly detection system and a rules-based whitelist/blacklist system to
identify system behaviours indicative of compromise where the initial compromising event may not
have been detected are used.
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Proactive Attack Discovery: Tenable OT uses an informed understanding of more sophisticated
attack methods and normal system behaviour to monitor proactively for malicious activity. This
includes sophisticated detection not just of attack events, but also the consequences of such events,
such as command and control traffic, malware transmission, etc. The event data can be used in
frameworks such as MITRE ATT&CK and other TTP frameworks.

Tenable OT tracks and alerts across the following 16 event categories:

» Code/Configuration/Firmware Transfer - Uploading and downloading code, configurations,
and firmware for various PLCs and controllers.

* Delete - Deleting code, configurations, and firmware from devices.

* Device Operation - Starting, stopping, restarting, and potentially going online/offline for
devices. This might include cold/warm start events.

* Modifying of Device Configurations - Modifying device configurations, including code edits,
renames, sequence resets, and enabling/disabling unsolicited responses.

* Device Status - Monitoring and reporting on devices’ health, configuration, and operational
state. This includes status changes like module state changes.

* HA and Redundancy - Switching or resetting redundancy.

» Suspicious Network Activity (Operational/Security) - Events requiring attention due to
potential security concerns or operational anomalies.

* Version Change - Version change.
* Abnormal Network Activity - Abnormal behaviour in the network.

* Access Control - Authentication-related activities, including successful/failed login attempts
and file authentication.

* Device Error - Events indicating unexpected device behaviour, such as DNP3 errors and
Telnet failures.

* PLC Programming - Changes the logic of the PLC.

* Communication Establishment - Typically, these events occur during system startup or when
a new connection is initiated.
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* Communication Management - Management of data exchange formats (datasets and tables)

within established communication protocols.

* Diagnostics and Maintenance - Events used for various diagnostic and maintenance

purposes, such as troubleshooting control logic, testing PLC functionality, simulating process

conditions, and preparing a PLC for operation or taking the PLC out of service.

* PLC Operation - Ensuring proper functionality before integrating the PLC into the control

process.

Specific events which are of particular importance to this section are: New Asset/Module discovery

or removal, inactive/stopped assets, event start/resolution times, and vulnerability

identification/resolution times.

In this example, from the Events page select Network Threats. On this page, we can set the status

to all Unresolved events. Here we can identify a series of Intrusion Detection events. Selecting the

first of these events we can view the details box. The details provide information on the type of

event, why this event is important, and suggested mitigation techniques.

= Otenable ot security |

0 )

12:34PM - Tuesday, Jun 18,2024

& Joe V|

v @ Dashboards

Risk Wj’rk Threats m

Inventory Status Log ID Time ¥ Event Type Severity Policy Name Source Asset Source Address Destination Asset
s i el 0 Notresol.. 1475547 12:06:21 PM - Jun 18, 2024 Port Scan High SYN Scan Detected
v & Events | OJ Not resol... 1473771 09:21:01 PM - Jun 17, 2024 Intrusion Detection Attacks - Various
All Events OJ Not resol... 1470880 09:23:17 PM - Jun 16, 2024 Intrusion Detection Attacks - Various B
Configuration Events O Not resol... 1467959 09:06:04 PM - Jun 15, 2024 Intrusion Detection Attacks - Various .8
E
SCADSEvents O Notresol... 1465104 09:25:02 PM - Jun 14, 2024 Intrusion Detection Attacks - Various N3
Network Threats O Notresol... 1462180 09:15:20 PM - Jun 13, 2024 Intrusion Detection Attacks - Various
Network Events O Notresol... 1459284 09:10:42 PM - Jun 12, 2024 Intrusion Detection Attacks - Various
@ Policies O Notresol... 1456371 09:11:26 PM - Jun 11, 2024 Intrusion Detection Attacks - Various
> @ Inventory m Nt racnl 1452457 NG:N218 PM - lin 10 2024 Intriicinn Natartinn Attacke - Variniic
tems: &
 Network Map
o i~ Event 1473771 09:21:01 PM - Jun 17,2024 Intrusion Detection Not resolved
& Vulnerabilities
> U Active Queries I Lo Intrusion Detection events may indicate malicious communications based on known traffic patterns
> &4 Network Rule Details
SOURCE IP ADDRESS o m
> @ Groups Destination Why is this Suggested Mitigation
DESTINATION NAME important?
> & Local Settings Policy Make sure that the source and
status DESTINATION IP ADDRESS Intrusion detection events may destination assets are familiar to
u:

Version 3.18.58 Expires Sep 17, 2024
Assets Limit 41%

PORT

SID

PROTOCOL

RULE MESSAGE

TCP (50718)

50718

ET HUNTING SUSPICIOUS Dotted Quad Host
MZ Response

2021076

indicate that the network has been
compromised and is exposed to
malicious entities. It is important to
be aware of any such traffic that may
indicate reconnaissance activity,
attacks on the network or
propagation of a threat to/from
other subnets of the network.

you. In addition, depending on the
suspicious traffic, you may consider
updating anti-virus definitions,
firewall rules or other security
patches. You can open the Rule
Details panel to view additional
details about this particular rule.
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The incident handling widget for Tenable OT within the compliance dashboard, is a crucial tool that
provides an immediate overview of the assets at risk by their criticality. The dashboard allows
analysts to drill down into high risk areas and investigate security events.

Event Mean Time To Respond (MTTR) is a critical key performance indicator (KPI). A shorter MTTR
indicates a more efficient incident resolution process. Minimising downtime and disruptions is crucial
for maintaining productivity and service availability.

= Otenable ot security ‘

R\ 11:49 AM - Friday, Sep 6,2024 (D = Mr. Admin
v @ Dashboards Compliance
Risk o
Security Framework Preferences
Inventory
General
Events and Policies
. TOTAL ASSETS IN SCOPE 548
Compliance
5 FRAMEWORKS IN SCOPE 1SO 27001 Controls, NIS2 Directive (Article 21)
Executive Report
> A Events
@ Policies Incident Handling ©
v & Inventory Applies to:
All Assets 1S0 27001 | Controls: 5.7, 5.25, 5.28, 6.8,8.7,8.15,8.16 @
Controllers and Modules NIS2 Directive (Article 21) | measures: b, f, g ®
Remocisses Abnormal unresolved events by asset criticality
loT
' Network Map Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
> @& Vulnerabilities Network Events 72 15 6
> O Active Queries Network Threats 89 44 20
> & Network Show Asset List
> @ Groups Event Mean Time to Response (MTTR) - Last 30 Days ©
v & Local Settings
Event Category Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
Sensors
Network Events 3 1 2
v System Configuration
Network Threats 6 8 0
Enterprise Manager

Each widget is mapped to the relevant area of the NIS 2 framework, assisting organisations to easily
improve specific areas of focus. The information icon presents details on which framework
measures are being addressed within each widget.
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Incident Handling ®

Applies to:

1SO 27001 | Controls: 5.7, 5.25, 5.28, 6.8,

NIS2 Directive (Article 21) | measures: b, f, g ®

b (Incident handling)

f (Policies and procedures to
assess the effectiveness of
cybersecurity risk-managem
measures)

g (Basic cyber hygiene
practices and cybersecurity

Abnormal unresolved events by asset critigRiAne

Event Category

Network Events

Network Threats

Show Asset List

Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
72 15 6
89 44 20

Event Mean Time to Response (MTTR) - Last 30 Days ®

Event Category

Network Events

Network Threats

Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
3 1 2
6 8 0

The Show/Hide Asset List link provides organisations with a deeper level of asset assessment by

expanding out a list of assets vulnerable under this category. Selecting the link provides details

which focus on the most critical action you have to take first, in this case Critical assets associated
with Network and TD events.

Incident Handling ©

Applies to:

1SO 27001 | Controls: 5.7, 5.25, 5.28, 6.8, 8.7, 8.15, 8.16 ®

NIS2 Directive (Article 21) | measures: b, f,g @

Abnormal unresolved events by asset criticali

Event Category
Network Events

Network Threats

Hide Asset List

Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
72 15 6

89 44 20

HIGH-CRITICAL ASSETS ASSOCIATED
WITH NETWORK EVENTS

HIGH-CRITICAL ASSETS ASSOCIATED
WITH NETWORK THREAT EVENTS

High-Risk Asset with suspicious open events

PLC#40 | RTU#1 | Praetorian Gurad | I/O#1| MC205 | PLC#48 | pixbac | Project| RTU#S| DCS#7 | MD PLC| CM1542-11| Yuval (36 | Comm.Adapter#45 | SD PLC| /O#2 | RTU#2 | I/O#5| PLC#19| Comm.
Adapter #34 | Comm. Adapter #84 | Comm. Adapter #50 | Comm. Adapter #36 | IED #1 | Comm.Adapter #47 | ML1100 | PLC#29 | Comm.Adapter #83 | Comm.Adapter #21 | Comm.Adapter #32 | Comm. Adapter #82 |

Adapter #60 | DEFAULT | Comm. Adapter #90 | yairigy | RTU#4 | default | Comm.Adapter #79 | A10 L71| RFCA470PN | PLC#44 | RTU#3 | Olympia | PLC#13| Yuval | BMXNOCO401 | AS 01| PLC#14| s7-300step? |
Project | Comm. Adapter #31 | ILC131ETH | Power Supply#1 | DCS#5 | HappyNewYear | Rouge | PLC#31| NoAH Pump

Comm. Adapter #36 | Comm. Adapter #45 | PLC#12 | PLC#14 | PLC#48 | NT255| Comm.Adapter #21 | Nafplio | DCS#5 | PLC#38 | 0030DE22B3DA.test10 | Server module 1| Comm.Adapter #86 | DCS#6 | RTU#1 |
Comm. Adapter #46 | Comm. Adapter #88 | BMXNOC0401 | Comm.Adapter #31 | ILC131ETH | RFC470PN | AS 01| IED#3 | yairigy | PLC#49 | Praetorian Gurad | DCS#7 | Comm.Adapter #50 | PLC#31 | Comm.
Adapter #84 | 1/O#2 | Comm.Adapter #82 | Comm. Adapter #90 | 140-NOE-771-01 Module | PLC#52 | I/O#1 | SIMATICH Station | PLC#19 | Project | Project | pixbac | MC205| PLC#10| PLC#9| PLC#13| LO#3 |
$7-300 step? | Comm. Adapter #79 | RTU#2 | PLC#73 | Rouge| PLC#29 | Comm.Adapter #60 | /O #4 | TI214 | NCEO0108D05BOA6 | CM1542-1 1| Olympia | EN100 E+IED 000000002/SIPB15A062919 | /O #5 | Comm.
Adapter #83 | Comm. Adapter #47 | EN100 E+ [ED_000000001/SIPB15A061684 | Power Supply #1 | PLC#40 | ET 200Sstation 1 | A10 71| Yuval | IED#1 | Comm.Adapter #35 | TEST8 | Comm.Adapter #85 | Comm.
Adapter #34 | default | RTU#5 | PLC#44 | L16ER APA | NoAH Pump | Yuval L36 | Comm.Adapter #51 | PWM202 | BES212/N | DEFAULT | Comm.Adapter #40 | CentralDevice | PLC#18 | DIO216 | Ti214 | PLC#16

Event Mean Time to Response (MTTR) - Last 30 Days ®

Event Category
Network Events

Network Threats

Asset Criticality: High Asset Criticality: Medium Asset Criticality: Low
3 1 2
6 8 [

Detailed asset information is available in the Single Asset View.
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Details
Code Revision
IP Trail
Attack Vectors

Open Ports

<

Vulnerabilities
Active (3)
Fixed (0)

Events

Network Map

Related Assets

The Events section provides information on any associated events, which can be reviewed and
investigated further. Included are details on the identified vulnerabilities, and suggested mitigation

Rouge
PLC

Overview

NAME

PURDUE LEVEL

STATE

ADDITIONAL IPS

ADDITIONAL MACS

FAMILY

VENDOR

MODEL NAME

LAST SEEN

FIRST SEEN

LAST UPDATE

NETWORK SEGMENTS

CRITICALITY

RISK SCORE

General

PLC NAME

SERIAL

FIRMWARE VERSION

DEVICE TYPE

BACKPLANE

sLot

Vendor Model

Rockwell  1756-L61/B LOGIX5561

Rouge
Level 1

Unknown

ControlLogix 5560

Rockwell

1756-L61/B LOGIXS561

11:54:22 AM - Sep 6, 2024

10:17:59 AM - Aug 28, 2024

10:25:14 AM - Aug 28, 2024
Controller / 10.101.101.X | Controller / 10.100.101.X
High

Rouge
D7D63D

20,055

PLC

Backplane #159

5

Last Seen

Sep 6, 2024 11:54:22 AM

Backplane View

Backplane #159

No card selected...

strategies. These details are available when an item is selected.
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State Family
Unknown  ControlLogix 5560
0 1 2 3

I@@@

Comm. Adapter #82
Comm. Adapter #84
Comm. Adapter #79

Yuval

20.055

A10_L71

Firmware

Rouge

ENLE]

Comm. Adapter #85
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Comm. Adapter #83



<> Rouge
¢ PLC g
P

Details
Code Revision
1P Trail
Attack Vectors
Open Ports

v Vulnerabilities

Active (3)

Fixed (0)
Events
Network Map

Related Assets

Search.

Event 1029 11:59:19 AM - Aug 28, 2024  Unauthorized Conversation

Details

Source

Status

Not resol...

Not resol...

Not resol...

Not resol...

Not resol...

Not resol...

Not resol...

Not resol...

Not resol...

Nint racal

> Destination

Policy

Status

e L T T 1T -

LogID Time
443

2811

1029 11:59:19 AM - Aug 28, 2024
1032 11:59:11 AM - Aug 28, 2024
1050 11:59:12 AM - Aug 28, 2024
1049 11:59:18 AM - Aug 28, 2024
623 11:18:13 AM - Aug 28, 2024
324 10:46:47 AM - Aug 28, 2024
325 10:46:47 AM - Aug 28, 2024
a1 10-46:41 8M - i 28 20724

Unauthorized Co...
Intrusion Detection
Unauthorized Co...
Unauthorized Co...
Unauthorized Co...
Unauthorized Co...
Intrusion Detection
Unauthorized Co...
Unauthorized Co...

linantharizad Cn

Model

4 Rockwell 1756-L61/B LOGIX5561 Sep 6,2024 11:55:15AM  Unknown

HTTP C

Policy Name

State Family

Source Asset Source Address

1S L. Eng. Station #16

Scans and Denial of Servi...

OT Server #11

Use of Unauthorized Prot...

Eng, Station #7

Use of Unauthorized Prot...  Eng. Station #7
Use of Unauthorized Prot...  Eng. Station #7
Use of Unauthorized Prot...  Eng. Station #7
Scans - VNC OT Server #13
HTTP C 1S L. box20 5.indegy.l.

Unencrypted FTP, Telnet ...

Not resolved

A conversation in an unauthorized protocol has been detected

SOURCE NAME

SOURCE IP ADDRESS

A10 171 | Comm. Adapter #85 | Comm. Adapter #82 | Comm.
Adapter #79 | Comm. Adapter #84 | Comm. Adapter #83 |

DESTINATION NAME

Eng, Station #7

box20 5.indegy.l...

havoN 5 indaay |

-0 e

Firmware

ControlLogix 5560  20.055

Destination Asset Destination Ad...

A10 171 | Com..
A10 171 | Com..

A10 L71 | Com...

A10 L71 | Com...
A10 L71 | Com...
A10 L71 | Com...
A10171| Com.
Al0 171 Com

A10 L71 | Com...

8101711 Com

Protocol

HTTP (80/TCF
SSH (22/TCP)
BACnet (478C
Cognex Discc
ADS/AMS (48
BACnet (478C
TCP (5810)

HTTP (80/TCF

HTTP (80/TCF

HTTD (R0/TCE

Rouge | Yuval

DESTINATION IP ADDRESS

PROTOCOL

PORT 47808

BACnet (47808/UDP)

Why is this important?

Conversations in unauthorized protocols may
indicate suspicious traffic. Some assets are not
expected to communicate in non-standard
protocols, and any deviation from the standard
protocols may suggest a potential threat. In
addition, some protocols are unsecure and
should not be used at all, in order to keep the
network and assets secure.

Suggested Mitigation

Check if this communication is expected. If it is

expected traffic, then adjust the Policy

conditions so that Events aren't generated for
similar communications in the future. If this
communication is not expected, check the
source asset to determine whether the source
asset itself has been compromised. If this
communication is not expected, consider
blocking such traffic to various assets across

For more information on using Tenable OT Security reference the Tenable OT Security Getting
Started Guide.

Service Level Agreements (SLA) play an important role in the reporting process. If the organisation

has an SLA established for remediation, those can be set into Tenable Vulnerability Management

and Tenable Security Center to make reporting SLA progress a simple task. There is no set

timetable to resolve vulnerabilities that fits every situation. SLAs can vary from organisation to

organisation, and even vary between business units within the organisation. Tenable recommends

aligning SLAs with technology or business objectives, starting with the most important assets.

To view or adjust the SLA reporting period within Tenable Vulnerability Management, navigate to
Settings > General. From there, selecting Service-Level Agreement (SLA) will provide you with
the page which allows you to define the proper SLA for your organisation.
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= @tenable‘ ‘ Settings > General

General

Severity

Service-Level Agreement (SLA)
Language

Exports

Search

.
[N

Service-Level Agreement (SLA)

Set your Vulnerability Age SLAs for each severity and other metrics to use for
calculating SLAs. Your defined SLAs are applied globally across the container.

Vulnerability Age SLA
SEVERITY

Critical

High

Medium

Low

AGE

7

14

30

90

:‘ Days
:‘ Days

i‘ Days

:‘ Days

Override Vulnerability Severity Metric

O VPR
O cvssv3

O cvssv2

Vulnerability Age Metric

O First Seen
() Published Date

To view or adjust the SLA reporting period within Tenable Security Center, the widget filter must be

set. For this example, provided the SLA for critical vulnerability remediation is 30 days, adding and

setting the Days to Mitigate filter to “Within 30 Days” sets the correct reporting timeframe for this

widgets cell.
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Edit Matrix Component

Data

DATATYPE Vulnerability
SOURCE * Mitigated v

FILTERS

Days to Mitigate Within 30 days

Severity Critical

Vulnerability Mitigated = Between 0 and 365 days ago.

+ Add Filter

Rules

Default Display QUERY VALUE: VULNERABILITIES

+ Add Rule

Tenable Lumin summarises key assessment maturity metrics to help improve assessment
capabilities and security responsiveness. Tenable Lumin provides detailed analysis into asset scan
distribution, frequency, and vulnerability age to strengthen program effectiveness and focus on
process maturity. Interactive widgets allow analysts to drill into assessment maturity data to
investigate the security posture of underlying assets. Tenable Lumin measures remediation
responsiveness, remediation coverage, and provides the proper context for an organisation’s
process risk mitigation efforts.

The metrics provided by Remediation Maturity scores allow organisations to pinpoint the specific
strengths and weaknesses of their remediation efforts. They can use this information to better
understand their processes and modify them accordingly - either by changing those processes
and/or making further investments.

Remediation maturity metrics include:
* Remediation Maturity Grade (A-F) for Org and Business Contexts

* Remediation Maturity Trending (Organizations vs Industry vs Population)
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* Remediation Responsiveness Grade — Remediation Time Since -- Recovery and
Remediation Time Since Vulnerability Publication

For more information on how Tenable Lumin can help see this guide. More information on Tracking
and Reporting SLA progress can be found in this document.

The following cross-reference information is provided to derive a more comprehensive and effective
approach to managing information security requirements. NIS 2 Article 21(2) (b) references Incident
Handling and Reporting.

Security domains define how information is classified, categorised, or administered. The following
Security Domains, Sub-Domains, and Measures are related to NIS 2 Article 21(2) (b), and can assist
organisations already using other standards and frameworks to comply with NIS 2.

SECURITY DOMAIN: Defence.
SECURITY SUB-DOMAIN: Computer Security Incident Management.
SECURITY MEASURE: Information system security incident response.

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2) (b) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
following cross-references for incident handling. The following cross-references cover the
processes and procedures related to information system security incident response.

CROSS REFERENCES:

The ISO 27001 references sections within Annex A, Information Security Controls Reference,
specifically the following sections:

* ISO27001(A.16.1.1,A.16.1.4, A.16.1.5, A.16.1.6, A.16.1.7)
The NIST CSF references the following sections within Identify, and Protect.
* NIST CSF (ID.AM -5, ID.RM-2, 3, PR.IP -7,8, PR.DS -4, ID.BE -5)

The ISA/IEC 62443 references the following sections within System Integrity and Data
Confidentiality.

* ISA/IEC 62443 (SR 3.4, SR 4.1)
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Compliance and Reporting

Compliance and reporting are two concepts within business and regulatory frameworks.
Compliance refers to the rules, regulations, standards, and laws set forth by external entities, such
as government agencies, industry associations, or internal policies. The NIS 2 Directive (Network
and Information Systems Directive 2022/2555) is a legislative framework established by the EU to
enhance the cybersecurity and resilience of network and information systems across critical sectors.
The NIS 2 builds upon the initial NIS Directive, expanding its scope and requirements for
organisations.

The following sections within the NIS 2 may be best suited to fall into the Compliance and Reporting
category:

* Article 21(2) (f): Policies and Procedures for Testing Cybersecurity Risk Management
Measures: Policy Definition and Testing

Reporting is the process of documenting and communicating information related to compliance
activities. This process involves the submission of accurate, timely, and comprehensive reports to
relevant stakeholders. Together compliance and reporting help organisations maintain trust,
manage risks, and uphold legal responsibilities.

The NIS 2 Directive imposes specific compliance requirements on in-scope essential and important
entities. These requirements are designed to enhance cybersecurity and ensure the resilience of
digital and physical assets involved in delivering essential or important services in the European
Union. The key compliance requirements include:

Cybersecurity Risk Management Measures: In-scope entities are required to implement ten key
measures to manage and mitigate cyber risks effectively. These measures encompass various
aspects of cybersecurity risk management, including:

1. Policies on risk analysis and information system security.

2. Incident handling, covering prevention, detection, and response to incidents.

3. Crisis management and business continuity, including backup and recovery management.
4. Supply chain security, addressing relationships with suppliers and service providers.

5. Security in network and information systems acquisition, development, and maintenance, with
a focus on vulnerability handling and disclosures.
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6. Policies and procedures to assess the effectiveness of cybersecurity risk management.
7. Basic cyber hygiene practices and cybersecurity training.

8. Policies and procedures regarding the use of cryptography and, where appropriate,
encryption.

9. Human resources security, access control policies, and asset management.

10. The use of multi-factor authentication or continuous authentication solutions, secured voice,
video, and text communications, and secured emergency communication systems.

The penalties for noncompliance with the NIS 2 Directive can be substantial and vary depending on
the classification of the entity falling within its scope. The directive prescribes specific penalties for
essential and important entities as follows:

* For Essential Entities: Noncompliance with the NIS 2 Directive by essential entities can result
in fines of up to €10,000,000 or at least 2% of the total annual worldwide turnover of the
company to which the entity belongs, whichever amount is higher.

* For Important Entities: Important entities that fail to comply with the NIS 2 Directive may face
fines of up to €7,000,000 or at least 1.4% of the total annual worldwide turnover of the
company to which the entity belongs, whichever amount is higher.

These penalties are designed to encourage organisations to take cybersecurity and incident
reporting seriously, as well as to ensure the security and resilience of essential and important
services within the European Union. Noncompliance can have significant financial repercussions for
organisations. This makes adhering to NIS 2 compliance requirements and deadlines crucial.

Tenable solutions include reporting features that help organisations demonstrate compliance with a
number of cybersecurity regulations. This can be valuable for NIS 2 compliance, as organisations
are required to report incidents and maintain proper documentation. Risk management measures
can be validated with compliance scanning, providing detailed reports on applications and assets
within the organisation.

Tenable has introduced key features and content that give you visualisation of Compliance scan
results through the built-in dashboards or custom dashboards using the newly added widgets.
Performing a compliance audit scan is not the same as performing a vulnerability scan, although
there can be some overlap. A compliance audit determines if a system is configured in accordance
with an established policy. A vulnerability scan determines if the system is open to known
vulnerabilities. Organisations can deploy and customise audit files to meet their local security policy.
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Once the audit file is customised, the file can be used with Tenable products to manage and
automate the configuration compliance process. Detailed or summarised reports can also be
generated in PDF format for the host audit findings. Dashboards and reports exist for a wide variety
of existing compliance standards such as:

* GDPR

* HIPAA

* PCI-DSSv4.0

* ISO/IEC-27001

* NIST 800-53

* ITSG-33 (Canada)

* DISASTIG

* Center for Internet Security

* Tenable Best Practice Audits
* Vendor-Based Audits

Detailed information on all the available Compliance dashboards can be found online by referencing
these locations for Tenable Security Center and Tenable Vulnerability Management. For each select
the Compliance and Configuration Assessment Category to list the available content and

references.
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Additional details on Compliance scanning can be found within the Host Audit Data Audit Overview

Cyber Exposure Study located here.

Cloud services are an integral part of business operations, offering scalability, flexibility, and
accessibility. Cloud environments store vast amounts of sensitive data, including personal
information, financial records, intellectual property, and proprietary business data. Ensuring robust
security measures protects this information from unauthorised access, breaches, or theft.

Protecting cloud environments is vital for protecting data, ensuring compliance with regulatory
requirements, maintaining operational continuity, managing risks, and optimising business
efficiency. Tenable Cloud Security provides out-of-the-box, continuously updated support for all
major compliance frameworks, and best practices. Tenable Cloud Security provides the ability to
create customised frameworks to meet the exact needs of your organisation. Using customised
reports, communicate with stakeholders on internal compliance, external audit and daily security
activities.

Compliance reporting is available by navigating to the Compliance tab. On the Compliance
dashboard, analysts have the option to select the appropriate compliance benchmark from the list.
By default, this dashboard reports compliance details for all Benchmarks combined if no option is
selected.

Otenable cioud Security Q_ Search users, roles & resources All accounts v e

Compliance = Organization v

Dashboard Name Status  Summary @

Inventory

s € Tenable Best Practices - secure your ked by Tenable. This standard includes
polic

ntw
Findings ies used by 2 large number of custemers, and is based on Tenable's

5 e @

Activity Log
.. AWS Well Architected - Key concepts, design principles, and architectural best practices for designing and ru
in the cloud

>
1AM

Workload > (0 CIS AKS 1.2.0 - Prescriptive guidance for running Azure Kubefnetes Service following recommended security controls -

Kubernetes

& & 9

> (oS CISAWS 2.0.0 - An objective, consensus-driven security guideline for the Amazon Web Services cloud provider -
<> laC

@

Policies > (@5 CIS Azure 2.0.0 - An objective, consensus-driven security guideline for the Microsoft Azure cloud provider [ ) e 73%

R

Compliance
> (@5 CISEKS 1.2.0 - Prescriptive guidance for running Elastic Kubernetes Service following recommended security controls -

5]

Reports

> (a5 €IS GCP 1.3.0 - An objective, consensus-driven secur

—
ity guideline for the Google Cloud Platform ® —— o — 50%
&  Accounts
—

B Audit > (s CIS GCP 2.0.0 - An objective, consensus-driven security guideline for the Google Cloud Platform e

To view details, analysts can drill down into any of the findings. In this example, drilling down into the
CIS AWS 2.0.0 item provides details on the root account.

-85-


https://docs.tenable.com/cyber-exposure-studies/host-audit-data/Content/Overview.htm
https://docs.tenable.com/cyber-exposure-studies/host-audit-data/Content/Overview.htm

O

@tenable Cloud Security Q, search users, roles & resources All accounts v G

Compliance  Organization ~

S =
@ Dashboard Name Status  Summary @)
& Inventory

Tenable Best Practices - Secure your environment with policies that were hand-picked by Tenable. This standard includes
® Findings O . e —— 64% L
g policies used by a large number of customers, and Is based on Tenable's extensive expefience solving cloud security issues. =
B Activity Log .
» @ AWS Well Architected - Key concepts, design principles, and archijpefural best practices for designing and running workloads ® —
—
= in the cloud -
& IAM
O workioad > (os CIS AKS 1.2.0 - Prescriptive guidance for running#€Zure Kubernetes Service fallowing recommended security controls @ —— s 67% L
B Kubernetes
v (@5 CIS AWS 2.0.0 - An objective, consensus-driven security guideline for the Amazon Web Services cloud provider ® —— — 46% L
<> laC
@ Policies v 1.Identity and Access Management —— 43%
& Compliance
1.4 Ensure no root user account access key exists
~  The root user account is the most privileged user in an AWS account. AWS Access Keys provide programmatic aceess to a given — 100%
[ Reports AWS account. It is recommended that all access keys associated with the root user account be removed.
& Accounts Platform Policy Falled Resources. Scanned Resources Summary
B Audit aws Root user has access key 0 root users 2root users —100%

1.5 Ensure MFA is enabled for the "root user” account
> The root user account is the most privileged user in an AWS account. Multi-factor Authenticaticn (MFA) adds an extra layer of —— 0%
protection on top of a Username and password.

1.7Eliminate use of the root user for administrative and dally tasks
> The root user has unrestricted access to and control over all resources in the AWS account. It is highly recommended that the use —— 100%
of this account be avoided for everyday tasks.

The following cross-reference information is provided to derive a more comprehensive and effective
approach to managing information security requirements. NIS 2 Article 21(2) (f) references risk
management measures.

Security domains define how information is classified, categorised, or administered. The following
Security Domains, Sub-Domains, and Measures are related to NIS 2 Article 21(2) (f), and can assist
organisations already using other standards and frameworks to comply with NIS 2.

SECURITY DOMAIN: Defence.
SECURITY SUB-DOMAIN: Computer Security Incident Management.
SECURITY MEASURE: Information system security incident response.

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2) (f) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
following cross-references for vulnerability handling and disclosure. The following cross-references
cover the processes and procedures related to risk management.

CROSS REFERENCES:

The ISO 27001 references sections within Annex A, Information Security Controls Reference,
specifically the following sections:

* |ISO27001(A.16.1.1,A.16.1.4, A.16.1.5, A.16.1.6, A.16.1.7)

The NIST CSF references the following sections within Identify, and Protect.
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* NIST CSF (ID.AM -5, ID.RM-2, 3, PR.IP -7,8, PR.DS -4, ID.BE -5)

The ISA/IEC 62443 references the following sections within System Integrity and Data
Confidentiality.

« ISA/IEC 62443 (SR 3.4, SR 4.1)
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Security Hygiene Practices

Information security hygiene refers to a set of practices and behaviours that organisations adopt to

maintain their data security integrity. Several sections within the NIS 2 may be best suited to fall into

the Risk Assessment category. Those include:

* Article 21(2) (g): Basic Cyber Hygiene Practices and Cybersecurity Training: Cyber Hygiene.

* Article 21(2) (h): Policies and Procedures regarding the use of cryptography, and appropriate

encryption.

The practice encompasses a series of proactive measures designed to protect systems, networks,

and data from threats, vulnerabilities, and unauthorised access. Good security hygiene practices

include:

1.

Password and Authentication: Using strong, unique passwords, and implementing multi-
factor authentication (MFA) where possible.

Software Updates and Patching: Regularly updating operating systems, software
applications, and firmware to protect against known vulnerabilities.

Backup and Recovery: Maintaining secure backups of critical systems and data, to ensure
resilience against data loss due to accidents, malware, or ransomware attacks.

Network Security: Security networks with firewalls, intrusion detection/prevention systems,
and virtual private networks (VPN) to defend against unauthorised access.

Awareness and Training: Educating users about security best practices, phishing scams, and
social engineering tactics to reduce the likelihood of security breaches.

Device Management: Managing endpoint devices with encryption policies and secure
configurations.

Access Control: Limiting access to sensitive information and resources based on the principle
of least privilege to minimise exposure.

Incident Response Planning: Establishing protocols and procedures to quickly detect,
respond, and recover from security incidents.

Compliance and Regulation: Adherence to relevant industry regulations and standards
(GDPR, HIPAA) to ensure legal and regulatory compliance of data handling.
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Establishing and maintaining good security hygiene practices is essential to mitigate risks and
safeguard organisational assets from increasingly sophisticated threats.

Basic cyber hygiene includes the need to cover basic scenarios, such as knowing what assets are in
the environment and asserting what vulnerabilities may lurk within. Without knowing what
vulnerabilities are present, analysts cannot ensure that the correct security controls are in place to
mitigate or remove the vulnerability. Attackers may use such an opportunity to exploit the
vulnerability to steal confidential information. When organisations lack this knowledge or are not
aware of other threats such as lack of hardening systems to a common standard, large gaps of
security can reside in critical points of infrastructure.

Unsupported products, operating systems and applications are a major cause of data breaches. The
proliferation of unsupported and end-of-life (EOL) products is a common security problem
experienced across all organisations. As applications and operating systems reach EOL, vendors
stop offering support, causing security and stability to decrease over time. A comprehensive
summary of unsupported products in the environment is provided.

Another major concern is visibility into the assets in the environment and how effectively
vulnerabilities on those assets are managed. As vulnerabilities are identified, remediation must be
prioritised and tracked in accordance with organisational goals and Service Level Agreements
(SLAs). Reviewing remediated vulnerabilities and the remediation timeframe provides valuable
information to the organisation on the effectiveness of the risk remediation program. Vulnerabilities
that are known to be exploitable are dangerous, since there are exploit frameworks readily available
to exploit them.

Tenable brought together a group of dashboards described in the “Tenable Solutions for the Cyber
Hygiene Campaign” technical paper. These dashboards relate to the five actions identified by the
Cyber Hygiene Campaign along with helping an organisation fulfil basic security needs such as
monitoring.

For Tenable Security Center those dashboards are the Cyber Hygiene Dashboards.
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Daily Usage Summary - Login
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ASD Top 4 Mitigation Strategies - List of Software
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Inventory Authorized and Unauthorized Devices o CRefreshAll | EE Switch Dashboard v

Host Discovery - Hosts Per Class C
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Develop and Manage Secure Configurations for all Devices o S Refrosh All 28 Switch Dashboard v

1P Address

Datection - Active Detection by Family ' Compliance Summary - CIS, DOD, and NIST Bar Ratio

Lot Upsstd: Loss it a3

Scan Sniff and Log - Coverag

The focus of these Cyber Hygiene dashboards is:

Inventory Authorised and Unauthorised Devices: Identifying systems on the network can be a
monumental task, as many organisations have different groups responsible for system inventories.
This collection of components provides information to analysts and auditors about systems
discovered on the network and device inventory.

Inventory Authorised and Unauthorised Software: A good vulnerability management program
requires that an organisation also know the software installed on its systems. This dashboard and its
components provide information to analysts about software that is discovered on the network.

Develop and Manage Secure Configurations for all Devices: Hardening and configuration
guidelines can be difficult to create and to maintain. There are several industry standards available
to organisations such as NIST 800-53, CIS, and CSC. Tenable has the ability to audit system
configurations according to the standards. The components in this dashboard use forensic plugins,
detections, and compliance checks to provide information about how systems are configured.

Conduct Continuous Vulnerability Assessment and Remediation: Detecting vulnerabilities requires
a diligent information security team and the ability to detect vulnerabilities in several ways. Tenable
has the ability to monitor for vulnerabilities using active, passive, and event-based detection.
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Actively Manage and Control the Use of Administrative Privileges: A common problem found in
networks is that too many accounts with administrative privileges exist. Organisations should make
an effort to use dual accounts when administrative rights are to be used. This dashboard provides
information about which users have administrative control and how this control is used.

For Tenable Vulnerability Management that dashboard is the Fundamental Cyber Hygiene Report
Card.

Unsupported products, operating systems and applications are a major cause of data breaches. The
proliferation of unsupported and end-of-life (EOL) products is a common security problem
experienced across all organisations. As applications and operating systems reach EOL, vendors
stop offering support, causing security and stability to decrease over time. A comprehensive
summary of unsupported products in the environment is provided.

Assst Discovery Statistics (Explore) (D H Vulnerabilities with Patches Published Over 1Year Aga ©
Licensed First Observed Discavered Assessed Scan Frequency  First Observed
’\ .
Top Unsupported Applications (D i Top Unsupported Operating Systems @
’I 9 7 PluginName Count Plugin Name Count
Outstanding Remediations - Time Since Patch Publication H Outstanding Micrasoft Remediations - Time since Patch Publication <

Low Low
<30Days o o o o o <30Days o 0 o o o
Vulnerability Age: Manar 3190 Days 78 a0 o a W 31.90Days a3 28 2 2 15
91180 Days 120 7 iy a0 7 91180 Days a a 12 o 6
181+ Days 17K 751 22 B 57 181+ Days 13K 474 12 245 2
SSL Certs !
Flugin
SsLill . it
Top Unsupported Product (Explore) (D H Assets with the Most Unsupported Products &
SSLAE
Plugin Name. First Value of Severity Count Asset Name 1Pyt Addross Count All Values of Severity
Low
SSL il
Netstat Partscanner (WMIp @ Info 1136 675 N —
Microsoft Windows ) £— R 2+, @ Info ms 664 L]
— Nessus SYNZ ¥ & 4 — @ Info 537 614 I —
DCE 1t = K 20715t @ Info 434 609 [
- 2D/ @ Info 421 565 I
Nessus SNMP 2 # # F— @ Info 230 563 I
T FL-zn- b @ Info 163 563 — —
Nessus 2% v /iR (i} Info 163 540 -
Potential Sensitive Information (0 H Top Sensitive Information Disclosures (Explore) &
Plugin Name First Value of Severity Count
SSL EHAREMTE KB A @) Medium 9
SSLOARREMAR 1) Medium 7
TLS/{=¥ 21,070 kLD @) Medium 59
Hosting Archive PP Sharing
SSH 4 —/{—d CBC £~ K& 58
TS 18- a 1170 FJiksk &) Medium 58
USB Drives Hosting Media. SSHOBEL MR 7 )L T L. 54
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Another major concern is visibility into the assets in the environment and how effectively
vulnerabilities on those assets are managed. As vulnerabilities are identified, remediation must be
prioritised and tracked in accordance with organisational goals and Service Level Agreements
(SLAs). Reviewing remediated vulnerabilities and the remediation timeframe provides valuable
information to the organisation on the effectiveness of the risk remediation program. Vulnerabilities
that are known to be exploitable are dangerous, since there are exploit frameworks readily available
to exploit them. Details are included on vulnerabilities where a patch to remediate the exposure was
available more than a year ago.

Data on secure communication controls for sensitive information is provided. The status on SSL
certificates that are aged out or soon to be aged out is shown, along with SSL and TLS insecure
communication exposures in the environment. Information about exposure of various types of
potentially sensitive information is provided. Many organisations are unaware how much sensitive
information is exposed, which enables attackers to tailor an attack path specifically targeting the
organisation, leading to data loss exposures.

Tenable OT Security includes policies that define specific types of events (aged out certificates,
Clear Text transmission, No MFA, and many more) that are suspicious, unauthorised, anomalous,
or otherwise noteworthy that occur in the network. When an event occurs that meets all of the Policy
Definition conditions for a particular policy, the system generates an event. The system logs the
event and sends notifications in accordance with the Policy Actions configured for the policy.
Triggered events based on these policies are then available in the Events page, along with
additional details and mitigation techniques.

To configure a policy navigate to the Policy Page, then select the Create Policy icon in the top-right
area of the dashboard. Follow the prompts to create and then enable the policy. Each policy consists
of a series of conditions that define a specific type of behaviour in the network. This includes
considerations such as the activity, the assets involved, and the timing of the event. Only an event
that conforms to all the parameters set in the policy triggers an event for that policy. Each policy has
a designated Policy Actions configuration, which defines the severity, notification methods, and
logging of the event.

-92.-



= @tenable OT Security ‘ m 09:38 AM + Wednesday, Jun 26,2024 & Joe v

v @ Dashboards

. Policies 2 |

Inventory O Status Policy Name Event Type Category EX... Eve.. ¢ Severity Source Destinations/A... edule Syslog
Events and Policies ~ [J Controller Activities (122)
> A Events ] 0 SIMATIC Code Upload SIMATIC Code Up... Configuration Ev... 0 8 Low In Any Asset In Any Asset In Any Ti... Splunk
2 Policies |
O [ @) SIMATIC Code Download ~ SIMATIC Code Do...  Configuration Ev.. 0 0 In Any Asset InAnyTi..  Spluni
> & Inventory
=] [ @) SIMATIC Code Delete SIMATIC Code De... ~ Configuration Ev... 0 0 In Any Asset Any Asset In Any Ti...
7 Network Map
& Vulnerabilities ] o SIMATIC Hardware Confi... SIMATIC Hardwar...  Configuration Ev... 0 0 In Any Asset In Any Asset In Any Ti...
> O Active Queries ] [ @) SIMATIC Hardware Confi..  SIMATIC Hardwar...  Configuration Ev.. 0 0 Low In Any Assét In Any Asset In Any Ti...
> b Network 0O [ @) SIMATIC Firmware Downl...  SIMATIC Firmwar...  Configuration Ev.. 0 0 High In Any Asset In Any Asset In Any Ti...
> @ Groups ) ) ) «
] 0 SIMATIC Firmware Upload SIMATIC Firmwar... Configuration Ev... 0 0 In Any Asset In Any Asset In Any Ti... w
> ¢ Local Settings =
O [ @) SIMATIC PLC Stop SIMATICPLCStop  Configuration Ev.. 0 0 High In Any Asset In Any Asset InAnyTi..  Splunif
O o SIMATIC PLC Start SIMATIC PLC Start Configuration Ev... 0 0 Low In Any Asset In Any Asset In Any Ti... Splunk
] o SIMATIC Enable IO Forcing SIMATIC 10 Forcin...  Configuration Ev... 0 0 In Any Asset In Any Asset In Any Ti...
O 0 SIMATIC Disable 10 Forcing ~ SIMATIC IO Forcin...  Configuration Ev... 0 0 In Any Asset In Any Asset In Any Ti...
O 0 SIMATIC Replace 10 Forces SIMATIC Replace I...  Configuration Ev... 0 0 In Any Asset In Any Asset In Any Ti...
] o SIMATIC Write Tag SIMATIC Write Tag Configuration Ev... 0 0 Low In Any Asset In Any Asset In Any Ti...
O [ @) SIMATIC Firmware Apply SIMATIC Firmwar...  Configuration Ev.. 0 0 High In Any Asset In Any Asset In Any Ti...
O o SIMATIC Online Session SIMATIC Go Online Configuration Ev... 0 0 Low In Any Asset In Any Asset In Any Ti...
M a Modicon Code Download Modicon Code D... Configuration Ev... 0 0 In Anv Asset In Anv Asset In Anv Ti...

Version 3.18.58 Expires Sep 17, 2024 I
Assets Limit 52%

The Configuration and Change Management widget for Tenable OT, located on the compliance
dashboard provides an overview of all configuration change events which occur after the baseline
for Controller and Modules devices such as PLCs. When a "Baseline" version is set, any changes to
the controller configuration are displayed here. When not part of regular operations, a configuration
upload can be used as a reconnaissance activity to gather information about the controller’s
behaviour. Critical controller status activities are reported, such as when the device is stopped.
These change and configuration notifications ensure operational continuity and quick recovery
during service disruptions.

Configuration & Change Management ©
Applies to:
1S0 27001 | Controls: 8.9, 8.15, 8.16,8.19 ®

NIS2 Directive (Article 21) | measures: ¢,g ®
Assets with Unresolved Configuration and Change Events ®

Event Category Total Assets MTTR (Last 30 days)
Controller Activities Events 4 15

Show Asset List

For more information on creating policies, and policy configuration options, see the Tenable OT
Security documentation on Policy creation located here.
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The following cross-reference information is provided to derive a more comprehensive and effective
approach to managing information security requirements. NIS 2 Article 21(2) (g) and Article 21(2) (h)
references cyber hygiene and cryptography.

Security domains define how information is classified, categorised, or administered. The following
Security Domains, Sub-Domains, and Measures are related to NIS 2 Article 21(2) (g), and can assist
organisations already using other standards and frameworks to comply with NIS 2.

SECURITY DOMAIN: Protection
SECURITY SUB-DOMAIN: IT Security Maintenance
SECURITY MEASURE: IT security maintenance procedure

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2) (g) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
following cross-references for security maintenance. Cyber hygiene is best attributed to proper
maintenance as they are a set of practices and tasks an organisation can execute to keep systems,
data, and users safe and well-protected. The following cross-references cover the processes and
procedures related to cyber hygiene.

CROSS REFERENCES:

The ISO 27001 references sections within Support, Operation, Improvement, and Annex A,
Information Security Controls Reference, specifically the following sections:

* 1ISO 27001 (7.5.3,8.1,10.1,A.11.24, A12.1.2,A12.6.1,A.14.1.1,A14.2, A.15.2.2)
The NIST CSF references the following sections within Identify, and Protect.
* NISTCSF (PR.MA-1,2,PR.IP-1,2,3,4,7, PR.DS -3, 4, ID.SC -4)

The ISA/IEC 62443 references the following sections within Security Function Verification, Software
and Information Integrity, Audit Log, and Network and Security Configuration Settings.

* |ISA/IEC 62443 (SR 3.1, SR 3.3, SR 3.4, SR 3.8, SR 6.1, SR 7.6)

Additionally, the following cross-references are also related to Security Risk Analysis and should be
considered as a reference within NIS 2 Article 21(2) (h) for cryptography.

SECURITY DOMAIN: Protection.

SECURITY SUB-DOMAIN: IT Security Architecture.
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SECURITY MEASURE: Cryptography.

In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2) (h) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
following cross-references for vulnerability handling and disclosure. The following cross-references
cover the processes and procedures related to cryptography.

CROSS REFERENCES:

The ISO 27001 references sections within Annex A, Information Security Controls Reference,
specifically the following sections:

* |SO 27001 (A.10.1, A.18.1.5)
The NIST CSF references the following sections within Identify, and Protect.
* NIST CSF (ID.GV -3, PR.DS -1, 2,5, 6, 8, PR.PT -4)
The ISA/IEC 62443 references the following sections within Zone Boundary Protection.

« ISA/IEC 62443 (SR 5.2)
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Identity and Access Control

Identity and access control are fundamental concepts within information security and system
management. Identity refers to the digital representation of a person, device, or entity accessing a
system or network. Examples include usernames, email addresses, and digital certificates. Access
control is the process of regulating and restricting access to resources or services based on the
identity of users or devices. Access control ensures that only authorised users, processes, or
systems can access certain resources or perform specific tasks.

Concepts within identity and access control include identity management which is the process and
technologies used to create, manage, and authenticate identities throughout the identity lifecycle.
Access control typically includes mechanisms such as authentication, authorization, and auditing.
These mechanisms verify the identity of users, determine what resources are available to authorised
users, and monitor access for security and compliance purposes.

Identity and access control work together to ensure that the correct individual or systems have the
appropriate access to resources, while safeguarding against unauthorised access and potential
security breaches. These concepts are crucial for maintaining the confidentiality, integrity, and
availability of information within the organisation's network.

The following sections within the NIS 2 may be best suited to fall into the Identity and Access Control
category:

* Article 21(2) (j): Use of Multi-Factor Authentication or Continuous Authentication Solutions:
Multi-factor Authentication (MFA)

Tenable ldentity Exposure provides various methods to access the information collected through the
Indicators of Exposure (IoE) and Indicators of Attack (IoA) panes. Tenable Vulnerability
Management provides the ability to use the Explore Findings through the use of dashboards and
reports.

To begin taking control of the organisation’s Identity Management, every account within the
environment must be enumerated. The level of access for each account must also be determined.
All accounts must be uniquely identified and assigned to particular entities, such as users and
applications.
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The Getting Started with AD Security dashboard in Tenable Vulnerability Management contains

widgets to enumerate user accounts.

Organisations can also use the CSF - Account and Group Information widget located in the CIS
Control 4/5: Secure Configurations & Group Memberships dashboard in Tenable Security Center,

which leverages plugins that enumerate Windows account information.
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Operating Systems and applications are often distributed with service and default accounts that are
either not password-protected or having a default password that is well known. Tenable Nessus and
Tenable ldentity Exposure help identify these accounts, enabling organisations to review and
disable any unnecessary accounts to reduce the attack surface. Organisations can leverage the
following Nessus plugins to enumerate service and default accounts:

* Plugin Family: Default Unix Accounts - This plugin family contains over 170 Nessus plugins
that check for the existence of default accounts/passwords on a number of devices. In
addition, there are many plugins that check for simple passwords such as “0000”, “1234”, and
more commonly identified password combinations for “root” or administrator accounts.

* 171959 Windows Enumerate Accounts - This plugin enumerates all Windows Accounts

Several hundred plugins can be identified by searching for “Default Account” from the Nessus
Plugins Search page using the Enable Default Logins filter. Nessus default account plugins are

available for Databases, Web Servers, SCADA devices, Unix/Linux devices, Cisco devices and
more. Many of the plugins are associated with the Default Unix Account Nessus family, however,
many are in other families as well.
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Otenable  Plugins .
Plugins Pipeline Plugins / Search
Newest .
Updated Plugins Search
Search Start typing or add a filter... Filters (1) ~ Relevance s

Nessus Families
Plugin Name (Active) ¥ = ®  Clear All

WAS Families
NNM Families Search by Plugin Name
Page 10f 15 « 726 Total Next »

LCE Families User Enumeration
Tenable OT Security 1D Name Product Family Published  Updated Severity
Families

45478 LDAP User Enumeration Nessus Misc. 4/9/2010 4/25/2023 [ INFO ]
About Plugin Families
Nessus Release Notes 90067  WordPress User Enumeration Nessus CGl abuses 3/21/2016 4/11/2022 [ MEDIUM ]
Audits 29187 Plumtree Portal User Object User Enumeration Nessus CGl abuses 12/4/2007 4/11/2022 [ MEDIUM ]
Tenable Cloud Security
LT RAZRR | ifarav Partal R 1N Ilear Fniimaratinn Nacaiie Nl ahiicae RILI2ND 4/M1/72099 STV I,

In addition, Tenable Identity Exposure provides the ability to determine if a default administrator
account was recently used in the environment, as shown in the image below:

= (Otenablead | Active Directory

Indicators of Exposure Indicator details X
Name Severi Status
Q  default @ v
N Recent Use of the Default Administrator Account Medium
®  (Critical
H- Information Vulnerability details Deviant objects Recommendations
No indici
¢ High EXECUTIVE SUMMARY IMPACTED DOMAINS
~N No indici
Built-in administrative accounts should almost never be used (except in very specific cases that rarely L
Medium  happen).
i

Recenl  DOCUMENTS
’ Built-ir
[@ Securing Active Directory Administrative Groups and Accounts

.‘. [ Appendix D: Securing Built-In Administrator Accounts in Active Directory
3 ATTACKER KNOWN TOOLS

- o] No tools listed for this indicator
qQ ® Low

No indici

Tenable ldentity Exposure is also able to determine if items such as MFA are being used. In this
example, a privileged account with a Global Administrators role does not have a registered MFA
method. The user account and detailed information on the vulnerability are present to assist
organisations mitigate the identified concerns.
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Missing MFA for Privileged A t Type Object Provider Tenant Description Date (HH:MM:SS, YYYY-MM-DD)
ssing 4 vilege S ACCOUNT  Scott liw e ® Microsoft Entra ID Tenable Cloud Security Customer 2 Scott s mee (object ID= s wim s sl (me ©-leelade2ads .. 16:33:40,2024-04-23
MFA pravides strong protection for accounts against weak
or breached passwcrds, Se:urity best DFECNCES and Scott e - B e i f-9e72-1ee1a9e2ad87 ) does not ?hnw any registered MFA method, which means that the Global role (role a
. D= 62N B A N E AN does not benefit from MFA protection.
standards recommend that you enable MFA, especially
with privileged accounts. Accounts without an MFA ACCOUNT  Super Admin b Microsoft Entra ID Tenable Cloud Security Customer2 Super Admin (object ID= BA17m - e |-wemimsmsfiom i n= f3e1).. 1633:40,2024-06-23 >
method registered cannot benefit fromit... ACCOUNT  Super Admin b Microsoft Entra 1D Tenable Cloud Security Customer2 SUpEr AJmAN (object ID= bLb{ s sy~ smetee e pems6228 ). 16:33:40, 2024-04-23 >
CCOUNT  Alex e % Microsoft Entra ID Tenable Cloud Security Customer 2 Alex Feigenson (object D= (E""HSNN B0 0 g W f72fe.. 16:33:40,2024-04-23 >
» Tenable Cloud Security Cu... Complexity () On-Premises Directory Synchron.. 4 Microsoft Entra 1D Tenable Cloud Security Customer2 On-Premises Directory Syl Service Account (objec.. 16:33:40,2024-04-23 >
Missing MFA for Non-Privileged Account Type Provider Tenant Description Date (HH:MM:SS, YYYY-MM-DD)
ACCOUNT  Kristi '« . Microsoft Entra ID Tenable Cloud Security Customer 2 Krist . it (D= 29¢0b962-dfcd-1 Tl I - - 16:33:40, 2024-04-23 >
MFA provides strong protection for accounts against weak ACCOUNT  Danic- s igosoft Entra ID Tenable Cloud Security Customer 2 Danics & s = (D= 84417550 -8723-4mm s s — 16:33:40, 2024-04-23 >
or breached passwords. Security best practices and ACCOUNT  Melbis s b Microddgntra ID Tenable Cloud Security Customer 2 Melba === =w= D= e817d39-4f2d-49" & o 16:33:40, 2024-04-23 >
standards recommend that you enable MFA, even for non- i i Tenable Cloud Security Customer 2 Miles & "% 2ct D= 734b3d 1456 o pm— > 16:33:40, 2024-04-23 >
privileged accounts. Accounts without an MFA method ACCOUNT » Microsoft Entra ID Tenable Cloud Security Customer 2 Mardas: M iact 1D+ Off7f8ce-ae78  w u i ' 16:33:40, 2024-04-23 >
registered cannot benefit from it. ACCOUNT » Microsoft Entra ID Tenable Cloud Security Customer 2 Arthu & - 't D= a9adc3dc-dBaf-= o 16:33:40, 2024-04-23 >
ACCOUNT ® Microsoft Entra ID Tenable Cloud Security Customer 2 Eilees: = “t D= d1232d57-6b0e - - 16:33:40, 2024-04-23 >
" " ACCOUNT Mie Ei I Te le Cle i 2 Corrisg womes bjectID= 01e2143a-a4" " = | g 16:33:40, 2024-04-
& Tenable Cloud Security Cu.. Complexity ) » Microsoft Entra ID enable Cloud Security Customer 2 Corr: je 21430 6:33.40, 2024-04-23 >
ACCOUNT » Microsoft Entra ID Tenable Cloud Security Customer 2 Skyle Bunsuua®yay (object ID= da5585 _— - 16:33:40, 2024-04-23 >
ACCOUNT » Microsoft Entra ID Tenable Cloud Security Customer 2 Miltcs: M iact ID= 45017145-54a5 " s o 16:33:40, 2024-04-23 >
ACCOUNT » Microsoft Entra ID ‘Tenable Cloud Security Customer 2 ELton s s D=03124507~1e7a~ACummiin i s m 16:3340, 2026-04-23 >
+ [MITREATTECKE]) T1098 (Account Manipulation) ACCOUNT b Microsoft Entra ID Tenable Cloud Security Customer 2 Kenne=® « g isject D= 82995b7-2610 Wy S poy e 16:3340, 2024-04-23 >
* [MITRE ATTECK®) TIMO (Brute Force) ACCOUNT b Microsoft Entra ID Tenable Clowd Security Customer 2 Hugo = (0= 3123¢ 140-DEd0 s m s 16:33:40, 2026-04-23 >
+ [MITRE ATTCKe) T N ACCOUNT b Microsoft Entra ID Tenable Cloud Security Customer 2 Nikolw &' & (object ID= 8241204 f - -y 16:33:40, 2024-04-23 >
* [MITRE ATTEOM TIORB004 (Vo Accounts: Cloud Accounts) ACCOUNT  Nathisses s = % Microsoft Entra ID Tenable Cloud Security Customer 2 Nathas i | S [object 1D= 6f4a6ed9-81 e mmm v o o s . 163340, 2024-06-23 >

Depending on the threat level of the misconfiguration, the Indicator of Exposure (IOE) will rise in a

different category: Critical - High - Medium - Low. This provides the context required to minimise

distractions. Organisations are able to effectively investigate incidents, hunt for threats, and manage

and prioritise security challenges that pose the greatest threats.

= Otenable identity Exposure

Indicators of Exposure

Q  Search for an indicator

®  (Critical
am
=
Unsecured Configuration of Netlogon Protocol
CVE-2020-1472 ("Zerologon") affects Netlogon protocol
oo and allows elevation of privilege
g
s A 4 domains Complexity )
. Verify Sensitive GPO Objects and Files Permissions
haet Ensures that the permissions assigned to GPO objects and
files linked to sensitive containers, such as the domain
.

controllers or OU, are appropriate and secure.

A 3 domains Complexity )
ADCS Dangerous Misconfigurations

List dangerous permissions and misconfigured parameters
related to the Windows Public Key Infrastructure (PKI).

Complexity (1)

A demo
Root Objects Permissions Allowing DCSync-Like
Attacks

Checks for unsafe permissions on root objects that may

enable unauthorized users to steal authentication
credentials.

Mapped Certificates on Accounts

Ensures that privileged objects do not have any mapped
certificate assigned to them.

4 demo

Complexity §)

User Primary Group

Verify users' Primary Group has not been changed

A No domain Complexity )

Verify Permissions Related to Microsoft Entra Connect
Accounts

Ensure the permissions set on Microsoft Entra Connect
accounts are sane

A 2 domains

Complexity (1)

Dangerous Kerberos Delegation

Checks for unauthorized Kerberos delegation, and ensures
protection for privileged users against it.

Domain Controllers Managed by lllegitimate Users

Some domain controllers can be managed by non-
administrative users due to dangerous access rights.

4 3 domains

Complexity §)

WSUS Dangerous Misconfigurations

Lists the misconfigured parameters related to Windows
Server Update Services (WSUS).

A No domain Complexity ¢T)

Application of Weak Password Policies on Users

Some password policies applied on specific user accounts
are not strong enough and can lead to credentials theft.

A 4 domains

Complexity (1)

Ensure SDProp Consistency
Control that the adminSDHolder object is in a clean state.

Lo B0

Show all indicators

For more information on Tenable Identity Exposure review the documentation located here.
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https://docs.tenable.com/identity-exposure.htm
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For more detailed information review the Identity and Access Management Cyber Exposure guide
found here.

Tenable can discover Identity assets and check access policies violation, or excessive privileges on
both on-premises AD/EntralD and public clouds (AWS, Azure, GCP) Tenable Cloud Security
provides this information via misconfiguration reports for identity and access management, as
shown below.

{Otenable cloud Security MISCONFIGURATIONS REPORT

1AM
% Policies that detectissues related to identity and access management, such as inactive or overprivileged 1AM
identities.
Platform Policy Compliances Assessed Passed Failed
aws AWS account supportrole is not & 2 Accounts Mo J 2
set ‘
aws IAM access analyzer Is not o 2 Accounts o 2
- enabled for all regions
aws 1AM server certificate is expired e 0 IAM Server (0
- Certificates T
aws IAM user access keys are not 9o s @ @o 1IAM User Mo J [ 1 ]
rotated ‘
| SRS T
kel
aws IAM user has multiple active T 24 |AM Users (29 (2
- access keys T
aws IAM user has policles attached o 24 |AM Users '19] [ s
aws IAM user MFA s not enabled G @ o 15IAMUsers M 4] 1
I. == L — L' —
w0
aws IAM user unused access keys U0 m @ @o 221AMUsers Mo J [19] 3
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Details within each policy violation contain an overview, policy violation details, and policy
remediation strategies, as well as defining any impacted resources. Policies are used to identify
misconfigurations and vulnerabilities present on cloud resources. Tenable Cloud Security has built-
in policies for cloud and laC resources that define the compliance standards for your cloud and |aC
infrastructure. Related policies are combined within a policy group. A policy can support multiple
benchmarks. Therefore, a policy group includes all the benchmarks supported by the policies in the

group.

tenable cloud Security Q Search users, roles & resources Al accounts v G
= Open Findings X €>
@ Dashboard @ IAM user access keys are not rotated EEEeE ) v |
Accounts x | Category x  Severity x | Policy is IAM user acce: i1 Access key of the user afeigensen-cli was not rotated for more than 90 days
@ Inventory llis High @ | @3 Copy link % Prod (396708947447)  Created: April 24, 2024 4:31PM  Status: Open (Existing Resource)
[] created Severity 2
() Findings _ . -
Apr 24,2024 4:31:09 PM e High w = Policy Description
B Activity Log Access keys are used to sign programmatic requests to AWS and should be rotated periodically to reduce the risk if a user is compromised. Tenable recommends a timeframe of at
(O Overview least every 90 days. For more information see: & How to Rotate Access Keys for |AM Users.
@ M i Remediation Note: You can ¢ change the default evaluation period for this policy to comply with internal standards.
{0  Workload .
@ Activity Context
& Kubernetes « User wmm e -cll was created on 01/25/2024 by afeigenson@ermetic.com
y « There is a risk that the aceess key s s s was compromised since it Was not rotated for mare than 90 days
< 1aC
« The access key would give an attacker Ml critical severity permissions if compromised
@ Policies ‘ ‘

[ Compliance

IE Reports Access Keys
Access Key = = ]
Enabled

Created: Jan 25, 2024 @

& Accounts
Last Used: Apr 29,2024

B Audit

A full list of Tenable Cloud Security policies is available online located here.

More information on getting started with Tenable Cloud Security is available here.

The Insecure Cryptography widget for Tenable OT, located on the compliance dashboard provides
an overview of suspicious unauthorised activities at the network’s different levels. This widget
assists organisations monitor and detect insecure cryptographic events to prevent compromise of
sensitive information and service disruption. Key items displayed are Successful Unsecured Logins
and Logins Using Unencrypted Credentials, and high risk assets with these events.
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Insecure Cryptography @
Applies to:
1S0 27001 | Controls: 6.8, 8.24 ©

NIS2 Directive (Article 21) | measures: h,j ®

Insecure Communication Events &

Risk Type Purdue Level 0-1 Assets Purdue Level 2-3 Assets Purdue Level 4 Assets

Successful Unsecured Login 0 3

Login Using Unencrypted Credentials 0 53 0

Show Asset List

The Insecure Communication widget also for Tenable OT, located on the compliance dashboard
assists organisations in avoiding any insecure communications and suspicious unauthenticated
access. Insecure communications can leave sensitive information or critical assets vulnerable to
interception and exploitation by attackers. Unauthenticated access may be a trigger to alert
organisations to problems resulting from a potential breach, misconfigured security settings, or
unauthorised activity. Key items displayed are Failed Logins and Connections with No
Authentication.

Insecure Communication Monitoring ©®
Applies to:

150 27001 | Controls: 5.16,5.17,6.8 ©

NIS2 Directive (Article 21) | measures: j ©

Suspicious Authentication Events ®

Risk Type Purdue Level 0-1 Assets Purdue Level 2-3 Assets Purdue Level 4 Assets

Failed Login 12 6 0

Connection with No Authentication 0 0

Show Asset List

The following cross-reference information is provided to derive a more comprehensive and effective
approach to managing information security requirements. NIS 2 Article 21(2) (j) references security
in network and information systems acquisition, development and maintenance, including
vulnerability handling and disclosure.

Security domains define how information is classified, categorised, or administered. The following
Security Domains, Sub-Domains, and Measures are related to NIS 2 Article 21(2) (j), and can assist
organisations already using other standards and frameworks to comply with NIS 2.

SECURITY DOMAIN: Protection
SECURITY SUB-DOMAIN: Identity and access management

SECURITY MEASURE: Authentication and identification
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In an effort to foster higher consistency and reliability across multiple frameworks and the NIS 2,
Article 21(2) (j) can be associated with the ISO 27001, NIST CSF, and ISA/IEC 62443 utilising the
following cross-references for identity and access management. The following cross-references
cover the processes and procedures related to identity, access management, and authentication
and identification.

CROSS REFERENCES:

The ISO 27001 references sections within Annex A, Information Security Controls Reference,
specifically the following sections:

* 1ISO 27001 (A.9.1,A9.3,A94.1,A9.4.2,A9.4.3)
The NIST CSF references the following sections within Protect.
* NIST CSF (PR.AC-1, 4,6, 7, PR.DS -5)

The ISA/IEC 62443 references several sections related to Identification and Authentication, Use
Control, and Zone Boundary Protection.

« ISA/IEC 62443 (SR 1.1,SR 1.2, SR 1.3, SR 1.4, SR 1.5, SR 1.6, SR 1.7, SR 1.8, SR 1.9, SR
1.10,SR1.11,SR 1.12, SR 1.13, SR 2.1, SR 2.2, SR 2.3, SR 2.4, SR 2.5, SR 2.6, SR 2.7, SR
5.2)
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Learn More

For more information about these topics, see the following resources:

e Cyber Exposure Study, Vulnerability Management

¢ ENISA Minimum Security Measures for Operators of Essentials Services

e Cyber Exposure Study, Asset Inventory and Discovery
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