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Introduction

Establishing an inventory of all software and applications running in the environment is a fundamental
step in securing your organization. Whether the organization is a small start-up or a global con-
glomerate, identifying software usage is necessary to ensure software assets are authorized, appro-
priately licensed, supported, and have the most recent security fixes applied. A software inventory
helps demonstrate compliance with regulatory controls and Service Level Agreements (SLA) for soft-
ware used in the environment. From the perspective of “less is more,” a software inventory also iden-
tifies unnecessary software running in the environment, which increases the attack surface without
providing a business advantage. In fact, running unnecessary software creates overhead and an inef-
ficient run-time environment.

In the event of a security breach, a software inventory is essential to determine what was breached,
and who needs to be notified. First responders require a software inventory to perform forensic ana-
lysis and determine breach notification requirements for vendors, business partners, and regulatory
bodies. Organizations that have a clear understanding of software in their environment can quickly
assess a breach impact and identify affected areas. If legal proceedings are involved, an organized
software inventory greatly assists in limiting data handed over to Law Enforcement and assists tech-
nical staff in depositions or testimony.

Business Continuity and Disaster Recovery plans specify requirements for restoration of critical assets
and services, but organizations need to know what these are to establish a Recovery Time Objective
(the amount of time to recover a service to an acceptable level of operation) and Recovery Point Object-
ive (the last point of known good data). Developing and maintaining a software inventory is a critical
first step in implementing an effective cyber security program. This document provides guidance in
using Tenable solutions to gather data and analyze systems to build a software inventory.

Tenable has provided Establishing Software Inventory (SEE) Dashboard and Report templates, which
are available in the Tenable.sc feed.
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**Queries in this report were limited to 50 for
readability purposes.
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Benefits of a Software Inventory

From the CISO down to the IT operations staff, all members of an organization’s security team need to
understand the scope of the organization's digital footprint and have a detailed understanding of what
software is authorized. The first step to identify what needs to be protected (and how) is to develop
and maintain a software inventory.

Establish Policy

Identifying the software and applications used by the business enables management to establish a crit-
icality rating for the software based on the business application, established through the Business
Impact Analysis (BIA) of the Business Continuity Plan (BCP). This information is used to determine the
level of protection and breach impact for the confidentiality, integrity, and availability of the data. Man-
agement establishes policies and controls for the software that aligns with business and compliance
requirements. The software inventory also enables Risk Managers and Vendor Relationship Managers
to communicate compliance with internal controls and SLAs for software used in the environment. A
software inventory enables the CISO to provide validation of the organization’s security program by
verifying that software risk has been identified and evaluated.

Establish Procedures

Security operations perform scans to identify operating system and application versions, including
unsupported software and unpatched systems. This information is used to establish a secure baseline
and measure drift from that baseline. Using Tenable.io or Tenable.sc, technical staff generate dash-
boards and reports that can be sent to upper management with a high-level summary of software that
is running in the environment. This information determines if the software is authorized, appropriately
licensed, supported, and has the most recent security fixes applied.
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Developing and Maintaining a Software Inventory

Developing and maintaining a software inventory is a proactive investment in time and resources to
gather and analyze information about software assets before a security incident occurs. This process
identifies installed software, determines software authorization, groups assets, verifies patches and
detects running services. Tenable solutions simplify the task of gathering and analyzing systems to
develop and maintain a software inventory.

Identifying Installed Software

Identifying the authorized software assets is an important step to ensure critical assets are protected.
The larger the organization, the more difficult the inventory process becomes. Tenable.io and Ten-
able.sc help organizations build a software inventory. There are several software discovery plugins
that run by default in the following scan templates:

l Basic and Advanced Agent Scans

l Basic and Advanced [Network] Scans

l Credentialed Patch Audit

l Internal PCI Network Scan

l Collect Inventory Agent Scan (see below)

Inventory Agent Scanning in Tenable.io is part of the Frictionless Agent. This new scanning capability
leverages Tenable’s frictionless assessment capabilities to provide more efficient vulnerability detec-
tion, minimizing the Nessus Agent load and installed footprint on the endpoint. Leveraging this new
scan policy ensures the agent only runs an inventory collection plugin locally and sends results to Ten-
able.io for processing in the Frictionless Assessment pipeline. Scan results are presented in the same
format as traditional scans. While there is a coverage differential compared to using a traditional
agent, the Inventory Agent provides a great option for host-based scanning on hosts with limited
resources.

Inventory Agent Scanning is supported on the following platforms:

l Tenable.io Agent scans

l Tenable.sc imports of Tenable.io cloud agent scans
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Note: There is no support for Nessus Manager linked agents.

Performing Authenticated Scans

Authenticated scans are required to enumerate software since software enumerations are considered
“Local Checks.” More than 120,000 Tenable plugins require successful authentication to occur via a Nes-
sus Agent or a Nessus Scanner before these plugins can run on an asset. These plugins are of the plu-
gin type “Local” rather than “Remote.” The Tenable Plugins page allows you to search for Local Plugins
and Remote Plugins to determine which plugins require successful authentication.

Note: Plugin Type in Tenable.sc refers to whether a plugin is in the category of Active (Nessus), Passive (Nes-
sus Network Monitor), or Compliance (Audit File scan results). Plugin Type in Tenable.io and on the Tenable Plu-
gins Page refers to whether a plugin is Local, Remote, or Combined. Combined refers to plugins that will run
in both authenticated and unauthenticated scans. These plugins will run and generate plugin output regard-
less of successful authentication. Plugins that fall into an Operating System Plugin Family, such as VMware ESX
Local Security Checks, are considered “Local Checks” and require authentication to run. Although most of the
Local Security Checks plugin families contain the words “Local Security Checks,” there are other plugin fam-
ilies that require successful authentication to run, such as the Windows : Microsoft Bulletins plugin family. Veri-
fication that scans complete with successful or expected levels of authentication is essential to determine if
scans are successful to avoid false negatives. Check the Learn More section of this document for more inform-
ation about authenticated scans and plugin types.

Nessus scanners used with Tenable.io and Tenable.sc support the use of credentials to log in to a sys-
tem to provide information about configuration settings that would not be visible from the network.
For example, a credentialed scan can get information about the type of hardware that is running. Hard-
ware drivers have life cycles just like any other type of software, and are subject to the same security
issues. The Center for Internet Security (CIS) provides consensus benchmarks that set security harden-
ing standards. A credentialed scan can verify that systems are configured in accordance with a known
“gold standard.”

The most common software enumeration plugins are OS Identification (11936), Microsoft Windows
Installed Software Enumeration (credentialed check) (20811), Software Enumeration (SSH) (22869), and
List Installed Mac OS X Software (83991). There are several other software enumeration plugins that
provide information that can help build a software inventory:

l OS Fingerprinting via DHCP (7120)

l Oracle Installed Software Enumeration (Linux / Unix) (71642)
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l Oracle Installed Software Enumeration (Windows) (71643)

l OS Identification and Installed Software Enumeration over SSH v2 (Using New SSH Library)
(97993)

l Unix Software Discovery Command Checks (152741)

l Unix Software Discovery Commands Available (152742)

l Unix Software Discovery Commands Not Available (152743)

Plugin Spotlight: Plugin ID 22869, Software Enumeration (SSH), identifies the package list on Linux systems,
which includes package name, version, epoch information for each package installed on the system, and (on
RPM-based systems) the date the operating system reports that a package was installed. This information is
included in the plugin output (also referred to as “vulnerability text") in the scan results.

The package installation date may not be displayed in the scan results for some systems, such as
Debian.

Tenable products will attempt to store a version of the package list that includes dates separately for
all Tenable-supported Linux operating systems running RPM-based packaging. If available, the pack-
age installation date will be displayed in the "Software Enumeration (SSH)" plugin, 22869.

The following is a sample of the Plugin Output for Plugin 22869:
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Common searches for Tenable software enumeration plugins and plugin results include:
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l Plugin Name contains enumeration

l Plugin Name contains discovery

l Plugin Name contains list installed

l Plugin Name contains installed software

l Plugin ID equals 11936, 20811, 22869, 83991, 97993, 152741, 71642, 71643, 152742, 152743, 7120

The following is a sample of the Plugin Output from Plugin 20811:

The following image displays the results of the software enumeration plugin for macOS, Plugin ID
83991:
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Determining Software Authorization and Support

Once software is enumerated, there are additional plugins that can help determine how many
instances of each version of software are running in the environment. This data helps determine soft-
ware authorization and support. Tenable plugins can enumerate unsupported operating systems, data-
bases, web servers, browsers, and other software. FINRA Rules forbid financial institutions from using
any digital communication applications that cannot preserve records of business-related com-
munications, such as WhatsApp, Signal, or Telegram. Tenable plugins can be used to detect these
applications, saving the organization from large fines levied by the Securities and Exchange Com-
mission (SEC). The following is a sample search using CPE to find a commonly used chat and col-
laboration application.

Packet capture software such as Wireshark and tcpdump tend to be authorized for a small group of
users within the organization. Tenable’s software enumeration plugins can assist in discovering the
use of this type of software and reducing the number of authorized installations.

The following images display results matching the filter: CPE contains wireshark. The Wireshark CPE
is /a:wireshark:wireshark, so the full CPE can be searched as well. When using only the CPE contains
filter, the results include Wireshark vulnerabilities as well as an informational plugin for the detection
of the Wireshark software. Typically, detection-only plugins are Info severity, so the Severity filter for
Info can also be applied to display a list of assets with Wireshark installed.

Wireshark Software & Vulnerability Detection in Tenable.sc
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Wireshark Software & Vulnerability Detection in Tenable.io

Wireshark Software Detection in Tenable.sc
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Wireshark Software Detection in Tenable.io

The output of the Common Platform Enumeration (CPE) (45590) plugin provides CPE syntax for oper-
ating system and application names that can be used in searches using the CPE filter in Tenable.io and
the Application CPE filter in Tenable.sc. The cpe:/a: syntax represents an application CPE, the
cpe:/o: syntax represents an operating system CPE, p-cpe:/ is used for Linux package checks,
cpe:/h: represents a type of hardware, and x-cpe:/ is used when NIST does not have a defined CPE.
The following is a sample of some of the CPEs from plugin 45590:

l cpe:/a:microsoft:.net_framework:3.0 -> Microsoft .NET Framework 3.0

l cpe:/a:microsoft:.net_framework:4.8

l cpe:/a:microsoft:ie:11.0.9600.19596

l cpe:/a:microsoft:internet_information_services:7.5.7600.16385
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l cpe:/a:microsoft:remote_desktop_connection:6.1.7601.24543

l cpe:/a:microsoft:system_center_endpoint_protection:4.10.0209.0

l cpe:/a:mozilla:firefox:79.0.0

l cpe:/a:oracle:jre:1.8.0_171

l cpe:/a:tenable:nnm:5.6.0

l cpe:/a:vmware:vcenter_converter:6.2.0

l cpe:/a:vmware:vmware_tools:10.2.0.1608

l cpe:/a:vmware:vsphere_client:

l cpe:/a:apache:http_server:2.4.48 -> Apache Software Foundation Apache HTTP Server

l cpe:/a:apple:safari:15.1 -> Apple Safari

l cpe:/a:openbsd:openssh:8.6 -> OpenBSD OpenSSH

l cpe:/a:redhat:ansible -> Red Hat Ansible

l cpe:/a:vmware:tools:11.2.6.28747 -> VMWare Tools

l cpe:/a:::6.2.3.15-39

l cpe:/a:apache:http_server -> Apache Software Foundation Apache HTTP Server

l cpe:/a:cisco:firepower_threat_defense:6.2.3.15.39 -> Cisco Firepower Threat Defense (FTD)

l cpe:/a:cisco:firepower_threat_defense:6.2.3.15_(build_39) -> Cisco Firepower Threat Defense
(FTD)

l cpe:/a:openbsd:openssh:7.4 -> OpenBSD OpenSSH 7.4

l x-cpe:/a:microsoft:dhcp_server:6.1.7601.24498

l x-cpe:/a:tenable:log_correlation_engine_client:windows:5.0.1.0

l x-cpe:/a:slack:slack

l cpe:/o:apple:mac_os_x:12.0.1 -> Apple Mac OS X

l cpe:/o:cisco:ios_xe
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l cpe:/o:linux:linux_kernel:4.4

l cpe:/o:cisco:ios:15.5 -> Cisco IOS

l cpe:/o:cisco:ios_xe:16.6.3 -> Cisco IOS XE

l cpe:/h:dell:remote_access_card:8 -> Dell Remote Access Card

Plugin Output for Plugin ID 45590 in Tenable.sc
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The Unsupported Product Summary - Applications and Unsupported Product Summary - All OSes Ten-
able.sc Dashboard Components use the following filters to report unsupported operating systems and
applications:

l Application CPE contains /o

l Plugin Name contains unsupported

l Application CPE contains /a

l Plugin Name contains unsupported
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Filter Spotlight: The Regex Match operator can be used to perform more complex searches with the Applic-
ation CPE filter, as shown below. The ASD Top 4 Mitigation Strategies - Active OS and Application Vul-
nerability Counts Tenable.sc Dashboard Component uses the Application CPE regex matches described
below.

Apps Only: Application CPE Regex Match ^(?![\s\S]*cpe\:\/o)(?=[\s\S]*cpe\:)
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OS Only: Application CPE Regex Match ^(?![\s\S]*cpe\:\/a)(?=[\s\S]*cpe\:)

OS & Apps: Application CPE Regex Match (cpe\:\/a[\s\S]*cpe\:\/o)|(cpe\:\/o[\s\S]*cpe\:\/a)
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No CPE: Application CPE Regex Match ^(?![\s\S]*cpe\:)
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Grouping Assets

Grouping assets by common functions and features, such as Operating System, platform, or business
function facilitates vulnerability scanning and remediation by ensuring that scans are configured to
probe for common weaknesses in the platform or application. Systems may be classified in multiple
asset lists. For example, a Linux web server on the DMZ may be listed under “Linux Systems,” “Web
Servers,” and “DMZ Systems.” This classification ensures that scans are targeted appropriately. Create
asset lists that logically group assets, such as:

l Critical business servers

l Critical infrastructure devices

l Managed servers

l User / Desktop

l Off-site (VPN, Managed)

l Production servers

l Development servers

l Test systems

Maintaining a software inventory provides visibility into assets that align with specific software cat-
egories. This enables tracking assets with authorized, unauthorized, or unsupported software. Assets
can be grouped in Tenable.io using Tags and in Tenable.sc using Dynamic Assets.

Grouping Assets in Tenable.sc

There are hundreds of built-in Asset templates in Tenable.sc. A search for the word “software” displays
a few of the asset templates, as shown below:
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The Unsupported Software Asset template in Tenable.sc uses a POSIX regex filter for Plugin Text (also
known as vulnerability text or plugin output).

Custom Dynamic Assets can be created in Tenable.sc using the filters in the list below. A good
example is to use Plugin Text contains cpe:/a:oracle:jre where plugin ID is 45590.
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l Agent ID

l Plugin ID

l Plugin Text (Vul-
nerability Text or
Plugin Output)

l Operating System

l IP Address

l DNS

l NetBIOS Host

l NetBIOS Workgroup

l MAC

l SSH v1 Fingerprint

l SSH v2 Fingerprint

l Port

l TCP Port

l UDP Port

l Days Since Dis-
covery

l Days Since Obser-
vation

l Severity

l Exploit Available

l Exploit Frameworks

l XRef

Grouping Assets in Tenable.io
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Assets can be grouped using Tags in Tenable.io. Dynamic tags are created using many of the filters
that are available in Tenable.io. The following example displays the configuration for a tag that groups
assets with a Windows 10 Operating System.

The CPE value can also be used to group assets by software installed, as shown in the following image
for Adobe Flash.
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Verifying Patches

The information that Tenable plugins provide to enumerate software versions can be used to verify
that authorized software is updated with the latest patches. The Patch Report (66334) Plugin sum-
marizes a list of patches that need to be installed and enabled on an asset. Use this plugin to track
how often a patch assessment is made over time or to extract the data to perform analysis.

The following image is the plugin output from plugin 66334 for a Windows asset:

The following image is the plugin output from plugin 66334 for a Mac OS Asset:

The following image is the plugin output from plugin 66334 for Linux Asset:
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Note: There are often instances where a patch has been applied but is still reported in plugin 66334, or the plu-
gin will fire for the individual patch. The patch is still being reported as a vulnerability because although the
patch has been applied, another step is required to fully enable the patch. The additional step could require a
reboot, a registry key, or a GPO change. Patch management solutions such as SCCM or WSUS may also report
the patch as applied and the asset not vulnerable, but Tenable reports the patch as missing because the patch
is not fully enabled.

Following are some suggested filters to find these instances of patches that are not fully enabled. Note
that Plugin Output in Tenable.io is Vulnerability Text in Tenable.sc.

l SCCM or WSUS report that patch has been applied

l Plugin Output contains SCCM: NOT Vulnerable

l Plugin Output contains SCCM: NOT Vulnerable
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l Reboot required

l Plugin ID equals 35453

l Severity equals High
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l Registry change required (Tenable.io)

l Severity equals Medium, High, Critical

l Plugin Output contains HKLM

l Plugin Output contains registry

l Registry change required (Tenable.sc)

l Severity equals Low, Medium, High, Critical

l Only required in Tenable.sc: Plugin Type equals Active

l Vulnerability Text Regex Match HKLM|HKU|HKCU|Registry

Copyright © 2022 Tenable, Inc. All rights reserved. Tenable, Tenable.io, Tenable Network Security, Nessus, SecurityCenter, SecurityCenter Continuous View and Log Correlation Engine are registered

trademarks of Tenable,Inc. Tenable.sc, Tenable.ot, Lumin, Indegy, Assure, and The Cyber Exposure Company are trademarks of Tenable, Inc. All other products or services are trademarks of their

respective owners.



- 29 -

Detecting Running Services

Tenable.io and Tenable.sc include plugins that detect running services and process information. The
information from these plugins can display unregistered software that may be running on the system
that is not shown in the registry. The plugins below provide visibility into services that may appear only
in running processes rather than in installed software packages. The plugins below provide this valu-
able information.

l 58452 - Microsoft Windows Startup Software Enumeration

l 70329 - Microsoft Windows Process Information

l 70330 - Microsoft Windows Process Unique Process Name

l 70331 - Microsoft Windows Process Module Information

l 70767 - Reputation of Windows Executables: Known Process(es)

l 70768 - Reputation of Windows Executables: Unknown Process(es)

l 70943 - Reputation of Windows Executables: Never seen process(es)

l 110483 - Unix/Linux Running Processes Information

A filter can also be applied using Plugin Family: Service Detection.

The following displays sample output for plugin 70329 that shows a “w3wp” process that could be sus-
picious. Output such as this can be taken from this plugin and used in a further investigative search
using the text with the Plugin Output (Vulnerability Text) or CPE filter.
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https://www.tenable.com/plugins/nessus/110483
https://www.tenable.com/plugins/nessus/70329
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The search can be pivoted from Plugin ID to Vulnerability Text. The following image displays all other
scan results that contain w3wp in the plugin output (vulnerability text). This information can now be
investigated using the Vulnerability Detail List tool or the Vulnerability List tool in the drop-down menu
above the results.
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Software Inventory Lifecycle

Software inventory is an ongoing process that needs to be maintained and updated on a regular basis.
Maintaining a software inventory aids in cyber hygiene and minimizes unauthorized software install-
ation. Many organizations perform an annual audit by an external third party, where they are required
to enumerate authorized software that is running in the environment. Organizations that maintain a
current software inventory throughout the year can produce information required by auditors and
vendors with minimal effort.

A current software inventory also helps with business roadmap planning. A review of the software run-
ning in the environment may reveal that the organization does not have sufficient staffing to support
certain services, and outsourcing those services may be more efficient. A review may also reveal that
there are services running in the environment that are no longer needed or supported.

Security leaders need to SEE everything, PREDICT what matters most, and ACT to address cyber risk
and effectively align cyber security initiatives with business objectives. Tenable.io and Tenable.sc dis-
cover and analyze assets continuously to provide an accurate and unified view of an organization’s
security posture.
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Learn More

Tenable Cyber Exposure

Tenable Blog: Quick Credential Debug Scan

Tenable Blog: The Value of Credentialed Vulnerability Scanning

Tenable Blog: How to Protect Scanning Credentials

Tenable Community Knowledge Base: Nessus Plugin Types and Categories

Tenable Docs: Custom Dynamic Assets

Tenable Docs: Tenable.io Tags

Tenable Plugins Page

Inventory Agent Scanning

FINRA Rules
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https://www.tenable.com/cyber-exposure
https://www.tenable.com/blog/quick-credential-debug-scan
https://www.tenable.com/blog/the-value-of-credentialed-vulnerability-scanning
https://www.tenable.com/blog/how-to-protect-scanning-credentials-overview
https://community.tenable.com/s/article/Nessus-Plugin-Types-and-Categories
https://docs.tenable.com/tenablesc/5_20/Content/Assets.htm?Highlight=dynamic#Dynamic
https://docs.tenable.com/tenableio/Content/Settings/Tags.htm
https://www.tenable.com/plugins/search
https://docs.tenable.com/tenableio/Content/Scans/AgentTemplates.htm?Highlight=%22collect%20inventory%22
https://www.finra.org/rules-guidance/guidance/reports/2019-report-exam-findings-and-observations/digital-communication
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