Otenable

Tenable Exposure Management User
Guide

Last Revised: August 28, 2025

Copyright € 5 Tenable, Inc. All rights reserved. Tenable, Tenable Nessus, Tenable Lumin, Assure, and the Tenable logo are registered trademarks of Tenable, Inc. or its affiliates. All other

products or services are trademarks of their respective owners.




Table of Contents

Welcome to Tenable Exposure Management ... ... ... 36
Get Started with Tenable Exposure Management ... ... 37
Configure your "Point Products" to get Data into Tenable Exposure Management ... 38
License, Access, and Log [N 40
Configure Tenable Exposure Management for Use ... 40
ANalyze and ASSESS 40
Tenable Exposure Management Use Cases ...l 43
L BN S NG 45
Licensing Tenable One .. 45
Tenable One ComMPONENtS L. 46
Tenable One Asset Values ... 47
Reclaiming LiCenSesS . . 48
Exceeding the License Limit .. 48
EXpired LiCeNSeS o 48
Tenable Exposure Management System Requirements ... 49
KOy T OIS 49
Data SOUMCES ... o b3
Data TimMiNG o 56
Tenable Exposure Management Metrics ... ... . b6
Data TimMING 56
Cyber Exposure Score (CES) ... 57
Asset Exposure Score (AES) .. 57
Asset Criticality Rating (ACR) ... . e 57



Vulnerability Priority Rating (VPR) ... 58
EXPOSUre CategOries o 58
Scoring Caveats within Tenable Exposure Management ..., 59
Log in to Tenable Exposure Management ... 60
Navigate Tenable Exposure Management ... . . 60
Log out of Tenable Exposure Management ... 68
HOMe 69
EXPOSUre Signals ... 81
Manage EXpPOSUIre SigNals ... 91
IV O Oy 102
DS S BS o 103
ASSEt ClaSSES ... i m
ASSet Filt OIS 112
Global Asset SearCh ... 19
NLP Search Use Cases ... 129
Asset Details ... 130
Tag Assets via the ASSets Page ... 160
WEAKNESSES .o 162
Weakness Details ... 169

BN AiNG S 173
FINAING Details .o 180

SO WA 183
Software Details ... 190
DashbOards ... 193



Dashboard OVErvieW ... 197
Manage DashbOards ... 201
Valid Custom Widget Combinations ... ... 212
XD OSUNE VW 216
Manage the EXposure VIieW Page ... 235
Manage EXpPOSUre Cards ... 246
Attack Path . . 257
DashbOoard ... 260
Top Attack Paths .o 262
Generate an Attack Path Query with the Attack Path Query Builder ... 267
(Optional) Save your Query as a Preset/Bookmark ... 271
Generate an Asset EXposure QUErY .. 271
Generate a Blast Radius QUEIY .. 274
Interact with Attack Path Query Data ... 276
Generate an Asset Query with the Asset Query Builder ... 285
Interact with Asset Query Data ... 287
Generate an Attack Path with a Built=in QUery ... 293
Query Types in the Query Library .. 296
Supported Attack Path TeChNIQUES ... 300
Top Attack TECHNIQUES ... o e 300
Attack Technique Details .. ... 306
Manage Attack TeChNIQUES . ... 3
MITRE ATT&CK Heatmap ... 316
TGS 320



Tag Format and AppliCation ... 323
Tag DetaIlS o 324
MaANAGE T A0S 326
CONNECYOrS ... ... 335
What is @ CoNNeCOr ... 535
WY It egrate 335
Supported Integrations (CONNECLOrS) ... .o 335
INGESted Data .. 336
View and Manage your CONNECTOIS ... e 336
Connector Data Status ... 337
CONNECEOr OGS .o 340
AcCCESS CONNECTOr OGS . 341
Reading ConneCtOr LOGS ..o 342
LOg TIME S aMID o 343

A CHIVItY (SYNC) Ty PO oo 343
Data Stage (SYNC StatUsS) ..o 344
Data LifeCyCle StageS o 345
CoNNECtOr Error MESSAQES ..o 348
ManNage CONNE OIS o 351
Supported Third-Party Integrations ... 361
Security Tools Supported Integrations .. ... 361
Asset Inventory Supported Integrations ... 363
Bug Bounty Supported Integrations ... 364
Other INtegratioNs ... 364



Acunetix360 CONNECLOr ... ... 364
Connector Details ... 365
Prerequisites and User PermisSSiONS ... 365
Add @ CONNECTON ..o 366
Configure the CoNNECTOr . 367
Acunetix 360 in Tenable Exposure Management ... 369

Locate Connector Assets in Tenable Exposure Management ... 369
Locate Connector Weaknesses in Tenable Exposure Management ... 370
Locate Connector Findings in Tenable Exposure Management .................................. 371
Data MaP DI o 373
Web Application Mapping ... 373
FiNding Mapping .o 373
Finding Status Mapping .o 374
Finding Severity Mapping ..o 375
Status Update MeChaniSmMS . 375
UNiQUENESS Criteria ..o 376
AP ENdPOints IN USe oo 376

Acunetix Premium Cloud CoNNeCtor ... 376
Connector Details ... 377
Prerequisites and User PermisSSiONS . ... 377
Add @ CONNECTON ..o 578
Configure the ConNeCtOr .. 379
Acunetix Premium in Tenable Exposure Management ... 381

Locate Connector Assets in Tenable Exposure Management ... 381



O

Locate Connector Weaknesses in Tenable Exposure Management ............................. 382
Locate Connector Findings in Tenable Exposure Management ... 383
Data MapPiNg o 385
Web Application Mapping ... 385
FINAIiNg Mapping .o 385
Finding Status Mapping ... 386
FiNding Severity Mapping .o 386
AP ENdPOiNts iN USe .o oo 387
Armis CONNECTON ... e 587
Connector Details ... 387
Prerequisites and User PermiSSiONS ... 388
Add @ CONNECTON ..o oo 391
Configure the CoNNECTOr .. 392
Armis in Tenable Exposure Management ... 394
Locate Connector Assets in Tenable Exposure Management ... 394
Locate Connector Findings in Tenable Exposure Management ... 395
Data MapPiNg 396
DVICE MaAPPING o 397
FINdIiNg Mapping .o 398
Finding Severity Mapping ..o 399
Finding Status Mapping ..o 400
Status Update MeChaniSmMs ... 400
UNIQUENESS Criteria .. 401
Support and Expected Behavior ... 401



AP ENdpPOints iN USe .o 402
Data Validation ... 402
Asset Data Validation ... 402
Finding Data Validation ... 405
AWS EC2 CONNECIOT ..o oo e 407
Connector Details ... 408
Prerequisites and User PermisSSiONS ... 408
Add @ CONNECTON ..o 412
Configure the CoNNECTOr . 413
AWS in Tenable Exposure Management ... 415
Locate Connector Assets in Tenable Exposure Management ... 415
Data MaP DI o 416
DEVICE MaAPPING 416
ReSOUICE MapPiNg ..o 417
Status Update MeChaniSmMS . 418
Support Limitations and Expected Behavior ... 419
AP ENdPOints IN USe oo 419
Data Validation ... 419
Asset Data Validation ... 419
Security Groups (Resources) Data Validation ... 420
AWS InSpector V2 CONNECTOr .. 421
Connector Details ... 421
Prerequisites and User PermiSSiONS ... 422
Add @ CONNECTON ..o 425



Configure the CoNNECTOr .. 427
AWS in Tenable Exposure Management ... 428
Locate Connector Assets in Tenable Exposure Management ... 428
Locate Connector Weaknesses in Tenable Exposure Management ... 429
Locate Connector Findings in Tenable Exposure Management .................................. 430
Data MaP DI o 432
DEVICE MaAPPING 432
Container MapPiNg .. o 432
RESOUICE MaPPiNg ..o 433
FiNding Mapping .o 433
Finding Status Mapping .o 434
Finding Severity Mapping ... 434
Status Update MeChanisSmMs .. 435
UNiQUENESS Criteria ..o 436
AP ENdpPoints iN USe .o 436
Data Validation ... 436
Asset Data Validation ... 437
Finding Data Validation ... 438
AXONIUS CONNECTON ... e 439
Connector Details ... 439
Prerequisites and User PermiSSiONS ... 440
Add @ CONNECTON ..o 441
Configure the CoNNECTOr .. 442
Axonius in Tenable Exposure Management ... 444



O

Locate Connector Assets in Tenable Exposure Management ... Lbh
Data MaP DI o 445
DEVICE MaAPPING 445
UNiQUENESS Criteria ..o 447
AP ENdpPOints iN USe .o 447
Support Limitations and Expected Behavior ... 448
Data Validation ... 448
Asset Data Validation ... 448
AzUre CONNECTOT ... oo 449
Connector Details ... 450
Prerequisites and User PermiSSiONS ... 450
Add @ CONNECTON ..o 452
Configure the CoNNECTOr .. 453
Azure in Tenable Exposure Management ... 456
Locate Connector Assets in Tenable Exposure Management ... 456
Data MaP DN o 457
DEVICE MaAPPING 458
Status Update MeChaniSmMs ... 459
UNIQUENESS Criteria .o 459
AP ENdpPoints in USe ..o 460
Data Validation ... 461
Asset Data Validation ... 461
BItSIght CONNECIOr L 462
Connector Details ... 462

_]O_



Prerequisites and User PermisSSiONS ... 463
Add @ CONNECTON ..o 463
Configure the CoNNECTOr ... 465
BitSight in Tenable Exposure Management ... 466
Locate Connector Assets in Tenable Exposure Management ... 467
Locate Connector Weaknesses in Tenable Exposure Management ... 468
Locate Connector Findings in Tenable Exposure Management ... 469
Data MaP DiNG o 471
DEVICE MaAPPING .o 471
Device FINdiNg Mapping ... 471
Web Application Mapping ... 472
Web Application Finding Mapping ... 472
Finding Status Mapping .o 473
Finding Severity Mapping ..o 473
Status Update MeChaniSmMs .. 474
UNiQUENESS Criteria ..o 474
AP ENdpPoints iN USe .o 475
Data Validation ... 475
Asset Data Validation ... 475
Finding Data Validation ... 476
BlackDuck (formerly WhiteHat) CONNeCtor ... 477
Connector Details ... 477
Prerequisites and User PermiSSiONS ... 478
Add @ CONNECTON ..o 478

-11-



Configure the CoNNECTOr .. 480
BlackDuck Continuous Dynamic in Tenable Exposure Management ... 481
Locate Connector Assets in Tenable Exposure Management ... 481
Locate Connector Weaknesses in Tenable Exposure Management ... 482
Locate Connector Findings in Tenable Exposure Management ... 483
Data MaP DI o 485
Web Application Mapping ... 485
FiNding Mapping .o 486
Finding Status Mapping .o 486
Finding Severity Mapping ..o 487
UNIQUENESS Criteria . 487
Status Update MeChaniSmMs ... 488
AP ENdpPoints iN USe .o 488
Data Validation ... 489
Asset Data Validation ... 489
Finding Data Validation ... 490
Cortex XDR CONNECTOr ... 491
Connector Details ... 491
Prerequisites and User PermisSSiONS ... 492
Add @ CONNECTON ..o 492
Configure the CoNNECTOr .. 493
Locate Connector Assets in Tenable Exposure Management ... 495
Locate Connector Weaknesses in Tenable Exposure Management ............................. 496
Locate Connector Findings in Tenable Exposure Management ... 497

-12 -



Data MapPiNg o 499
DVICE MaAPPING o 499
FINdiNg Mapping .o 499
Finding Severity Mapping ... 500
Finding Status Mapping .o 500

Status Update MeChaniSmMs ... 500

UNIQUENESS Criteria .. 501

AP ENdPOiNts iN USe .o oo 501

Support Limitations and Expected Behavior ... 502

Data Validation ... 502
Asset Data Validation ... 502
Finding Data Validation ... 503

CrowdStrike CONNECTOr ... 505

Connector Details ... 505

Prerequisites and User PermisSSiONS ... 505

Add @ CONNECTON ..o 506

Configure the CoNNECTOr . 507

Crowdstrike in Tenable Exposure Management ... 509
Locate Connector Assets in Tenable Exposure Management ................................... 509
Locate Connector Weaknesses in Tenable Exposure Management ... .. 5T
Locate Connector Findings in Tenable Exposure Management ... 512

Data MaP DiNg o 513
DEVICE MaAPPING 514
FiNding Mapping .o 515

_]3_



FINding Severity Mapping 515
Finding Status Mapping ... 516
Status Update MeChaniSmMS . 516
UNiQUENESS Criteria .. 517
AP ENAPOiNtS IN USe oo 517
Data Validation ... 518
Asset Data Validation ... 518
Finding Data Validation ... 519
CyCognito CONNECEOT 520
Connector Details ... 521
Prerequisites and User PermisSSiONS ... 521
Add @ CONNECTON ..o oo 622
Configure the CoNNECTOr .. 523
CyCognito in Tenable Exposure Management ... 525
Locate Connector Assets in Tenable Exposure Management ... 525
Locate Connector Weaknesses in Tenable Exposure Management ... 526
Locate Connector Findings in Tenable Exposure Management ... 527
Data MaP DN o 529
Device Mapping (CyCognito IP AdAress) ..o 529
Web Application Mapping (CyCognito Web Applications) ... 530
Web Application Mapping (CyCognito Domain) ... 531
FiNding Mapping .o 532
Finding Status Mapping .o 533
Finding Severity Mapping ... 533

-14 -



Status Update MeChaniSmMs . 533
UNiQUENESS Criteria ..o 534
Support Limitations and Expected Behavior ... 535
AP ENdPOints iN USe ..o 536
Data Validation ... 536
Asset Data Validation ... 537
Finding Data Validation ... 539
Detectify CONNECOr . 540
Connector Details ... 541
Prerequisites and User PermisSSiONS ... 541
Add @ CONNECTON ..o 542
Configure the ConNeCtOr .o 543
Detectify in Tenable Exposure Management ... 545
Locate Connector Assets in Tenable Exposure Management ... 545
Locate Connector Weaknesses in Tenable Exposure Management ............................. 546
Locate Connector Findings in Tenable Exposure Management ... 547
Data MapPiNg 549
Web Application Mapping ... 549
FINdIiNg Mapping .o 549
Finding Status Mapping ... 550
FiNding Severity Mapping . 551
Status Update MeChaniSmMS ... 551
UNIQUENESS Criteria . 562
AP ENdpPoints in USe ..o 552

_]5_



Data Validation ... 553
Asset Data Validation ... 553
Finding Data Validation ... 554

HackerOne CoNNeCTOr ... 657

Connector Details ... 557

Prerequisites and User PermisSSiONS . ... 558

Add @ CONNECTON ... 558

Configure the ConNeCtOr .o 559

HackerOne in Tenable Exposure Management ... 561
Locate Connector Assets in Tenable Exposure Management ... 561
Locate Connector Weaknesses in Tenable Exposure Management ............................. 562
Locate Connector Findings in Tenable Exposure Management ... 563

Data MapPiNg 565
Web Application Mapping ... 565
FINdIiNg Mapping .o 565
Finding Status Mapping ... 567
FiNding Severity Mapping .o 567

Status Update MeChaniSmMs ... 568

UNIQUENESS Criteria .o 568

Support Limitations and Expected Behavior ... 569

AP ENdpPoints iN USe .o 569

Data Validation ... 570
Asset Data Validation ... 570
Finding Data Validation ... 571

-16 -



INtUNe CONNECTON ... e 573
Connector Details ... 573
Prerequisites and User PermisSSiONS ... 574
Add @ CONNECTON ..o 577
Configure the CoNNECTOr . 578

Locate Connector Assets in Tenable Exposure Management ... 580
Data MapPiNg 581
DVICE MaAPPING 581
UNIQUENESS Criteria .o 583
AP ENdpPoints iN USe ..o 583
Support Limitations and Expected Behavior ... 583
Data Validation ... b84
Asset Data Validation ... 584

Jamf Pro CoNNector ... 58b
Connector Details ... 585
Prerequisites and User PermisSSiONS ... 585
Add @ CONNECTON ..o 586
Configure the ConNeCtOr .o 587
Jamf Pro in Tenable Exposure Management ... 589

Locate Connector Assets in Tenable Exposure Management ... 589
Data MapPiNg o 590
DEVICE MaAPPING 590
Status Update MeChanisSmMs .. 592
UNiQUENESS Criteria ..o 592

-17 -



AP ENdpPOints iN USe .o 592
Data Validation ... 593
Asset Data Validation ... 593
Microsoft TVM ConnecCtor ... 694
Connector Details ... 594
Prerequisites and User PermisSSiONS . ... 595
Add @ CONNECTON ... 597
Configure the ConNeCtOr .o 598
Microsoft TVM in Tenable Exposure Management ... 600
Locate Connector Assets in Tenable Exposure Management ... 600
Locate Connector Weaknesses in Tenable Exposure Management ............................. 601
Locate Connector Findings in Tenable Exposure Management ... 602
Data MapPiNg 604
DVICE MaAPPING o 604
FINdiNg Mapping .o 605
Finding Status Mapping ... 606
Finding Severity Mapping .o 606
Status Update MeChaniSmMs ... 607
UNIQUENESS Criteria .o 607
AP ENdpPoints in USe ..o 608
Data Validation ... 608
Asset Data Validation ... 609
Finding Data Validation ... 612
OULPOST 24 CONNECE O 613

_'|8_



Connector Details ... 614
Prerequisites and User PermisSSiONS . ... 614
Add @ CONNECTON ..o oo 621
Configure the ConNeCtOr . 622
Outpost 24 in Tenable Exposure Management ... 624
Locate Connector Assets in Tenable Exposure Management ... 624
Locate Connector Weaknesses in Tenable Exposure Management ............................. 625
Locate Connector Findings in Tenable Exposure Management ... 626
Data MapPiNg o 628
DVICE MaAPPING o 628
Finding Mapping (for DEVICE) ... oo 628
Web Application Mapping ... 629
Finding Mapping (for Web Application) ... 630
Finding Status Mapping ... 631
FiNding Severity Mapping .o 631
Status Update MeChaniSmMs ... 632
UNIQUENESS Criteria . 633
Support Limitations and Expected Behavior ... 633
AP ENdpPoints iN USe .o 634
Data Validation ... 635
Asset Data Validation ... 635
Finding Data Validation ... 636
PrismaCloud CWPP Connector ... 637
Connector Details ... 638

_]9_



Prerequisites and User PermisSSiONS ... 638
Add @ CONNECTON ..o 640
Configure the CoNNECTOr ... 641
Prisma CWPP in Tenable Exposure Management ... 643
Locate Connector Assets in Tenable Exposure Management ... 643
Locate Connector Weaknesses in Tenable Exposure Management ... 644
Locate Connector Findings in Tenable Exposure Management ... 645
Data MaP DI o 647
DEVICE MaAPPING 647
Finding Mapping (for DEVICES) .. ..o 647
Container MapPPING .o 648
Finding Mapping (for CONtaiNerS) .. ..o 649
Finding Status Mapping .o 650
Finding Severity Mapping ... 650
Status Update MeChaniSmMs .. 650
UNiQUENESS Criteria ..o 651
AP ENdPOints IN USe oo 651
PUrplemet CoNNEC O .. 652
Connector Details ... 652
Prerequisites and User PermisSSiONS . ... 652
Add @ CONNECTON ..o 653
Configure the ConNeCtOr .. 654
Purplemet in Tenable Exposure Management ... .. 656
Locate Connector Assets in Tenable Exposure Management ... 656

_20_



O

Locate Connector Weaknesses in Tenable Exposure Management ............................. 657
Locate Connector Findings in Tenable Exposure Management ... 658
Data MapPiNg o 660
Web Application Mapping ... 660
FINdiNg Mapping .o 660
Finding Status Mapping ... 661
FiNding Severity Mapping .o 662
Status Update MeChaniSmMs ... 662
UNIQUENESS Criteria .o 662
AP ENdpPoints iN USe ..o 663
Data Validation ... 663
Asset Data Validation ... 663
Finding Data Validation ... 664
QUAlYS CONNE C O 666
Connector Details ... 666
Prerequisites and User PermisSSiONS ... 666
Add @ CONNECTON ..o 669
Configure the ConNeCtOr .o 670
Qualys in Tenable Exposure Management ... ... 673
Locate Connector Assets in Tenable Exposure Management ... 673
Locate Connector Weaknesses in Tenable Exposure Management ............................. 674
Locate Connector Findings in Tenable Exposure Management ... 676
DEVICE MaAPPING 677
FiNding Mapping .o 679

-21-



Finding Status Mapping .o 680
Finding Severity Mapping ... 680
Status Update MeChaniSmMs . 680
UNiQUENESS Criteria .. 681
AP ENAPOiNtS IN USe oo 681
Support Limitations and Expected Behavior ... 684
Data Validation ... 685
Asset Data Validation ... 685
Findings Data Validation ... 687
QUAlys WAS CONNEC O L e 689
Connector Details ... 689
Prerequisites and User PermisSSiONS . ... 689
Add @ CONNECTON ... 692
Configure the ConNeCtOr .o 694
Qualys WAS in Tenable Exposure Management ... 695
Locate Connector Assets in Tenable Exposure Management ... 695
Locate Connector Weaknesses in Tenable Exposure Management ............................. 696
Locate Connector Findings in Tenable Exposure Management ... 698
Data MapPiNg o 699
Web Application Mapping ... 699
FINdiNg Mapping .o 700
Finding Status Mapping ... 701
FiNding Severity Mappin o 701
Status Update MeChaniSmMs ... 702

-22 -



AP ENdpPOints iN USe .o 702
Data Validation ... 702
Asset Data Validation ... 703
Finding Data Validation ... 704
Rapid7 Insight AppSec CoNNECTOr ... 705
Connector Details ... 705
Prerequisites and User PermisSSiONS ... 706
Add @ CONNECTON ..o 706
Configure the CoNNECTOr . 707
Rapid7 Insight AppSec in Tenable Exposure Management ... 709
Locate Connector Assets in Tenable Exposure Management ... 709
Locate Connector Weaknesses in Tenable Exposure Management ... 710
Locate Connector Findings in Tenable Exposure Management ................................... 71
Data MaP DiNG o 713
Web Application Mapping ... 713
FiNding Mapping .o 73
FiNnding Status Mapping .o T4
Finding Severity Mapping ..o T4
Status Update MeChaniSmMS . 715
UNiQUENESS Criteria ..o 715
AP ENdPOints IN USe oo 716
Rapid7 Insight VM (On-Prem) CONNECLOr ... 716
Connector Details ... 716
Prerequisites and User PermisSSiONS ... 717

_23_



Add @ CONNECTON ..o 724
Configure the Rapid7 Insight VM Connector ... 725
Rapid7 Insight VM in Tenable Exposure Management ... 727
Locate Connector Assets in Tenable Exposure Management ... 727
Locate Connector Weaknesses in Tenable Exposure Management ............................. 728
Locate Connector Findings in Tenable Exposure Management ... 729
Data MapPiNg 731
DVICE MaAPPING 731
FINAIiNg Mapping .o 732
Finding Status Mapping ... 732
FINding Severity Mapping .o 733
Status Update MeChaniSmMS . 733
UNIQUENESS Criteria . 734
AP ENdpPoints iN USe ..o 134
Support Limitations and Expected Behavior ... 735
Data Validation ... 737
Asset Data Validation ... 737
Finding Data Validation ... 738
Rapid7 InsightVM Cloud CoNNECtOr ... . e 741
Connector Details ... 741
Prerequisites and User PermisSSiONS ... 741
Add @ CONNECTON ..o 744
Configure the Rapid7 Insight VM Cloud Connector ... 745
Rapid7 Insight VM Cloud in Tenable Exposure Management ... 747

- 24 -



O

Locate Connector Assets in Tenable Exposure Management ... 747
Locate Connector Weaknesses in Tenable Exposure Management ... 748
Locate Connector Findings in Tenable Exposure Management ... 749
Data MaP DiNG o 751
DEVICE MaAPPING . 751
FiNding Mapping .o 751
Finding Status Mapping .o 753
Finding Severity Mapping ..o 753
Status Update MeChanisSmMs .. 754
UNiQUENESS Criteria ..o 754
AP ENdPOints IN USe oo 755
Data Validation ... 755
Asset Data Validation ... 755
Finding Data Validation ... 757
RedHat InSights CoNNeCtOr .. 760
Connector Details ... 760
Prerequisites and User PermisSSiONS ... 760
Add @ CONNECTON .. oo 762
Configure the CoNNECTOr . 763
Red Hat Insights in Tenable Exposure Management ... 765
Locate Connector Assets in Tenable Exposure Management ... 765
Locate Connector Weaknesses in Tenable Exposure Management ... 766
Locate Connector Findings in Tenable Exposure Management ... 767
Data MaP DI o 769

_25_



DEVICE MaAPPING 769
Finding Mapping .o 770
Finding Status Mapping ..o 770
Finding Severity Mapping ... 771
Status Update MeChaniSmMS . 771
AP ENdPOiNts iN USe .o oo 772
Data Validation ... 772
Asset Data Validation ... 773
Finding Data Validation ... 773
RiskRecon CONNECTOr ... 776
Connector Details ... 776
Prerequisites and User PermisSSiONS . ... 777
Add @ CONNECTON ... 777
Configure the ConNeCtOr .o 778
RiskRecon in Tenable Exposure Management ... 780
Locate Connector Assets in Tenable Exposure Management ... 780
Locate Connector Weaknesses in Tenable Exposure Management ............................. 781
Locate Connector Findings in Tenable Exposure Management ... 782
Data MapPiNg o 784
Web Application Mapping ... 784
FINdIiNg Mapping .o 785
Finding Status Mapping ... 785
FiNnding Severity Mapping o 786
Status Update MeChaniSmMS ... 786

_26_



UNIQUENESS Criteria .o 787
AP ENdPOints iN USe .o oo 787
Support Limitations and Expected Behavior ... 787
Data Validation ... 791
Asset Data Validation ... 791
Finding Data Validation ... 792
SecurityScorecard CONNECTOr ... . e 793
Connector Details ... 793
Prerequisites and User PermisSSiONS ... 794
Add @ CONNECTON ..o oo 794
Configure the CoNNECTOr .. 795
SecurityScorecard in Tenable Exposure Management ... 797
Locate Connector Assets in Tenable Exposure Management ................................... 797
Locate Connector Weaknesses in Tenable Exposure Management ... 798
Locate Connector Findings in Tenable Exposure Management ... 799
Data MaP DN o 801
Web Application Mapping ... 801
FiNding Mapping .o 801
Finding Status Mapping ..o 802
Finding Severity Mapping ... 802
Status Update MeChaniSmMs . 803
UNiQUENESS Criteria ..o 803
AP ENdpPOints iN USe .o 804
Support Limitations and Expected Behavior ... 805

-27 -



Data Validation ... 805
Asset Data Validation ... 805
Finding Data Validation ... 808

SentinelOne CoNNECTOr ... 811

Connector Details ... 8

Prerequisites and User PermisSSiONS . ... 812

Add @ CONNECTON ... 813

Configure the ConNeCtOr .o 814

SentinelOne in Tenable Exposure Management ... 816
Locate Connector Assets in Tenable Exposure Management ... 816
Locate Connector Weaknesses in Tenable Exposure Management ............................. 817
Locate Connector Findings in Tenable Exposure Management ... 818

Data MapPiNg 820
DVICE MaAPPING o 820
FINdIiNg Mapping .o 821
Finding Status Mapping ... 821
Finding Severity Mapping .o 822

Status Update MeChaniSmMs ... 822

UNIQUENESS Criteria .o 823

AP ENdpPoints in USe ..o 823

Support and Expected Behavior ... 824

Data Validation ... 824
Asset Data Validation ... 824
Findings Data Validation ... 825

_28_



ServiceNow CONNECTOr ... 826
Connector Details ... 826
Prerequisites and User PermisSSiONS ... 827
Add @ CONNECTON ..o 828
Configure the CoNNECTOr . 829
ServiceNow in Tenable Exposure Management ... 832

Locate Connector Assets in Tenable Exposure Management ... 832
Status Update MeChaniSmMs ... 833
UNIQUENESS Criteria .o 834
AP ENdpPoints iN USe ..o 834
Support Limitations and Expected Behavior ... 835
Data Validation ... 836

Asset Data Validation ... 836

Tanium CONNECTON ... oo 841
Connector Details ... 842
Prerequisites and User PermisSSiONS ... 842
Add @ CONNECTON ..o 843
Configure the Tanium CONNECYOr ... . 844
Tanium in Tenable Exposure Management ... 846

Locate Connector Assets in Tenable Exposure Management ... 846

Locate Connector Weaknesses in Tenable Exposure Management ............................. 847

Locate Connector Findings in Tenable Exposure Management ... 848
Data MapPiNg o 850

DEVICE MaAPPING 850

_29_



FINAIiNg Mapping .o 851
Finding Status Mapping ... 851
FINding Severity Mapping 851
Status Update MeChaniSmMs ... 852
UNIQUENESS Criteria . 852
AP ENdPOints iN USe ..o 853
Support Limitations and Expected Behavior ... 863
Tenable On-Prem CONNECTOr ... 854
Prerequisites and User PermisSSiONS ... 854
Add @ CONNECTON ..o oo 854
Configure the CoNNECTOr .. 855
Veracode CONNECTOr ... 856
Connector Details ... 856
Prerequisites and User PermisSSiONS ... 857
Add @ CONNECTON ... 858
Configure the ConNeCtOr .o 859
Veracode in Tenable Exposure Management ... 861
Locate Connector Assets in Tenable Exposure Management ... 861
Locate Connector Weaknesses in Tenable Exposure Management ............................. 862
Locate Connector Findings in Tenable Exposure Management ... 863
Data MapPiNg o 865
Web Application Mapping ... 865
FINdIiNg Mapping .o 866
Finding Status Mapping ... 867

_30_



FINding Severity Mapping 867
Status Update MeChaniSmMs .. 868
UNIQUENESS Criteria . 868
Support and Expected Behavior ... 869
AP ENdpPOints iN USe .o 869
Data Validation ... 869

Asset Data Validation ... 869

Finding Data Validation ... 870

Wiz Vulnerabilities CONNECTOr ... 872
Connector Details ... 872
Prerequisites and User PermiSSiONS ... 873
Add @ CONNECTON ..o oo 875
Configure the CoNNECTOr .. 876
Wiz Vulnerabilities in Tenable Exposure Management ... 878

Locate Connector Assets in Tenable Exposure Management ... 878

Locate Connector Weaknesses in Tenable Exposure Management ... 879

Locate Connector Findings in Tenable Exposure Management ... 881
Data MaP DN o 882

DEVICE MaAPPING 882

Device FINdiNg Mapping ... 884

CoNtainer MapPPING o 885

Container FINding Mapping ... 887

O hEr Map PiNg o 888
Other Finding Mapping ... 890

_3']_



Finding Status Mapping ..o 891
Finding Severity Mapping ..o 891
Status Update MeChaniSmMs . 892
UNiQUENESS Criteria ..o 892
AP ENdpPOints iN USe .o 893
Support Limitations and Expected Behavior ... 893
Data Validation ... 894
Asset Data Validation ... 894
Finding Data Validation ... 895
Wiz Cloud Configurations Connector ... 896
Connector Details ... 897
Prerequisites and User PermisSSiONS . ... 897
Add @ CONNECTON ... 899
Configure the ConNeCtOr .o 900
Wiz Vulnerabilities in Tenable Exposure Management ... 902
Locate Connector Assets in Tenable Exposure Management ... 902
Locate Connector Weaknesses in Tenable Exposure Management ............................. 903
Locate Connector Findings in Tenable Exposure Management ... 905
Data MapPiNg o 906
DEVICE MaAPPING 906
Device FINAING Mapping ..o 908
Container MapPiNg .. o 909
Container FINding Mapping .o 9N
OtNEr MapPiNg o an

_32_



Other FINding Mapping ..o 913
Finding Status Mapping ... 914
FINding Severity Mapping 914
Status Update MeChaniSmMS ... 915
UNIQUENESS Criteria . 915
AP ENdPOiNts iN USe .o oo 916
Support Limitations and Expected Behavior ... 916
Data Validation ... 917
Asset Data Validation ... 917
Finding Data Validation ... 918
Wiz Issues CONNECTOr ... 919
Connector Details ... 919
Prerequisites and User PermisSSiONS ... 920
Add @ CONNECTON ..o 922
Configure the CoNNECTOr . 923
Wiz Vulnerabilities in Tenable Exposure Management ... 925
Locate Connector Assets in Tenable Exposure Management ... 925
Locate Connector Weaknesses in Tenable Exposure Management ... 926
Locate Connector Findings in Tenable Exposure Management ... 928
Data MaP DN o 929
DEVICE MaAPPING 929
Device FINdiNg Mapping ... 931
Container MapPING .o 932
Container FINding Mapping ... 934

_33_



OthEr Map PiNg oo 935
Other Finding Mapping ..o 936
Finding Status Mapping ..o 937
Finding Severity Mapping ..o 937
Status Update MeChaniSmMs . 938
UNiQUENESS Criteria ..o 938
AP ENdpPOints iN USe .o 939
Support Limitations and Expected Behavior ... 939
Data Validation ... 940
Asset Data Validation ... 940
Finding Data Validation ... 941
Connector SChedUlINg .. 942
Configure Connector SCheduling ... 943
EXpected BenaVvioUr ... 943
Support and Limitations ... 944
N O S o 944
Third-Party Data Deduplication in Tenable Exposure Management ... 944
Why Deduplication Matters ... 945
HOW It WOTKS e 945
Deduplication Criteria by Asset Class ... 945
Property Merge Oraer o 946
Deduplication Limitations ... 948
Additional RESOUICES ... ... 948
Asset ReTeNTION ... 948

_34_



Configuring Asset Retention ... 948
Tenable Exposure Management Cloud SENSOrs . ... 949
CoNNECtOrs FAD 952

Integration and SUP DOt . 953

SYNC AN S AtUS . 953

Deleted Connectors and Tags . ... 954

Asset Deduplication F A ... 956

SOt NG S 959
Exposure Management Settings ... 959

_35_



O

Welcome to Tenable Exposure Management

Tenable Exposure Management helps organizations gain visibility across the modern attack surface,
focus efforts to prevent likely attacks, and accurately communicate cyber risk to optimize business
performance.

The platform combines the broadest vulnerability coverage spanning IT assets, cloud resources,
containers, web apps, and identity systems, and builds on the speed and breadth of vulnerability
coverage from Tenable Research and adds comprehensive analytics to prioritize actions and
communicate cyber risk.

Tenable Exposure Management enables you to:

* Get comprehensive visibility of all assets and vulnerabilities, whether on-premises or in the
cloud, and understand where they are exposed to risk.

* Anticipate threats and prioritize efforts to prevent attacks by using generative Al and the
industry's largest dataset of vulnerability and exposure context.

| Note: Generative Al is not supported in Tenable FedRAMP Moderate environments.

* Communicate exposure risk to business leaders and stakeholders with clear KPIs,
benchmarks, and actionable insights.

* Leverage the broadest vulnerability coverage spanning IT assets, cloud resources, containers,
web apps, and identity systems.

* Integrate with third-party data sources and tools for enhanced exposure analysis and
remediation.

Tip: For additional information on getting started with Tenable Exposure Management products, check out
the Tenable One Deployment Guide.

Tenable Exposure Management is an application that gathers data from the following Tenable
products:

e Tenable Vulnerability Management

e Tenable Security Center
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Tenable Web App Scanning

Tenable Cloud Security

Tenable ldentity Exposure

Tenable Attack Surface Management

Tenable OT Security

For more information, see Get Started with Tenable Exposure Management.

Get Started with Tenable Exposure Management

Tenable recommends following these steps to get started with Tenable Exposure Management data

and functionality.

| Tip: Click a box to view the relevant task.
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Configure your "Point Products” to get Data into Tenable Exposure

Management

To get data into Tenable Exposure Management, you must first configure and deploy the Tenable
Exposure Management "point products". Once these are configured, Tenable Exposure Management

can then ingest the data and present it.

Tip: For additional information on getting started with Tenable Exposure Management products, check out
the following resources:

» Tenable One Deployment Guide

» Tenable One Introduction (Tenable University)

For Attack Path data ingestion to function as expected, ensure you have the following:
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* A Tenable Vulnerability Management Basic Network Scan with credentials.
* One of the following:

° A Tenable Vulnerability Management basic scan using the Active Directory Identity scan
template. This scan type requires fewer permissions, and provides a basic overview of
your active directory entities.

Note: You can run this scan type on its own, or as part of a Basic Network Scan. In a Basic
scan, you must ensure the Collect Identity Data from Active Directory option is enabled in
the Discovery section.

° Tenable Identity Exposure SaaS deployed.

Note: Because the plugin only supports up to 7,000 identities, the Active Directory Identity scan
template is not designed for large environments, but is instead intended to help small customers
kick start their use of Tenable Exposure Management. Tenable recommends that larger customers
deploy Tenable Identity Exposure.

* Additionally, for best performance, Tenable recommends the following:
* Have at least 40% of assets scanned via an authenticated scan.
* Select maximum verbosity in the Basic Network Scan.

* A default Tenable Web App Scanning scan, including injection plugins. At least 40% of
the web applications should be scanned.

* An AWS connection with a Tenable Cloud Security scan policy including all vulnerabilities
and available AWS resources.

* When using Tenable Identity Exposure, enable privileged analysis. This option highlights

key attack vectors used by hackers and gives you a better understanding of your attack
surface, including credential auditing and password analysis.

* A scan frequency of at least once a week.
e Configure Tenable OT Security.

* Configure Tenable Attack Surface Management and configure the application for use
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with Tenable Vulnerability Management. This ensures that usable data gets pulled into

Tenable Exposure Management.

License, Access, and Log In

To use Tenable Exposure Management, you purchase licenses for assets: resources identified by —
or managed in — your Tenable products. Each product has a different asset type. For more
information, see the Tenable One Licensing Quick-Reference Guide.

To acquire a license:

1. Determine the interface that best suits your business objectives. For more information, see
Tenable Exposure Management Use Cases.

2. Contact your Tenable representative to purchase the appropriate package.

To access and log in to Tenable Exposure Management:

* Review the Tenable Exposure Management System Requirements.

* Follow the steps to Log in to Tenable Exposure Management.

Configure Tenable Exposure Management for Use

* Familiarize yourself with the Tenable Exposure Management key terms.

* Familiarize yourself with the categories and data metrics within Tenable Exposure

Management.

Analyze and Assess
Perform analysis on your data within Tenable Exposure Management:

* Access the Exposure View page, where you can gain critical business context by getting

business-aligned cyber exposure score for critical business services, processes and
functions, and track delivery against SLAs. Track overall VM risk to understand the risk
contribution of assets to your overall Cyber Exposure Score, including by asset class, vendor,
or by tags.
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° View and manage cyber exposure cards.

o

View CES and CES trend data for any exposure card.

° View Remediation Service Level Agreement (SLA) data.

o

View Tag Performance data.

* Access the Exposure Signals page, where you can generate exposure signals that use queries

to search for asset violations. Simply put, if an asset is impacted by a weakness related to the
query, then the asset is considered a violation. Using this, you can gain visibility into your

most critical risk scenarios.

* Find top active threats in your environment with up-to-date feeds from Tenable
Research.

* View, generate, and interact with the data from queries and their impacted asset
violations.

* Create custom exposure signals to view business-specific risks and weaknesses

* Access the Inventory page, where you can enhance asset intelligence by accessing deeper
asset insights, including related attack paths, tags, exposure cards, users, relationships, and
more. Improve risk scoring by gaining a more complete view of asset exposure, with an asset
exposure score that assesses total asset risk and asset criticality.

° View and interact with the data on the Assets tab:

® Unify all assets in a single view to simplify analysis, understand relationships, and
discover exposures across the attack surface.

® Familiarize yourself with the Global Asset Search and its objects and properties.

Bookmark custom queries for later use.

® Find devices, user accounts, software, cloud assets, SaaS applications, networks,
and their weaknesses.

® Drill down into the Asset Details page to view asset properties and all associated

context views.

° View and interact with the data on the Weaknesses tab:
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® View key context on vulnerability and misconfiguration weaknesses to make the
most impactful remediation decisions.

° View and interact with the data on the Software tab:

® Gain full visibility of the software deployed across your business and better
understand the associated risks.

® |dentify what software may be out of date, and which pieces of software may soon
be End of Life (EoL).

° View and interact with the data on the Findings tab:

® View instances of weaknesses (vulnerabilities or misconfigurations) appearing on
an asset, identified uniquely by plugin ID, port, and protocol.

® Review insights into those findings, including descriptions, assets affected,
criticality, and more to identify potential security risks, visibility on under-utilized
resources, and support compliance efforts.

* Access the Attack Path page, where you can optimize risk prioritization by exposing risky
attack paths that traverse the attack surface, including web apps, IT, OT, loT, identities, ASM,
and prevent material impact. Streamline mitigation by identifying choke points to disrupt
attack paths with mitigation guidance, and gain deep expertise with Al insights (Not
supported in FedRAMP environments).

° View the Dashboard tab for a high-level view of your vulnerable assets such as the
number of attack paths leading to these critical assets, the number of open attack
techniques and their severity, a matrix to view paths with different source node
exposure score and ACR target value combinations, and a list of trending attack paths.

® Review the Top Attack Path Matrix and click the Top Attack Paths tile to view
more information about paths leading to your “Crown Jewels”, or assets with an
ACR of 7 or above.

You can adjust these if needed to ensure you're viewing the most critical attack path
data.
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° On the Top Attack Techniques tab, view all attack techniques that exist in one or more

attack paths that lead to one or more critical assets by pairing your data with advanced
graph analytics and the MITRE ATT&CK® Framework to create attack techniques, which
allow you to understand and act on the unknowns that enable and amplify threat impact

on your assets and information.

° 0On the Top Attack Paths tab, generate attack path queries to view your assets as part

of potential attack paths:

B Generate an Attack Path with a Built-in Query

B Generate an Attack Path Query with the Attack Path Query Builder

B Generate an Asset Query with the Asset Query Builder

Then, you can view and interact with the Attack Path Query and Asset Query data via the

query result list and the interactive graph.

° Interact with the MITRE ATT&CK Heatmap tab.

¢ View and interact with the data in the Tags page:

° Create and manage tags to highlight or combine different asset classes.

° View the Tag Details page to gain further insight into the tags associated with your
assets.

* Access the Connectors page, where you can view, manage, and add third-party connector
integrations to Tenable Exposure Management. Tenable Exposure Management integrates
with the vendor tool to pull asset and vulnerability data into the application and display it
seamlessly alongside your Tenable application data. Once the integration is complete, the
platform analyzes the data to correlate, consolidate, and contextualize the ingested data to
impact risk and remediation priority.

° Create and manage connectors to ingest your third-party application directly into

Tenable Exposure Management.

° View those connector assets, weaknesses, and findings on the Inventory page.

Tenable Exposure Management Use Cases

_43_


https://docs.tenable.com/exposure-management/Content/connectors/connectors-UG.htm
https://docs.tenable.com/exposure-management/Content/connectors/manage-connectors.htm
https://docs.tenable.com/exposure-management/Content/exposure-management/inventory/assets.htm
https://docs.tenable.com/exposure-management/Content/exposure-management/inventory/weaknesses.htm
https://docs.tenable.com/exposure-management/Content/exposure-management/inventory/findings.htm

O

The Tenable Exposure Management interface can be used in the following ways to support these

common use cases:

User Type Use Case

CISO/Executives Utilize the Exposure View page to:

* Quickly quantify your overall enterprise risk exposure and identify
which areas need further investigation.

* Create custom exposure cards to view data based on specific

business contexts.
* Measure and prioritize risk exposure progress or regression.

* Easily communicate important risk information to teams and

include in presentations.

* Understand how effective your program is via the Remediation
Maturity metric.

Security Practitioner Utilize the Attack Path page to:

* Evaluate the impact of insecure assets and communicate these
insecurities to appropriate parties.

* Proactively identify hidden security issues within my assets and
their relationships.

Both Utilize the Exposure Signals page to:
CISO/Executives and
Security

* (Gain visibility into your most critical risk scenarios by viewing

risk combinations of that could make any weakness potentially

Practitioners .
dangerous to your business

* Generate exposure signals that use queries to search for asset
violations and view business-specific risks and weaknesses.

Utilize the Inventory page to:
* View and manage all assets, regardless of their source.

* View and manage weaknesses across all of your vulnerability
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findings.

* Consolidate data in one location, reducing license and

maintenance costs
Utilize the Tags page to:

» Utilize existing tags or create new tags that can be used to
create custom exposure cards.

Licensing

This topic breaks down the Tenable One licensing process and lists the versions and components
you can purchase. It also holds a license calculator with which you can estimate your license needs.

To learn how to use Tenable One, see Tenable One Platform.

Licensing Tenable One

To use Tenable One, you purchase licenses for assets: resources identified by—or managed in—your
Tenable products. Some Tenable One products use different asset types. For example, in Tenable
Web App Scanning, assets are unique fully qualified domain names (FODNs), while in Tenable
ldentity Exposure, they are enabled users in your directory service. Once you have purchased
licenses, your Tenable representative assigns them to your products based on the asset types you
want to scan or manage.

When your environment expands, so does your asset count, so you purchase more licenses to
account for the change. Tenable licenses use progressive pricing, so the more you purchase, the
lower the per-unit price. For prices, contact your Tenable representative.

You can reallocate your licenses once per 90 days. For example, if you purchase 1,000 licenses and
assign 500 each to Tenable Vulnerability Management and Tenable Security Center, you can switch
100 licenses to Tenable Vulnerability Management if your scan profile requires it. To reallocate
licenses, contact your Tenable representative.

Tip: To view your current license count and available assets, in the Tenable top navigation bar, click £% and
then click License Information. To learn more, see License Information Page.
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Note: Tenable offers simplified pricing to managed security service providers (MSSPs). To learn more,
contact your Tenable representative.

Tenable One Components

You can customize Tenable One for your use case by adding components. Some components are
add-ons that you purchase.

Tip: The latest version of the platform is called Tenable One, but there were previously two
versions: Enterprise and Standard. The following table lists all versions, but if you are a new
customer, you will purchase Tenable One. If you have a Tenable One Standard or Enterprise
quote, Tenable will honor it through the end of 2024. If you are a current customer, you can
upgrade, downgrade, or renew as follows:

« Current Tenable One Standard customers — You can upgrade, downgrade, or renew the
same version through the end of 2025.

« Current Tenable One Enterprise customers — You can upgrade, downgrade or renew the
same version for the foreseeable future.

. Version Included with
Version Add-on Component
Type Purchase
Tenable One Current * Tenable Security * |f using Tenable Security
version Center+ Center, purchase additional
companion consoles when you need
license. more than three.

e OT Security * Tenable Web App Scanning
companion additional concurrency with
license. Tenable cloud scanners.

* Tenable Web * Tenable One Identity
App Scanning Exposure On-Premises.
on-premises
companion
license.

Tenable One Legacy * Tenable Security Tenable Web App Scanning
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Standard version Center+ additional concurrency with
companion Tenable cloud scanners.
license.

e OT Security
companion
license.

* Tenable Web
App Scanning

on-premises
companion
license.
Tenable One Legacy * Tenable Security * |f using Tenable Security
Enterprise version Center+ Center, purchase additional
companion consoles when you need
license. more than three.

* OT Security * Tenable Web App Scanning
companion additional concurrency with
license. Tenable cloud scanners.

* Tenable Web * Tenable Attack Surface
App Scanning Management Daily
on-premises Frequency.
companion
license.

Tenable One Asset Values

Tenable One has a centralized platform approach, collecting data from many asset types and
providing domain-specific security teams (for example, Tenable Vulnerability Management, Tenable
Cloud Security) with specialized domain-specific applications. These applications are similar to
point products for managing cloud, web applications, OT assets, and so on, enhanced with context
from the Tenable One platform.
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The value customers derive from Tenable One varies by the type of resource being managed, as
does the cost incurred by Tenable. To align Tenable One pricing to value, Tenable converts the
number of different resource types (for example, web servers, cloud resources, OT devices)to a
number of Tenable One assets based on ratios defined in the following table. In this way we
maintain a single price per Tenable One asset no matter the variety of resources being managed.

Reclaiming Licenses

When you purchase Tenable licenses, your total license count is static for the length of your
contract unless you purchase more licenses. However, Tenable One products reclaim licenses under
some conditions—and then reassign them to new assets in the same product so that you do not run
out of licenses.

Exceeding the License Limit

To allow for usage spikes due to hardware refreshes, sudden environment growth, or unanticipated
threats, Tenable One licenses are elastic. However, when you scan more assets than you have
licensed, Tenable clearly communicates the overage and then reduces functionality in three stages.

Scenario Result

You scan more assets than are A message appears in Tenable Exposure Management.
licensed for three consecutive days.

You scan more assets than are A message and warning about reduced functionality
licensed for 15+ days. appears in Tenable Exposure Management.

You scan more assets than are A message appears in Tenable Exposure

licensed for 30+ days. Management; scan and export features are disabled.

Tip: Improper scan hygiene or product misconfigurations can cause scan overages, which result in inflated
asset counts. To learn more, see Scan Best Practices.

Expired Licenses

The Tenable One licenses you purchase are valid for the length of your contract. 30 days before
your license expires, a warning appears in the user interface. During this renewal period, work with
your Tenable representative to add or remove products or change your license count.

_48_


https://docs.tenable.com/vulnerability-management/Content/Scans/ScanBestPractices.htm

O

After your license expires, you can no longer sign in to the Tenable platform.

Tenable Exposure Management System Requirements

Display Settings

Minimum screen resolution: 1440 x 1024

Supported Browsers

Tenable Exposure Management supports the latest versions of the following browsers.

| Note: Before reporting issues with Tenable Exposure Management, ensure your browser is up to date.

Google Chrome

Apple Safari

Mozilla Firefox

Microsoft Edge

| Note: Tenable Exposure Management is not supported on mobile browsers. ]

Key Terms

The following key terms apply to the Tenable Exposure Management user interface.

Term Definition

Active Directory Tenable Exposure Management integrates AD data from Tenable Identity
(AD) Exposure.

Asset Any IT or security element in your organization such as user accounts,
computers, and software. The Discover section represents an asset as a
node in the graph.

Asset Exposure A visualization of an attack path from multiple assets down to one asset.
Graph

_49_



O

Asset Exposure
Score (AES)

Asset
Vulnerability
Rating (AVR)

Benchmark

Blast Radius

CES Trend

Chief
Information

Security Officer
(CISO)

Choke Point
Priority

Cyber Exposure
Score (CES)

Data Source

Tenable calculates a dynamic AES for each asset on your network to
represent the asset's relative exposure as an integer between 0 and 1000.
A higher AES indicates higher exposure

An aggregation of all Vulnerability Priority Rating (VPR) scores for
vulnerabilities detected on an asset.

A group of scores to which you can compare your scores and assess your
performance.

A visualization of one or more attack paths from one asset to multiple other
assets.

A measurement that defines how your CES improves or regresses over
time.

The head of cybersecurity for a company. A CISO can use the Exposure
View to quickly quantify the overall enterprise risk exposure, measure its
progress or regression over time and easily communicate impact and ROI
to key stakeholders.

A choke point is a place where potential attack paths merge together
before reaching a critical asset. Tenable Exposure Management uses Choke
Point Priority as a prioritization metric for attack techniques based on the
number of attack paths exploiting the attack, the number of critical assets
it leads to, and complexity of the attack. Tenable Exposure Management
categorizes priority levels as Low, Medium, High, and Critical. Tenable
recommends focusing on areas with higher choke points first, as
remediating those will negate the largest number of critical items within
your organization.

Your CES quantifies the relative risk of your organization based on the
threat exposure and criticality of your licensed assets. CES values range
from 0 - 1000, where higher values indicate higher exposure and higher
risk.

A product that feeds data into Tenable Exposure Management (for example,
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Evidence

Exposure Card

Exposure Card

View

Exposure View

Finding

Industry

Benchmark

MITRE ATT&CK®

Node Exposure
Score (NES)

Path Priority
Rating

Tenable Vulnerability Management).

The empirical data from different data sources confirming the feasibility of
a Step as part of an attack path.

An Exposure card represents the incoming data from your configured tags
and data sources. It aggregates and normalizes the data to provide a
visualization of your Cyber Exposure Score (CES) and other metrics. Users
can create custom cards, or use Tenable-provided cards to gain insight and
guidance on what areas need their attention most.

The section of the Exposure View that includes data about the selected
exposure card. This section includes CES, trend, Remediation SLA, and
business context information.

A holistic and unified view combining internal and external data sources to

provide a complete view of risk in a singular location.

A single instance of a vulnerability appearing on an asset, uniquely
identified by plugin ID, port, and protocol.

A benchmark based on members of your Tenable-assigned industry to
which you can compare your scores and assess your performance.

MITRE ATT&CK® is a globally accessible knowledge base of adversary
tactics and techniques based on real-world observations. The MITRE
ATT&CK® knowledge base is used as a foundation for the development of
specific threat models and methodologies in the private sector, in
government, and in the cybersecurity product and service community.

A metric produce by Tenable Exposure Management to understand the
blast radius exposure of a node. This metric considers the Vulnerability
Priority Rating of all vulnerabilities on the asset as well as other
relationships such as software installed, sub-networks to which the asset
belongs, internet exposure, etc.

A prioritization metric for attack paths based on the exposure of the
source, criticality of the target and the number of steps of the attack path.

_5']_



O

Population
Benchmark

Query Builder

Query Library

Operational
Technology (OT)

Security
Practitioner

Service Level
Agreement
(SLA)

Step

Technique /
Sub-Technique

Tags

Third Party
Asset

Top Attack Path

Vulnerability
Management

A benchmark based on members of the entire population to which you can
compare your scores and assess your performance.

A customizable visualization of one or more attack paths based on
configurable source and target assets.

Predefined queries that visualize scenarios of potential attack paths based
on real-world attacks.

Tenable Exposure Management integrates OT data from OT Security.

A Security Practitioner can use the Asset Inventory to evaluate the impact
of unsecured assets, proactively identify hidden security issues in assets
relationships, and quickly locate areas where a breach or risk is likely to
happen.

A control by which you can identify whether assets comply with customer
security requirements.

A feasible implementation of a technique or sub-technique in an attack
path that an adversary can leverage. The Top Attack Paths view illustrates

a step as a "bracket" between two or more assets.

Represents "how" an adversary achieves a tactical goal by performing an
action. For example, an adversary can dump credentials to achieve
credential access.

A way to group assets by business context. For example, you can group
assets by product, permissions, business owner, etc.

A host, code project, image, website, or cloud resource ingested from a

non-Tenable source.
An attack path that leads to one or more critical assets.

Tenable Exposure Management integrates VM data from Tenable
Vulnerability Management and Tenable Security Center.
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(VM)

Web Application Tenable Exposure Management integrates web app scanning data from

Scanning (WAS) Tenable Web App Scanning.

Data Sources

A data source is any product that feeds data into the Tenable Exposure Management interface.

Once you have configured a data source for use with Tenable Exposure Management, the

application automatically ingests data from that Tenable Exposure Management product.

You can configure the following Tenable products as data sources:

Tenable Vulnerability Management

Tenable Security Center

Tenable Web App Scanning

Tenable Cloud Security

Tenable ldentity Exposure

Tenable Attack Surface Management

Tenable OT Security

To configure Tenable Vulnerability Management data sources:

1.

Deploy Tenable Vulnerability Management according to the steps outlined in the Tenable
Vulnerability Management User Guide, or based on guidelines received directly from Tenable
Professional Services.

. Configure Tenable Vulnerability Management for use with Tenable Exposure Management by:

* Creating and applying asset tags

* Creating and launching scans to generate asset data

Tip: For more detailed information on configuring Tenable Vulnerability Management for use with Tenable
Exposure Management, see the Tenable Vulnerability Management topic in the Tenable Exposure Management
Deployment Guide.
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To configure Tenable Security Center data sources:

1. Deploy Tenable Security Center according to the steps outlined in the Tenable Security Center
User Guide, or based on guidelines received directly from Tenable Professional Services.

2. Once you have installed Tenable Security Center, follow the Tenable Exposure Management

Synchronization steps outlined in the Tenable Security Center User Guide.

Tip: For more detailed information on configuring Tenable Security Center for use with Tenable Exposure
Management, see the Tenable Security Center topic in the Tenable Exposure Management Deployment Guide.

To configure Tenable Web App Scanning data sources:

1. Deploy Tenable Web App Scanning according to the steps outlined in the Tenable Web App
Scanning User Guide, or based on guidelines received directly from Tenable Professional
Services.

2. Create some quick scans to provide a high-level assessment of the target to establish your

baseline.

Tip: For more detailed information on configuring Tenable Web App Scanning for use with Tenable
Exposure Management, see the Tenable Web App Scanning topic in the Tenable Exposure Management
Deployment Guide.

To configure Tenable Cloud Security data sources:

Deploy Tenable Cloud Security according to the steps outlined in the Tenable Cloud Security User
Guide, or based on guidelines received directly from Tenable Professional Services.

Tip: For more detailed information on configuring Tenable Cloud Security for use with Tenable Exposure
Management, see the Tenable Cloud Security topic in the Tenable Exposure Management Deployment Guide.

To configure Tenable Identity Exposure data sources:

1. If necessary, activate Tenable Identity Exposure for use within your Tenable Exposure

Management platform.

2. Deploy Tenable Identity Exposure according to the steps outlined in the Tenable Identity
Exposure User Guide, or based on guidelines received directly from Tenable Professional
Services.
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3. Configure Tenable Identity Exposure for use with Tenable Exposure Management by:

* Downloading and configuring the license file
* Downloading and installing the Secure Relay

* Configuring Forests

Tip: For more detailed information on configuring Tenable Identity Exposure for use with Tenable
Exposure Management, see the Tenable Identity Exposure topic in the Tenable Exposure Management
Deployment Guide.

To configure Tenable Attack Surface Management data sources:

Important: Tenable Exposure Management only imports asset data from Tenable Attack Surface
Management.

1. Deploy Tenable Attack Surface Management according to the steps outlined in the Tenable
Attack Surface Management User Guide, or based on guidelines received directly from Tenable

Professional Services.

2. Configure the application for use with Tenable Vulnerability Management. This ensures that

usable data gets pulled into Tenable Exposure Management.

3. Configure Tenable Attack Surface Management for use with Tenable Exposure Management
by:

* Configuring domains within Tenable Attack Surface Management

* Configuring data sets and confirming your entire attack surface is present

Tip: For more detailed information on configuring Tenable Attack Surface Management for use with
Tenable Exposure Management, see the Tenable Attack Surface Management topic in the Tenable Exposure
Management Deployment Guide.

To configure Tenable OT Security data sources:

1. Install the Tenable OT Security appliance according to the steps outlined in the Tenable OT
Security User Guide.

2. (Optional) If you want to pair your sensors with the Industrial Core Platform (ICP), install the OT
Security Sensor according to the steps outlined in the Tenable OT Security User Guide.
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Generate a Tenable OT SecurityLinking Key and determine your Cloud Site according to the
steps outlined in the Tenable Vulnerability Management User Guide. Copy and save this
information to link the connector to Tenable Exposure Management.

Integrate your Tenable OT Security appliance with Tenable Exposure Management according
to the steps outlined in the Tenable OT Security User Guide.

Tip: For more detailed information on configuring Tenable OT Security for use with Tenable Exposure
Management, see the Tenable OT Security topic in the Tenable Exposure Management Deployment Guide.

Data Timing

Data within Tenable Exposure Management refreshes on the following cadence:

Asset Data — Asset information is updated every time the asset is seen as part of a scan.

Tag Application — When a tag is first created, it can take several hours to assign the tag to the
appropriate asset, depending on the number of assets and the tag's rules.

Tag Reevaluation — Every 12 hours, Tenable Exposure Management automatically reevaluates
tags to ensure they apply to newly discovered assets, and are removed from any inactive
assets.

Tenable Cloud Security data — Tenable Exposure Management automatically refreshes
Tenable Cloud Security data every 24 hours.

Tenable Exposure Management Metrics

The following metrics are used to assess data within Tenable Exposure Management:

Data Timing

Data within Tenable Exposure Management refreshes on the following cadence:

Asset Data — Asset information is updated every time the asset is seen as part of a scan.

Tag Application — When a tag is first created, it can take several hours to assign the tag to the
appropriate asset, depending on the number of assets and the tag's rules.
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* Tag Reevaluation — Every 12 hours, Tenable Exposure Management automatically reevaluates
tags to ensure they apply to newly discovered assets, and are removed from any inactive
assets.

* Tenable Cloud Security data — Tenable Exposure Management automatically refreshes
Tenable Cloud Security data every 24 hours.
Cyber Exposure Score (CES)

Tenable Exposure Management calculates a dynamic CES that represents exposure risk as an
integer between 0 and 1000, based on the Asset Exposure Score (AES) values for assets. Higher
CES values indicate higher risk.

I Note: Tenable Exposure Management does not include assets older than 90 days in your CES.

CES Category CES Range

High 650 to 1000
Medium 350 to 649
Low 0 to 349

Asset Exposure Score (AES)

Tenable Exposure Management calculates a dynamic AES for each asset on your network to
represent the asset's relative exposure as an integer between 0 and 1000. A higher AES indicates
higher exposure.

I Note: Tenable Exposure Management does not calculate an AES for unlicensed assets. ’

AES Category AES Range

High 650 to 1000
Medium 350 to 649
Low 0 to 349

Asset Criticality Rating (ACR)
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Tenable assigns an ACR to each asset on your network to represent the asset's relative criticality as
an integer from 1to 10. A higher ACR indicates higher criticality.

ACR Category ACR Range

Critical 9to10
High 7to8
Medium 4106
Low 1to 3

Vulnerability Priority Rating (VPR)

Tenable calculates a dynamic VPR for most vulnerabilities. The VPR is a dynamic companion to the
data provided by the vulnerability's CVSS score, since Tenable updates the VPR to reflect the
current threat landscape. VPR values range from 0.1-10.0, with a higher value representing a higher

likelihood of exploit.

VPR Category VPR Range

Critical 9.0to 10.0
High 7.01t0 8.9
Medium 4.0t06.9
Low 0.1t0 3.9

Note: Vulnerabilities without CVEs (for example, many vulnerabilities with the Info severity) do not receive
a VPR. Tenable recommends remediating these vulnerabilities according to their CVSS-based severity.

Exposure Categories

Tenable Exposure Management products refer to data sources as Exposure Categories. Tenable
Exposure Management uses specific icons to represent these within the user interface.

l Tip: For more information about the data sources related to these categories, see Data Sources.
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Exposure Category Icon

Vulnerability Management v
Web Applications @
Identity Exposure 2
Operational Technologies by

o

Cloud Security

Scoring Caveats within Tenable Exposure Management

The weakness counts and severities within the Asset Details tab and other areas within the Tenable
Exposure Management user interface may not match because each segment counts instances
differently:

For Tenable Vulnerability Management assets:
* Weakness counts: Are distinct CVE counts

* Exposure score counts: Distinct (plugin ID, CVE ID) counts to allow for recasted plugins to
affect exposure scores

For Tenable Web App Scanning assets:

* Weakness counts: Number of distinct CVEs + distinct plugins where the plugin has no CVEs
but has a VPR

* Exposure score counts: Distinct plugin ID counts with VPR > 0. This is to account for plugin ID
vulnerabilities with no CVE and to allow for recasted plugins to affect exposure scores

For Tenable Identity Exposure assets:
* Weakness counts: Distinct loEs observed directly on the asset

* Exposure score counts: Includes IoEs observed directly on the asset plus those inherited from
related assets to account for inherited IoEs in exposure scores

For Tenable Cloud Security assets:
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* Weakness counts: Cloud Security misconfigurations plus any CVEs found on the asset

* Exposure score counts: Only Cloud Security misconfigurations are counted for exposure

Scores.

Log in to Tenable Exposure Management

To log in to Tenable Exposure Management:

1. In a supported browser, navigate to https://cloud.tenable.com/. The login page appears.

2. Type your Username and Password credentials.
3. Click Login.

The Workspace page appears.
4. Click the Tenable Exposure Management tile.

The Tenable Exposure Management interface appears. By default, you navigate directly to the
Home page.

Tip: Don't see the tile you're looking for? You may need a license for that application. See the Tenable
Licensing Guide or contact your Tenable representative for more information.

Navigate Tenable Exposure Management

Tenable Exposure Management includes several helpful shortcuts and tools that highlight important
information and help you to navigate the user interface more efficiently:

Resource Center

The Resource Center displays a list of informational resources including product announcements,
Tenable blog posts, and user guide documentation.

To access the Resource Center:

1. In the upper-right corner, click the ® button.

The Resource Center menu appears.
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2. Click a resource link to navigate to that resource.
Notifications

In Tenable Exposure Management, the Notifications panel displays a list of system notifications.
The £ button shows the current number of unseen notifications. When you open the Notifications

panel, Tenable Exposure Management marks those notifications as seen. Once you have seen a
notification, you can clear it to remove it from the Notifications panel.

| Note:Tenable Exposure Management groups similar notifications together.

To view notifications:
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« In the upper-right corner, click the 2 button.

The Notifications panel appears and displays a list of system notifications.
In the Notifications panel, you can do the following:

o To clear one notification, next to the notification, click the X button.

° To expand a group of notifications, at the bottom of the grouped notification, click More
Notifications.

° To collapse an expanded group of notifications, at the top of the expanded notifications,
click Show Less.

° To clear an expanded group of notifications, at the top of the expanded notifications,
click Clear Group.

° To clear all notifications, at the bottom of the panel, click Clear All.
Settings

To manage your settings:

1. Inthe upper-right corner, click the £3% button.

A menu appears.

P @

Exposure Management Settings

op A

Tenable Settings

2. Do one of the following:

* To manage your Tenable Exposure Management settings, click Exposure Management
Settings.

The Exposure Management Settings page appears. For more information, see Exposure
Management Settings.
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* To manage your Tenable One platform settings, click Tenable Settings.

You navigate directly to the Settings page within Tenable Vulnerability Management. For
more information, see Settings in the Tenable Vulnerability Management User Guide.

Workspace

When you log in to Tenable, the Workspace page appears by default. On the Workspace page, you
can switch between your Tenable applications or set a default application to skip the Workspace
page in the future. You can also switch between your applications from the Workspace menu,
which appears in the top navigation bar.

Important: Tenable disables application tiles for expired applications. Tenable removes expired application
tiles from the Workspace page and menu 30 days after expiration.

Open the Workspace Menu

To open the Workspace menu:

1. From any Tenable application, in the upper-right corner, click the &858 button.

The Workspace menu appears.
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2. Click an application tile to open it.

View the Workspace Page

To view the Workspace page:

1. From any Tenable application, in the upper-right corner, click the & button.

The Workspace menu appears.

2. In the Workspace menu, click Workspaces.
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The Workspace page appears.

Your Tenable Products

Exposure Management [new]

Aggregating data from multiple sources to present a
unified contexdual view of your risks, enabling
comprehensive and proactive measures.

() Utilization 0% Get Started

OOO Lumin
Azzess your Cyber Exposure risk and compare your
health and remediation performance to other Tenable
customers.

@ Web App Scanning

Scan web applications to understand the true security
risks without disrupting or delaying the applications.

@ Utilization 0% Get Started

Enhance Your Exposure Management Program

Cloud Security [new]

Unified Cloud Mative Application Protection Platform
(CMAPF) built on Ermetic technology.

More Details

@ Attack Surface Management

Understand your external attack surface.

(@) Utilization 0% Get Started

= PCI ASV

Allows you to take comprehensive scans of your
networks o you can identify, address vulnerabilities and
ensure your organization complies with PCI DSS.

%C 0T Exposure

‘Gain visibility into your Operational Technology
environment, identify vulnerabilites, monitor threats, and
ensure the resilience of critical systems.

More Details

@ Identity Exposure

Discover and priorifize identity weaknesses across your
Active Directory and Microsoft Entra |D environments to
reduce your exposure.

@ Vulnerability Management

Sean assefs for vulnerabilities, view and refine results
and related data, and share this information with an
unlimited set of users or groups.

(i) Utiization 0% Get Started

On the Workspace page, you can do the following:

* Where applicable, at the bottom of a tile, view the percentage of your license utilization for
the application. Click See More to navigate directly to the License Information page for the

selected application.

Tip: For more information on how Tenable licenses work and how assets or resources are licensed
in each product, see Licensing Tenable Products.

» Set a default application:
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When you log in to Tenable, the Workspace page appears by default. However, you can set a
default application to skip the Workspace page in the future.

By default, users with the Administrator, Scan Manager, Scan Operator, Standard, and Basic roles
can set a default application. If you have another role, contact your administrator and request the
Manage permission under My Account. For more information, see Custom Roles.

To set a default login application:
1. In the top-right corner of the application to choose, click the $ button.
A menu appears.
2. In the menu, click Make Default Login Page.

This application now appears when you log in.
* Remove a Default Application:

To remove a default login application:
1. In the top-right corner of the application to remove, click the ¢ button.
A menu appears.
2. Click Remove Default Login Page.

The Workspace page now appears when you log in.

* Request Access to a Tenable application:

Some applications, like Tenable Identity Exposure, require you to request access to the
application. You can do this directly via the Workspace page.

To request access to a Tenable application:
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1. In the lower-right corner of the tile, click Request.

@ Identity Exposure
Discover and prioritize identity weaknesses across your
Active Directory and Microsoft Entra 1D environments to

reduce your exposure.

You navigate directly to the request page for the selected application

User Account Menu

The user account menu provides several quick actions for your user account.

1. In the upper-right corner, click the blue user circle.

The user account menu appears.

cwons v PO @ 5@

x

2. My Profile
— Signout
o What's new

View Documentation
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2. Do one of the following:
* Click My Profile to configure your own user account. You navigate directly to the My

Account settings page.
* Click Sign out to sign out of Tenable Exposure Management.

* Click What's new to navigate directly to the Tenable Exposure Management Release
Notes.

* Click View Documentation to navigate directly to the Tenable Exposure Management

User Guide documentation.

Log out of Tenable Exposure Management

To log out of Tenable Exposure Management:

1. In the upper right corner of any page, access the user account menu.

cwons - PO @ B @

X
2, My Profile
— Signout
) What's new

View Documentation

2. Click Sign Out.
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Home

The Home page within Tenable Exposure Management allows you to gain a comprehensive
understanding of your data. The goal is to position you to take proactive measures by surfacing the
most relevant Key Performance Indicators (KPIs) in a unified, holistic view.

On the Home page, you can get an at-a-glimpse idea of:
* Your key drivers:

° What exposure categories are driving your score, and by how much?

° Which tag(s) are driving your score, and by how much?
* Your assets:

° What sources are your assets coming from?

° Navigate directly to the Assets page for a deeper dive into asset data.
* Your findings:

° What sources are your findings coming from?

° Navigate directly to the Findings page for a deeper dive into finding data.

To access the Home page:
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1. Login to Tenable Exposure Management.

By default, the Home page appears.

Exposure Score ©

1000

107/1000

Total Per Exposure Per Tags

Total Assets

Exposure Category @

(y Vanerabiity Hanagement @ WebAwpScanning
Tk 150

Your score is inside target. Cloud Security is critical.

What Exposure Category is driving the score?

D 753 ! @ 37

Which tags are driving the score?

O ap; O api

O testcategory: test tagvijpy () 111:jaketesto0l () test_cat: vijay 2

Total Active Findings

Misconfigurations ©

| 55k ?y:itical

22.3k

The Home page includes the following sections:

Exposure Score

The Exposure Score section displays your Global Cyber Exposure Score.

Exposure Score ©

1000

Total PorTag

Here, you can:

Your score is outside target. Cloud Security is needs attention.

‘What Exposure Category is driving the score?

G Cloud Security
56

‘Which tags are driving the score?

~ Al Al A Y
VM naxists VM neg-ap VM notedsts Mo One  (loud Account I kube test 2
~ Al ~
m s encyl cloud
0ne  fioud Resaurce Tags test VM i v fgeney One  §27870976958_honeymoan
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* View a graphical representation of your CES grade as it compares to your industry and the
total population:

° To view your total CES regardless of the data source, below the circle graph, click Total.

° To view your CES separated based on the source of the exposure, below the circle
graph, click Per Exposure.

The CES graph splits into sections that represent each exposure source, for example,
Identity Exposure. For more information, see Tenable Exposure Management Metrics.

v (verall score

1000

0

Vulnerability Management [—}J A { {b Identity Exposure
124/7000 '

Score ()

®A0-199
B 200-399
C 400-599
@ D B00-799
& r 800-1000
Target

Total Per Exposure Per Tag
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® Within the CES graph, click an individual category name to view additional
category information, connected assets, and to filter the page by the selected

category.

v (verall score

1000

0
Vulnerability Management () A ’ 4> identity Exposure

124/1000

v

{> Identity Exposure

Licensed assets included: 2014
CES: 4471/7000

Score ()

@®A0-199
B 200-399
C 400-599
@ D 600-799
@ F 800-1000
Target

Show connected assets Filter view

Total Per Exposure Per Tag

° To view the top tags driving your score, below the circle graph, click Per Tag.

| Note: Tenable Exposure Management displays up to 10 tags within the graph.

The CES graph splits into sections that represent each tag. For more information on
tags, see Tags.
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N
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Total Per Category Per Tag
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® Within the CES graph, click an individual tag name to view additional tag

information, connected assets, and tag details.

!

One lucone : ad_criti...

; A

lucone : ad_critical_assets D
Tag type: Static  8/1001
Data source: Tenable One
Licensed assets included: 1

"

Show connected assets Show tag details

.
M A N AN 1

* To the right of the CES graph, you can view the following information:

o

How your score compares to the baseline target.

The performance of your categories. For example, this blurb may explain that you have

two critical categories.

Which exposure management classes are driving your score, for example, Cloud

Security.

® For more information, click See More.

Tenable Exposure Management navigates you directly to the Exposure View page,

where you can view additional information about your CES and its changes and
trends over time.

° Alist of which tags are driving your score.
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B For more information, click See More.

Tenable Exposure Management navigates you directly to the Tags page, where you
can view and manage all of your Tenable Exposure Management tags and the
assets to which they are applied.

Top Attack Path Matrix

The Top Attack Path Matrix section of the Home page includes a matrix that shows the number of
attack paths corresponding to target Asset Criticality Rating (ACR) and Source Node Exposure
Score values. This matrix includes only assets with an ACR of 7 or higher to ensure you can
prioritize your most critical assets first.

Tip: At the top of the matrix, click on a Data Source to filter the matrix by attack paths from the selected
source. If there is no data available for a data source type, the button for that source is disabled.
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Top Attack Path Matrix ©

Data Source: Global VM IE

— Target Asset Criticality Rating -

Source Node Exposure Score »

Source NES Range: Low: 0to<4 Medium:&to<7 High: Tto<8 Critical: 9to10
Target ACR Range: Low to High: Dto<B High: Bto <8 Critical: 9to <10 Critical: 10

Here, you can:

* Quickly view the attack paths that lead to the highest ACR targets and whose source nodes
have the highest exposure score source by checking the value in the square in the upper right

corner of the matrix.

» Click any square to navigate to the Top Attack Paths tab with the appropriate filter
automatically applied. Here you can view paths that match the selected value.
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Total Assets

The Total Assets section of the Home page shows you a snapshot of all of your active assets within
Tenable Exposure Management and the exposure categories from which their data originates.

l Tip: For more information about data sources, see Exposure Categories.

Total Assets

Exposure Category ©

Vulnerability Management @ Web App Scanning
4.8k a5 7-2k
Assets

& Cloud Security
1.4k

See in Inventory >

Here, you can:

* In the Exposure Category section, view tiles that represent each individual exposure category
whose sources feeding asset data into Tenable Exposure Management.

° (Click a tile to navigate directly to the Assets page filtered by the selected exposure

cateqgory.

* View a graphical representation of your total assets separated by their relevant exposure

category.
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° Hover your mouse over a graph segment to view additional details about that segment.

)

g Cloud Security 19K

—
- 1.7k

Assets

* Click See in Inventory to navigate directly to the Inventory page automatically filtered to
display licensed, active assets.

Total Active Findings

A finding is a single instance of a weakness (vulnerability or misconfiguration) appearing on an
asset, identified uniquely by plugin ID, port, and protocol. The Total Active Findings section of the
Home page shows you a snapshot of the types of findings within Tenable Exposure Management
and their respective severities.

Important: This section includes data from all findings that are not in the Fixed state (i.e., Active,
Resurfaced, and New findings).
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Here, you can:
* View a tile that highlights all Misconfigurations among your assets:

° On the left side of the tile, view your misconfigurations separated by severity. This
section displays the number of misconfigurations within each specific severity, as well
as the percentage of those misconfigurations as compared to your misconfiguration

total.

Tip: For more information about severity and Vulnerability Priority Rating, see Tenable
Exposure Management Metrics.

® Click a severity count to navigate directly to the Findings page filtered by
misconfigurations of the selected severity.

° View a graphical representation of your misconfigurations separated by their relevant

severity.

° Hover your mouse over a graph segment to view additional details about that

segment.

* View a tile that highlights all Vulnerabilities among your assets:

_79_



O

° 0On the left side of the tile, view the your vulnerabilities separated by severity. This
section displays the number of vulnerabilities within each specific severity, as well as
the percentage of those vulnerabilities as compared to your vulnerability total.

Tip: For more information about severity and Vulnerability Priority Rating, see Tenable
Exposure Management Metrics.

® Click a severity count to navigate directly to the Findings page filtered by
vulnerabilities of the selected severity.

° View a graphical representation of your vulnerabilities separated by their relevant
severity.

° Hover your mouse over a graph segment to view additional details about that
segment.
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Exposure Signals
An Exposure Signal can be defined as a combination of risks that could make any weakness
potentially dangerous to your business. For example, an account with:

* Privileged access to a business-critical application

* Unpatched vulnerabilities on their device

* A device not covered by EDR

Is a candidate for an exposure signal, because these weaknesses combined on an asset makes this
person a risk to their organization.

Within Tenable Exposure Management, you can generate exposure signals that use queries to
search for asset violations. Simply put, if an asset is impacted by a weakness related to the query,
then the asset is considered a violation. On the Exposure Signals page, you can view, generate, and
interact with the data from queries and their impacted asset violations.

Using this, you can:
* Gain visibility into your most critical risk scenarios

* Create custom exposure signals to view business-specific risks and weaknesses

To access the Exposure Signals page:
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1. In the left navigation menu, click Exposure Signals.

The Exposure Signals page appears.

o 7@ | Assets with a High ACR and Critical Vulnerabiliies = e

Built-In N J— LastRun: June 1711:32PM + 2Sources ¥ @ .+ ShowDetails >

4 Built-In Cards / 4 Total

What is it about? Generated by Al
Assets with a High ACR and Critical : An exposure signal that looks for assets with a high ACR and Critical Vulnerabilities. These assets may be vulnerable to attack, as they have a high attack surface and are not being
Vulnerabilities actively monitored for threats.
Violations  Sources Trends (Last 7 days)
lIU TO 7 900.00%

Associated Query ©

IR e A CiaA e @©Assets AS S Account @ Container G3Device @ Web Application HAS  Asset Criticality Rating (ACR) >=8 WITH Weakness HAS  Risk Severity Level > 3

Violations  Sources Trends (Last 7 days) = See Resultsin Inventory  © Duplicate  C Copy

6 o 0%

Trend B Alltime
Crown Jewels with Attack Paths

Violations ~ Sources Trends (Last 7 days)
9 ¢} 0%

Hosts with Unpatched Vulnerabilities
Exploited by Attackers

Violations ~ Sources Trends (Last 7 days)
36 oo 7 5.88%

The Exposure Signals page includes the following sections:
Exposure Signals List

On the left side of the page, you can view a list of cards representing exposure signals.
You can manage the list in the following ways:
 Search the list
1. In the upper-right corner of the list, click the & button.
The search box appears.

2. In the search box, type the criteria by which you want to search the exposure signals
list.

Tenable Exposure Management filters the list by the specified criteria.

* Filter the list
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1. In the upper-right corner of the list, click the ¥ button.

The Filter By Sources window appears.

2. Select the check box next to each data source by which you want to filter the exposure
signals list.

Tenable Exposure Management filters the list by the specified criteria.

l Tip: Click Clear Filter to remove all applied filters from the list.

* Manage the list settings
1. In the upper-right corner of the list, click the & putton.
The Settings window appears.
2. In the View Preferences section, select one of the following options:

* Show all Exposure Signals — Show all exposure signal cards regardless of if their
combinations result in a violation.

* Show only combinations resulting in violations — Show only exposure signal cards
that include combinations resulting in a violation.

3. In the Card Sorting section, select one of the following options:

Alphabetic Order — List exposure signal cards in alphabetical order.

Alphabetic Reverse — List exposure signal cards in reverse alphabetical order.

Highest Violation — List exposure signal in order of the highest violation first.

Lowest Violation — List exposure signal in order of the lowest violation first.

Changed frequently in the last 7 days — List only exposure signals that have been
updated within the last 7 days.

4. Click Save.

The list includes the following tabs:
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* Built-In — The cards in this section represent Tenable-provided exposure signals. You cannot
edit built-in exposure signals.

* Custom — The cards in this section represent user-created custom exposure signals. To add
exposure signals to this section, you can:

° Add a Custom Exposure Signal

° Duplicate an Exposure Signal Query

° Duplicate a Custom Exposure Signal

* Archive — The cards in this section represent all exposure signal cards that have been
archived.

Tip: To unarchive an exposure signal, in the upper-right corner of the card, click the Unarchive
button. Tenable Exposure Management reactivates the exposure signal and moves the card to the
appropriate section of the exposure signals list.

Each card includes the following information:

* Severity — Each card is color coded to indicate the severity associated with the exposure
signals, for example:

Dark Red — Critical

Light Red — High

Orange — Medium

Yellow — Low

Blue — Info
* Violations — The number of assets found in violation of the exposure signal.

* Sources — The exposure management categories associated with the exposure signal.

* Trends — The trend and percentage of change in violations within the last 7 days. For
example, if the violations for this combination have increased by 5.45%, you'd see - 545% |

Note: Because data on exposure signal cards only refreshes once every 24 hours, you may notice a
difference in violation counts between these cards and the rest of the Tenable Exposure Management
interface, including the Impacted Assets section.
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In the upper right corner of a card, click the  button to view additional options:

Tab

Built-In

Custom

Archive

Menu Options

Click =T Archive to move the exposure signal card to the Archived section
of the list.

Click £ Edit to make changes to the exposure signal card. For more

information, see Edit a Custom Exposure Signal.

Click (<) Duplicate to make a copy of the exposure signal card. For more

information, see Duplicate a Custom Exposure Signal.

Click =T Archive to move the exposure signal card to the Archived section

of the list. For more information, see Archive a Custom Exposure Signal.

Click I Delete to permanently delete the exposure signal card from the

Exposure Signals page. For more information, see Delete a Custom

Exposure Signal.

Click I Delete to permanently delete the exposure signal card from the

Exposure Signals page.

Exposure Signal Details

When you click on a card in the Exposure Signals, the details for that card appear on the right side

of the page.

Basic Information and Summary

At the top of the details section, you can view the following information:

The name of the exposure signal.

Last Run — The date and time at which information was last generated for the exposure

signal.

Sources — The number of and the icons for each exposure management category associated

with the exposure signal.

Click Show Details to view additional exposure signal information:
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° Exposure Signal Info — A brief description of the exposure signal and its creator.

° Tenable Data Sources — The exposure management cateqgories associated with the

exposure signal.

* (Not supported in FedRAMP environments) What is it about? — This section displays an Al-
generated summary of the exposure signal, including information about why the combination
may be a risk to you.

Associated Query

In this section, you can view the asset query that generated the exposure signal.

Associated Query @

i) Assets AS  Gf Device HAS Sources=( Tenable Identity Exposure, Tenable Identity Exposure (AD), Tenable Identity Exposure (Microsoft Entra ID) )

AND NOT  Sources = Tenable Vulnerability Management

= Seeresultsin Asset Inventory @ Duplicate . Copy

Below the query, you can select any of the following options:

* See results in Asset Inventory — Click to navigate directly to the Assets view, where you can
view the asset query and the asset list filtered by the query results.

* Duplicate — Click to duplicate the exposure signal into a new, custom exposure signal. From
here, you can manage and edit the exposure signal to fit your needs before saving it to the
Custom section of the exposure signals list.

* Copy — Click to copy the query to your device's clipboard. You can then paste the query for
use/editing in the Global Asset Search, or you can save it for later.

Trend

In the Trend section, you can view a graphical representation of how the number of violations
within the selected exposure signal has changed over a specific period of time.
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Trend B Altime ~

All time
a0
Last year
Last quarter
Last month

Last 7 days

/—/—/\

5
Apr 18 May 10

To change the period of time for which you want to view the trend, in the upper-right corner of the
section, expand the drop-down menu and select one of the following options:

¢ All time

Last year

Last quarter

Last month

Last 7 days

Tip: Hover your mouse cursor over any point on the graph to view the exact number of violations on that
date.

Impacted Assets

In this section, you can view a list of the impacted assets (assets found in violation) of the exposure
signal.
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Impacted Assets
Search

Name Class Weaknesses Sources AES
53 Bucket does not bloc...

tenable-attack-path... ) Storage [ aEE—— 914 See Details >
S3Bucketisnotencrypt..  +3 Mare
CVE-2024-38193  CVE-2023-35343

de01 Go Device [} TN 923 See Details >

+1288 More

l Tip: Use the search box to search for a specific impacted asset.

This list includes the following asset information:

* Name — The asset identifier. Tenable Exposure Management assigns this identifier based on
the presence of certain asset attributes in the following order:

1. Agent Name (if agent-scanned)
2. NetBIOS Name

3. FODN

4. IPvb address

b. IPv4 address

For example, if scans identify a NetBIOS name and an IPv4 address for an asset, the NetBIOS
name appears as the Asset Name.

* Class — The class type associated with the asset. For more information, see Asset Classes.

¢ Weaknesses — The weaknesses associated with the asset. For more information, see
Weaknesses.

* AES — The Asset Exposure Score for the asset. The AES represents the asset's relative

exposure as an integer between 0 and 1000. A higher AES indicates higher exposure.

I Note:Tenable Exposure Management does not calculate an ACR for unlicensed assets.

Click the See Details to view additional asset details:
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(]| .
See Asset Details

Exposure Signals Summary Gen Al

Tenable is considering the asset "de01® to be part of the
exposure insight "Cloud Resources with Critical Severity
Findings and High Exposure Score” because: it is a Device
with an AES rating of 700 or higher, indicating a high level

of exposure. This Device, identified as an AWS ECZ
instance with the FQDN ec2-18-217-143-103.us-east-

2. compute amazonaws.com, was last observed on
February 3rd, 2025 at 4:47PM UTC and has 1290
weaknesses, including critical severity vulnerabilities like
CVE-2024-38193, CVE-2023-35343, CVE-2024-43516,
and CVE-2023-32022. This combination of factors
suggests a high risk of exploitation, making this asset a
prime target for attackers.

Key Properties (7)
Last Observed At

Created Date

Host Fully Qualified
DNS

Device System Type

Asset Class

Sources

AES

Weaknesses (1290)

Search

CVE-2023-21684

Feb 3, 2025 11:47AM

Jan 27, 2025 4:34AM

ecZ-18-217-143-103 . us-east-2.c...

aws-ecZ-instance

97

G

823
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This panel includes the following asset information:

Section Information

Header View the asset name. Below the name, click See Asset Details to
navigate directly to the full Asset Details page for the selected asset.

Exposure Signal  (Not supported in FedRAMP environments) View an Al-generated
Summary summary of the exposure signals, including information about why
the combination may be a risk to you.

Key Properties View high-level Key Properties, including:

° Last Observed At — The date and time at which a scan most
recently identified the asset.

° Created Date — The date and time at which the asset record
was created in Tenable Exposure Management.

° Host Fully Qualified DNS — The Host Fully Qualified Domain
Names, or FODNSs, of the asset host.

° Device System Type — The type associated with the asset's
device system, for example, plc.

° Asset Class — The asset class associated with the asset, for
example, Device.

° ACR — The Asset Criticality Rating for the asset. The ACR
represents the asset's relative criticality as an integer from 1 to
10. A higher ACR indicates higher criticality.

Weaknesses View a list of all weaknesses associated with the asset. Click on a
weakness to navigate directly to the Weakness Details page for the

selected weakness.

| Tip: Use the search box to search for a specific weakness on the asset.

Manage Exposure Signals
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On the Exposure Signals page, you can manage built-in and create custom exposure signals to view

specific risks and weaknesses that relate to your business and its needs. You can fine-tune these
combinations to quickly highlight the information that's most important to you.

You can add and manage your exposure signals in the following ways:

Add a Custom Exposure Signal

To add a custom exposure signal:

1. Access the Exposure Signals page.

2. Do one of the following:

* To create a custom exposure signal based on an existing combination, select the card
from the Exposure Signals List and, in the Associated Query section, click Duplicate.

« To create a new custom exposure signal, at the top of the Exposure Signals List, click +

New Exposure Signal.

The New Exposure Signal page appears.

< Back to Exposure Signals

New Exposure Signal Found ol o 10448 mpactod assets.
Query builder Name ACR Class Last Observed At CreatedDate Host Fully Quallfied D... Device System Typt
Bui e query associated o your Exposure Signal and sse f t generates any resuts
tenableicp 436 D May 19,2025 3:14AM May 19,2025 3:14AM tenablei
‘Search by typing a valid query quey v 0O napleiep 7 & Deviee ay19 oy 19 nabieiep
. tenable em #31 ; & Device May 23, 2025 5:56PM May 23,2025 5.56PM tenable em
ame
",r oose an Explanatory Name ‘ tenableicp #100 7 & Device May 26,2025 5:14AM May 22,2025 6:24AM tenableicp
« Priority tenableicp #131 7 & Device May 25, 2025 4:48PM May 25,2025 4:48PM tenableicp
‘ Select Priority v ‘ ot server #19 s S Device May 27,2025 8:51AM May 22,2025 4:12AM otserver
* Description tenableicp #147 7 & Device May 26,2025 0:31AM May 26,2025 0:31AM tenableicp
'e purpose and application of this Exposure Signal endpoint #318 7 £ Device May 26,2025 7:51AM May 25,2025 1:02PM endpoint
tenableicp #99 7 & Device May 26,2025 4:56AM May 22,2025 5:24AM tenableicp
tenable em #45 7 & Device May 26,2025 3:52AM May 26,2025 3:52AM tenableem
endpoint #276 7 & Device May 20,2025 8:45PM May 20,2025 8:45PH endpoint

3. In the Query builder section, build the query you want to use for the exposure signal:
Build a query string:

a. On the right side of the global search bar, in the drop-down, select Query.

b. Click inside the Search for Assets text box.
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The search query builder appears.

> [ Assets Query ~ 0O
Choose an item
AS el
HAS
WITH

WITHOUT

- Let's Get Started

Choose an item on the left.
Documentation will be displayed here.

€ = 1t | Tonavigate & Toselect e To dismiss & Todelete

Tip: You can also build your query using your keyboard. Follow the instructions on the
bottom of the query builder to navigate.

c. Onthe left side of the query builder, choose an operator to begin your search.

(Not supported in FedRAMP environments) Hover your mouse cursor over an item
to view an Al-generated description of how the operator filters your assets.

d. Select a qualifier for your query.

(Not supported in FedRAMP environments) Hover your mouse cursor over an item
to view an Al-generated description of how the item filters your assets.
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WITH = * B Query -

Choose a join

weakness Generatesd by Al

~ Relationship N

Flaw or fault in the system
Weakness
A weakness is a flaw or fault in the system that makes it susceptible to attack, compromise, or unauthorized

access. Weaknesses can exist in various forms, such as software vulnerabilities, misconfigurations, or human

errors. They can be caused by design flaws, implementation mistakes, or inadequate security measures.
Here are some key points to understand about weaknesses in the context of cyber security:

Vulnerabilities: Vulnerabilities are specific weaknesses in software, hardware, or system configurations
that can be exploited by attackers to gain unauthorized access or compromise the system.
Misconfigurations: These are incorrect or insecure configurations of systems, devices, or software that
can introduce weaknesses and make them vulnerable to attacks.

Human Errors: Human mistakes, such as using weak passwords, failing to apply security patches, or
mishandling sensitive data, can create weaknesses that can be exploited by attackers.

Inadequate Security Measures: Insufficient security controls, such as lack of encryption, weak

authentication mechanisms, or inadequate access controls, can lead to weaknesses in the system.

« = 1 4 Tonavigate < Toselect e Todismiss & Todelete

Note:Tenable Exposure Management only displays qualifiers and operators that
generate a working query. You cannot select items that break the query string.

e. (Optional) Where applicable, add additional items and qualifiers to the query.

l Tip: Click on a query token to edit that section of the query without starting over!

f. On the right side of the search bar, click the 2 button.

Tenable Exposure Management performs the search and filters the asset list
based on your query.

Build a query based on Natural Language Processing:

The following is not supported in Tenable FedRAMP Moderate environments. For more
information, see the Tenable FedRAMP Product Offering.

You can use Natural Language Processing (NLP) to ask questions about your assets and
receive an Al-generated list.
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a. On the right side of the global search bar, in the drop-down, select NLP.

b. In the Ask anything about your assets text box, type a question you want to ask
about your assets. For example, you could ask "Which critical devices do | have that
are connected to the internet?".

Tip: For more suggestions on questions to ask based on your business context, see
NLP Search Use Cases.

@ Assets Ask anything about your assets NLP v D

Tenable Exposure Management performs a search and provides an Al-generated
list of assets that match the query. If no data is available, an error message
appears indicating no data could be generated for the search criteria you entered.

4. In the Name text box, type a name for the exposure signal.

5. From the Priority drop-down, select the priority you want to assign to the exposure signal, for
example, High.

6. In the Description text box, type a description for the exposure signal.

7. Click Save Exposure Signal. Tenable Exposure Management saves the exposure signal and
adds a new card to the Custom tab of the exposure signals list.

Edit a Custom Exposure Signal

| Note: You cannot edit Tenable-provided exposure signals.

To edit a custom exposure signal:
1. Do one of the following:

* On the Custom tab of the exposure signals list, on the card for the exposure signal you
want to edit, click the * button.

Menu options appear.
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external taas :
d : 7 Edit
Violations  Sources Trends (Last 7 days) (D Duplicate
]25 O w -4318%
= Archive
] Delete

testt2

a. Inthe menu, click £ Edit.

* On the Custom tab of the exposure signals list, click on the card for the exposure signal

you want to edit.

The Exposure Signal Details for that card appear.

a. Inthe upper-right corner of the page, click £ Edit.

The Edit Exposure Signal page appears.
2. Make any desired changes to the exposure signal.

3. Click Save. Tenable Exposure Management saves your changes to the exposure signal.

Edit the Priority of a Built-In Exposure Signal

| Note: You can only edit the priority of Tenable-provided exposure signals.

To edit the priority of a built-in exposure signal:

1. On the Built-In tab of the exposure signals list, on the card for the exposure signal you want to
edit, click the : button.

Menu options appear.
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Built-In Custom Archived

4 Built=In Cards [ 4 Total

Assets with a High ACR and Critical

Vulnerabilities . U1 Edit Priority
Violations  Sources Trends (Last 7 days) = Archive
ll-U T O A7 900.00%

2. Inthe menu, click +TEdit Priority.

The Edit Priority window appears.
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Edit Priority X
"Assets with a High ACR and Critical Vulnerabilities"

U Reset to Tenable Default

& -lﬂ ]

Info Low Medium High Critical

* Override Reason

Specify Override Reason

Cancel

3. Click and drag the slider to the priority you want to apply to the exposure signal.

4. In the Override Reason text box, type the reason for overriding the Tenable-reported priority
for the exposure signal.

5. Click Save. Tenable Exposure Management saves your changes to the exposure signal priority.
Duplicate a Custom Exposure Signal

You can duplicate a exposure signal to use it as a template to create a new custom exposure signal.

l Tip: To duplicate a Tenable-provided exposure signal, duplicate the exposure signal's associated query.
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To duplicate a custom exposure signal:

1. On the Custom tab of the exposure signals list, on the card for the exposure signal you want
to duplicate, click the £ button.

Menu options appear.

( ]
external taas : B
: & Edit
Violations  Sources Trends (Last 7 days) (D Duplicate
]25 o v ~43.18%
= Archive
L |
[ Delete
testt2

2. In the menu, click = Duplicate.

The New Exposure Signal page appears.

3. Follow the steps to add a new custom exposure signal.

Archive a Custom Exposure Signal

When you archive a exposure signal, Tenable Exposure Management moves that exposure signal
card to the Archived section of the exposure signal list. When you archive an exposure signal, the
historical data for that combination is permanently deleted and cannot be retrieved.

l Tip: You can also archive Tenable-provided exposure signal cards.

To archive a exposure signal:
1. Do one of the following:

* On the Custom tab of the exposure signals list, on the card for the exposure signal you
want to archive, click the  button.

Menu options appear.
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] Delete
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a. Inthe menu, click = Archive.

* On the Custom tab of the exposure signals list, click on the card for the exposure signal
you want to archive.

The Exposure Signal Details for that card appear.

a. Inthe upper-right corner of the page, click =Archive.
A confirmation message appears.
2. Click Archive.

Tenable Exposure Management moves the exposure signal card to the Archived section of the
Exposure Signals List.

Tip: To unarchive a exposure signal, in the upper-right corner of the card, click the Unarchive button.
Tenable Exposure Management reactivates the exposure signal and moves the card to the appropriate
section of the exposure signals list.

Delete a Custom Exposure Signal

You can permanently delete custom exposure signal cards from the Tenable Exposure Management
interface. When you delete a exposure signal, all data for that card, including queries and historical
results, are permanently deleted and cannot be retrieved.

| Note: You cannot delete built-in exposure signal cards.

To delete a custom exposure signal:
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1. Do one of the following:

* To delete an active exposure signal, on the Custom tab of the exposure signals list, on
the card for the exposure signal you want to delete, click the : button.

* To delete an archived exposure signal, on the Archived tab of the exposure signals list,
on the card for the exposure signal you want to delete, click the i button.

Menu options appear.

w
external taas :
a : / Edit
Violations  Sources Trends (Last 7 days) (D Duplicate
]25 o vy -43.18%
= Archive
[ Delete

testt2

2. In the menu, click I Delete.
A confirmation message appears.

3. Click Delete Exposure Signal.

Tenable Exposure Management permanently deletes the exposure signal and all of its
associated data from the application.
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Inventory

The Inventory page in Tenable Exposure Management aggregates all assets and their associated
entities to unify and operationalize the data. It focuses on your organization's ability to maintain an
accurate inventory or all of your cyber-enabled technologies, while providing data analytics and a
comprehensive inventory across various sources. While asset management highlights processes
and people that can be affected, Tenable Exposure Management takes this one step further by
digging into the technologies that can be hacked and allowing you to gain insight into these
exposures.

Simply put, the Inventory page is the central repository of all cyber assets across an organization's
attack surface by providing:

* A comprehensive list of all digital assets

A complete view of risks using enriched context

Built-in control, monitoring, and alerting

Unified asset analysis to drive prioritization

Tenable Exposure Management aids prioritization by highlighting the following asset data:
* Centralized location
* Asset class breakdown
e Filters

¢ Related weaknesses

To access the Inventory page:
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1. In the left navigation menu, click Inventory.

The Inventory page appears with the Assets tab displayed by default.

Asset 140 Weaknesses 6.8k Software o
New ’ 7days) the last7 days)
-]40 0 -] 3[. Score Score (Beta) + Newtag
= FIND > @) Assets  Searchbytypingavalidquery ey v O Y b D
© 10assetsare being deleted...
Filters « Name Sources Giass aES ~ Wealnesses Top Attack Techniques Top Attack Paths AssociatedTag... LastUpdated SeeDetalls
TenableRole () © Role - —— 1 3 ] 4 3 February 2025 See Detalls >
v Asset ciasses
5 Account . Cspmionitoraws o © role - o 0 0 4 3February 2025 See Details >
(] Web Application o AWS-QuickSet o © Roe - — z 0 0 4 3 February 2025 ‘SeeDetails >
© Container z -
Testyossi o © o - - 3 0 0 5 3 February 2025 SooDatails >
O Gther Resource
AWSServicsRol o © Role - 0 0 0 5 3February 2025 SoaDatails >
& Device 23
. Group ekscti-vulnapl.. [} © Role - o o ] 4 3 February 2025 SeeDatails >
O storage 1 ekscti-TossiEks. o © Roe - 0 0 0 s 3 February 2025 SeeDatalls >
© Resource o my-function-To. [a) © roe - — z 0 0 s 3 February 2025 SeaDatails >
© Role &
AWSServicoRol [a) © Roe - 0 0 0 5 3 February 2025 SooDatails >
v Sources
1-0ADCk24E... o & Device - 1 0 0 7 3February 2025 SoaDatails >
@ Tenabie Web Appiic... 0%
comman-datab.. o & Device - 1 0 0 8 3 Fobruary 2025 SooDotails >
@ Tenable Identity Exp... 0%
© Tenable Cloud Se... 100% orca-security- [a) © Role - ——— 2 0 0 s 3 February 2025 SeeDatalls >
i3 Tenable Attack Surf... 0% honeymoon-sta. o © Storage - — 3 1 0 3 3February 2025 ‘See Details >
Tenable Vulnerabilit... o -
o e o cg-lamba-role o © ol - 1 0 0 4 3 Fobruary 2025 SooDatails >

 Tenable OT Security 0%

On the Inventory page, you can:
* View and interact with the data on the Assets tab.
¢ View and interact with the data on the Weaknesses tab.
* View and interact with the data on the Findings tab.

e \iew and interact with the data on the Software tab.

Assets

The Assets tab on the Inventory page allows you to view and manage all of your assets. You can
quickly see which assets are new or updated, which class the asset belongs to, and other useful
asset information.

Important: Because they do not include a hardware ID attribute, Microsoft Entra ID devices managed by
Microsoft Intune's mobile device management (MDM) are not visible on the Tenable Exposure Management
Assets tab.

To access the Assets tab:
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1. Access the Inventory page.

The Assets tab appears by default.

Total Number of Assets New Assets (in the last 7 days) Updated Assets (in the last 7 days)

22.3x 416 4Bk

= [BR) > G seeere | Samwchiy yimpavaboumy w0 26 om

Filters « Asset Name Sources Asset Class AES Active Finding Count Assoclated Tags Count Last Update Date See Detalls
O search Jenkins-aus wr & Device — 991 -— 56 4 22July 2025 See Details >
v Sources redhat-customer-rela... i & Device e— 055 - 40 5 22.July 2025 See Details >
Tenable Sources
redhat-customer-rea... wr & Device — 085 - 40 4 22July 2025 See Details >
@ Attack Surface M... 0%
3 Cloud Securit ox az-ulls-dant " & Device — 984 — 2% 4 21uly 2025 See Details >
© Cloud Security %
 Container Security 0% models-backup-traini... 3 S Device o— 982 — % 5 21 July 2025 See Details >
@ identity Exposure 0% teamCity_critical_dani wr 5 Device — 980 -— 28 4 21July 2025 See Details >
F OT Security o%
leaky-wizard e 2 Device — 950 - 30 3 22July 2025 Sae Datails >
T Security Center 0%
Wiz_Fortinet wz G Device o—— 978 -— 2% 4 22 July 2025 See Details >
@ Vulnerability Man... 4%
© Web Appicat . prod-webserv-misco... i & Device — 78 -— 2 5 21July 2025 See Details >
/eb Application ... <1%
3rd Party Connectors 'ssm-machine-test i &5 Device 978 — n 4 22 July 2025 See Details >
= AWS EC2 jd-malware-test iz G Device — 978 — 2 4 22 July 2025 See Details
> Crowdstrike
trigger wa & Device — 078 -— 2% 5 22July 2025 See Details >

On the Assets tab, you can:
* View the Total Number of Assets within your container.
* View the total number of New Assets discovered within the last 7 days.
* View the total number of Updated Assets within your container in the last 7 days.

* Use the search box above the asset list to search for a specific asset in the list. For more
information, see Global Asset Search.

* Filter the asset list:
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Add filter +

Tags Properties

Q. name
Score Type
Search results for 'name’
name
> name
© contains
asseﬂ
is equal to

is not equal to

v asset12 Cancel + Add filter

~r - - . -

a. Click the W button.
The Add filter * button appears.

b. Click Add filter * .
A menu appears.
c. Do one of the following:
° To search the asset list by tag, click Tags.

° To search the asset list by asset property, click Properties.

l Tip: See Asset Filters for additional information on available filter types.

d. Inthe search box, type the criteria by which you want to search the asset list.
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Tenable Exposure Management populates a list of options based on your criteria.
e. Click the tag or property by which you want to filter the asset list.
A menu appears.

f. Select how to apply the filter. For example, if you want to search for an asset whose
name is Assetl4, then select the contains radio button and in the text box, type Assetl4.

g. Click Add filter +.

The filter appears above the asset list.
h. Repeat these steps for each additional filter you want to apply.
i. Click Apply filters.

Tenable Exposure Management filters the asset list by the designated criteria.

* Export the table or the page:

a. (Optional) To export only specific table rows, in the table, select the check box next to
the rows you want to export.

b. Click the I button.

The Export window appears.
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General

() Entire Table () Current Page ) Selected Rows (3)

File Name

Enter a name for the exported file.

Formats

O csv

() JSON
Columns

Search columns

9 of 9 fields selected View selected
AES

Asset Class

Asset Name

Associated Tags Count

Last Update Date
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c. Do one of the following:

* To export the entire table, select the Entire Table radio button.

Note: When you export the entire table, Tenable Exposure Management only includes
the first 50 columns. To view asset data for a larger number of assets, use the Search
Assets API call.

* To export the current page, select the Current Page radio button.
* To export the selected rows, select the Selected Rows radio button.
d. In the File Name text box, type a file name to give the exported file.
e. Inthe Formats section, select the format in which you want to export the data.

f. In the Columns section, select the check box for each column you want to include in the
export file.

g. Click Export.

Tenable Exposure Management downloads the export file to your computer. Depending
on your browser settings, your browser may notify you that the download is complete.

* Customize the columns in the table:
a. Click the I button.
The Customize columns window appears.

b. (Optional) In the Reorder added columns section, click and drag any column name to
reorder the columns.

c. (Optional) In the Show/Hide section, select/delesect the check boxes to show or hide

columns in the table.

d. (Optional) In the Remove section, click the © button to permanently remove a column

from the table.
e. (Optional) To add columns to the table, click Add Columns.

The Add columns to table window appears.
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i. (Optional) Use the search bar to search for a column property.
The list of column properties updates based on your search query.

ii. Select the check box next to any column or columns you want to add to the table.

iii. Click Add.

The column appears in the Customize columns window.

f. (Optional) Click Reset to Defaults to reset all columns to their defaults.

g. Click & Apply Columns.

Tenable Exposure Management saves your changes to the columns in the table.

« To create a Tag based on the asset list, click + Create.
A menu appears.

a. Click Tag.

You navigate directly to the Create New Tag page. By default, the tag type is set to
Dynamic.

l Tip: For more information, see Tag Format and Application.

« To create an Exposure Signal based on the asset list, above the list, click + Create.

A menu appears.

a. Click Exposure Signal.

You navigate directly to the New Exposure Signal page.

* To the right of the asset list, in the Filters section, use quick filters to sort the asset list by:
* Sources — Filter the asset list by the selected data source.

* Asset classes — Filter the asset list by the selected asset class.

Tip: Use the search box to search for a specific source or class. Click the result to automatically
filter the list by the selection.
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* View a list of your assets, including the following information:

° Name — The asset identifier. Tenable Exposure Management assigns this identifier
based on the presence of certain asset attributes in the following order:

1. Agent Name (if agent-scanned)
2. NetBIOS Name

3. FODN

4. IPv6 address

b. IPv4 address

For example, if scans identify a NetBIOS name and an IPv4 address for an asset, the
NetBIOS name appears as the Asset Name.

° Sources — The data source from which the asset originates.

Tip: If there are several sources associated with the asset, you can click the # button to view
the full list of sources.

dc.tenboneres... v CEJ - T 947
Tenable (1)

apadec 00+ @ Vulnerability Management S 947

del ¢ s +1 3rdParty(2) - 947
¥ Microsoft Defender

rdcl E o 945
£ SentinelOne Singularity

eks-fBc50ee4-... O R - 927

° Class — The class type associated with the asset.

° AES — The Asset Exposure Score for the asset. The AES represents the asset's relative

exposure as an integer between 0 and 1000. A higher AES indicates higher exposure.

| Note: Tenable Exposure Management does not calculate an AES for unlicensed assets.

° Active Finding Count — The number of active findings associated with the asset.
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Important: This count includes all findings that are not in the Fixed state (i.e., Active,
Resurfaced, and New findings).

| Tip: Click on a finding count to navigate directly to the Findings tab.

° Top Attack Techniques — Instances of attack techniques associated with this asset
that are used in attack paths leading to critical assets. For more information, see Top
Attack Techniques.

Tip: Click on a count to navigate directly to the Top Attack Techniques page filtered
automatically by attack path techniques related to the asset.

° Top Attack Paths — Attack paths related to the asset that also lead to critical assets.
For more information, see Top Attack Paths.

Tip: You can sort by this column to view which assets lead to the greatest number of attack
paths.

Tip: Click on an attack path count to navigate directly to the Top Attack Paths page, where
the Top Attack Paths table is automatically filtered by attack paths that feature the asset.

° Associated tags — The number of tags applied to the asset. For more information on
tagging an asset, see Tag Assets via the Assets Page.

° Last updated — The date and time at which the asset was last updated.

° (Click See details to view more details about an asset. For more information, see Asset
Details.

Asset Classes

Classes are how Tenable Exposure Management groups assets. Because each asset has a different
business purpose, classes allow you to easily separate asset data based on its type to get the most
out of your analytics.

The asset class types used in Tenable Exposure Management are as follows:

Class Description
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All Assets
Account
Container

Device

Group

Infrastructure As
Code

Other Resource

Resource
Role

Storage

Web Application

O

All assets from all sources, including third-party.
The Identity login account for a software resource.
Container image (e.g., Docker images).

Computing devices with a network stack (i.e., IP address) that could,
theoretically, be a target of a Nessus scan, including the following:

Traditional VM/Tenable Vulnerability Management hosts

Active Directory "computer" object classes

Cloud runtimes instances, such as EC2 instances

OT devices
e ASM

For more information about how devices are profiled, see the Tenable One
Device Profiling Quick Reference Guide.

A grouping of persons or other groups.

Infrastructure as Code (e.g., Terraform, Cloud Formation).

General computing resources. This is a general class for all resources,
including cloud runtime resources and non-host, non-identity AD assets.

An entity that an identity, Group, or Role has permissions to.
Target for permissions that can be granted to persons and groups.

Cloud storage services, including AWS S3, Azure Blobs, and GCP Storage
Bucket.

Customer applications exposed on the internet .

Asset Filters

On the Assets page, you can refine the asset list using Tag Filters and Tenable-Provided Filters

based on attribute properties.
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Tag Filters

Tags allow you to add descriptive metadata to assets that helps you group assets by business
context. You can use tags to filter the asset list. Under the Tags tab, search for or select the tag by
which you want to filter the list.

Add filter +

Tags Properties

Q Search for tag

Most used tags

#ad:tet

#california:critical assets - 123
#california:gsdgs
#california:test
#california:test value

#Hcritcalassets:east]
arfel

WoOWN W WV W

Tenable-Provided Filters

Under the Properties tab, you can use Tenable-Provided filters to refine the asset list by the
following asset properties. The following table lists some, but not all, available filters:

Note: The available Tenable-provided filters depend on the data sources you have configured within
Tenable Exposure Management. For more information, see Data Sources.

Filter Description

id The asset's UUID.
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name

aes_score

last_update
total_tags
type

system_type

created

sources

last_licensed_scan_time

first_observed

last_observed

The asset identifier. Tenable Exposure Management assigns
this identifier based on the presence of certain asset
attributes in the following order:

1. Agent Name (if agent-scanned)
2. NetBIOS Name

3. FODN

4. IPv6 address

5. IPv4 address

For example, if scans identify a NetBIOS name and an IPv4
address for an asset, the NetBIOS name appears as the asset

name.

(Requires Tenable Lumin license) The Asset Exposure Score
(AES) calculated for the asset.

The time and date when the asset record was last updated.
The total number of tags associated with the asset.
The type of asset.

The system types as reported by Plugin ID 54615. For more
information, see Tenable Plugins.

The time and date when Tenable Exposure Management
created the asset record.

The source of the scan that identified the asset.

The time and date of the last scan that identified the asset as

licensed.
The date and time when a scan first identified the asset.

The date and time of the scan that most recently identified
the asset.
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bios_id

fgdns

mac_addresses

host_name

netbios_name

network_id

operating_systems

ssh_fingerprint
installed_software
acr_score

critical_vuln_counts

high_vuln_counts

medium_vuln_counts

low_vuln_counts

has_severity_vulns

O
The NetBIOS ID for the asset.

The fully-qualified domain name of the host that the
vulnerability was detected on.

A MAC address that a scan has associated with the asset

record.

The hostname of the asset. This string is determined by
information reported by target plugins, and is dependent on
the user's environment and configuration.

The NetBIOS name for the asset.

The ID of the network object associated with scanners that
identified the asset.

The operating systems that a scan identified as installed on
the asset.

The SSH fingerprint associated with the asset.
The software that a scan identified as installed on the asset.
(Requires Tenable Lumin license) The asset's ACR.

The number of vulnerabilities that are of critical severity on
the asset.

The number of vulnerabilities that are of high severity on the
asset.

The number of vulnerabilities that are of medium severity on
the asset.

The number of vulnerabilities that are of low severity on the
asset.

Specifies whether the asset has associated severity
vulnerabilities.

- 116 -


#ACR

O

has_plugin_results Specifies whether the has plugin results.
tenable_id The UUID of the asset in Tenable Vulnerability Management.
service_now_sys_id Where applicable, the unique record identifier of the asset in

ServiceNow. For more information, see the ServiceNow

documentation.
ipv4_addresses The IPv4 address associated with the asset record.

This filter supports multiple asset identifiers as a comma-
separated list (for example, hostname_example, example.com,
192.168.0.0). For IP addresses, you can specify individual
addresses, CIDR notation (for example, 192.168.0.0/24), or a
range (for example, 192.168.0.1-192.168.0.255).

| Note: Ensure the filter value does not end in a period.

ipv6_addresses An IPv6 address that a scan has associated with the asset
record.

This filter supports multiple asset identifiers as a comma-
separated list. The IPV6 address must be an exact match. (for
example, 0:0:0:0:0:ffff:c0a8:0).

| Note: Ensure the filter value does not end in a period.

last_authenticated_scan_ The date and time of the last authenticated scan run against
time the asset.

cloud_source The cloud source of the scan that identified the asset.
is_public Specifies whether the asset is available on a public network.

Note: A public asset is within the public IP space and identified
by the is_public attribute in the Tenable Vulnerability
Management query namespace.

is licensed Specifies whether or not the asset is included in your license
count.
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aws_ec2_instance_ami_id

aws_availability_zone

aws_ec2_instance_id

aws_ec2_instance_type

aws_ec2_name

aws_owner_id

aws_ec2_product_code

aws_region

aws_ec2_instance_group_
names

aws_ec2_instance_state_

name

aws_subnet_id

The unique identifier of the Linux AMI image in Amazon Elastic
Compute Cloud (Amazon EC2). For more information, see the
Amazon Elastic Compute Cloud Documentation.

The name of the Availability Zone where AWS hosts the virtual
machine instance. For more information, see Regions and
Availability Zones in the AWS documentation.

The unique identifier of the Linux instance in Amazon EC2. For
more information, see the Amazon Elastic Compute Cloud
Documentation.

The type of virtual machine instance in Amazon EC2. Amazon
ECZ2 instance types dictate the specifications of the instance
(for example, how much RAM it has). For a list of possible
values, see Amazon EC2 Instance Types in the AWS
documentation.

The name of the virtual machine instance in Amazon EC2.

A UUID for the Amazon Web Service (AWS) account that
created the virtual machine instance. For more information,

see AWS Account Identifiers in the AWS documentation.

The product code associated with the AMI used to launch the
virtual machine instance in Amazon EC2.

The region where AWS hosts the virtual machine instance, for
example, us-east-1. For more information, see Regions and
Availability Zones in the AWS documentation.

The group names within the virtual machine instance in
Amazon EC2.

The state name of the virtual machine instance in AWS at the
time of the scan. For possible values, see API Instance State
in the Amazon Elastic Compute Cloud Documentation.

The unique identifier of the AWS subnet where the virtual
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machine instance was running at the time of the scan.

aws_vpc_id The unique identifier of the public cloud that hosts the AWS
virtual machine instance. For more information, see the
Amazon Virtual Private Cloud User Guide.

is_managed_by_ssm Specifies whether the asset is on a system managed by an
AWS Systems Manager (SSM).

azure_resource_id The unique identifier of the resource in the Azure Resource
Manager. For more information, see the Azure Resource
Manager Documentation.

azure_vm_id The unique identifier of the Microsoft Azure virtual machine
instance. For more information, see Accessing and Using
Azure VM Unique ID in the Microsoft Azure documentation.

azure_subscription_id The unique subscription identifier of the resource in the Azure
Resource Manager. For more information, see the Azure
Resource Manager Documentation.

azure_resource_group The name of the resource group in the Azure Resource
Manager. For more information, see the Azure Resource
Manager Documentation.

azure_location The location of the resource in the Azure Resource Manager.
For more information, see the Azure Resource Manager
Documentation.

azure_type The type of the resource in the Azure Resource Manager. For
more information, see the Azure Resource Manager
Documentation.

account_id The account ID associated with the asset.

resource_name The resource name for the asset.

resource_id The resource ID for the asset.

resource_type The asset's cloud resource type (for example, network, virtual
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machine).

unique_identifier The UUID for the cloud resource account associated with the
asset.

source The source of the scan that identified the asset

region The cloud region where the asset runs.

zone The zone where the asset runs.

discovery_information Specific information about how or where a scan discovered
the asset.

cloud_tags Tenable Vulnerability Management tags associated with the

asset. For more information, see Tags in the Tenable
Vulnerability Management User Guide.

gcp-instance_id The unique identifier of the virtual machine instance in Google
Cloud Platform (GCP).

gcp-project_id The customized name of the project to which the virtual
machine instance belongs in GCP. For more information, see
Creating and Managing Projects in the GCP documentation.

gcp-_zone The zone where the virtual machine instance runs in GCP. For
more information, see Regions and Zones in the GCP
documentation.

ssl_tls_enabled Specifies whether the application on which the asset is
hosted uses SSL/TLS public-key encryption.

Global Asset Search

In the Assets view, you can use the global search bar to search all assets across Tenable Exposure
Management. You can set up the query in any way to parse both asset and weakness data to gain
the most valuable insight into your vulnerabilities.

Tip: For additional information and examples on how to use the global asset search, see the Global Asset
Search Quick Reference Guide.
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To use the global search:
1. Access the Assets view.

At the top of the page, the global search bar appears.

= FIND > @ Assets Search for assets Query jo)

2. (Optional) Select a pre-defined query:

* Tenable Queries — Select from a list of Tenable-defined queries to search your assets.

FIND > Assets Search for assets

<> Tenable Queries >
O Search Tenable Queries

® Query History >

A Every discovered devices
v Bookmarks >

A Accounts with high weaknesses

A Admin accounts having a critical weakness
Zephod sdfsf

A Every identity coming from Tenable Identity ...
Zephod sdfsf

A Every devices used by user "dcadmin”
Hercules2
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* Query History — Select from one of the most recently run queries to search your assets.

FIND > Assets

<> Tenable Queries >
® Query History >

¥r Bookmarks »

Zephod sdfsf
Zephod sdfsf
Hercules2

Hercules

N N N NN

Search for assets

AFS W Mace

Search Query History

Assets HAS Is Licensed = true WITH Weakness
Assets WITH weakness HAS Severity=3
Assets HAS Is Licensed = true WITH Weakness
Assets HAS Is Licensed = true

Assets HAS Account Name contains "device”
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* Bookmarks — Select a pre-saved query bookmark to search your assets.

FIND > @ Assets Ask anything about your assets

¢/» Tenable Queries »

AES Class
® Query History >
OEEEEES———— 961 2 Account
¥r Bookmarks 5
©  Search Bookmarks
Zephod sdfsf A My New Bookmark
7 Licensed Assets with Weaknesses
Zephod sdfsf
A Licensed Assets
Hercules2
Hercules

Bernie Aragon

° To create a bookmark, generate a query-based search and save the search as a

bookmark.
To edit/delete a bookmark:

a. In the Bookmarks list, next to the bookmark you want to edit/delete, click
the : button.

A menu appears.
b. Do one of the following:
® To edit the bookmark, click Edit.

The Edit Bookmark window appears.
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i. Make any desired changes to the bookmark.
ii. Click Save.

Tenable Exposure Management saves your changes to the

bookmark.

Tip: Alternatively, you can edit the bookmark directly in the query text box.
Make any desired changes to the query, then click Save.

® To delete the bookmark, click Delete.
A confirmation window appears.
i. Click Delete.

Tenable Exposure Management deletes the bookmark from the

Bookmarks list.

3. Select the type of search you want to run:

Tip: For additional information and examples on how to use the global asset search, see the Global

Asset Search Quick Reference Guide.

Start a search based on a query string:

You can generate a search query to search for specific assets across Tenable Exposure

Management.
Example query strings:
Try one or more of the following queries to get started:

AS Device HAS (high_vuln_count > 5 AND acr > 8) OR (critical_vuln_
count > 10)

AS Account HAS ( asset _name CONTAINS "admin" and aes > 700 ) WITH
Weakness HAS severity > 2°
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AS Account WITH Weakness HAS weakness_name contains "Missing MFA"

a. On the right side of the global search bar, in the drop-down, select Query.

Query - o

Query
]

~ NLP
- |

Simple

b. Click inside the Search for Assets text box.

The search query builder appears.

> @ Assets

Choose an item

AS e

HAS

WITH

WITHOUT

"~ Let's Get Started
Choose an item on the left.
Documentation will be displayed here.
¢« = 4+ 4 Tonavigate & Toselect esc  To dismiss & Todelete

Query ~

o)

Tip: You can also build your query using your keyboard. Follow the instructions on the

bottom of the query builder to navigate.

c. On the left side of the query builder, choose an operator to begin your search.
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(Not supported in FedRAMP environments) Hover your mouse cursor over an item
to view an Al-generated description of how the operator filters your assets.

Query -~
Choose an item AS Generated by Al
ﬂ‘ AS
Alias for referencing a given object class
HAS
AS is an alias used to reference a specific object class within the Cyber Asset Management (CAM) application. It
WITH provides a convenient way to filter and query for assets based on their type. By using the AS alias, you can
easily target and manipulate objects of a particular class, such as devices, infrastructure as code, accounts, or
WITHOUT people.
Here are some examples of how AS can be used in CAM:
AS Device: This refers to all assets that are classified as devices within the CAM application. You can use
this alias to filter and retrieve information specifically related to devices.
AS Infrastructure as Code: This alias targets assets that represent infrastructure as code configurations.
It allows you to manage and assess the security posture of your infrastructure code.
AS Account: Use this alias to filter and query for assets that represent user accounts, such as local or
domain accounts. This can be useful when assessing the security of user privileges and access rights.
AS Person: This alias allows you to target assets that represent individuals or people. It can be used to
mnmamn and anmane Hha nanribs Af himan idantitine and thaie anennistad riebe
< =» 1t 4 Tonavigate & Toselect e Todismiss & Todelete

d. Select a qualifier for your query.

(Not supported in FedRAMP environments) Hover your mouse cursor over an item
to view an Al-generated description of how the item filters your assets.
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WITH = * B Query -

Choose a join

weakness Generatesd by Al

~ Relationship N

Flaw or fault in the system
Weakness
A weakness is a flaw or fault in the system that makes it susceptible to attack, compromise, or unauthorized

access. Weaknesses can exist in various forms, such as software vulnerabilities, misconfigurations, or human

errors. They can be caused by design flaws, implementation mistakes, or inadequate security measures.
Here are some key points to understand about weaknesses in the context of cyber security:

Vulnerabilities: Vulnerabilities are specific weaknesses in software, hardware, or system configurations
that can be exploited by attackers to gain unauthorized access or compromise the system.
Misconfigurations: These are incorrect or insecure configurations of systems, devices, or software that
can introduce weaknesses and make them vulnerable to attacks.

Human Errors: Human mistakes, such as using weak passwords, failing to apply security patches, or
mishandling sensitive data, can create weaknesses that can be exploited by attackers.

Inadequate Security Measures: Insufficient security controls, such as lack of encryption, weak

authentication mechanisms, or inadequate access controls, can lead to weaknesses in the system.

« = 1 4 Tonavigate < Toselect e Todismiss & Todelete

Note: Tenable Exposure Management only displays qualifiers and operators that
generate a working query. You cannot select items that break the query string.

e. (Optional) Where applicable, add additional items and qualifiers to the query.

l Tip: Click on a query token to edit that section of the query without starting over!

f. On the right side of the search bar, click the 2 button.

Tenable Exposure Management performs the search and filters the asset list
based on your query.

Start a search based on Natural Language Processing:

The following is not supported in Tenable FedRAMP Moderate environments. For more
information, see the Tenable FedRAMP Product Offering.

You can use Natural Language Processing (NLP) to ask questions about your assets and
receive Al-generated answers.
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a. On the right side of the global search bar, in the drop-down, select NLP.

NP~ O

Query

b
iNLP\/
c

Simple
ch

b. In the Ask anything about your assets text box, type a question you want to ask
about your assets. For example, you could ask "How many critical assets do |

have?".

Tip: For more suggestions on questions to ask based on your business context, see
NLP Search Use Cases.

@ Assets Ask anything about your assets NLP - o

Tenable Exposure Management performs a search and provides an Al-generated
response to your question. Additionally, the system parses the question and
generates a token query based on the question. You can view and copy this query
from the search bar.

This response only includes information related to your asset query. If no data is
available, an error message appears indicating no data could be generated for the
search criteria you entered.

Perform a Simple search:

A Simple search allows you to filter your asset list by asset name or asset ID.
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a. On the right side of the global search bar, in the drop-down, select Simple.

Simple jO

Query
pc
— NLP
<t

Simple .~

b. In the Search by asset name or asset ID text box, type the asset name or asset |1D
by which you want to filter the asset list.

c. On the right side of the search bar, click the 22 button.

Tenable Exposure Management performs the search and filters the asset list
based on your query.

What to do next:
« To clear the search, in the search query text box, click the * button.
o To copy the search, in the search query text box, click the & button.

e« To save the search as a bookmark, click the W button.

A Bookmark Added window appears.

a. In the Name text box, type a name for the bookmark.
b. (Optional) In the Description text box, type a description for the bookmark.
c. Click Save.

A Bookmark Added confirmation message appears, and Tenable Exposure
Management saves the bookmark to the Bookmarks list.

« To create a Tag based on the query results, click + Create.

A menu appears.
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a. Click Tag.

You navigate directly to the Create New Tag page.

« To create an Exposure Signal based on the query results, click + Create.

A menu appears.

a. Click Exposure Signal.

You navigate directly to the New Exposure Signal page.

NLP Search Use Cases

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

When you use the Natural Language processing option in the Global Asset Search, you can ask

questions about your assets and receive Al-generated answers. The following are some examples of
questions you might ask based on your business context. Additionally, you can view the expected

Query search input for each example.

Context Question Expected Query

As a security practitioner, | want to Show me all my Assets HAS last_updated

ensure that all my devices are recently scanned >"2024-03-1"

scanned. Assets

As a security practitioner, | want to Show me my assets Assets HAS external_

control my most critical assets. with high criticality criticality_score >= 8
rating

As a security practitioner, | want to Show me all accounts Assets AS Account WITH

know who is using my devices. connected to a device Relationship = Account ->

Device

As a security practitioner, | want to Show me all devices Assets AS Device HAS

locate all the laptops within my with "laptop" in their host_name contains

organization. hostname "laptop”

As a security practitioner, | want to Show me all devices Assets AS Device WITH
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find all of my computers impacted by
CVE-2014-2014.

As a security practitioner, | want to
find all my devices that have a high
vulnerability count and Asset
Criticality Rating.

As a security practitioner, | want to
find all my accounts that have the
name "admin”.

As a security practitioner, | want to
view my most critical assets.

As a security practitioner, | want to
prioritize my assets that have a high
Asset Exposure Score.

As a security practitioner, | want to
find all my devices with a weakness
where the name contains the text
“Missing MFA".

Asset Details

impacted by CVE-2014-
2014

Show me my assets
with high vulnerability
count and ACR

Show me my accounts
with the name "admin"

Show me my assets
with ACR above 8

Show me my assets
with a high AES

Show me my accounts
that have a weakness
with "missing mfa" in

the name

Weakness HAS
weakness_name = "CVE-
2014-2014"

Assets HAS Number of
Total Weaknesses>10
AND ACR>b5

Assets AS Account Has
Account name="admin”

Assets HAS ACR>8

Assets HAS AES>=800

Assets AS Account WITH
weakness HAS Weakness
Name containers

“missing mfa”

On the Assets page, you can view additional details for any asset in the assets list.

Note: Information on the asset details page varies depending on the class of the asset for which you're
viewing details. For example, an Identity asset features different tabs and data than a Device asset.

Important: Because they do not include a hardware ID attribute, Microsoft Entra ID devices managed by
Microsoft Intune's mobile device management (MDM) are not visible on the Assets page.

To view asset details:

1. Access the Assets page.

2. In the row of the asset for which you want to view details, click See details.
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The asset details page appears.

& Backto Inventory < summarize

DEVICE

jenkins-aws

Last Observed At: 20 Jul 2025at10:12 - 2Sources: ww we - ShowDetails >
Asset Exposure Score Asset Criticallty Rating Findings Identified Key Properties

- 981/1000 ¢ e

\7 3/"0 ® @ \1’ 28 G assettype -

[ Seein Findings Asset Functionality -
Last Observed At 20Jul 2025 at 10:12

Properties Connectors Details Score Breakdown Active Findings Weaknesses Tags Exposure Cards Software Exposure Signals Relationships Users Device Accounts

2 Search

&7 Key Properties
Asset Class Device Created Date 1Feb2024 at 11:38

Last Observed At 20 Jul 2025 3t 10:12

-+ Asset Cluster Logic

Asset Provider 1D e

On the asset details page, you can:

I Note: Some of the following items only appear for specific asset classes.

View the Asset Name.

View the asset class, for example, Device.

View the number of and the icons for each exposure category associated with the asset.

Click Show Details to view additional asset information:

° Info — A brief description of the asset, when it was created, and when it was last seen.

° Tenable Data Sources — The data sources associated with the asset. Click on a data

source name to navigate directly to that application.

Generate and view an Al summary of the asset:

The following is not supported in Tenable FedRAMP Moderate environments. For more information,
see the Tenable FedRAMP Product Offering.
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Tenable Exposure Management allows you to generate a summary of your asset using Al.
Summaries are generated at the container level, and only apply to licensed assets within your
container.

Note: Tenable Exposure Management limits the number of summaries you can generate to 100 per
hour, with a maximum of 1000 summaries per day.

@ Delete =<,'}: Hide Summary /™

About this asset Gen Al

Unauthorized Access and Control

The TenableRole is an AWS role that grants users excessive privileges,
potentially allowing unauthorized access and control over sensitive
resources. This role has not been used for its intended purpose in over 20
days, indicating potential overprovisioning or lack of proper access
management. The role's overly permissive permissions pose a significant
risk to the organization, as it could be exploited by malicious actors to
perform unauthorized actions, escalate privileges, or compromise sensitive
data.

Weaknesses

The mast critical risk associated with the TenableRole is its overprivileged
nature. The role grants users broader permissions than necessary,
increasing the attack surface and making it more vulnerable to
compromise. This misconfiguration could allow unauthorized individuals to
access sensitive information, modify or delete critical resources, or even
escalate privileges to gain complete control over the AWS environment.

G ¥ 8 D

[ e L LTI 1AL L B ey

Do one of the following:

- 132 -



O

° To generate an Al summary for the asset for the first time, in the upper-right corner of
the page, click ¥ Summarize.

Tenable Exposure Management uses Al to generate a summary of the asset including
general details and specifics about the asset's weaknesses.

° To view an existing Al summary for the asset, in the upper-right corner of the page, click
<~ Show Summary.

Tenable Exposure Management displays the previously generated Al summary for the
asset.

Tip: Click the (L] button to copy the summary directly to your clipboard. You can also rate the
helpfulness of the summary by clicking €3 or % to help improve the quality of Al-generated content

within Tenable Exposure Management in the future. Click D to regenerate the Al summary for the
asset.

View the Asset Exposure Score for the asset.

Note: Tenable Exposure Management does not calculate an AES for unlicensed assets. For more
information, see Tenable Exposure Management Metrics.

View the Asset Criticality Rating for the asset.

View the number of Findings Identified on the asset. Click [ See in Findings to navigate

directly to the Findings page.

View high-level Key Properties, including:
° Asset Class — The asset class associated with the asset, for example, Device.
° Owner — The owner of the asset.
° Drivers — The key drivers of (that is, plugins that have the biggest effect on) the asset.
° Location — The physical location of the asset.

° Last Observed At — The date and time at which a scan most recently identified the
asset.

When viewing the asset details page, you can click on the following tabs to view additional asset
information:
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l Tip: Each tab includes a search box, where you can search for specific items.

Properties
The Properties section highlights details about the asset's properties.

€’ Key Properties
Asset Class Resource Created Date 15 Jul 2025 at 15:36

Last Observed At 22 Jul 2025 at 02:42

-}= Asset Cluster Logic

Cloud Resource ID Wiz wir

(i) AssetInformation (6) Show More

Asset ID Asset Name annam-cloud-run-00001-79n
Is Licensed Yes Last Update Date 22 Jul 2025 at 02:42
Pending Delete No Sources

wiT Wiz

Here, you can view asset details including:

I Note: The properties listed in the user interface depend on the asset for which you are viewing details. ’

Key Properties

Item Description

Asset Class The asset class associated with the asset, for

example, Device.

Created Date The date and time at which the asset source
first created the asset record.
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Host Fully Qualified DNS The Host Fully Qualified Domain Names, or
FODNSs, of the asset host.

Host System Type The type associated with the asset's host
system, for example, general-purpose.

Last Observed At The date and time at which a scan most

recently identified the asset.

Show information order Click to view the source order in which Tenable
Exposure Management pulls asset property
data for multi-source assets.

Property Merge Order: Asset Name %

Prioritized sequence of sources used when merging assets, determining which
source's data becomes the unified asset's property. Learn more

Order Source Source Value

1 h HackerOne neww https://vulcan.iof
2 & Outpost24 NEww vulcan.io

3 @ RiskRecon Neww vulcan.io

Asset Cluster Logic (Multi-source assets only)

An explanation of why a third-party asset was merged with one or more other sources. For each
merged asset, you can view the matching criteria and value (e.g., hostname, IP address, MAC
address etc.) that triggered the merge.

Merging criteria is based on a set of predefined asset properties relevant to the asset’s class.
Icons indicate the individual sources from which the asset data was clustered.

l Tip: Hover over the icon to view details about the asset source.
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wrz® Wiz Issues

Exposure Category Vendor
Cloud Security Wiz

Asset Information

Item Description

ACR The Asset Criticality Rating associated with the
asset. For more information, see Tenable

Exposure Management Metrics.

AES The Asset Exposure Score associated with the
asset. For more information, see Tenable
Exposure Management Metrics.

Application SSL Enabled Indicates whether or not Application SSL is
enabled on the asset.

Asset ID The asset's UUID.

Asset Name The asset identifier; assigned based on the
presence of certain attributes in the following
logical order:

1. Nessus Agent name

2. Hostname

3. WebApp hostname

4. Container Security Image name
5. Container Runtime hostname

6. Cloud Common Resource name
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7. Cloud Common Resource identifier
8. Cloud Runtime name

9. Cloud IAC name

10. Active Directory Asset name

11. Domain Record hostname

If none of the above attributes are present,
then FOQDN is selected as the name for the

asset.

Cloud is Autoscale Indicates whether or not the asset is part of a
cluster that can automatically scale its size.

Cloud is lac Indicates whether or not the asset is
Infrastructure as Code (laC).

Cloud is Real Indicates whether or not the asset is actively
running in the cloud.

Device Sub Classes Where applicable, the subclass associated with
the asset device.

Device System Type Where applicable, the system type associated
with the asset device.

Connectors Details

Connectors are how Tenable Exposure Management syncs and integrates with tools and third-party
data. The Connectors Details section shows details about all connectors associated with the asset.

l Tip: For more information, see Connectors.
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Properties Connectors Details Score Breakdown Attack Paths Weaknesses Tags Exposure Cards Software

Search Connector

@ Tenable Web Application Scanning

o ServiceNow ITAM

s SentinelOne Singularity

Click Show raw data to view the raw data for the connector.

Accounts

Exposure Signals

Show raw data -

Show raw data -

Show raw data -

The Accounts section shows a list of tiles with information about accounts associated with the

asset.

Properties Accounts

% aaron.aaron@alsid.corp

@ Key Properties

Class
Account

Category
ACCOUNT

Description

Network and administrator profile
oy

Domain
Azure ad fedy

Forest Name

Account Provider
% Azure Active Directory

Account AES
778

Devices Tags Attack Paths

> aaron.aaron@alsid.corp 5%

@ Key Properties

Class
Account

Category
ACCOUNT

Description

Network and administrator profile
o

Domain
Azure ad fedy

Forest Name

Account Provider
% Azure Active Directory

Account AES
77?2

Liveboard Weaknesses

» aaron.aaron@alsid.corp

@ Key Properties

Class
Account

Category
ACCOUNT

Description

Network and administrator profile
oy

Domain
Azure ad fedy

ForestName

Account Provider
» Azure Active Directory

Account AES
0

Entitlements Roles Groups

.= aaron.aaron@alsid.corp ez

@ Key Properties
Class

Account

Category
ACCOUNT

Description

Network and administrator profile

ou

Domain

Forest Name

Account Provider
EB Active Directory

Account AES
0

Access More v

> aaron.aaron@alsid.cor

@ Key Properties
Class
Account

Category
ACCOUNT

Description

Network and administrator |

ou

Domain
Azure ad fedy

ForestName

Account Provider
% Azure Active Directory

Account AES
0

Tip: At the bottom of the page, use the horizontal scroll bar to view all listed accounts.

Each tile includes the following information:
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* Key Properties:
° Class — The asset class associated with the asset, for example, Account.
° Category — The category associated with the asset, for example, ACCOUNT.
° Description — Where available, a description of the account.
* Network and Administrator Profile:
° 0U — The Organizational Unit (OU) associated with the account.

° Domain — The domain associated with the account. For more information, see Domains
in the Tenable Identity Exposure User Guide

° Forest Name — The forest name associated with the account. For more information, see
Forests in the Tenable Identity Exposure User Guide.

Account Provider — The provider of the account, for example, Azure Active Directory.

Account AES — The overall Asset Exposure Score associated with the account.

Last Use — The date on which the account was most recently accessed by a user.

Last Location Used — The physical location of where the account was most recently used.

Account Activity — The activity status of the account, for example, Active.

Weakness — A graphical representation of weaknesses on the account. This section includes
a line graph and an individual count of each weakness and its criticality. For more information,
see Weaknesses.
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Weakness
2

2
—/—"
0

& Critical

2

[

® High 2

=

® Medium

[

Low

Devices

The Devices section shows all devices associated with the asset. This list highlights the hosts used
by an account. Each device and its relevant information is listed as a tile on the page.
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Q lucqa-afad-clie

@ Key Properties

Class

Category
general-purpose

Description

Drivers
NESSUS: 11936, NESSUS:171410:DYNAMIC_IP

Network and administrator profile

Static IP Assignment
10.200.200.6

ou

Domain
alsid.corp

Forest Name

Cs

Device AES
48

Weakness
14

® Critical 1
® High 8
@ Medium 5

Low 0

Last Use
10/04/2024, 07:13:20

User

Last Location Used
10.200.200.6

Identities Associated With The Device
Devices Using MFA

Device 05 [ acTive |
Microsoft Windows Server 2019 Datacenter 10.0.17763

On each tile, you can view the following device information:

* Key Properties:

° Class — The asset class associated with the device.

° Category — The category associated with the device, for example, general-purpose.
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° Description — Where available, a description of the device.
° Drivers — A list of drivers installed on the device.
* Network and Administrator Profile:
° Static IP Assignment — The static IP address associated with the device.
° QU — The Organizational Unit (OU) associated with the device.

° Domain — The domain associated with the device. For more information, see Domains in
the Tenable Identity Exposure User Guide

° Forest Name — The forest name associated with the device. For more information, see
Forests in the Tenable Identity Exposure User Guide.

* Device AES — The overall Asset Exposure Score associated with the device.

* Weakness — A graphical representation of weaknesses on the device. This section includes a
line graph and an individual count of each weakness and its criticality. For more information,

see Weaknesses.

‘Weakness
2

2

2
—/-‘—‘.
0

& Critical

[

® High 2

=

® Medium

[

Low

* Last Use — The date on which the device was most recently accessed by a user.
* Last User — The last user account to access the device.

* Last Location Used — The physical location of where the account was most recently used.
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* Identities associated with the Device — Where applicable, any Active Directory or Microsoft
Entra ID Identities associated with the device.

* Devices Using MFA — Indicates if the device requires multi-factor authentication (MFA) for
user login.

* Device 0S — The operating system (OS) running on the device. In the upper-right corner of the
box, view a color-coded status of the 0S, for example, Active.

Attack Paths

The Attack Paths section shows a table list of the top attack paths in which the asset is present.

Tip: As part of a typical attack, adversaries leverage different tools and techniques to accomplish their
objectives. This event is known as Attack Path. An attack path contains one or more Attack Techniques,
allowing the hacker to accomplish their objective. To see a full list of supported attack paths within
Tenable Exposure Management, view the Tenable Attack Path Techniques list.

Properties Score Breakdown Liveboard Attack Paths Weaknesses Tags Exposure Cards Relationships

Q Search for an attack path or priority... Search

Name Path Priority Rating ~ Nodes

undefined to undefined @® High Cis ' & Seein APA L,7'
undefined to undefined ® High ’:1'! 4 Fp\ Seein APA L,ﬂ
undefined to undefined @® High =" fﬁ- » Eg Seein APA L,;'
undefined to undefined ® High ’:1'! 4 .FP- 4 F,g Seein APA |;,7'
undefined to undefined ® High Ge» 2 Eg SeeinAPA (7]

The attack paths list includes the following information:
* Name — The name of the attack path.

* Path Priority Rating — The priority of an attack path. Tenable Exposure Management
calculates the PPR based on the relative number of attack paths to critical assets. Tenable
Exposure Management cateqgorizes priority levels as Low, Medium, High, and Critical.

* Nodes — A visual representation of the nodes involved in the attack path that indicates the
node type and the order in which the nodes might be accessed.
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« Seein APA — Click See in APA [J in the row of any attack path to navigate directly to the Top
Attack Paths page with the selected attack path displayed by default.

Active Findings

The Active Findings section shows a table list of all active findings associated with the asset.

Important: This section only contains data from ACTIVE (Active, New, and Resurfaced) findings. FIXED
findings data is not included.

l Tip: For more information, see Findings.

Properties Connectors Details Score Breakdown Active Findings Weaknesses Tags
Q Search... Search

Finding Name | Severity ‘ State Last Seen Solutions

Vms exposed to the public with critical vulnerabilities (1) Critical Active 15 July 2025 - Seedetails >
VM/serverless infected with a high/critical severity malware (1J Critical Active 15 July 2025 - Seedetails
VM/serverless infected with a hacking tool @ High Active 15 July 2025 - See details >
VM with Vul [~} Medium  Active 15 July 2025 - See details >
VM infected with malware is communicating with a malicio... (1J Critical Active 15 July 2025 - Seedetails >
Resource with vulnerabilities with high chance of being ex... @ High Active 15 July 2025 - Seedetails >
Resource with cleartext cloud keys granting high privileges S Medium  Active 15 July 2025 - See details >

The weaknesses table includes the following information:

* Finding Name — The name of the finding.

Severity — The severity of the finding, for example, Critical.

State — The state of the active finding, for example Active or Resurfaced.

Last seen — The date at which the weakness was last seen in a scan on the asset.

Solutions — Where applicable, a brief description of how you can remediate the finding.
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* Click See details to view more details about a finding. For more information, see Finding

Details.

Weaknesses

The Weaknesses section shows a table list of all weaknesses associated with the asset.

l Tip: For more information, see Weaknesses.

Q Search.

Weakness Name

CVE-2022-30190

CVE-2022-24521

CVE-2022-2278

CVE-2022-21999

CVE-2022-26304

CVE-2022-21916

CVE-2022-21919

The weaknesses table includes the following information:

* Weakness Name — The Common Vulnerability Exposure (CVE) ID associated with the

Type

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

Vulnerability

weakness.

Properties

Score Breakdown

Description

<p>A remote code executior

Windows Common Log File

Windows Print Spooler Elevi

Windows Print Spooler Elev:

Windows User Profile Servic

Windows Common Log File !

Windows User Profile Servic

Liveboard

Severity ~
Q) Critical
@ Critical
@ Critical
@ critical
@ Critical
0 Critical

[ critical

Attack Paths Weaknesses

Tags

Impacted Assets

Exposure Cards

Source

NESSUS

NESSUS

NESSUS

NESSUS

NESSUS

NESSUS

NESSUS

* Type — The type of weaknesses: Misconfiguration or Vulnerability.

* Description — A brief description of the weakness.

» Severity — The severity of the weakness, for example, Critical.

Relationships

LastSeen

28 December 2023

28 December 2023

28 December 2023

28 December 2023

28 December 2023

28 December 2023

28 December 2023

Search

See details

See details

See details

See details

See details

See details

See details

>

>

>

>

>

>

>

Note: At this time, Tenable Exposure Management does not include information for Info level

severity weaknesses.

¢ VPR — The Vulnerability Priority Rating (VPR) of the weakness.

* Impacted Assets — The number of assets impacted by the weakness. For more information,

see Assets.
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* Source — The application the weakness' asset originated from, for example, Tenable
Vulnerability Management.

¢ Last seen — The date at which the weakness was last seen in a scan on the asset.

¢ (Click See details to view more details about a weakness. For more information, see Weakness
Details.

Tags

The Tags section shows a table list of all tags applied to the asset.

l Tip: For more information, see Tags.

Properties Score Breakdown Liveboard Attack Paths ‘Weaknesses Tags Exposure Cards Relationships

Q Search... Search

Tag Name CES v Related Assets Weaknesses Source Last Updated

io  not exists 53 4103 491 Tenable.io 8May 2023 Seedetails >

o 15 55 4164 4918 Tenable.io 8 May 2023 See details >
fo rog-ap 55 4164 8 May 2023 See details >
o nexists 55 4164 4918 Tenable.io 8 May 2023 See details >

363 73 4284 Tenable One 20 March 2023 Seedetails >

F
a
®
-
=4

=
3

@
&
8

26 4797 Tenable.io 6 December 2022 Seedetails >

¢ Tag name — The name of the tag value or tag category.

CES — The Cyber Exposure Score for the tag value or tag category. The CES represents Cyber

Exposure risk as an integer between 0 and 1000, based on the Asset Exposure Score (AES)
values for the assets to which the tag is applied. Higher CES values indicate higher risk.

Related Assets — The number of assets to which the tag is applied.

Weaknesses — The weaknesses associated with the asset. For more information, see
Weaknesses.

Source — The application the tag originated from, for example, Tenable Vulnerability
Management.
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* Last updated — The date on which a user last updated the tag.

* Click See details to view more details about a tag. For more information, see Tag Details.
Entitlements

The Entitlements section shows entitlement information for assets who have roles, either:

* Assigned in Microsoft Entra ID

* Enabled by Tenable cloud scanning the Active Directory and adding the appropriate domain.

Properties Accounts Devices Tags Attack Paths Liveboard Weaknesses Entitlements Roles Groups More

Q Search... Search
Entitlements Trustees Accessible resources Roles Account Last Use
microsoft.office365. ortal/allEntiti d/read 22 0 66 =3 Abdul Abbott February 25, 2024
microsoft.office365.supportTickets/allEntities/all Tasks 22 0 46 .= Abdul Abbott February 25, 2024
microsoft.office365.serviceHealth/allEntities/allTasks 22 0 42 .= Abdul Abbott February 25, 2024
microsoft.azure serviceHealth/allEntities/allTasks 22 0 37 =3 Abdul Abbott February 25, 2024

The entitlements section includes the following information:
* Entitlements — The name of the asset entitlement.

¢ Trustees — The number of trustees associated with the asset entitlement. Click the number
to navigate directly to the page filtered by all assets to which these trustees have

entitlements.

¢ Accessible Resources — The number of accessible resources associated with the asset
entitlement. Click the number to navigate directly to the Access tab for the asset.

¢ Roles — The number of accessible resources associated with the asset entitlement. Click the
number to navigate directly to the Roles tab for the asset.

* Account — The name and type of the account asset associated with the entitlement. Click the
name to navigate directly to view details for that specific asset.

* Last Use — The date on which the entitlement was last used by the asset.

Roles
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The Roles section shows all roles assigned to the asset. For example, if this identity has roles
assigned in Microsoft Entra ID, their details appear here.

| Tip: For more information, see Assign Microsoft Entra roles to Users.

Properties Accounts Devices Tags Attack Paths Liveboard Weaknesses Entitlements Roles Groups Access More

Q Search... Search

Roles Origin Severity ~ Trustees Entitlements Last Use
Azure AD Joined Device Local Administrator L] ) Medium 9 2 30 November 2023
User > ) Medium 851 126 30 November 2023

Global Administrator > [ Critical 8 195 Tl January 2024

The roles list includes the following information:

* Roles — The name of the role assigned to the asset.

Origin — An icon that indicates the origin provider of the account (for example, Azure AD).

Severity — The overall severity of the asset, for example, Critical.

Trustees — The number of trustees associated with the asset role.

Entitlements — The number of entitlements to which the role has access.

Last Use — The date on which the role was most recently used on the asset.

Groups

The Groups section shows a list of groups to which the asset belongs. For example, if this asset is a
member of groups in Microsoft Entra ID or Azure Active Directory, they appear here.

Tip: For more information, see:

o Assign Identities to Groups in Microsoft Entra

» Active Directory Security Groups
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Properties Accounts Devices Tags Attack Paths Liveboard Weaknesses Entitlements Roles Groups Access
Q Search..
Group Account AES ~ Members Origin
All users Aaron Aaron & - 2008 >
Allusers Aaron Aaron & - 2008 3

The groups list includes the following information:

¢ Group — The name of the group to which the asset belongs.

Account — The name of the account on the asset that belongs to the group.

AES — The overall Asset Exposure Score associated with the account.

Members — The total number of assets that belong to the group.

Access

The Access section shows access information for assets who have roles, either:

* Assigned in Microsoft Entra ID

Score Breakdown

Seedetalls >

Seedetalls >

Origin — An icon that indicates the origin provider of the group (for example, Azure AD).

Click See details to navigate directly to the asset details page for the selected group.

Search

* Enabled by Tenable cloud scanning the Active Directory and adding the appropriate domain.

Properties Accounts Devices Tags Attack Paths Liveboard Weaknesses Entitlements Roles Groups
Q Search.
Asset Name AES v Asset Class Entitlements Entitlement Origin
Mihaela Lapcevic —— 906 2 ACCOUNT microsoft.directory/users/authentication. .. >
Mihaela Lapéevié ——— 9068 2 ACCOUNT microsoft.directoryfusers/allProperties/a. . >
Mihaela Lapcevi¢ N 906 % ACCOUNT microsoft.directory/users/basicProfile/u. >
Mihaela Lap&evi¢ ————————— 906 2 ACCOUNT microsoft.directory/roleAssignments/allP... >

The access list includes the following information:
* Asset Name — The asset identifier of the asset.

* AES — The overall Asset Exposure Score of the asset.
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example, Azure AD).

Exposure Cards
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Asset Class — The asset class associated with the asset, for example, Account.
Entitlements — The directory path to which the asset has entitlement access.

Entitlement Origin — An icon that indicates the origin provider of the entitlement (for

Trustees — The number of trustees associated with the asset.

The Exposure Cards section shows all exposure cards associated with the asset. Assets can be

part of global exposure cards, or custom cards created by users on the Exposure View page.

Tip: An exposure card represents the incoming data from your configured tags and data sources. It
aggregates and normalizes the data to provide a visualization of your Cyber Exposure Score (CES) and
other metrics. Users can create custom cards, or use Tenable-provided cards to gain insight and guidance
on what areas need their attention most.

Properties

Q Search..

Overall & Exposure Management Cards

@ Global Exposure Card
55

Sources SLA

cs 1.586%

Custom Cards

m new card admin 2
n —

Score Breakdown Liveboard Attack Paths Weaknesses Tags Exposure Cards Relationships

Search

Computing Resources

584
\__\_. 580

Sources SLA

= 1.586%

m asdfsd m testh m test2
n - n . n -

Click on any card to navigate directly to the Exposure View page with the selected card data

displayed by default.

For more information on exposure cards and how to create them, see the following:

e Exposure Card Library

* Manage Exposure Cards
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Relationships

The Relationships section shows a list of all assets with a known relationship to the current asset
for which you are viewing details.

Properties Accounts Devices Tags Attack Paths Liveboard ‘Weaknesses Entitlements Roles Groups Access Score Breakdown Exposure Cards. Relationships
Search. Search

Relationship Type | Direction | AssetName | AssetClass | AES v | Weaknesses | Lastupdated | see detalls

Linka Parson toal their Accounts Source Aaron Aaron S Account 78 2 5 January2026 Soadotaits >

Link a Porson toall their Accounts Target Aaron Aaron S Account k4 2 5January2024 Seadetails >

Link a Person toall their Accounts Source Aaron Aaron Se Account T2 1 4January 2026 Seo details

Link a Parson toall their Accounts Target Aaron Aaron S Account ke 1 4January 2024 Seadetails

Link a Person toall their Accounts Saurce Aaron Aaron S Account - 0 Seedetails

The relationships list includes the following information:
* Relationship Type — The type of relationship between the two assets.

* Direction — Indicates whether the related asset is the Source or the Target of the asset
relationship.

* Asset Name — The asset identifier of the related asset.
* Asset Class — The asset class associated with the asset, for example, Account.

e AES — The overall Asset Exposure Score of the related asset.

e Weaknesses — The weaknesses associated with the asset. For more information, see
Weaknesses.

* Last Updated — The date at which a scan most recently identified the asset.

* Click See details to navigate directly to the asset details page for the selected asset
relationship.

Software

The Software section shows, where available, the installed software on the asset.

I Note: The Software section is only available for Device assets. For more information, see Asset Classes.
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Properties Score Breakdown Liveboard Attack Paths Weaknesses Tags Exposure Cards Relationships Software
Q Search.. ‘Search
Application Name ™~ Publisher Provider Type Versions Associated Devices Common Platform Enumeration Bound Ports File Locations Last Seen Version Last Seen
Libgerypt 6nuPG ¢ @ APPLICATION 1 5 2.3 *GnuPG, Libgerypt, 185, ... 0 1 T3 185 Wed Feb 07 202...
OpenSSL OpenSSL [¢] T APPLICATION 1 2 2.3+ 0OpenSSL, OpenSSL, LLIf, ... o 1 RERARS Wed Feb 07 202...
Plex_Media_Server ANY [¢] T APPLICATION 1 1 2.3 %% Plex_Media_Server, 1.3... o 1 73 13247195 Wed Feb 07 202...

The software list includes the following information:
* Application Name — The name of the software application installed on the asset.
* Publisher — The group or company that published the software application.
* Provider — The provider, or Tenable application, that discovered the software application.
* Type — The software type, for example, Application.

¢ Versions — The number of versions of the software installed on the asset.

Click a number to open the Installed Versions panel:
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. *
OpenSSL Installed Versions
Q Search... Search
Last Seen Version - Associated Devices Last Seen
3 3.0.8 2 Wed Feb 07 2024 19:35:40 GMT...
3 1.0.2k 4 Wed Feb 07 2024 19:35:40 GMT...
ltems perpage 10 w 1 1-2 of 2

In the Installed Versions panel, you can view the following information:

l Tip: Use the Search box to search for a specific version of the installed software.

° Last Seen Version — The version of the software that was most recently seen on an
asset.

° Associated Devices — The number of assets that have this version of the software
installed.

° Last Seen — The date and time at which the software was most recently seen on an
asset.

* Associated Devices — The number of assets that have this software application installed.

¢ Common Platform Enumeration — The Common Platform Enumeration (CPE) associated with
the software application.
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Click a CPE to open the CPE panel, where you can view information such as the CPE Version,
Vendor, and Product for each version of the installed software.

SOLite CPE "

CPE Version 2.3
Part i
Vendor SQLite
Product SQLite
Version 3.717
Software Update i
Software Language ¥
Target Software i
Target Hardware ¥

* Bound Ports — The number of ports on the asset that are bound to the software application.

I Note: The Bound Ports option is only available for remotely detected devices.

Click a number to open the Bound Ports panel, where you can view the ports bound to the
application as well as their associated devices:
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Libgcrypt Bound Ports .

Q) Search... Search
Port - Associated Devices
8000 TCP
ltems per page 10 w 1 1-10f 1

l Tip: Use the Search box to search for a specific port or associated device.

* File Locations — The locations on your machine where the software application stores files.

Click a number to open the File Locations panel, where you can view the file paths for all
locations where the software stores files.

- 165 -



O

L] L] x
OpenSSL File Locations
Q Search... Search
Location ~
/opt/openssl/bin/openssl
Jusr/lib64/libcrypto.so.].0.2k
1 1-2 of 2

ltems perpage 10 W

l Tip: Use the Search box to search for a specific location.

* Last Seen Version — The version of the software that was most recently seen installed on an

asset.

* Last Seen — The date and time at which the software was most recently seen on an asset.

Users

The Users section shows a list of users with access to the device. Each user and its relevant

information is listed as a tile on the page.
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Properties Score Breakdown Attack Paths Weaknesses Tags Exposure Cards Relationships Software Users Device Accounts
ro@ Administrator &4
@ Key Properties AES
952
Class
ACCOUNT
Sources Weakness
ve 7
Created Date
Mar 08, 2024 at 14:08 ®  Critical 1
Last Observed At ® High 3
Oct 16, 2024 at 04:23
@  Medium 2

Low 1

On each tile, you can view the following information about each user:
* Key Properties:
° Class — The asset class associated with the user.

° Sources — The application(s) the user originated from, for example, Tenable
Vulnerability Management.

° Created Date — The date and time at which the user was created.
° Last Observed At — The date and time at which the user last accessed the device.

e AES — The overall Asset Exposure Score associated with the asset.

* Weakness — A graphical representation of weaknesses on the asset. This section includes a
line graph and an individual count of each weakness and its criticality. For more information,
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Weakness
2

2
—/-‘—‘-
0

& Critical

2

=

® High 2

[

& Medium

[

Low

Device Accounts

The Device Accounts section shows a list of all accounts present on a host. Each account and its
relevant information is listed as a tile on the page.

Properties Score Breakdown Attack Paths Weaknesses Tags Exposure Cards Relationships Software Users Device Accounts
La SRVIS g
@ Key Properties AES
338
Class
ACCOUNT
Sources Weakness
e 1
Created Date
Mar 03, 2024 at 00:29 ®  Critical o
Last Observed At ® High 1
Oct 09, 2024 at 19:00
® Medium o
Low o

On each tile, you can view the following information about each account on the account:
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* Key Properties:
° Class — The asset class associated with the account.

° Sources — The application(s) the account originated from, for example, Tenable
Vulnerability Management.

° Created Date — The date and time at which the account was created.
° Last Observed At — The date and time at which the a user last accessed the account.

e AES — The overall Asset Exposure Score associated with the asset.

* Weakness — A graphical representation of weaknesses on the asset. This section includes a
line graph and an individual count of each weakness and its criticality. For more information,

see Weaknesses.

Weakness
2

2
—/—-.2
0

& Critical

[

® High 2

=

® Medium

L}

Low

Exposure Signals

The Exposure Signals section shows a list of tiles with information about exposure signals

associated with the asset. An Exposure Signal can be defined as a combination of risks that could
make any weakness potentially dangerous to your business.
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Properties Connectors Details Attack Paths Weaknesses Tags Exposure Cards Software Exposure Signals Relationships Users Device Accounts
Q Search...
Built-In
Crown Jewels with Attack Paths Hosts with Unpatched Vulnerabilities
Exploited by Attackers
Violations Sources Trends (Last 7 Violations Sources Trends (Last 7
days) days)
9 J 36 oo

0% 7 5.88%

Custom Exposure Signals

detection code critical smjsa test hopell i

Violations Sources Trends (Last 7 Violations Sources Trends (Last 7 Violations Sources Trends (Last 7 Violations Sources Trends (Last7

57] cE0® - days) ]_l'K DoE® days) ]'36K 0O days) ]_['K UoE®n days)

 79.84% ~ 1013% ~»10.48% ~ 1013%

Each tile includes the following information:

» Severity — Each card is color coded to indicate the severity associated with the exposure

signals, for example:

e Dark Red — Critical

Light Red — High

Orange — Medium

Yellow — Low

Blue — Info
* Violations — The number of assets found in violation of the exposure signal.

* Exposure Mgmt. — The exposure category associated with the exposure signal.

* Trends — The trend and percentage of change in violations within the last 7 days. For
example, if the violations for this combination have increased by 5.45%, you'd see ~ 545%

Click on a tile to navigate directly to the Exposure Signals page filtered by the selected exposure

signal.

Tag Assets via the Assets Page

In the Assets view, you can apply tags directly to an asset in the asset list.
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2 items selected X Tag assets 7+

#Computers:TAG-155-Create X Addtag +
Assign tags Cancel Q te

Search results for 'te'

Name o
#Computers:TAG-155-Create

#Computers:Test Tag Scan
v v asset1

To apply an existing tag to an asset:
1. Access the Assets page.

2. In the asset list, select the check box next to any assets to which you want to apply the tag.

3. At the top of the asset list, click Tag assets .
The Add tag + button appears.

4. Click Add tag +.
A Search box appears.

5. In the Search box, type the name of the tag you want to apply to the asset or assets.

| Tip: To create a new tag, type the [category]:[value] pair and, at the bottom of the window, click &.

6. Click the name of the tag you want to apply to the asset or assets.
The tag appears above the asset list.

7. Repeat these steps for each additional tag you want to apply.

8. Click Assign Tags.

Tenable Exposure Management assigns the designated tags to the asset or assets.

-161-



To create a new tag:

1. Access the Assets view.

2. In the upper-right corner of the page, click - New Tag.

The Create a Tag page appears.

< Backto Tags

Create ATag

Tag Category

Tag Description

~ Include Assets (optional)

Search for asset name or asset ID

Tag Type

Static

Top Attack Techniques

Top Attack Paths

Associated Ta...

LastUpdated

qil [¢]
sl 20
tenable-ad-sql [¢)
adfs1 ~o

&b Device

&b Device

z
IIIIm
‘

7

8

g

3

892

882

872

841

3. Follow the steps for creating a new tag.

Weaknesses

24 December 2024

25 December 2024

12 December 2024

12 Necember 2024

Weaknesses are vulnerabilities and misconfigurations on your assets. The Weaknesses tab on the

Inventory page highlights weaknesses on your assets and provides useful insights into those

weaknesses, including descriptions, assets affected, criticality, and more.

| Note: Only Active and Resurfaced vulnerabilities count towards your weaknesses.

To access the Weaknesses tab:
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1. Do one of the following:
* In the left navigation menu, click Inventory > Weaknesses.
* At the top of the Inventory page, click the Weaknesses tab.

The Weaknesses tab appears.

Number Of Wesknesses ~ NewlnLast7Days  Number With VPRS7

25.3k 174 2

All Weaknesses Types “  Search for weakness name or weakness I v b
Filters « Wealness Name Description Weakness Type Severity ¥ VPR (Beta) Impacted Assets Top Attack Techniques Last seen SeaDetails
O Search y ivil y i (1) critical - 1 0 9May 2025 See Details >
- Sources (1) crtical B 1 0 9May 2025 SeeDetails >

Tenable Sources

Overprivileged IAM User Monitor 1AM user privileges that were unuse.. Misconfiguration (0 critical - 1 [ 23July2025. See Details >
% Attack Surface M... ox
Virtual Machine has an unpatched... i i . i O crtieal - 1 0 23.July 2025 Sea Dataits >
O CloudSecurity &% ” O Y
© Container Security 0% it i i . i [ crtical - 1 0 23.July 2025 Sea Datail >
@ Idenity Exposure <1 @ critical - 1 0 oMay20% See Dataits >
& OT Security 1%
instal.. g (O critical - 1 0 8May2025. See Details >
 Security Center 0%
Microsoft is running Microsoft Windo._ Misconfiguration @ otical = 1 0 8May 2025 SeeDetails >

Q) Vulnerability Ma... 315%

© Web Application... <1% CVE-008-3103 Array index efror in the SMB2 protacol impl.. Vanerabity @ critical - 1 0 8 May2025. Sea Details >
,,,,,, y Connectors CVE-20215% Unspecified vuinerability in Adobe Flash Pla... Vsnerabilty © critical o8 1 0 8May2025. See Dotails >
= AWS Inspector V2 1% CvE 2075-0653 Butfer overfiowin Adob Flasn Playor bfor Vnerabiity © crtcal s 1 o sMayzs See Detaits >
~ Crowdstrike 2% 0

evE-2013-053% Adobe Flash Player before 10 316351 and 1L Visnerabifty @ critical o5 1 o 8May 2025 See Details >
h HackerOne <

CVE-20%-0051 The WebDAY lientin Microsaft Windows V... Vinerabilty (0 critical 04 1 0 8May2025 SeDetails >

~ Weakness Type

O Vulnerability 25K ovE-2006-0728 Vunerabiity @ oritical a8 1 0 o May 2025 See Detaits >

In the Weaknesses tab, you can:
* View the total number of weaknesses on assets within your container.
* View the total number of new weaknesses discovered within the last 7 days.

e View the total number of new weaknesses with a Vulnerability Priority Rating (VPR) greater
than 7.

* In the weakness type drop-down, filter the list by the following weakness types:
° All Weakness Types
° Misconfigurations
° Vulnerabilities
The weakness numbers at the top of the page and the weakness list update accordingly.

* Use the Search box to search for a specific weakness in the list.

* Filter the weaknesses list:
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Add filter +

Tags Properties

Q. name
Score Type
Search results for 'name’
name
> name
© contains
asseﬂ
is equal to

is not equal to

v asset12 Cancel + Add filter

~r - - . - -

a. Click the ¥ button.
The Add filter + button appears.
b. Click Add filter +.
A menu appears.
c. Do one of the following:
° To search the weakness list by tag, click Tags.
° To search the weakness list by property, click Properties.
d. Inthe search box, type the criteria by which you want to search the list.

Tenable Exposure Management populates a list of options based on your criteria.
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. Click the tag or property by which you want to filter the weakness list.

A menu appears.

Select how to apply the filter. For example, if you want to search for a weakness whose
name is CVE-0000-0000, then select the contains radio button and in the text box, type
CVE-0000-0000.

Click Add filter +.

The filter appears above the asset list.

. Repeat these steps for each additional filter you want to apply.

. Click Apply filters.

Tenable Exposure Management filters the list by the designated criteria.

* Export the table or the page:

a.

(Optional) To export only specific table rows, in the table, select the check box next to
the rows you want to export.

Click the P button.

The Export window appears.
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Export x

General

() Entire Table () Current Page ) Selected Rows (3)

File Name

Enter a name for the exported file.

Formats

O csv

() JSON
Columns

Search columns

9 of 9 fields selected View selected
AES

Asset Class

Asset Name

Associated Tags Count

Last Update Date
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c. Do one of the following:

* To export the entire table, select the Entire Table radio button.

Note: When you export the entire table, Tenable Exposure Management only includes
the first 50 columns. To view asset data for a larger number of assets, use the Search
Assets API call.

* To export the current page, select the Current Page radio button.
* To export the selected rows, select the Selected Rows radio button.
d. In the File Name text box, type a file name to give the exported file.
e. Inthe Formats section, select the format in which you want to export the data.

f. In the Columns section, select the check box for each column you want to include in the
export file.

g. Click Export.

Tenable Exposure Management downloads the export file to your computer. Depending
on your browser settings, your browser may notify you that the download is complete.

* Customize the columns in the table:
a. Click Columns L.
The Customize columns window appears.

b. (Optional) In the Reorder added columns section, click and drag any column name to
reorder the columns.

c. (Optional) In the Show/Hide section, select/delesect the checkboxes to show or hide

columns in the table.

d. (Optional) In the Remove section, click the © button to permanently remove a column

from the table.
e. (Optional) To add columns to the table, click Add Columns.

The Add columns to table window appears.

- 167 -


https://developer.tenable.com/reference/inventory-asset-search
https://developer.tenable.com/reference/inventory-asset-search

O

i. (Optional) Use the search bar to search for a column property.
The list of column properties updates based on your search query.
ii. Select the checkbox next to any column or columns you want to add to the table.
iii. Click Add.
The column appears in the Customize columns window.
f. (Optional) Click Reset to Defaults to reset all columns to their defaults.
g. Click & Apply Columns.
Tenable Exposure Management saves your changes to the columns in the table.
* View a list of your weaknesses, including the following information:

° Weakness Name — The Common Vulnerability Exposure (CVE) ID associated with the
weakness.

° Description — A brief description of the weakness.
° Weakness Type — The type of weaknesses: Misconfiguration or Vulnerability.

° Severity — The severity of the weakness, for example, Critical.

Note: At this time, Tenable Exposure Management does not include information for Info level
severity weaknesses.

Note: Because Tenable Exposure Management calculates CVEs using VPR and Tenable Cloud
Security calculates using CVSS, you may notice a difference in severity across weaknesses
between these applications.

° VPR (Beta) — The vulnerability's vulnerability priority rating using VPR (Beta) scoring.

l Tip: For more information, see the Scoring Explained Quick Reference Guide.

° Impacted Assets — The number of assets impacted by the weakness. For more
information, see Assets.

° Top Attack Techniques — Instances of MITRE Att&ck techniques associated with this
asset that are used in attack paths leading to critical assets. For more information, see
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Top Attack Techniques.

Tip: Click a choke point to navigate directly to the Attack Techniques tab on the Attack Path
page, filtered automatically by techniques that feature the weakness.

Note: Because Tenable Exposure Management aggregates techniques by cause (for example,
CVE, CWE) a single choke point may have multiple sources/targets. This may cause
discrepancies in technique counts between the Weaknesses tab and the sum of choke points
within the Top Attack Techniques tab.

° Last seen — The date at which the weakness was last seen in a scan on the asset.

° Sources — The application the weakness' asset originated from, for example, Tenable
Vulnerability Management.

° (Click See details to view more details about a weakness. For more information, see
Weakness Details.

Weakness Details

In the Weaknesses view, you can view details for any weakness in the list.

To view weakness details:
1. Access the Weaknesses view.

2. In the row of the weakness for which you want to view details, click See details.
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The weakness details page appears.

‘Waakness Nama

configEnabled

£\ Mssontiuraton (Y

‘Severity Level VPR Impacted Assets Top Attack Techniques LastSeen First Seen LastUpdated

. ~ (5] o BJune 2024 BJune 2024 8 September 2023
High e 27
-
~ Description
Description:
Rt
~ Properties
Q Show all properties 1027 properties shown
‘Weakness Id CS:AC_AWS_0632 Provider Code s
Frodct e E — 10w 052
F— o s oz FS—
‘Weakness Type Misconfiguration Detection Sub Category MISCONFIGURED_CLOUD_SETTINGS
fo— PT— fam— s
~ Impacted Assets
arch.
Name Class. AES ¥ Weaknesses Top Attack Techniques Top Attack Paths Associated Tags Count Last Updated ‘See Detalls
eu-west-1 &) Other Resource 0 N 4 o o 4 T4 August 2024 See Detalls >
eu-central-1 &) Other Resource 0 A

o 4 T hugust 2024 See Detalls >

On the weakness details page, you can:
* View the Weakness Name.

* View the Severity Level of the weakness, for example, Critical.

Note: Because Tenable Exposure Management calculates CVEs using VPR and Tenable Cloud

Security calculates using CVSS, you may notice a difference in severity across weaknesses between
these applications.

View the Vulnerability Priority Rating (VPR) of the weakness.

View the number of Impacted Assets associated with the weakness.

° Click See Assets to scroll down to the full list of impacted assets.

View the Top Attack Techniques for the weakness.

Note: Because Tenable Exposure Management aggregates techniques by cause (for example, CVE,
CWE) a single choke point may have multiple sources/targets. This may cause discrepancies in

technique counts between the Weaknesses view and the sum of choke points within the Top Attack
Techniques view.
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° Hover over the priority to view the full breakdown of the techniques associated with the
weakness, and their relative criticalities.

0 Critical 0%

0 High ] )
- 0 Medium 0%

3 Low 100%

les

° Click the metric to navigate directly to the Top Attack Techniques view, filtered

automatically by attack path techniques that feature the weakness.
View the date at which the weakness was Last Seen in a scan on the asset.
View the date at which the weakness was First Seen in a scan on the asset.
View the date at which the weakness was Last Modified.
View the weakness' Publication Date.

View a Description of the weakness.

View a list of Properties associated with the weakness.

These can include, but are not limited to:

Note: The properties displayed in this section depend on the type of weakness for which you are
viewing details.

° Weakness ID — The Common Vulnerability Exposure (CVE) ID associated with the

weakness.

° Weakness Type — The type of weakness: Misconfiguration or Vulnerability.
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° Detection Family — The detection family associated with detecting the weakness, for

example, CVEs.

* View a table list of the Impacted Assets associated with the weakness.
This list includes the following information:

° Name — The asset identifier. Tenable Exposure Management assigns this identifier
based on the presence of certain asset attributes in the following order:

1. Agent Name (if agent-scanned)
2. NetBIOS Name

3. FODN

4. IPv6 address

5. IPv4 address

For example, if scans identify a NetBIOS name and an IPv4 address for an asset, the
NetBIOS name appears as the Asset Name.

° AES — The Asset Exposure Score for the asset. The AES represents the asset's relative
exposure as an integer between 0 and 1000. A higher AES indicates higher exposure.

| Note:Tenable Exposure Management does not calculate an AES for unlicensed assets.

° Class — The class type associated with the asset. For more information, see Asset

Classes.

° Weaknesses — The weaknesses associated with the asset. For more information, see

Weaknesses.

l Tip: Click on a Weakness count to navigate directly to the Weaknesses view.

° Top Attack Techniques — Instances of MITRE Att&ck techniques associated with this
asset that are used in attack paths leading to critical assets. For more information, see
Top Attack Techniques.
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Tip: Click a choke point to navigate directly to the Top Attack Techniques view on the Attack
Path page, filtered automatically by techniques that feature the weakness.

Note: Because Tenable Exposure Management aggregates techniques by cause (for example,
CVE, CWE) a single choke point may have multiple sources/targets. This may cause
discrepancies in technique counts between the Weaknesses view and the sum of choke
points within the Top Attack Techniques view.

° Top Attack Paths — Instances of attack paths associated with this asset that lead to
critical assets. For more information, see Top Attack Paths.

Tip: Click a choke point to navigate directly to the Top Attack Paths view on the Attack Path
page, filtered automatically by attack paths that feature the weakness.

° Associated Tags — The number of tags applied to the asset. For more information on
tagging an asset, see Tag Assets via the Assets Page.

° Last updated — The date and time at which the asset was last updated.

° (Click See details to view more details about an asset. For more information, see .

Findings

A finding is a single instance of a weakness (vulnerability or misconfiguration) appearing on an
asset, identified uniquely by plugin ID, port, and protocol. The Findings tab on the Inventory page
highlights findings on your assets and provides useful insights into those findings, including
descriptions, assets affected, criticality, and more. By providing comprehensive information about
your findings, Tenable Exposure Management helps to identify potential security risks, visibility on
under-utilized resources, and support compliance efforts.

To access the Findings tab:
1. Do one of the following:
* In the left navigation menu, click Inventory > Findings.

* At the top of the Inventory page, click the Findings tab.
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The Findings tab appears.

Total Findings  Critical & High Findings ~ New (inthe last 7 days)

304.8«  42.8« 1217

Search by Finding Name or Finding 1D Y

S

304,795 Findings | € Groupby v

Filters
Finding Name AssetName Severity v state Solution VPR (Beta) See Detalls
O search
Security Update for Microsoft Offic. dir-winl0-eng O critical ACTIVE Microsoft has released aset of pat. 87 See Details >
v Sources

Tenable Sources ‘Security Updates for Microsoft Offi. dir-winl0-eng (1) critical ACTIVE Microsoft has released KBS002620 ... 89 See Details >
3 Attack Surface M... 0%
B Attack Surface KBS0I518: Windows 10Version 20 dir-winlo-info ) critical ACTIVE Apply Security Update SOIEEIE a2 Sce Details >
0 Cloud Security 0% R

KB5015852: Windows 10 Version 16... del () critical ACTIVE ‘Apply Security Update 5013952 79 See Details >
© Container Security 0%

CVE-2019-2699 dir-winlg-info [ critical ACTIVE - - See Details >
@ Identity Exposure 0%
F oT security o Security Update for Microsoft Offic. dir-winlg-eng O critical ACTIVE Microsoft has released a setof pat. a7 See Details >
T2 Security Center 0% KB5048652: Windows 10 version 21 dir-winlg-eng U critical ACTIVE Apply Security Update 5048652 95 See Details

Vulnerability Man... 4% .

v v MS16-148: Security Update for Micr. dir-winl0-eng 0 critical ACTIVE Microsoft has released asetof pat. o7 See Details >
@ Web Application .. 0% N

KBSOIT308: Windows 10 Version 20... dir-winl0-info O critical ACTIVE ‘Apply Security Update 5017308 2.4 See Details >
3rd Party Connectors

CVE-2024-24691 dir-winl0-eng () critical ACTIVE — - See Details >
 Crowdstrike 2%
% Microsoft TVM - CVE-2024-23817 dir-winl0-eng @ critical ACTVE - - See Details >
® Outpost24 <% KB5022834: Windows 10Version 2. dir-winlg-info @ critical ACTIVE Apply Security Update 5022834 92 See Details >

v Findings Type

In the Findings tab, you can:

* View the total number of findings on assets within your container.

* View the total number of new findings discovered within the last 7 days.

* View the total number of new findings with a Vulnerability Priority Rating (VPR) greater than 7.
* Use the Search box to search for a specific finding in the list.

Filter the findings list:
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Add filter +

Tags Properties

Q. name

Search results for 'name’

name >

v asset12

~r -

a. Click the % button.

The Add filter + button appears.

b. Click Add filter +.

A menu appears.

c. Do one of the following:

d.

Score Type
name
© contains
asseﬂ
is equal to
is not equal to
Cancel + Add filter

° To search the findings list by tag, click Tags.

° To search the findings list by property, click Properties.

In the search box, type the criteria by which you want to search the list.

Tenable Exposure Management populates a list of options based on your criteria.
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e. Click the tag or property by which you want to filter the findings list.
A menu appears.

f. Select how to apply the filter. For example, if you want to search for finding related to
Windows, then select the contains radio button and in the text box, type Windows.

g. Click Add filter +.

The filter appears above the asset list.
h. Repeat these steps for each additional filter you want to apply.
i. Click Apply filters.

Tenable Exposure Management filters the list by the designated criteria.

* Group your findings by weakness:

To reduce noise within your findings list, you can group your findings by their associated
weakness.

l Tip: For more information, see Weaknesses

a. Above the list, click Group by .

A menu appears.

304,795 Findings = £ Group by v

Finding N1 Ass:
None
|
Security U dir—
curity & Weaknesses o
Security Updates for Microsoft Offi... dir-'

b. Click Weaknesses.

Tenable Exposure Management groups your findings by their associated weakness. Click
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the ? button for any weakness group to view the full list of findings within that group.

26,486 Weaknesses | € Group by: Weaknesses +~

Weakness Name Weakness Type Severity ¥ VPR (Beta) See Details
v Tenable Virtual Appliance Unsuppo... The remote host is a Tenable Virtual Applian... Misconfiguration @ Critical - See Details >
1 Active Finding
Finding Name Asset Name State Solution Last Seen See Details
Tenable Virtual A... tenapp48.target.... ACTIVE Replace Tenable Virtual A... 6 August 2025 See Details >

* Export the table or the page:

a. (Optional) To export only specific table rows, in the table, select the check box next to

the rows you want to export.

b. Click the P button.

The Export window appears.
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General

() Entire Table () Current Page ) Selected Rows (3)

File Name

Enter a name for the exported file.

Formats

O csv

() JSON
Columns

Search columns

9 of 9 fields selected View selected
AES

Asset Class

Asset Name

Associated Tags Count

Last Update Date
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c. Do one of the following:

* To export the entire table, select the Entire Table radio button.

Note: When you export the entire table, Tenable Exposure Management only includes
the first 50 columns. To view asset data for a larger number of assets, use the Search
Assets API call.

* To export the current page, select the Current Page radio button.
* To export the selected rows, select the Selected Rows radio button.
d. In the File Name text box, type a file name to give the exported file.
e. Inthe Formats section, select the format in which you want to export the data.

f. In the Columns section, select the check box for each column you want to include in the
export file.

g. Click Export.

Tenable Exposure Management downloads the export file to your computer. Depending
on your browser settings, your browser may notify you that the download is complete.

* Customize the columns in the table:
a. Click Columns L.
The Customize columns window appears.

b. (Optional) In the Reorder added columns section, click and drag any column name to
reorder the columns.

c. (Optional) In the Show/Hide section, select/delesect the checkboxes to show or hide

columns in the table.

d. (Optional) In the Remove section, click the © button to permanently remove a column

from the table.
e. (Optional) To add columns to the table, click Add Columns.

The Add columns to table window appears.
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i. (Optional) Use the search bar to search for a column property.
The list of column properties updates based on your search query.
ii. Select the checkbox next to any column or columns you want to add to the table.
iii. Click Add.
The column appears in the Customize columns window.
f. (Optional) Click Reset to Defaults to reset all columns to their defaults.
g. Click & Apply Columns.
Tenable Exposure Management saves your changes to the columns in the table.
* View a list of your findings, including the following information:

° Finding Name — The name of the finding.

[e]

Asset Name — The name of the asset on which the finding exists.

o

Severity Level — The severity of the finding, for example, Critical.

Note: At this time, Tenable Exposure Management does not include information for Info level
severity findings.

[e]

State — The state of the finding, for example ACTIVE or FIXED.

[¢]

Solution — A brief description of how you can remediate the finding.

[e]

VPR Score (Beta) — The vulnerability's vulnerability priority rating using VPR (Beta)

scoring.

l Tip: For more information, see the Scoring Explained Quick Reference Guide.

° Sources — The application the finding's asset originated from, for example, Tenable
Vulnerability Management.

o

Click See details to view more details about a finding. For more information, see Finding
Details.

Finding Details

In the Findings view, you can view details for any finding in the list.
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To view finding details:
1. Access the Findings view.

2. In the row of the finding for which you want to view details, click See details.
The finding details page appears.

< Backto findings

VULNERABILITY

Flash Player <=11.7700.260 / 12.0.0.43 Unspecified Remote Code Execution (APSB14-04)

CRITICAL  ACTIVE | Last Observed: 20 September 2024 at10:40 1 Source &

Finding ID: 0001e338-3498-4b34-8946-221le3bldiaf

VPR Top Attack Techniques [ seein APA Detection Timeline
8?5 Last Seen 29 September 2024
9~5/1D 2 First Seen 19 June 2022
LastUpdated 29 September 2024
Solution

Upgrade to Adobe Flash Player version 11.7.700.261/ 12.0.0.44 or later.

~ Properties

Q Show all propertles  10/64 properties shown
Finding ID 0001e338-3408-4b94-0946-22Ve3btafls State ACTIVE
DetectioniD NESSUS:72284 Last Updated 29 September 2024 at 10:49
First Seen 19.June 2022 at 09:30 LastSeen 29 September 2024 at 10:49
Original Risk Severity Level 4 Cpes cpe:/a:adobe:fiash_player
Active Finding Count 786 Fixed Finding Count 1083

~ Weaknesses

Search...

Name Type Severity VPR Description Impacted Assets Sources

On the finding details page, you can:

* View the name of the finding.
* View the severity of the finding, for example, Critical.
* View the state of the finding, for example, Active.

View the date and time at which the finding was last observed on the asset.

* View an icon representing the source application(s) the finding's asset originated from.

l Tip: Hover over the icon to view the full application name.

View the Finding ID associated with the finding.

View the VPR of the finding.
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Tip: Click 7 See in APA to navigate directly to the Top Attack Technigues page automatically
filtered by the selected finding.

* In the Detection Timeline section, view the following information about the finding:
° Last Seen — The date on which the finding was last seen on an asset.
° First Seen — The date on which the finding was first discovered on an asset.
° Last Updated — The date on which the finding was last updated on the asset.

* View a brief Solution that describes how you can remediate the finding.

* View a list of Properties associated with the finding.

These can include, but are not limited to:

Note: The properties displayed in this section depend on the type of finding for which you are
viewing details.

° Finding ID — The ID number associated with the finding.
° Detection ID — The ID number associated with the detection of the finding.

° Active Finding Count — The number of active findings on the asset.

* View a table list of the Weaknesses associated with the finding.
This list includes the following information:

° Weakness Name — The Common Vulnerability Exposure (CVE) ID associated with the
weakness.

° Type — The type of weaknesses: Misconfiguration or Vulnerability.

° Severity — The severity of the weakness, for example, Critical.

Note: At this time, Tenable Exposure Management does not include information for Info level
severity weaknesses.
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Note: Because Tenable Exposure Management calculates CVEs using VPR and Tenable Cloud
Security calculates using CVSS, you may notice a difference in severity across weaknesses
between these applications.

° VPR — The Vulnerability Priority Rating (VPR) of the weakness.

° Description — A brief description of the weakness.

° Impacted Assets — The number of assets impacted by the weakness. For more

information, see Assets.

° Sources — The application the weakness' asset originated from, for example, Tenable
Vulnerability Management.
Software

The Software tab on the Inventory page highlights the installed software on your assets. Here, you
can gain full visibility of the software deployed across your business and better understand the
associated risks.

To access the Software tab:
1. Do one of the following:
* In the left navigation menu, click Inventory > Software.

¢ At the top of the Inventory page, click the Software tab.
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The Software tab appears.

Assets 115k Weaknesses - Findings 228k Software 234

Total Software Count  New SoftwareinLast 7 Days

234 0

3 Software  Search for an application name or publisher Y B O
Application Publisher Security End Of Life Type ‘Version Count Devices Count Port Binding C... File Location C... Last Seen Version Last Seen ‘See Details
Net Core Microsoft © Application 4 2 0 “ 7 509 7 April 2024 SeeDetalls >
Net Core Windows Any @ Application 2 4 0 2 f1 60.23. 9 December 2023 SeeDetalls >
Net Framework Microsoft ® Application 22 7 0 2% 7 474780 26 February 2025 See Detalls >
7-Zip 7Zip B Application 1 1 0 1 13 21600 7 April 2024 See Detalls )
T-Zip Any @ Application 4 6 0 2 f3 22100 7 April 2024 See Detalls >
Access Microsoft @ Application 4 5 0 3 13 16.053. 7 April 2024 SeeDetalls >
Acrobat Reader Adobe ® Application 2 4 0 2 fa 23320.. 7 April 2024 SeeDetalls >
Adoptopenjdk Java Any © Application 1 1 0 1 7 18027 16 October 2023 See Detalls >
Air Adobe © Application 1 1 0 1 a3 37020 7 April 2024 SeeDetalls >
Airflow Apache © Application 7 m 13 1 2 unknown 16 November 2023 SeeDetalls >

On the Software tab, you can:

* View the total number of installed software applications on assets within your container.

* View the total number of new software applications discovered within the last 7 days.

* Use the Search box to search for a specific software application in the list.

* Filter the software list:
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Add filter +

Tags Properties

Q. name
Score Type
Search results for 'name’
name
> name
© contains
asseﬂ
is equal to

is not equal to

v asset12 Cancel + Add filter

~r - - . - -

a. Click the % button.
The Add filter + button appears.
b. Click Add filter +.
A menu appears.
c. Inthe search box, type the criteria by which you want to search the list.
Tenable Exposure Management populates a list of options based on your criteria.
d. Click the property by which you want to filter the weakness list.

A menu appears.
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e. Select how to apply the filter. For example, if you want to search for a software
application whose name includes windows, then select the contains radio button and in
the text box, type windows.

f. Click Add filter +.

The filter appears above the asset list.
g. Repeat these steps for each additional filter you want to apply.
h. Click Apply filters.

Tenable Exposure Management filters the list by the designated criteria.

* Export the table or the page:

a. (Optional) To export only specific table rows, in the table, select the check box next to
the rows you want to export.

b. Click the I button.

The Export window appears.
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Export x

General

() Entire Table () Current Page ) Selected Rows (3)

File Name

Enter a name for the exported file.

Formats

O csv

() JSON
Columns

Search columns

9 of 9 fields selected View selected
AES

Asset Class

Asset Name

Associated Tags Count

Last Update Date
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c. Do one of the following:

* To export the entire table, select the Entire Table radio button.

Note: When you export the entire table, Tenable Exposure Management only includes
the first 50 columns. To view asset data for a larger number of assets, use the Search
Assets API call.

* To export the current page, select the Current Page radio button.
* To export the selected rows, select the Selected Rows radio button.
d. In the File Name text box, type a file name to give the exported file.
e. Inthe Formats section, select the format in which you want to export the data.

f. In the Columns section, select the check box for each column you want to include in the
export file.

g. Click Export.

Tenable Exposure Management downloads the export file to your computer. Depending
on your browser settings, your browser may notify you that the download is complete.

* Customize the columns in the table:
a. Click Columns L.
The Customize columns window appears.

b. (Optional) In the Reorder added columns section, click and drag any column name to
reorder the columns.

c. (Optional) In the Show/Hide section, select/delesect the checkboxes to show or hide

columns in the table.

d. (Optional) In the Remove section, click the © button to permanently remove a column

from the table.
e. (Optional) To add columns to the table, click Add Columns.

The Add columns to table window appears.
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i. (Optional) Use the search bar to search for a column property.
The list of column properties updates based on your search query.
ii. Select the checkbox next to any column or columns you want to add to the table.
iii. Click Add.
The column appears in the Customize columns window.
f. (Optional) Click Reset to Defaults to reset all columns to their defaults.
g. Click & Apply Columns.
Tenable Exposure Management saves your changes to the columns in the table.

* View a list of installed software, including the following information:

Tip: Click on any interactive number in the table to navigate directly to the Software Details view
automatically filtered by the selected application and its related information.

° Application — The name of the software application installed on the asset.
° Publisher — The group or company that published the software application.

° Security End of Life — If applicable, the time frame after which the software becomes
End of Life (EOL). After this date, no support or updates are provided for this software
version, and users are encouraged to migrate to the latest version to ensure security
and functionality.

° Type — The type of installed software, for example, Application.

° Version Count — The number of individual versions of the software detected on the
asset.

° Devices Count — The number of individual devices with this software actively installed.

° Port Binding Count — The number of ports on the asset that are bound to the software
application.

° File Location Count — The number of locations on your machine where the software
application stores files.
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° Last Seen Version — The version of the software that was most recently seen installed

on an asset.

° Last Seen — The date and time at which the software was most recently seen on an

asset.

° Click See details to view more details about a software application. For more

information, see Software Details.

Software Details

In the Software view, you can view details for any software application in the list.

To view software details:

1. Access the Software view.

2. In the row of the software application for which you want to view details, click See details.

The software details page appears.

< Back to Software Inventory

SOFTWARE

« LastSeen: Thursday 16 January 2025 at 03:30:22

Number of Detected Versions

3

Versions Devices

Q Search...

Versions Associated Devices FirstSeen

71 3013 3 March 31,2024

2 301 1 September 29, 2024

On the software details page, you can:

File Locations Ports

Search

LastSeen Security End of Life Days On System
January 16, 2026 1 Year 291

December 31, 2024 1 Year 9%

* View the name and publisher of the software application.

¢ View the Source and the date and time at which the software Last Seen on an asset.
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* View the total number of Devices impacted by the software application.
* View the Number of Detected Versions of the installed software.

When viewing the software details page, you can click on the following tabs to view additional asset
information:

l Tip: On any tab, use the Search box to further refine the software details.

Versions

The Versions section shows a table list of each individual version of the software installed on your
asset.

Versions Devices File Locations Ports.

Q Search... Search

Versions Associated Devices First Seen LastSeen v Days On System
T3 M.017763.6189 1 August 18,2024 August 27, 2024 9

T3 M.017763.5576 2 March 21,2024 Auqust 26,2024 158

The list includes the following information:
* Versions — The version number of the installed software.
* Associated Devices — The number of assets that have this software application installed.
* First Seen — The date and time at which the software was first seen on an asset.
* Last Seen — The date and time at which the software was most recently seen on an asset.

* Security End of Life — If applicable, the time frame after which the software becomes End of
Life (EOL). After this date, no support or updates are provided for this software version, and
users are encouraged to migrate to the latest version to ensure security and functionality.

* Days on System — The number of days that the software has been installed on the asset.
Devices

The Devices section shows a table list of the individual devices associated with the installed
software.
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Versions Devices File Locations Ports
Q Search... Search

Device Name ~ AES Last Seen Version Number of Versions Last Seen
lucga-afad-clie S 598 71 474101.0 4 August 27, 2024
lucga-de - 73 4740820 3 August 26, 2024

lucga-tools - 73 4740810 2 August 26, 2024

The list includes the following information:

¢ Device Name — The name of the device on which the software is installed.

AES — The overall Asset Exposure Score associated with the host.

Last Seen Version — The most recent version of the software installed on the host.

Number of Versions — The number of individual versions of the software installed on the host.

Last Seen — The date and time at which the software was most recently seen on the host.
File Locations

The File Locations section shows a table list of the locations on your machine where the software
application stores files.

Versions Devices File Locations Ports
Q Search... Search

File Location ~ Version Number of Hosts

C:\ProgramD: \Windows Defender 18.24030.9-0\ T3 418.240309 9

C:\ProgrambD: \Windows Defender 18.24040.4-0\ T3 £18.240404 8

C:\ProgramData\Microsoft\Windows Defender\Platform\4.18.24050.7-0\ T3 418.240507 1

The list includes the following information:

* File Location — The file path of the location on your machine where the software application
stores files.

* Version — The version number of the installed software associated with the file path.
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* Associated Devices — The number of assets that have this software application version
installed.

Ports

The Ports section shows a table list of the locations on your machine where the software
application stores files.

Versions Devices File Locations Ports

Q Search... Search

Port ~ Protocol Version Number of Devices

a0 TP T3 ANY 1

The list includes the following information:

Port — The port number bound to the software application.

Protocol — The protocol used to access the port, for example, TCP,

Version — The version of the software that can use the port.

Number of Devices — The number of devices that use this port.

Dashboards

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

The Dashboards page within Tenable Exposure Management offers built-in themed dashboards
alongside customizable widgets, enabling seamless data exploration and full visibility across your
Tenable One platform. This section includes with easy, on-demand export options that allow you to
share at-a-glance views of key performance indicators (KPIs) relevant to a particular objective or
business process.

Important: Note the following dashboard limitations:

e Only licensed assets are included in dashboard data.

e By default, Tenable Exposure Management retains dashboard data within the user interface for 90
days. To access this data after this point, contact your Tenable representative.
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e Dashboards only include data from tags created within Tenable Exposure Management. Dashboards
do not include tag data from other Tenable applications or third-party sources.

The Dashboards page in Tenable Exposure Management separates your available dashboards into
the following tabs:

* All — All dashboards available within your Tenable Exposure Management account.
* Built-In — Tenable-provided built-in dashboards that highlight common KPlIs.
* Created by Me — All dashboards created by you.

* Public — All public dashboards created by users within your Tenable Exposure Management
container.

Dashboards

All Built-In  CreatedbyMe  Public

Search by dashboard’s name, description or owner Q Sort by: | Dashboard name v ‘
95! N /* 95, N /* 95! P /* 967 /\ N A
avd avd avd NS
CISO Management Dashboard copy of CISO Management copy of CISO Management copy of copy of CISO
Dashboard Dashboard Management Dashboard, long...
The CISO management dashboard delivers
vital insights into operational metrics, such... Added description for testing with no data
ceveeee kjkjwjw jhwkejwejkhv...
2 Private 8, Private 2, Private
Q i Last modified: Apr 28, 2025 i H Last modified: Apr 27, 2025 i H Last modified: Apr 27, 2025 g H
3 . 3 . 3 . 1 ~ N .
95, // NN 95. // —_ N 95. // —_ N 95 N
AV A A A

Note: Tenable refreshes dashboard data daily at 3:00 AM in the time zone within which the container
resides.

To access the Dashboards page:
1. In the left navigation menu, click Analytics.

A menu appears.
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2. Click Dashboards.
The Dashboards page appears.
On each tab, you can view tiles that represent your available dashboards.
You can modify the list of tiles in the following ways:
¢ Use the search bar to search for a dashboard by its name, description, or owner.

* In the upper-right corner of the list, from the Sort by drop-down menu, select how you want to

sort the list of dashboard tiles:
° Modification Date
° Dashboard Name

On each tile, you can:

Note: If a tile shows (Blank), this means Tenable Exposure Management cannot find data for the tile. This
may mean no data is available for the tile or a dashboard filter is hiding the tile's data.

e View the title of the dashboard.

* View an icon that represents the owner of the dashboard.

* Create a copy of the dashboard:

a. Click the i button.

A menu appears.

b. Click &' Create a Copy.

The Create a copy window appears.
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Create a copy X

Dashboard Name *

copy of SLA Tracking Dashboard

Description

The SLA tracking dashboard offers comprehensive visibility into the overall
status and progress of SLAs across your organization and per each Assets
groups (Tags). It is entirely driven by the established SLA policies, which
provide clear, measurable benchmarks for monitoring and evaluating
vulnerability remediation efforts. SLA policies act as defined targets or

0/200

o Private Dashboard
This dashboard is currently private . Toggle on to set as public.

c. Inthe Dashboard Name text box, type a name for the copied dashboard. By default,
Tenable prepends "copy of" to the original dashboard name.

d. (Optional) In the Description text box, edit the dashboard description.

e. Inthe dashboard privacy section, select whether you want the dashboard to be Public or
Private.

Note: Public dashboards are visible to all users within your Tenable Exposure Management
instance.

¢ Click on a dashboard tile to view additional dashboard details.

Additionally, you can manage your dashboards in the following ways:
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e (Create a new dashboard.

Edit a custom dashboard.

Change the privacy of a custom dashboard.

e Delete a custom dashboard.

Dashboard Overview

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

You can drill into any dashboard on the Dashboards page to view the dashboard's overview.

Important: Note the following dashboard limitations:

e Only licensed assets are included in dashboard data.

e By default, Tenable Exposure Management retains dashboard data within the user interface for 90
days. To access this data after this point, contact your Tenable representative.

e Dashboards only include data from tags created within Tenable Exposure Management. Dashboards
do not include tag data from other Tenable applications or third-party sources.

Note: Tenable refreshes dashboard data daily at 3:00 AM in the time zone within which the container
resides.

To view a dashboard overview:

1. Access the Dashboards page.

2. Click the tile of the dashboard for which you want to view the overview.
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The dashboard overview appears.

< Back to Dashboards

Uperationa' Dashboard oweasy: ¢ rensbe B Apr7,2025- May 6,2025 v ¥ Filters  Actions v

The operational dashboard offers key insights into your organization's security posture and vulnerability management. It allows you to assess compliance percentages, monitor the total number of

vulnerabilities, and view asset associations. With the ability to pinpoint top vulnerabilities, prieritize remediation efforts, and track critical issues across Assets groups(Tags), this comprehensive report
empowers you to make well-informed decisions to strengthen your cybersecurity measures.

Last Data Update: 5/6/2025

Cyber Exposure Score (CES) Critical Detections Assets With Critical Detections

E 1,426 103

Sequential Period Comparison Sequential Period Comparison Sequential Period Comparison

0% -92% 3%

Top 5 Critical Detections by Number of Findings Asset Exposure Score by Exposure Category

Detection # Critical Findings 573
CVE-2015-2466 16
CVE-2015-2503 16
CVE-2019-1109 16
KB5055518: Windows 10 version 21H2 / Windows 10 .. 14
Microsoft Internet Explorer Unsupported Version Det... 18

Vulnerability Management

On the dashboard overview page, you can:
¢ View the dashboard's name.

¢ View the owner of the dashboard.

* |In the upper-right corner, use the date range drop-down to select the date range for which
you want to view data on the dashboard.

* Click the ¥ Filters button to apply one or more filters to the dashboard
overview.

The Filters pane appears.
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= Filters »

Q. Search

Exposure Class v
is (All)

Provider Mame v

is (All)

Basic filtering e

SLA Status v g
is (All)
Source v g
is (Al

a. Expand any filter drop-down to apply filters of that type. For example, expand the Asset
Type drop-down to filter the dashboard overview by a specific type of asset.
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Tip: Tenable Exposure Management groups filters based on whether they are applied to the
whole dashboard or an individual widget. Applied filters appear in blue, so you can easily
identify which filters are currently affecting your dashboard and widget data.

* Expand the Actions drop-down to view dashboard options:

° Export — Click to export the dashboard for sharing:
A menu appears.
a. Select the format in which you want to export the dashboard.

Tenable Exposure Management sends the exported file to your customer email
address.

° Create a Copy — Click to create a copy of the dashboard:

The Create a copy window appears.

a. In the Dashboard Name text box, type a name for the copied dashboard. By
default, Tenable prepends "copy of" to the original dashboard name.

b. (Optional) In the Description text box, edit the dashboard description.

c. Inthe dashboard privacy section, select whether you want the dashboard to be
Public or Private.

Note: Public dashboards are visible to all users within your Tenable Exposure
Management instance.

d. Click Create.

Tenable Exposure Management adds the copy of the dashboard to the Dashboards
page.

* View details about the widgets within your dashboard. The data on each widget depends on
the type of widget and the configurations applied during creation.

In the upper-right corner of each widget, you can interact with and manage your dashboard's
widgets. These options include, but are not limited to:
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Note: The widget management options depend on the type of widget you're managing. Not all widget
types include these options.

o Hover over the @ button to view a brief description of the data on the widget.

o |f you've drilled down into a specific data point, click the ‘T button to drill back up to the

main data within the widget.

o If you're at the top level of widget data, click the ¥ button to turn on drill down mode.

Once on, you can click a data point on the graph to drill down into that specific data
point for more detailed information.

o Click the ¥ ¥ button to drill down to the lowest level of data available on the widget.

o Click the i button to view additional options for viewing and exporting widget data.

° Click the filter button to view all filters affecting the widget:

L . o ® = & - II Asset Criticality Rating
Average Remediation Days of Findings Fixed in The Last 60 Days oy
Type = Filters and slicers affecting this visual
Account 153 ASSEt_ Criticality Rating
is less than 5
CONtAINEr  ——— 43 1€
Device E :SD SErE T
h is not No Severity Level, (Blank), or Info
Group 131
Resource ™ 17 |
® And O Or
@Critical @High @ Medium @ Low

Manage Dashboards

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

In Tenable Exposure Management, you can manage dashboards in the following ways:
Create a Dashboard

In Tenable Exposure Management, you can create a dashboard to highlight key performance
indicators (KPIs) for yourself and others within your organization.

To create a new dashboard:
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1. At the top of the Dashboards page, click the + Create New Dashboard button.

The create dashboard page appears.

< Back to Dashboards

Dashboard Name 5 Apr7,2025- May6, 2025 v LAZTES (D Add Widgets

Z

There's nothing here yet
Start by adding widgets!

(® Add Widgets

Cancel

2. In the Dashboard Name text box, type a name for the dashboard.

3. (Optional) To add a description to the dashboard, click the Z button.
A text box appears.
a. In the Dashboard Description text box, type a brief description of the dashboard.

b. Click the & button to save the description.

4. From the date range drop-down, select the date range for which you want to view data on the
dashboard.

l Tip: Choose a Quick pre-defined date range, or select your own date range on the Custom tab.

5. (Optional) Click the % Filters button to apply one or more filters to the dashboard.

| Note: This filter applies to all individual widget data on the dashboard.

6. Add widgets to the dashboard:
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a. Onthe create dashboard page, click + Add Widgets.

The Widgets Library appears.

Widgets Library

All

New Custom Widget

25

X

£ Search Widget Name

il

0%

07

il

07

R

Asset Exposure Score by Exposure
Category
Operational Dashboard

Average Remediation Days of Findings
Fixed in The Last 60 Days by Asset Tag
CIS0 Management Dashboard

Average Remediation Days of Findings

Fixed in The Last 60 Days by Asset Type
CI50 Management Dashboard

CES by Tag Name
Highlights Dashboard

Cyber Exposure Score by Asset Tag
CI50 Management Dashboard

Cyber Exposure Score by Exposure
Category Stack and Asset Type
CISC Management Dashboard

Cyber Exposure Score Overtime
CIS0 Manaoement Dashhoard

b. Do one of the following:
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* Select a widget from the Widgets Library:

i. Inthe Widgets Library, for the widget you want to add to the dashboard,
click the @ button.

l Tip: Use the search box to search for a specific widget in the library.

The widget appears in the dashboard preview pane.

ii. Repeat for each widget you want to add from the Widgets Library.

* Create a new custom widget:

i. Inthe upper-right corner of the Widgets Library, click New Custom Widget.

The Custom Widget pane appears.
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< Custom Widget X

Widget Name *

| |

Widget Type

Table w l

Table Columns *

Select W l

Chart Filters ¥ Apply Widget Filters

No Filters Applied

ii. Inthe Widget Name text box, type a name for the custom widget.

iii. From the Widget Type drop-down, select the type of data graph you want to
use on the widget, for example, Pie Chart or Table.
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The custom widget configuration options update depending on the type of
data graph you select.

iv. Configure the data according to your preferences. For example, if you select
Scatter Chart, you can configure the Values, X axis, Y axis, and Legend for
the chart.

The widget updates automatically within the dashboard preview.

Important! For information on what values and fields you can configure based on
your chart selection, see Valid Custom Widget Combinations.

v. (Optional) In the Chart Filters section, to apply filters to the data within the
custom widget, click ' Apply Widget Filters.

| Note: This filter only applies to the data within this custom widget.

vi. Click Save.
c. Click Create.
The Dashboard Details window appears.

d. Inthe Private Dashboard section, enable or disable the toggle to set the dashboard as
Public or Private.

Note: Public dashboards can be seen by all users within your Tenable Exposure Management
container.

Copy a Dashboard

In Tenable Exposure Management, you can make a copy of any dashboard on the Dashboards page.

To copy a dashboard:
1. Do one of the following:

* On the Dashboards page, in the lower-right corner of the tile for the dashboard you want
to copy, click the * button.
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* On the dashboard details page, in the upper-right corner, expand the Actions drop-
down.

A menu appears.

2. Click &' Create a Copy.

The Create a copy window appears.

Create a copy X

Dashboard Name *

copy of SLA Tracking Dashboard

Description

The SLA tracking dashboard offers comprehensive visibility into the overall
status and progress of SLAs across your arganization and per each Assets
groups (Tags). It is entirely driven by the established SLA policies, which
provide clear, measurable benchmarks for monitoring and evaluating
vulnerability remediation efforts. SLA policies act as defined targets or

0/ 200

o Private Dashboard

This dashboard is currently private . Toggle on to set as public.

3. In the Dashboard Name text box, type a name for the copied dashboard. By default, Tenable
prepends "copy of" to the original dashboard name.

4. (Optional) In the Description text box, edit the dashboard description.
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5. In the dashboard privacy section, select whether you want the dashboard to be Public or
Private.

| Note: Public dashboards are visible to all users within your Tenable Exposure Management instance.

6. Click Create.

Tenable Exposure Management adds the copy of the dashboard to the Dashboards page.

Edit a Custom Dashboard

| Note: Only the dashboard owner can perform this action.

In Tenable Exposure Management, you can edit custom dashboards by either quick-editing their
name and description, or accessing the Edit Dashboard page to fully edit the dashboard's
configuration options.

| Note: You cannot edit Tenable provided dashboards.

To edit a custom dashboard's name and/or description:

1. On the Dashboards page, in the lower-right corner of the tile for the custom dashboard you
want to edit, click the : button.

A menu appears.

2. Click £ Edit Name or Description.

The Dashboard Details window appears.
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Dashboard Name *

New Report

Description

Add a description here

0 /200

o Public Dashboard o

This dashboard is currently public . Toggle off to set as private.

Cancel

3. Edit the Dashboard Name and/or Description.
4, (Optional) Edit the dashboard's privacy (for example, Public or Private).
5. Click Update.

Tenable Exposure Management saves your changes to the dashboard.

To edit a custom dashboard via the Edit Dashboard page:
1. Do one of the following:

* On the Dashboards page, in the lower-right corner of the tile for the custom dashboard
you want to edit, click the : button.
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A menu appears.

a. Click Z Edit Dashboard.

* On the dashboard details page for the custom dashboard, in the upper-right corner, click
# Edit Dashboard.

The edit dashboard page appears.

2. Make any desired changes to the dashboard. For more information about the dashboard
configuration options, see Create a Dashboard.

3. Click Update.

Tenable Exposure Management saves your changes to the dashboard.

Change the Privacy of a Custom Dashboard

I Note: Only the dashboard owner can perform this action. ’

You can set the privacy of custom dashboards to either Public or Private.

| Note: You cannot delete Tenable provided dashboards. ’

To change the privacy of a custom dashboard:
1. Do one of the following:

* On the Dashboards page, in the lower-right corner of the tile for the custom dashboard
you want to copy, click the i button.

* On the dashboard details page for the custom dashboard, in the upper-right corner,

expand the Actions drop-down.
A menu appears.
2. Do one of the following:
« If the dashboard is currently private, click #» Set as Public.

« If the dashboard is currently public, click = Set as Private.

A confirmation message appears.
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3. Click Set as Public/Private.

o
—

Set as Public

Setting New Report 23 as public will grant visibility of the
dashboard to all users within your organization. Are you
sure?

Cancel Set as Public

Tenable Exposure Management updates the privacy of the selected dashboard.

Delete a Custom Dashboard

I Note: Only the dashboard owner can perform this action.

In Tenable Exposure Management, you can delete custom dashboards.

I Note: You cannot delete Tenable provided dashboards.

To delete a custom dashboard:
1. Do one of the following:

* On the Dashboards page, in the lower-right corner of the tile for the custom dashboard
you want to delete, click the i button.

* On the dashboard details page for the custom dashboard, in the upper-right corner,
expand the Actions drop-down.

A menu appears.

2 Click I Delete Dashboard.
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A confirmation message appears.
3. Click Delete Dashboard.

Tenable Exposure Management removes the dashboard and its data from the user interface.

Valid Custom Widget Combinations

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

When creating a custom widget in the Analytics > Dashboards section, Tenable Exposure
Management performs a data validation check to ensure all optional chart data combinations work
together. When you choose an option, other options are filtered so show only items that have a
relationship with your chosen option.

The tables below highlight the valid possible data combinations for all widget types within Tenable
Exposure Management.

Table Relationships

Source Table Related Tables

DimAsset FactAsset, FactFinding

DimDate FactAsset, FactDetection

DimDetection FactDetection, FactFinding

DimExposureClass FactAsset, FactFinding

DimGroupTag FactAsset, FactFinding

DimSeverity FactAsset, FactDetection, FactFinding

DimSLAStatus FactAsset

DimSource FactAsset, FactFinding

FactAsset DimAsset, DimDate, DimExposureClass, DimGroupTag, DimSeverity,

DimSLAStatus, DimSource
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FactDetection DimDate, DimDetection, DimSeverity

FactFinding DimAsset, DimDetection, DimExposureClass, DimGroupTag,
DimSeverity, DimSource

Drop-down Relationships

Display Name Table

Asset Criticality Rating DimAsset
Asset Class

Asset Name

Asset Creation Date

Asset Disabled Date

Asset First Observation Date

Asset Last Licensed Date

Asset Last Observed Date

Asset Last Updated Date

License Expires

Provider Name
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Date

Day of Month

Day of Year

Month Name in Year
Quarter

Quarter in Year
Week Day Name (Short)
Year

Month in Year

First Date of Month
First Date of Quarter
First Date of Week
First Date of Year
Detection Name
VPR Score

Exposure Category
Tag Name

Severity

SLA Status

Asset Source

- 214 -

DimDates

DimDetection
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# Assets

# Compliant Assets

Average CES

# Breaching Assets

Average AES

# Total Findings (by asset)

# Active Findings (by asset)

# Fixed Findings (by asset)

# Resurfaced Findings (by asset)

# Detections

# Active Findings (by detection)

# Findings - Current

# Breaching Findings - Current

# Compliant Findings - Current

# Findings Approaching SLA - Current
# High Critical Findings Approaching SLA - Current
# High Critical Breaching Findings - Current
Average Remediation Days - Current
Average Breaching Days - Current
SLA Breaching Findings - Current
SLA Compliant Findings - Current

# Critical Findings - Current

Finding State
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Exposure View

The Exposure View page in Tenable Exposure Management allows you to quickly view your global
CES, see its changes and trends over time, view important benchmark comparisons, and assess
your overall risk. The Exposure View page includes several tools that help you understand:

* Your overall security posture as it relates your business context
* The criticality of your assets
* The effectiveness of your efforts to remediate vulnerabilities across your workspace

An exposure card represents the incoming data from your configured tags and data sources. It
aggregates and normalizes the data to provide a visualization of your Cyber Exposure Score (CES)
and other metrics. Users can create custom cards, or use Tenable-provided cards to gain insight
and guidance on what areas need their attention most.

Note: Because exposure card scores are globally calculated, role-based access control (RBAC) does not
affect card data on the Exposure View page.

-+ New Custom Card

Built-In Custem

Global Exposure Card -

O'Assets - LastUpdate: 5Feb 2025at15:32 « Show Details 3

~ Overall Score

~ Overall score v

@ Global Exposure Card
7
= 1000
.‘\_7- @ £
a
Categories: Tags  SLA

8 7 6.9%

Your score is inside target.

0 Benchmarks

Total Population Industry: Finance, Banking & Insurance
143/1000 141/1000

4111000

Computing Resources Change
615 . )
. (O, scoreimproved by 2% over the last 30 days

Categories: Tags  SLA Asset Risk Breakdown

B 0 6.9%

%, Cloud Security
Q) 53 Total Per Tag

H\l\—\_"\, -
Score © @4 B ®c @D @F

Source: Tags SLA 0-199 200-389 400-589 600-789 B0O-1000

[a) 14 93.3%

Web Application Securi
( A ) o v v Trend &,

~ Exposure Category

o Assets with Assets with Assets with
<1% Critical Risks 1% igh Risks 27% VediLow Risks

Target

To access the Exposure View page:
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1. In the left navigation menu, click Exposure View.
A menu appears.

2. Click Dashboards.
The Exposure View page appears.

The Exposure View page includes the following sections:
Exposure Card Library

An exposure card represents the incoming data from your configured tags and data sources. It
aggregates and normalizes the data to provide a visualization of your Cyber Exposure Score (CES)
and other metrics. Users can create custom cards, or use Tenable-provided cards to gain insight
and guidance on what areas need their attention most.

l Tip: For more information on managing exposure cards, see Manage Exposure Cards.

Note: Because exposure card scores are globally calculated, role-based access control (RBAC) does not
affect card data on the Exposure View page.

The exposure card library on the left side of the Exposure View page allows you to interact with the

following types of exposure cards:

Card type Ul Image

Built-in Tab
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A Tenable-provided Global Exposure Card
that shows your Overall Score based on all
internal and external data within Tenable
Exposure Management.
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~ Overall Score

O &

Source:;
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Global Exposure Card

Tags

11

SLA

T1.4%




Tenable-provided Exposure Category cards
based on data from the following categories:

* Web Application Security — All data
from Tenable Web App Scanning
sources.

* Identity Exposure — All data from
Tenable ldentity Exposure sources.

Important: The Identity Exposure card
is only visible if you've enabled the Use
the Tenable Cloud Service option in
Tenable Identity Exposure.

* Vulnerability Management — All data
from Tenable Vulnerability Management
sources.

Note: Data from third party applications
appears on the Vulnerability
Management exposure card. For more
information, see Data Sources.

* Cloud Security — All data from Tenable
Cloud Security sources.

* Operational Technology — All data from
Tenable OT Security sources.

Note: The widgets and data on each card are
determined by the type of data within each
category.

Custom Tab
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Cloud Security
e
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380
Tags SLA
11 93.2%

Vulnerability Management
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Tags SLA

0 0.0%

Web Application Security
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Data from user-created user-created custom
exposure cards.

-+ New Custom Card O &
For more information, see Manage Exposure

Cards. Built-In

Custom

~ Custom Cards 28 Total

@ test card creation

Categories: Tags SLA

5 1 0.0%

C
438
......................... :__ * 438
438
Source: Tags SLA
o 5 11.4%

General Exposure Card Data

At the top of the Exposure View, you can view and manage the card data that appears within the
Exposure View.

Here, you can:

* In the upper-left corner of the page, view the time at which Tenable Exposure Management
last updated the CES.

* In the upper-left corner of the page, view the sources whose data is calculated as part of the
exposure card.

* In the upper-left corner of the page, click Show Details to view the following exposure card
information:
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° Card Info, such as the user that created the exposure card, and the date and time at
which the exposure card was created.

° A full list of the data Tenable Data Sources whose data is calculated as part of the
exposure card.

CES

By default, the Exposure View page displays your Global Cyber Exposure Score. You can select a
specific card via the exposure card library to view your Cyber Exposure Score for that card. CES

data is available for the following categories:
* Tenable-provided exposure cards.

* Data from user-created custom exposure cards.

Note: Because exposure card scores are globally calculated, role-based access control (RBAC) does not
affect card data on the Exposure View page.

v (verall score « 2
Your score is inside target. 2 categories need

el attention.

Benchmarks

Total Population B Industry: Machinery

0 388/1000 389/1000

A Change

105/1000

® Score worsened by 1067% over the last 30 days

Assets Risk Breakdown

Score O 5% of Critical Risks 10% of High Risks 25% of Medium/Low
® A0-19 Risks
E f«uﬂsg:z g Compu... B S Compu... m % Compu... -
@ D 600-799 23, Identiti... 2, Identiti... 23, Identiti...
@ F 800-1000 Total Per Catego Per Ta
=2t . O WebA... 3 webA... 3 WebA... m—

Target

| Note:Tenable Exposure Management does not include assets older than 90 days in your CES.

To view your CES for an exposure card:
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1. In the exposure card library, select the exposure card for which you want to view your CES.

The Exposure View page displays CES details for the selected card.
While viewing the CES details for a card, you can:

* View a graphical representation of your CES grade as it compares to your industry and the
total population:

° To view your total CES regardless of the data source, below the circle graph, click Total.

° To view your CES separated based on the source of the exposure, below the circle
graph, click Per Exposure.

The CES graph splits into sections that represent each exposure source, for example,
Identity Exposure. For more information, see Tenable Exposure Management Metrics.
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v (verall score

1000

0

Vulnerability Management (}) A {[} Identity Exposure
[ 124/1000 :

Score (O

® A 0-199
B 200-399

® c 400-599

@ D 500-799

@ F 800-1000
- Target

Total Per Exposure Per Tag

® Within the CES graph, click an individual category name to view additional
category information, connected assets, and to filter the Exposure View page by
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v (verall score

1000

124/1000

v

0
Vulnerability Management @ A ’ <b Identity Exposure

> Identity Exposure

Licensed assets included: 2014
CES: 447/7000

Score ()

@ A0-199
B 200-398
C 400-599
@ D 600-799
@ F 500- 1000
Target

Show connected assets Filter view

Total Per Exposure Per Tag

° To view the top tags driving your score, below the circle graph, click Per Tag.

| Note: The Exposure View page displays a maximum of 10 tags within the graph.

The CES graph splits into sections that represent the top 10 tags affecting your Cyber
Exposure Score. For more information, see Tags.
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One @123 : E@1234 One test: Ith_batch
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ne lucone : misc

Total Per Category Per Tag
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® Within the CES graph, click an individual tag name to view additional tag
information, connected assets, and tag details.

!

One lucone : ad_criti...

/ s
lucone : ad_critical_assets D
Tag type: Static  8/1001
Data source: Tenable One
Licensed assets included: 1

L

Show connected assets Show tag details

S
M A N AN 1

To the right of the CES graph, view a small blurb that:
° Indicates how your score compares to the baseline target.

° |dentifies the performance of your categories. For example, this blurb may explain that
you have two critical categories.

On the right side of the page, in the Benchmarks section, view how your CES compares to
others is your industry and in the total population.

In the Change section, view how your CES has changed within the last 30 days.
In the Asset Risk Breakdown section, view tiles that indicate your asset risk:

° The Critical Risks tile shows the percentage of your assets with associated
vulnerabilities of critical severity, as well as the data source(s) of those assets.

° The High Risks tile shows the percentage of your assets with associated vulnerabilities
of high severity, as well as the data source(s) of those assets.
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° The Medium/Low Risks tile shows the percentage of your assets with associated
vulnerabilities of medium or low severity, as well as the data source(s) of those assets.

Click any tile to navigate to the Assets page filtered by the asset severity type you selected.

Caution: Data in the Asset Risk Breakdown section is based on your Vulnerability Priority Rating
(VPR). As a result, if you configure your Tenable Vulnerability Management vulnerability severity setting to
use CVSS, data in this section may be inconsistent.

Note: Since an asset can have multiple risks across all severities, the sum of the percentages in the
Asset Risk Breakdown section may exceed 100%.

CES Trend

The Trend section of the Exposure View page shows how your CES has trended over time. You can
also view information about specific events that have contributed to your CES.

v Trend « &,

im 3m 6m 1y Ecustom Aug 19 - Sep 19, 2022

CES Score & Grade

800
D |

c

B
' | \/ \—_/ \/
0 Target: 0

Aug 18 Sep18

Events
( (o) (@) (@) (7 (o) (@) (&) 2
O, OJOJOXO, OJOXO, ®

— Score Targat

Note: Because exposure card scores are globally calculated, role-based access control (RBAC) does not
affect card data on the Exposure View page.

To view your CES trend for an exposure card:
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1. In the exposure card library, select the exposure card for which you want to view your CES

trend.
The Exposure View page displays CES details for the selected card.

2. Scroll down to the Trend section.

~ Trend o
TMonth 3 Months 6Months 1Year Custom- Jan 30, 2024 - Jan 30, 2025
CES Score & Grade
700
Cc
Target: 333
B
. I~ U
i}
30Jan 9.Jan
Events
ORS OO0, OOIOXOE O (OIOIO S COXOZO, O O))))

= Score Target

In the Trend section, you can:
* View a graphical representation of your CES trend over time.
* At the top of the trend graph, select a timeframe for which you want to view your CES trend:
° 1m — View your CES trend over the previous month.
° 3m — View your CES trend over the previous 3 months.
° 6m — View your CES trend over the previous 6 months.
° 1y — View your CES trend over the previous year.

° Custom date range — Use the calendar tool to select a specific date range over which to
view your CES trend.
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« At the bottom of the trend graph, click an ® event marker. In the Events section, Tenable

Exposure Management displays specific information about that event and how it affects your
CES.

Tag Performance

The Tag Performance section of the Exposure View page shows how the tags applied to your
assets affect your CES. You can use this information to answer the following questions:

* What tags are part of my current exposure view?
* Which tags drive my CES?

* Which tags should | focus on to improve my scores?

Note: Because exposure card scores are globally calculated, role-based access control (RBAC) does not
affect card data on the Exposure View page.

To view your tag performance:

1. In the exposure card library, select the exposure card for which you want to view your tag

performance.

The Exposure View page displays CES details for the selected card.
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2. Scroll down to the Tag Performance section.

+ Tag Performance = &
Tags

Seealltags v

Tags plotted by contribution (%) Active Filter

©®®

c g

100% ‘

do - iotaq: mytag @ One  jessica : Critical ... @ One  users:vip @ One  owner : product @ One location : lab ® On
Tag contribution Tag contribution Tag contribution Tag contribution Tag contribution Tagt
99% 0.8% 0.1% 0.1% 0% 1}
(o] 070 -1 /0 -1/0 o] .
Score last 7 days Score last 7 days Score last 7 days Score last 7 days Score last 7 days Scor
o 8 75 m = a7
E * 683 = . 778 = . 05 E o™ E o 860 -
663 ekl 705 m 860 an
CES ©663/1000 CES: 7791000 CES: 705/1000 CES: TNM000 CES 860/1000 CES
Number of assets: 13200 Number of assets: 86 Number of assets: 8 Number of assets: 6 Number of assets: 5 Hum
Categaries: OB8A Categories: 208 Categories: 2.8 Categories: = Categories: =2, Cate
[ View tag details page [ View tag details page [ View tag details page [@ View tag details page [ View tag details page @V

In the Tag Performance section, you can do the following:
* View the number of tags within your Tenable Exposure Management instance.
° To see a list of all tags, click See all tags.
A list of your tags appears in Category:Value pair format.
° Click on a tag Category:Value pair to view additional details:
® Tag Type — The tag type (e.qg., static).

® Data Source — The application in which the tag was created. For more
information, see Data Sources.

® Show connected assets — Click to view a list of assets to which the tag is applied.
Tenable Exposure Management redirects you to the Assets page filtered by the
selected tag.
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® Show tag details — Click to view all details for the tag. Tenable Exposure
Management redirects you to the Tag Details page.

* View a plot point graph of your tags based on the percentage of their contribution.

l Tip: Click on a plot point to highlight the corresponding tile below.

Note: Because an asset can be tagged with more than one tag, tags can overlap, causing your total
percentage to exceed 100%.

* In the Active Filter section, click on a letter grade score to filter all data in the

Tag Performance section by tags that fall under the selected score.

* View tiles that highlight the performance of each tag. On any tile, you can:

o

View the name of the Category:Value pair.

View a letter grade representation of your CES grade as it compares to your industry and
the total population.

View the Tag contribution percentage (i.e., the percentage of your CES score that
comes from assets to which this tag is applied).

View a graphical representation of the CES trend over the last 7 days.
View the tag CES.
View the Number of assets to which the tag is applied.

View the Categories to which the tag belongs. For more information, see Tenable
Exposure Management Metrics.

Click View tag details page to navigate directly to the Tag Details page.

To the right of the tiles, click the ? putton to scroll through available tiles.

Remediation SLA

The Remediation SLA section of the Exposure View page shows Remediation Service Level

Agreement (SLA) data for Tenable Exposure Management. SLA represents the acceptable time

frame between when a finding is discovered and when it fixed or remediated. Here, you can

visualize risks by severity and by compliance with your SLAs to determine how well you are aligning
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to your organization's policy.
How is my SLA calculated?

Tenable Exposure Management calculates your SLA efficiency by comparing the number of active
findings inside your SLA versus the number of active findings that are inside AND outside your SLA:

Findings inside / Findings (Inside + Outside)

Tenable Exposure Management includes all active findings in SLA calculations, but only includes
remediated findings if they were fixed during the remediation timeframe. To determine if a finding
is inside or outside of your SLA, compare the following finding properties:

* All active findings: current-date / first-observed-at
* Remediated findings: last-fixed-at / first-observed-at

The data in the Remediation SLA section applies to all exposure cards within the Exposure View
page and are only based on vulnerability findings. Findings without a Vulnerability Priority Rating
(VPR) do not count towards SLA calculations.

Tip: You can edit your SLA in Tenable Exposure Management by configuring your Exposure View page
settings.

Note: Because exposure card scores are globally calculated, role-based access control (RBAC) does not
affect card data on the Exposure View page.

To view remediation SLA data:

1. Inthe exposure card library, select the exposure card for which you want to view your tag

performance.

The Exposure View page displays CES details for the selected card.
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2. Scroll down to the Remediation SLA section.

~ Remediation SLA

SLA Efficiency | Overall SLA risks
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In the Remediation SLA section, you can:

* Select a timeframe for which you want to view the Remediation SLA data:

° 1Month —View Remediation SLA data for the previous month.

° 3 Months —View Remediation SLA data for the previous 3 months.

° 6 Months —View Remediation SLA data for the previous 6 months.

° 1Year —View Remediation SLA data for the previous year.
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All data within the Remediation SLA section updates accordingly, including the
SLA Efficiency and SLA Breakdown subsections.

* Select a severity level by which you want to filter Remediation SLA data:
° Overall SLA Risks — View risks for your overall SLA.
° Critical SLA Risks — View only risks that have a critical severity.
° High SLA Risks — View only risks that have a high severity.
° Medium SLA Risks — View only risks that have a medium severity.
° Low SLA Risks — View only risks that have a low severity.

All data within the Remediation SLA section updates accordingly, including the
SLA Efficiency and SLA Breakdown subsections.

* In the trend graph, view SLA trend metrics for the selected range of dates.

Overall SLA Risks

Total Risks (1) Avg remediation days ()

3,1 00 -~ 51566.7% 463. D Days ~ 3s4a.1%

=

BuJan

Filter trend graph: == High == Medium Low

° At the bottom of the trend graph, click one or more severity filters to view on the graph.
Multiple severities overlap on the graph to show a holistic view of your SLA risk over
time.

* View your SLA Breakdown:
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@ Web Application Security 0.03%

° Click a risk group type to filter the SLA Breakdown data:
® All Risks — All risks regardless of remediation status.
® Remediated Risks — Only remediated risks.
® Non-remediated Risks — Only non-remediated risks.

° View a graphical representation of your Risk distribution, which shows the number and
percentage of risks that fall Inside SLA and Outside SLA.

° View a graphical representation of your Risk distribution in days, which shows your risk
distribution based on the number of days your risks are inside or outside the SLA.

° View the percentage of Exposures that come from specific exposure categories, for
example, Cloud Security. For more information, see Exposure Categories.

° In the Top Affecting Tags section, view the top tags outside of your SLA, listed in
descending order. Click on a tag to view additional details.

Additionally, you can manage the Exposure View page in the following ways:

e Comment on the Exposure View page.

e Export the Exposure View page.

* Configure the Exposure View page settings.

Manage the Exposure View Page
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In Tenable Exposure Management, you can manage and interact with the Exposure View page in the

following ways:

Comment on the Exposure View Page

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

You can comment on any section within the Exposure View page. Depending on their permissions
and notification settings, users within your Tenable Exposure Management instance can view your
comments. For more information, see View Comment Notifications.

To comment on the Exposure View page:

1. Access the Exposure View page.

2. Do one of the following:

* In the upper-right corner of the view, click the [ button.

* Scroll to the section on which you want to comment and click the [#] button.

The Comments pane appears.
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Comments

Tue Jun 27 2022

@ You Today at 11:54 AM

[ Cyber Exposure Score

Looks great!

[0 Commenting on Cyber Exposure Score

Leave a comment or add others by using @

Include snapshot
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Tip: If you scroll up or down within the Exposure View page, the Comments pane automatically
adjusts to add the comment to the currently displayed section.

3. In the text box, type your comment.

4. (Optional) To include a snapshot of the section on which you want to comment, select
the Include snapshot check box.

5. Click the @ button.

Tenable Exposure Management posts your reply. Depending on their permissions and
notification settings, Tenable Exposure Management notifies other users about your
comment.

View Comment Notifications

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

When someone comments on the Exposure View page, a notification appears in the Comments
window. For more information about commenting on the Exposure View page, see Comment on the

Exposure View Page.

To view comment notifications:

1. Access the Exposure View page.

2. Inthe upper-right corner, click the [ button.
The Comments window appears and shows your unseen comments and replies.
3. (Optional) To reply to a comment, click on the comment.
The Comments pane appears and displays the selected comment.
a. Inthe text box, type your comment.

b. (Optional) To include a snapshot of the section on which you want to comment, select
the Include snapshot check box.
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c. Click the @ button.

Tenable Exposure Management posts your reply. Depending on their permissions and
notification settings, Tenable Exposure Management notifies other users about your

comment.
Export a Section or All of the Exposure View Page

You can export Exposure View page data in the following ways:

* Export the entire Exposure View page in .pdf format

* Export a single section of the Exposure View page in .png format.
To export the entire Exposure View page:

1. Access the Exposure View page.

2. Inthe upper right corner, click the = button.

A menu appears.

> ()

@ Create report

— [ Edit

3. Click [ Create Report.

Tenable Exposure Management downloads the export file to your computer. Depending on
your browser settings, your browser may notify you that the download is complete.

To export a single section of the Exposure View page:

- 239 -



O

1. Access the Exposure View page.

2. Scroll to the section of the page that you want to export.
3. Click the & button.

Tenable Exposure Management downloads the export file to your computer. Depending on
your browser settings, your browser may notify you that the download is complete.

Configure Exposure View Page Settings

You can configure how data appears within on the Exposure View page, including system defaults

and benchmarks, layouts, and data sorting.

To configure your Exposure View page settings:

1. Access the Exposure View page.

2. Inthe upper-right corner, click the & button.

The Exposure View Settings page appears.
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Lumin Exposure View Settings

Exposure Card Library

Sparkline Timespan Card sorting
Manual Sort
1 week w )
Alphabetic Order

QO Creation Order
Last Modified Order
Score (Low To High CES)
Score (High To Low CES)

Exposure Card Defaults

Benchmark Industry

Media w

Card Layout
Show Metric Name Open by default Drag to reorder

SLA @)
-

3. (Optional) Configure settings in the following sections:
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* Exposure Card Library

Option Description

Sparkline In the drop-down menu, select the timespan to use for the

Timespan sparkline preview on exposure cards within the Exposure Cards
library.

Card sorting Select the radio button for how you want to sort the cards within

the Exposure Cards library.

* Exposure Card Defaults

Option Description

Benchmark Industry In the drop-down menu, select the industry to use as a
benchmark when comparing your metrics. For more
information, see Tenable Exposure Management Metrics.

Show Metric Do any of the following:

° Select the check box next to any metric that you
want to include on the Exposure View page.

° Deselect the check box next to any metric that you
do not want to include on the Exposure View page.

Name View the name of the metric for which you're configuring
the card layout.

Open by default Do any of the following:

° Enable the toggle for any metric that you want to
open by default when viewing the Exposure View

page.

° Disable the toggle for any metric that you do not
want to open by default when viewing the Exposure
View page.
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Drag to reorder

Card Targets

Category Targets

° Computing
Resources

° Cloud
Resources

° |dentities

° Web
Applications

O

Drag and drop the rows of metrics to edit the order in
which they appear within the Exposure View page.

The Card Targets section allows you set the overall target
for the card.

Select the radio button next to one of the following
options:

° Custom — Manually select a target benchmark for
the exposure card by doing one of the following:

® |n the text box, manually type a target
benchmark number for the card.

® Click and drag the slider to select a target
benchmark number for the card.

° Set to Industry Benchmark — Automatically set the
target to match the industry benchmark for the
data.

° Set to Population Benchmark — Automatically set
the target to match the population benchmark for
the data.

The Category Targets section allows you set the target
benchmark for each individual category whose data
populates the Exposure View page.

Note: These settings only apply to the Score toggle view of
the Exposure View page.

For each category, select the radio button next to one of
the following options:

° Custom — Manually select a target benchmark for
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° Operational the category by doing one of the following:

Technol
ecanology ® |n the text box, manually type a target for the

cateqgory.

® Click and drag the slider to select a target for
the cateqory.

° Set to Industry Benchmark — Automatically set the
target to match the industry benchmark for the
data.

° Set to Population Benchmark — Automatically set
the target to match the population benchmark for

the data.
Exposure Card The Exposure Card Targets section allows you set the
Targets target benchmark for exposure cards within the Exposure
View page.

For each category, select the radio button next to one of
the following options:

° Custom — Manually select a target benchmark for
the category by doing one of the following:

® |n the text box, manually type a target for the
category.

® Click and drag the slider to select a target for
the cateqory.

° Set to Industry Benchmark — Automatically set the
target to match the industry benchmark for the
data.

° Set to Population Benchmark — Automatically set
the target to match the population benchmark for
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Exposure Targets

o

* Trend

Cloud Security

Identity
Exposure

OT Security

Vulnerability
Management

Web Application
Security

the data.

The Exposure Targets section allows you set the target
benchmark for each individual Exposure Management
Class whose data populates Tenable Exposure
Management.

For each category, select the radio button next to one of
the following options:

° Custom — Manually select a target benchmark for
the category by doing one of the following:

® |n the text box, manually type a target for the
category.

® Click and drag the slider to select a target for
the cateqgory.

° Set to Industry Benchmark — Automatically set the
target to match the industry benchmark for the
data.

° Set to Population Benchmark — Automatically set
the target to match the population benchmark for
the data.

Option Description

Default
Timespan

Shown

* Remediation SLA

In the drop-down menu, select the timespan to use for the CES
Trend section within the Exposure View page.
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Option Description

Risk Severity

Data

Categories
/Remediation (in
days)

SLA Efficiency
Target

Graph Range

4. Click Save I,

Do any of the following:

° Select the check box next to any risk severity you want
to include within the Remediation SLA section on the

Exposure View page.

° Deselect the check box next to any risk severity you
want to include within the Remediation SLA section on

the Exposure View page.

For each data category, type the number of days within which
each risk level of SLA must be addressed. For example, if you
have an internal SLA to address critical Computing
Resources risks within 4 days, in the Critical text box for that
category, type 4.

For each risk severity, drag the slider to set the SLA
efficiency target percentage to use within the Exposure View

page.

For each risk range, type the date range to use for the graph
in the SLA section within the Exposure View page.

Tenable Exposure Management saves your configuration updates and applies any changes.

Manage Exposure Cards

In Tenable Exposure Management, you can manage exposure cards in the following ways:

Create a Custom Exposure Card

In Tenable Exposure Management, you can create a custom exposure card to specify the categories

for which you want to see data. Once you create a custom exposure card, you can then select the

card in the exposure card library to view its data on the Exposure View page.

Before you begin:
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* (Optional) Create a tag to apply to the card.

To create a custom exposure card:

1. At the top of the exposure card library, click the + New Custom Card button.

The New Custom Card page appears.

New Custom Card
Card Details

* Card Name

[ Enter a card name

* Card Description

Enter a card description

Adding Tags
Search tags
Tag Name CES Related Assets Weaknesses ¥
w " AWSCustom 492 7124 L 6.8k
W AW Custom 492 7124 e 6.8k
W {105 Custom 492 7124 e 6.8k
¥ awscustom 492 7021 o 6.8k

not exists

2. In the Card Details section:
a. Inthe Card Name box, type a name for the exposure card.
b. Tn the Card Description box, type a brief description of the exposure card.

3. In the Adding Tags section, select the tags you want to use to provide data for the exposure
card:
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a. (Optional) Use the Search box to search for specific tags.

b. Select the check box next to each tag you want to use to provide data for the exposure

card.

4 Click Save IO .

Tenable Exposure Management saves the exposure card and adds it to the Custom tab within

the exposure card library.

Tip: You can later edit the card to configure more settings such as the card layout and targets, as well as
change the defaults for card's Trend and Remediation SLA.

Edit an Exposure Card

To edit an exposure card:

1. Inthe exposure card library, cick the card you want to edit.

The card information appears.

2. Inthe upper right corner of the page, click the - button.

A menu appears.

3. Click & Edit.

The edit card page appears.
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Card Settings

* Card Name

Cloud Security

Max. B0 characters V460

Card Description

Cloud Resources

Benchmark Industry

Other v

Card Layout

Show Metric Name Open by default Drag to reorder

Trend (O]
] s O]
Tag Performance ()
4

Exposure card targets Default ‘) Custom

® Too0

© Custom

4. On the Card Settings tab, make any desired changes:

* Card Settings

Option Description

Card Name Edit the name of the card.

Card Description Edit the card description.

* Benchmark Industry

Option Description
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Benchmark In the drop-down menu, select the industry to use as a
Industry benchmark when comparing your metrics. For more information,
see Tenable Exposure Management Metrics.

e Card Layout

Option Description

Show Do any of the following:

Metric .
* Select the check box next to any metric that you want to

include in the exposure card.

* Deselect the check box next to any metric that you do not
want to include in the exposure card.

Open by Do any of the following:

Default
* Enable the toggle for any metric that you want to open by

default when viewing the exposure card.

* Disable the toggle for any metric that you do not want to open
by default when viewing the exposure card.

Drag to Drag and drop the rows of metrics to edit the order in which they
Reorder appear on the exposure card.

* Exposure Card Targets

Option Description

Default/Custom Do any of the following:

toggl
09g'e * Enable the toggle to use the default options for this

section.

* Disable the toggle to set custom options for this
section.

- 250 -



O

Card Targets The Card Targets section allows you set the overall target
for the card.

Select the radio button next to one of the following options:

* Custom — Manually select a target benchmark for the
exposure card by doing one of the following:

° In the text box, manually type a target
benchmark number for the card.

° Click and drag the slider to select a target
benchmark number for the card.

* Set to Global Target — Automatically set the target to
match your Global CES for the data.

* Set to Industry Benchmark — Automatically set the
target to match the industry benchmark for the data.

* Set to Population Benchmark — Automatically set the
target to match the population benchmark for the
data.

* Exposure Targets (Custom Cards Only)

Option Description

Exposure Targets The Exposure Targets section allows you set the target

« Vulnerability benchmark for each individual category whose data

populates the card.

Management

e Web For each category, select the radio button next to one of
Applications the following options:

« Identity * Custom — Manually select a target benchmark for
Exposure the category by doing one of the following:

° In the text box, manually type a target for the
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* Operational category.

Technologies
g ° Click and drag the slider to select a target for

* Cloud Security the category.

* Set to Global Target — Automatically set the target
to match your Global CES for the data.

* Set to Industry Benchmark — Automatically set the
target to match the industry benchmark for the
data.

* Set to Population Benchmark — Automatically set
the target to match the population benchmark for

the data.
* Trend
Option Description
Default/Custom Do any of the following:
toggle
99 * Enable the toggle to use the default options for this
section.
* Disable the toggle to set custom options for this
section.
Default Timespan In the drop-down menu, select the timespan to use for the
Shown Trend section within Tenable Exposure Management.

* Remediation SLA

Option Description

Default/Custom Do any of the following:

toggl
oggle * Enable the toggle to use the default options for this

section.
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Low, Medium, High,
and Critical ranges

View Severity on
Card

Graph Range

5 Click Save & .

* Disable the toggle to set custom options for this
section.

For each category, type the number of days within which
each risk level of SLA must be addressed. For example, if
you have an internal SLA to address critical Computing
Resources risks within 4 days, in the Critical text box for
that cateqory, type 4.

Do any of the following:

* Select the check box below any risk range that you
want to include in the exposure card.

* Deselect the check box below any risk range that you
do not want to include in the exposure card.

For each risk range, type the date range to use for the graph
in the SLA section within Tenable Exposure Management.

Tenable Exposure Management saves your changes to the exposure card.

Share a Custom Exposure Card

I Note: You can only share custom exposure cards.

To share a custom exposure card:

1. In the exposure card library. click the Custom tab.

A list of user-created custom cards appears.

2. Click the custom card you want to share.

The card information appears.

3. At the top of the page, click Share ~4.

The Share Exposure Card window appears.

- 253 -



O

4. In the search box, type the email address of the user or users with which you want to share

the exposure card data.

| Tip: Below the search box, you can view which users have access to the data.

5. In the drop-down menu, select the access you want to grant to the user with which you are
sharing the exposure card data. For example, if you want to allow the user to comment on the

data, select can comment.

can edit -~ =

) canedit
can comment

canview

6. Click Share.

Tenable Exposure Management shares the exposure card data with the selected users.

Selected users receive notification emails.

Delete a Custom Exposure Card

| Note: You can only delete custom exposure cards.

To delete a custom exposure card:

1. In the exposure card library. click the Custom tab.

A list of user-created custom cards appears.
2. Click the custom card you want to delete.
The card information appears.

3. At the top of the page, click the = button.

A menu appears.

4. Click Z Edit.
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The edit card page appears.

Card Settings

Card Settings

# Card Name

Cloud Security

Max. B0 charactars

Card Description

Cloud Resources

Benchmark Industry

Other

Card Layout

Show Metric

Name Open by default

Drag to reorder

1

Trend ‘)
s «©
Tag Performance ‘)

Exposure card targets

® 1000

© Ccustom

5. At the bottom of the page, click Delete [P

- 255 -

Default D Custom



Risk Severity Overall Risks Critical Risks High Risks Medium Risks Low Risks
Data Categories Remediation (in days)

. Computing Resources - Days 3 Days 3 Days 3 Days
SLAEfficiency Target son. —() — 61z ——) siz  —) sox  ——)

SLA Breakdown - Graph Range

Inside SLA 7~ Days Days 6 v Days 7~ Days 7~  Days

Outside SLA -21 v Days Days 62 v Days 21 v Days -1 v Days

Delete [1] Cancel

A confirmation message appears.
6. Click Delete card.

Tenable Exposure Management deletes the custom exposure card.

- 256 -



Attack Path

As part of a typical attack, adversaries leverage different tools and techniques to accomplish their
objectives. Usually, a hacker attains an initial foothold over the network, whether by a phishing
attack or exploiting a publicly exposed vulnerability. Hackers may then seem to maintain access
over the machine (Persistence), elevate their privileges, and laterally pivot between network devices
(Lateral Movement). Last, the hacker tries to complete their objective, for example, a denial of
service of critical infrastructure, exfiltration of sensitive information, or distraction of existing
services. This event is known as Attack Path. An attack path contains one or more Attack
Techniques, allowing the hacker to accomplish his objective.

The Attack Path page in Tenable Exposure Management takes your data and pairs it with advanced
graph analytics and the MITRE ATT&CK™ Framework to create Top Attack Techniques. These paths

allow you to understandand take action on the unknowns that enable and amplify threat impact on
your assets and information.

Additionally, you can use the Top Attack Paths tab to dive deeper into the mind of an attacker by

interacting directly with attack paths, building custom paths, and manipulating the origins and
targets within a path to view exactly how these changes affect your data.

| Note: Attack path data ingestion can take up to 5 hours.

What is Attack Path?

* What is a top attack path?
° A top attack path is an attack path that leads to one or more critical assets.
* What is a top attack technique?

° A top attack technique is an attack technique that exists in one or more attack paths
that lead to one or more critical assets.

* How does Tenable Exposure Management map critical assets?
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° Assets with an Asset Criticality Rating of 7 and above
° Cloud resource assets marked as Sensitive
° User account assets within Active Directory with Domain Admin rights
* How does Tenable Exposure Management classify the severity of an attack technique?
° Likelihood: The number of attack paths
° Impact: The critical assets that could be compromised by the attack

° Method: The tactic associated with the attack (for example, lateral movement or
privilege escalation)

° Path: The start and end points of the attack path technique
Before you begin:

For Attack Path data ingestion to function as expected, ensure you have the following:
* A Tenable Vulnerability Management Basic Network Scan with credentials.
* One of the following:

° A Tenable Vulnerability Management basic scan using the Active Directory Identity scan
template. This scan type requires fewer permissions, and provides a basic overview of
your active directory entities.

Note: You can run this scan type on its own, or as part of a Basic Network Scan. In a Basic
scan, you must ensure the Collect Identity Data from Active Directory option is enabled in
the Discovery section.

° Tenable Identity Exposure SaaS deployed.

Note: Because the plugin only supports up to 7,000 identities, the Active Directory Identity scan
template is not designed for large environments, but is instead intended to help small customers
kick start their use of Tenable Exposure Management. Tenable recommends that larger customers
deploy Tenable Identity Exposure.

¢ Additionally, for best performance, Tenable recommends the following:
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e Have at least 40% of assets scanned via an authenticated scan.
* Select maximum verbosity in the Basic Network Scan.

* A default Tenable Web App Scanning scan, including injection plugins. At least 40% of
the web applications should be scanned.

* An AWS connection with a Tenable Cloud Security scan policy including all vulnerabilities
and available AWS resources.

* When using Tenable Identity Exposure, enable privileged analysis. This option highlights

key attack vectors used by hackers and gives you a better understanding of your attack
surface, including credential auditing and password analysis.

* A scan frequency of at least once a week.
e Configure Tenable OT Security.

* Configure Tenable Attack Surface Management and configure the application for use

with Tenable Vulnerability Management. This ensures that usable data gets pulled into

Tenable Exposure Management.

To access the Attack Path page:
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1. In the left navigation menu, click Attack Path.
The Attack Path page appears with the Dashboard tab displayed by default.

Dashboard Attack Paths Attack Techniques ATT&CK Heatmap

Compa re TQ M None Yesterday 7 Days 15 Days 30 Days

Critical Assets (reached/ total) O = Top Attack Paths (O “ Top Attack Techniques A g critical “
22 High

590 /11K 1.2K 140 %

Top Attack Path Matrix Trending Attack Paths

Data Source: Giobal i B [ Lockbit_3.0 Description: LockBit is a cybercriminal group
proposing ransomware as a service (RaaS).

Attack Path: 5

3 Scattered Spidgr Description: Scattered Spideris a
cybercriminal group that has been active
since at least 2022 targeting customer
relationship management and business-
process outsourcing (BPO) firms as well as
telecommunications and technology
companies.

Attack Path: 0

— Source Node Exposure Score »

75 42 28 (1]

— Target Asset Criticality Rating —

Source NES Range: Low: 010 <4 Medium: &to <7 High: Tto <9 Critical: 81010 0 MITRE Breach Description: MITRE breach TTPs including
Target ACR Range: Low to High: Dto<8 High: 810<8 Critical: 9to<I0 Critical: 10

On the Attack Path page, you can:
¢ View and interact with the data on the Dashboard tab.
¢ \iew and interact with the data on the Attack Paths tab.

* View and interact with the data on the Attack Techniques tab.

¢ View and interact with the data on the ATT&CK Heatmap tab.

Dashboard

The Dashboard tab gives you a high-level view of your vulnerable assets such as the number of
vulnerable critical assets, the number of attack paths leading to these critical assets, the number of
open attack techniques and their severity, a matrix to view paths with different source node
exposure score and ACR target value combinations, and a list of trending attack paths.

To access the Dashboard tab:
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1. Access the Attack Path page.
The Dashboard tab appears by default.

Dashboard Attack Paths Attack Techniques ATT&CK Heatmap

Compa re To M None Yesterday 7 Days 15 Days 30 Days

Critical Assets (reached/ total) O = Top Attack Paths (O “ Top Attack Techniques & 0 Critical “
2 High

590 /11K 1.2K 140 2% o

Top Attack Path Matrix Trending Attack Paths

Data Source: Giobal w B - [ Lockbit_3.0 Description: LockBit is a cybercriminal group
proposing ransomware as a service (RaaS).

Attack Path: 5

4
-
2
3
0 i Description: Scattered Spider is a
A 0 3 Scattered Spider p p
§ cybercriminal group that has been active
-3 since at least 2022 targeting customer
w
2 relationship management and business-
2 225 255 26 55 process outsourcing (BPO) firms as well as
g telecommunications and technology
é companies.
Attack Path : 0
75 42 28 0

— Target Asset Criticality Rating -

Source NES Range: Low: 010 <4 Medium: &to <7 High: Tto <9 Critical: 81010 0 MITRE Breach Description: MITRE breach TTPs including
Target ACR Range: Low to High: Dto<8 High: 810<8 Critical: 9to<I0 Critical: 10

The Dashboard tab shows the following details:

Widget Description

Compare To Compare and view the difference between the current data and the data
from a specific timeframe. You can select from these options:

* None

Yesterday

¢ 7 days
* 15 days

30 days

Based on the option you select, each widget lists the differences
between timeframes and shows a colored directional arrow to indicate
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Critical Assets
(reached/total)

Top Attack Paths

Top Attack
Techniques

Top Attack Path
Matrix

Trending Attack
Paths

Top Attack Paths

O

whether the value has increased or decreased.

The number of critical assets that attack paths can lead to by the total
number of critical assets in your environment. Click the @ icon to view

the reached critical assets on the Top Attack Paths tab.

The number of top attack paths that lead to critical assets. Click the &

icon to view the attack paths on the Top Attack Paths tab.

The total number of top attack techniques with the number of critical,
high, medium, and low severity attack techniques. Click & to view the

techniques on the Top Attack Techniques tab.

Each square in the matrix shows the number of attack paths
corresponding to target Asset Criticality Rating (ACR) and Source Node
Exposure Score values. This matrix includes only assets with an ACR of 7
or higher to ensure you can prioritize your most critical assets first.

For example, you can quickly view the attack paths that lead to the
highest ACR targets and whose source nodes have the highest exposure
score source by checking the value in the square in the upper right
corner of the matrix. Click any square to navigate to the Top Attack
Paths tab with the appropriate filter automatically applied. Here you can
view paths that match the selected value.

Tip: At the top of the matrix, click on a Data Source to filter the matrix by
attack paths from the selected source. If there is no data available for a data
source type, the button for that source is disabled.

A list of all trending attack paths.

The Top Attack Paths tab on the Attack Path page allows you to dive deeper into the mind of an

attacker by interacting directly with attack paths and nodes. Here, you can:
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* Use the Attack Path Query Builder to generate custom paths and manipulate the origins and

targets within a path to view exactly how these changes affect your data.

* Use the Asset Query Builder to gain insight into your asset nodes and how they connect to

one another.

* Create and manage query bookmarks, and use Built-in Queries to dive deeper into possible

attack paths.
Before you begin:

For Attack Path data ingestion to function as expected, ensure you have the following:
* A Tenable Vulnerability Management Basic Network Scan with credentials.

* One of the following:

° A Tenable Vulnerability Management basic scan using the Active Directory Identity scan
template. This scan type requires fewer permissions, and provides a basic overview of

your active directory entities.

Note: You can run this scan type on its own, or as part of a Basic Network Scan. In a Basic
scan, you must ensure the Collect Identity Data from Active Directory option is enabled in
the Discovery section.

° Tenable Identity Exposure SaaS deployed.

Note: Because the plugin only supports up to 7,000 identities, the Active Directory Identity scan
template is not designed for large environments, but is instead intended to help small customers
kick start their use of Tenable Exposure Management. Tenable recommends that larger customers
deploy Tenable Identity Exposure.

* Additionally, for best performance, Tenable recommends the following:
* Have at least 40% of assets scanned via an authenticated scan.
* Select maximum verbosity in the Basic Network Scan.

* A default Tenable Web App Scanning scan, including injection plugins. At least 40% of
the web applications should be scanned.
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* An AWS connection with a Tenable Cloud Security scan policy including all vulnerabilities

and available AWS resources.

* When using Tenable Identity Exposure, enable privileged analysis. This option highlights

key attack vectors used by hackers and gives you a better understanding of your attack

surface, including credential auditing and password analysis.

* A scan frequency of at least once a week.

* Configure Tenable OT Security.

* Configure Tenable Attack Surface Management and configure the application for use

with Tenable Vulnerability Management. This ensures that usable data gets pulled into

Tenable Exposure Management.

To access the Top Attack Paths tab:

1. Do one of the following:

* In the left navigation menu, click Attack Path > Attack Paths.

* At the top of the Attack Path page, click the Attack Paths tab.

The Top Attack Paths tab appears.

Custom Queries

Attack Path Query Builder

L0 Show attack paths from an asset
towards another asset.
Asset Query Builder
0O Search for group of assets ora

specific one

Query Library

{y Bookmerks -
1szren queries
Active Directory
D Misconfigurations ~v

8 search queries

Cloud
7 search queries

Cloud Identities
s

12search queries

Credentials
3 search queries

o
o
OA Common Vulnerabilities
o

Top Attack Paths

Q il
@ Target ACR>8 (¥ Vulnerability Management 4 Identity Exposure @ Web Application Scanning F 0T Security 03 Cloud Security A Attack Surface Management
0 Selected ed (0) (> ExportAll < < Pagelof10 3 1to250f 228
ViewGraph  Name Path Priority Rating (1) Nodes Actions
> £ Exposed External Remote Services Allow Internet Access to Cloud Resources Al ® High @>0
> @ £ ws2 to Administrator ® High Ca > A
> m < An attacker can move from ws1 to DC1by exploiting CVE-2023-36025 Al @ High G B
> @ < An attacker can move from ws to DC1 by exploiting CVE-2022-41076 Al ® High G H B
> @ £ Attacker can gain access to DC1by exploiting CVE-2024-21412 Al @ High G o B
> @ < Windows workstation ws] reaches into domain controller DC1by exploitingCVE-2... Al @ High G o> o B
> @ < Attacker can gain access to DC1 by exploiting CVE-2023-36884 | Al @ High G > B
> @ £ w1 can be used to access domain admin credentials Al ® High > %> 8
> & Public Internet leads to data exfiltration from tenable-attack-path-close-bucket .. Al @ High ®>0>[F]

Tip: To view the source of an attack path detection, on the Attack Technique Details page, view the
applicable attack path techniques' Related Sources.
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By default, the Top Attack Paths list appears, which lists the top attack paths leading to critical
assets.

In this list, you can:

° Filter the list:

Tip: Below the search box, click a quick filter button to automatically filter the list by the selected
item.

a. At the top of the list, click inside the search box.

The Choose your filter drop-down box appears where you can choose a filter by which
to filter the top attack path list. These include, but are not limited to:

Filter Description

Name Filters by the attack path name.
Summary Filters by the attack path summary text.
Priority Filters by priority: critical, high, medium, or low.

b. Select the filter you want to use to filter the list.
The Choose operator drop-down box appears.
c. Select the operator you want to use to filter the list.
The Choose value drop-down box appears.
d. Select the value you want to use to filter the list.
e. Click Apply.
Tenable Exposure Management filters the list based on your criteria.

° Show/hide columns in the list:

14
Tir

a. Inthe upper-right corner of the list, click the button.

A drop-down menu appears.

b. Select or deselect the check box next to the column you want to show or hide in the list.
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The list updates based on your selection.

° Export one or more attack paths:
Do one of the following:
m |n the list, next to the attack path you want to export, click the ¢ button.
A menu appears.
a. Click Export as CSV.

® In the list, select the check box next to each attack path you want to export.

a. At the top of the list, click [ Export Selected.

® To export all attack paths, at the top of the list, click [ Export All.

Tenable Exposure Management downloads the export file to your computer. Depending on
your browser settings, your browser may notify you that the download is complete.

° View the following attack path information:

Tip: (Not supported in FeEdRAMP environments) Click the by button in any row to expand the full
attack path summary details, including an Al powered summary of the attack path.

N Exploiting CVE-2020-1272: WIN7UNPATCHED Gains.. @ High Ca > &> G & :

Attack Summary by Al
An attacker with control over WIN7UNPATCHED can intercept network traffic within the 192.168.1.0/24 subnet using network sniffing (T1040) to discover valuable
information, such as credentials or sensitive data. By leveraging this technigue, the attacker gains an understanding of the network’s topology and identifies the
presence of CVE-2020-1272 (CVE-2020-1272), a vulnerability affecting EX-EMPIRE-05. The attacker can then exploit the remote services on EX-EMPIRE-05 by
utilizing the Exploitation of Remote Services technique (T1210) to achieve lateral movement within the network. This allows the attacker to access and potentially
compromise additional systems, expanding their foothold and increasing the impact of the breach.

m View Graph — Click the = button in the row of any attack path for which you want to

view a graphical representation the attack path. For more information, see View the
Attack Path Graph.

® Name — The name of the attack path.

® Path Priority Rating — The priority of an attack path. Tenable Exposure Management
calculates the PPR based on the relative number of attack paths to critical assets.

- 266 -


https://docs.tenable.com/PDFs/FedRAMP/FedRAMP_Product_Offering.pdf

O

Tenable Exposure Management categorizes priority levels as Low, Medium, High, and
Critical.

® Nodes — A visual representation of the nodes involved in the attack path that indicates
the node type and the order in which the nodes might be accessed.

m Actions — Click the i inthe row of any attack path to perform the following actions:

* View Attack Techniques — Click to navigate directly to the Top Attack
Techniques page, filtered by techniques related to the selected attack path.

* Export as CSV — Click to export the attack path in CSV format. Tenable Exposure
Management downloads the export file to your computer. Depending on your
browser settings, your browser may notify you that the download is complete.

On the Top Attack Paths tab, you can also:

* Use the Attack Path Query Builder to generate a custom attack path query.

* Use the Asset Query Builder to generate a custom query for one or more assets or asset

groups.

* Use a Built-in Query in the Query Library to generate a pre-configured query.

Generate an Attack Path Query with the Attack Path Query Builder

You can use the Attack Path Query Builder to generate an attack path from one asset to another.
You can create a query from a specific node or asset origin, and then specify the target to which
you want to compare.
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Query builder < Back to queries
Standard queries S
Attack Path Query Builder R

Please add parameters first

O Standard O Blast Radius @ O Asset Exposure @

) Source +
¢ Swap

€) Target +

(@ Attack Technique +

| Tip: To generate an attack path using a built-in query, see Generate an Attack Path with a Built-in Query.

To generate a custom attack path query:

1. Access the Top Attack Paths tab.

2. In the Custom Queries section, click Attack Path Query Builder.

The Query Builder pane appears.
3. In the Source box, click the ¥ button.

The source options appear.
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4. For each source you want to include in the query:
a. Select the radio button next to the type of origin you want to use for the query:
* Asset type — Generate a query based on a certain type of asset.
* Specific asset — Generate a query based on a specific asset.

b. In the text box, type the asset type or specific node/asset you want to use for the query.

c. (Optional) To apply filters to the origin:
i. Click the W button.
The Filters window appears.

ii. Inthe Parameter drop-down, select the parameter by which you want to filter the
origin.

iii. In the Operator drop-down, select the operator to apply to the parameter.

iv. Inthe text box, type or select the value or values you want to use for the filter.

| Note: The values you can use differ depending on the parameter you selected.

v. Click Apply and search.
Tenable Exposure Management applies the filter to the origin.
5. Inthe Target section, click the * putton.
The target options appear.
6. For each target you want to include in the query:
a. Select the radio button next to the type of target you want to use for the query:

* Asset type — Generate a query based on a certain type of asset.
* Specific asset — Generate a query based on a specific asset.

b. Inthe text box, type the asset type or specific node/asset you want to use for the query.

c. (Optional) To apply filters to the target:
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i. Click the W button.
The Filters window appears.

ii. Inthe Parameter drop-down, select the parameter by which you want to filter the
target.

iii. Inthe Operator drop-down, select the operator to apply to the parameter.

iv. Inthe text box, type or select the value or values you want to use for the filter.

I Note: The values you can use differ depending on the parameter you selected.

v. Click Apply and search.

Tenable Exposure Management applies the filter to the target.
7. (Optional) Click E Swap to swap between Source and Target assets.

8. In the Attack Technique section, click the * button.
A text box in which you can search for and select techniques appears.
9. In the Technique box, type or select a specific attack technique.

Tenable Exposure Management updates the list based on the search criteria. For more
information on supported techniques, see Supported Attack Path Techniques.

10. (Optional) Click ¥ Add a Technique to add additional techniques.

Note: Tenable Exposure Management enables * Adda Technique only after you add an initial
technique.

Caution: You must add techniques to your query in the order in which they appear in an attack path.
Tenable Exposure Management does not provide query results for incorrectly ordered techniques.

11 Click Search =,

Tenable Exposure Management returns any attack paths that match the query you created.
For more information on interacting with the data, see Interact with Attack Path Query Data.
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12. (Optional) To reset the query pane, at the top of the pane, click the {) button.

Tenable Exposure Management resets the selections within the pane.

(Optional) Save your Query as a Preset/Bookmark

Once you've built your custom query, you can save it as a preset, where you can then access it
as a bookmark when creating new built-in attack path queries.

To save your query as a preset:
1. At the top of the pane, click the button.
The Save as preset window appears.
2. In the Name of preset text box, type a name for the query.
3. In the Description of preset text box, type a description of the query.

4. Click Save preset E.

Tenable Exposure Management saves the query as a preset. You can access your saved
queries in the Bookmarks section of the Query Library.

What to do next:
Interact with the attack path data provided by the query.

Generate an Asset Exposure Query

You can generate a query to view your Asset Exposure, which helps you to visualize an attack path
from multiple assets down to one asset.

To generate an Asset Exposure query:

1. Access the Top Attack Paths tab.

2. In the Custom Queries section, click Attack Path Query Builder.
The Query Builder pane appears.

3. Select the Asset Exposure radio button.
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The Source options auto-fill.

UUEF‘_F builder < Back to queries

Standard queries 9 B
Asset Exposure graph o

Please add parameters first

O Standard O Blast Radius (O O Asset Exposure &

(©) Source ~
O Assettype O Specific asset T
AliAssets Y@

+ Add aSource

€) Target +

4. Click the Target drop-down, and, for each target you want to include in the query:
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a. Select the radio button next to the type of target you want to use for the query:
* Asset type — Generate a query based on a certain type of asset.
* Specific asset — Generate a query based on a specific asset.

b. In the text box, type the asset type or specific node/asset you want to use for the query.

c. (Optional) To apply filters to the target:
i, Clickthe ' button.
The Filters window appears.

ii. Inthe Parameter drop-down, select the parameter by which you want to filter the
target.

iii. Inthe Operator drop-down, select the operator to apply to the parameter.

iv. Inthe text box, type or select the value or values you want to use for the filter.

I Note: The values you can use differ depending on the parameter you selected.

v. Click Apply and search.
Tenable Exposure Management applies the filter to the target.
5. Click Search 5::'

Tenable Exposure Management returns any attack paths that match the query you created.
For more information on interacting with the data, see Interact with Attack Path Query Data.

6. (Optional) To save the query as a preset, at the top of the pane, click the button.

The Save as preset window appears:
a. In the Name of preset text box, type a name for the query.

b. In the Description of preset text box, type a description of the query.
c. Click Save preset .

Tenable Exposure Management saves the query as a preset.
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l Tip: When you save a query as a preset, you can use it as a filter on the Top Attack Paths tab.

What to do next:

Interact with the attack path data provided by the query.

Generate a Blast Radius Query

In the Attack Path section, you can generate a query to view Blast Radius, which helps you to
visualize an attack path from one asset to multiple other assets.

To generate a Blast Radius query:

1. Access the Top Attack Paths tab.

2. In the Custom Queries section, click Attack Path Query Builder.
The Query Builder pane appears.
3. Select the Blast Radius radio button.

The Target options auto-fill.
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Query builder < Back to queries

Standard queries
Blast Radius

Please add parameters first

O B

O Standard O Blast Radius (O O Asset Exposure &

() Source +
8 2
(3 Target ~
O Assettype © Specific asset T
AllAssets ?o

+ Add a Target

4. Click the Source drop-down, and, for each source you want to include in the query:
a. Select the radio button next to the type of source you want to use for the query:
* Asset type — Generate a query based on a certain type of asset.

* Specific asset — Generate a query based on a specific asset.
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b. In the text box, type the asset type or specific node/asset you want to use for the query.

c. (Optional) To apply filters to the source:
i. Click the W button.

The Filters window appears.

ii. Inthe Parameter drop-down, select the parameter by which you want to filter the
origin.

iii. In the Operator drop-down, select the operator to apply to the parameter.

iv. Inthe text box, type or select the value or values you want to use for the filter.

| Note: The values you can use differ depending on the parameter you selected.

v. Click Apply and search.
Tenable Exposure Management applies the filter to the origin.
5. Click Search /D

Tenable Exposure Management returns any attack paths that match the query you created.
For more information on interacting with the data, see Interact with Attack Path Query Data.

6. (Optional) To save the query as a preset, at the top of the pane, click the button.

The Save as preset window appears:
a. In the Name of preset text box, type a name for the query.

b. In the Description of preset text box, type a description of the query.
c. Click Save preset [E].
Tenable Exposure Management saves the query as a preset.

What to do next:

Interact with the attack path data provided by the query.

Interact with Attack Path Query Data
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After running an Attack Path Query, Tenable Exposure Management displays the results associated

with your query. From here, you can drill-down and interact with the data to gain further insights
into the attack path, the nodes techniques involved, and how these could affect your overall
security.

To view and interact with attack path query data:
1. Create one of the following query types:
* Use the Query Builder to generate a custom query.

° Generate an Asset Exposure query to visualize attack paths from multiple assets

down to one asset.

° Generate a Blast Radius query to visualize attack paths from one asset to multiple
other assets.

e Use a Built-in Query in the Query Library to generate a pre-configured query.

The Query Result page appears.

Query Result (10 Attack Paths)

Q il
2 Target ACR=>8 [ Vulnerability Management £ Identity Exposure @ Web Application Scanning & OT Security  Cloud Security 13 Attack Surface Management
0 Selected Export Selacted [+ Export All Tto100f 10
View Graph Name Path Priority Rating (1) Nodes Actions
> £ S8H Authorized Keys from admin to yossicluster3-ngl-Node Al ® Medium oy 0y @
> £ 'SSH Authorized Keys from admin to yossicluster3-ngl-Nede Al #® Medium 2y 5 > &
> £ 5SH Authorized Keys from admin to cg-ubuntu-ec2-1 Al ® Medium 2 B QG
> € 'SSH Authorized Keys from admin to vulnapplication-ng-405f9ea9-Node Al ® Medium ARy ,:'J > G
> £ 53H Authorized Keys from admin to vulnapplication-ng-405f9ea3-Node Al @ Medium 2 Do QG
> = SSH Authorized Keys from admin to yossicluster3-ngl-Node Al ® Medium (R A
> = 5SH Authorized Keys from admin to web0l-research-blackhat Al @ Medium == B G

1. On the Query Result page, you can:

Note: Because the options and data in this section depend on the type of query you run, some items
listed below may not be available for your query.
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* Filter the list of attack paths:

Tip: Below the search box, click a quick filter button to automatically filter the list by the
selected item.

a. At the top of the list, click inside the search box.
The Choose your filter drop-down box appears.
b. Select the filter you want to use to filter the list.
The Choose operator drop-down box appears.
c. Select the operator you want to use to filter the list.
The Choose value drop-down box appears.
d. Select or type the value you want to use to filter the list.
e. Click Apply.
Tenable Exposure Management filters the list based on your criteria.

* View a list of attack paths that match your query. This table includes the following
attack path information:

Column Description

View Graph Click the = button to view the attack path in a graphical format. For

more information, see View the Attack Path Graph.

Name The attack path name.

Path A prioritization metric for attack paths based on the exposure of the
Priority source, criticality of the target and the number of steps of the attack
Rating path. Higher PPR indicates higher risk.

Nodes The asset nodes associated with the attack path. If there are

multiple nodes within the attack path, Tenable Exposure
Management inserts directional arrows to show the direction of the
path to and from each node.
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Tip: Hover your mouse cursor over the icon in this column to view the
full name of the node type.

Actions Click the % button to view available actions.

A menu appears:

° Click View Attack Techniques to navigate directly to the Top
Attack Techniques page filtered by the selected attack path.

° Click Export as CSV to export the attack path information as a
.csv file.

o (Not supported in FedRAMP environments) Click the » button to expand an Al

generated summary of the attack path.
* Export one or more attack paths from the list:
Do one of the following:

° To export individual attack paths:

a. Inthe list, select the check box next to each asset you want to export.

b. At the top of the list, click [ Export Selected.
° To export all attack paths in the list:
a. At the top of the list, click [ Export All.
Tenable Exposure Management downloads the list of selected attack paths as a .csv file.

View the Attack Path Graph

When you click View Graph in the Query Result list, Tenable Exposure Management shows a
graphical representation of the selected attack path.

Note: Because the options and data in this section depend on the type of query you run, some items listed
below may not be available for your query.
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In this section you can:

e (Not supported in FedRAMP environments) At the top of the graph, click the > button to

expand an Al generated summary of the attack path. Here, you can also view a list of Related
Sources for the attack path. This section displays information about the data sources used or
seen within this specific attack path.

Note: While source information is available for on-premises products such as Tenable Identity
Exposure On-Prem and partial products such as Tenable Security Center without Tenable
Vulnerability Management, links to the source application are currently unavailable for these.

* View icons that represent the steps within the attack path, or the assets that match your
query parameters.

° Where applicable, view color coded steps and assets:

° Technique segments color coded by priority (for example, a technique in red
should be prioritized above a technique in orange).

| Note: Informational attack paths, or attack paths without a priority, appear in blue.

° Exposed assets highlighted in red.

° Critical assets highlighted by the @ icon.

° Click on a step or an asset to view additional details for that item.
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* Where applicable, view direction arrows and other indicators that show the source, direction,
and target of the attack path.

* (Not supported in FedRAMP environments) Click Al Assistant to open an
Al chat window, where you can ask questions related to the asset node or the
attack path to which it belongs.

Al Explainability (X

Hey there! €7 Ask me anything about this asset or
attack path.

1SE(

Using this Al, users can better understand the attack path and its associated risk. Here, you
can also gain additional insight into the assets affected by the attack path.

For more information about Al explainability, how to use it, and its limitations, see the
Generative Al Best Practices Guide.

* Use your mouse cursor, the zoom slider, or the + and - buttons in the lower-right corner of the
graph to zoom the graph in and out.

« Click the « » button to enable or disable full screen view.

* Click the 'E' button to reset the graph.
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* Right-click on a step or an asset node to open a menu with additional options:

° (Not supported in FedRAMP environments) Ask Al About This Node — Click to open an
Al chat window, where you can ask questions related to the asset node or the attack
path to which it belongs.

Using this Al, users can better understand the attack path and its associated risk. Here,
you can also gain additional insight into the assets affected by the attack path. For more
information about Al explainability, how to use it, and its limitations, see the Generative
Al Best Practices Guide.

° Expand Node — Click to expand a full view of all items related to the
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° Blast Radius — Click to open a blast radius query, where the selected node is the source
of the attack path. For more information, see Generate a Blast Radius Query.

° Asset Exposure — Click to open an Asset Exposure query, where the selected node is
the target of the attack path. For more information, see Generate an Asset Exposure

Query .

View Node / Attack Details
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The details panel displays additional information about asset nodes and attack techniques visible on

the attack path graph.

To view the information panel for a node or technique:
1. Do one of the following:
* Click a node on the canvas.

A panel appears at the bottom of the page with information about the node.

Tip: In the upper-right corner, click View Asset Details [ to view the node and its details
directly on the Asset Details page.

Node Details

\admin View Asset Details (7]
Group

Information Related Techniques

Properties Relationships

ARN: Aws Account:

Cloud Provider:  CloudProvider.aws S

Cloud 1D:

Cloud Security Labels: Pl Sensitive, Excessive, Admin, Access Keys, No

This information includes, but is not limited to:
° Open Ports — The open ports on the asset.

° ACR — Tenable assigns an ACR to each asset on your network to represent the
asset's relative criticality as an integer from 1to 10. A higher ACR indicates higher

criticality.

° AES — Tenable calculates a dynamic AES for each asset on your network to
represent the asset's relative exposure as an integer between 0 and 1000. A higher
AES indicates higher exposure.

° AVR — The Asset Vulnerability Rating (AVR) is an aggregation of all Vulnerability
Priority Rating (VPR) scores for vulnerabilities detected on the asset.

- 283 -



O

° NES — The Node Exposure Score (NES) is a metric produced by Tenable Exposure
Management to understand the blast radius exposure of a node. This metric
considers the Vulnerability Priority Rating of all vulnerabilities on the asset as well
as other relationships such as software installed, sub-networks to which the asset
belongs, internet exposure, etc.

° Sensors — The sensor or sensors that detected the asset.
 Click an attack technique (i.e., step) on the canvas.
A panel appears with information about the technique such as:
° a Description of the technique.
° the Tactics used within the technique.

° any Sub Techniques used as part of the selected technique.

Attack Details

Tactics: Privilege Escalation, Persistence Technigue: Account Manipulation Sub Technigue: $SH Authorized Keys Sub Technique ID T1098.004 (]

Information
Description Related Sources
Adversaries may modify the S5H authorized_keys file to maintain persistence on a victim host. Linux distributions and (™ Tenable Cloud Security

mac0S commonly use key-based authentication to secure the authentication process of SSH sessions for remote
management. The authorized_keys file in SSH specifies the S5H keys that can be usad for logging into the user account
for which the file is configured. This file is usually found in the user's home directory under <user-
homes/.ssh/authorized_keys. Users may edit the system’s S8H config file to modify the directives PubkeyAuthentication

Here you can:

« Click the Technique ID [J to navigate directly to the MITRE definition for that

technique.

* View a list of Related Sources for the attack path technique.

Note: While source information is available for on-premises products such as Tenable
Identity Exposure On-Prem and partial products such as Tenable Security Center
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ithout Tenable Vulnerability Management, links to the source application are currently
navailable for these.

Generate an Asset Query with the Asset Query Builder

You can use the Asset Query Builder to generate an interactive list of your nodes (assets and asset
groups).

UUEF‘_‘," builder ¢ Back to queries

Standard queries
Asset Query Builder

Please add parameters first

@ Asset s

O Assettype O Specific asset ]

+ Adda Asset

To generate a custom asset query:

1. Access the Top Attack Paths tab.

2. In the Custom Queries section, click Asset Query Builder.
The Query Builder pane appears.

3. For each asset you want to include in the query:
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a. Select the radio button next to the type of origin you want to use for the query:
* Asset type — Generate a query based on a certain type of asset.
* Specific asset — Generate a query based on a specific asset.

b. In the text box, type the asset type or specific node/asset you want to use for the query.

c. (Optional) To apply filters to the asset query:
i, Clickthe ' button.
The Filters window appears.

ii. Inthe Parameter drop-down, select the parameter by which you want to filter the
origin.

iii. Inthe Operator drop-down, select the operator to apply to the parameter.

iv. Inthe text box, type or select the value or values you want to use for the filter.

I Note: The values you can use differ depending on the parameter you selected.

v. Click Apply and search.

Tenable Exposure Management applies the filter to the asset query.
4. (Optional) Click ¥ Add an Asset to add additional assets to the query.
5. Click Search Jq::

Tenable Exposure Management returns any assets and/or asset groups that match the query
you created. For more information on interacting with the data, see Interact with Asset Query

Data.

6. (Optional) To save the query as a preset, at the top of the pane, click the button.

The Save as preset window appears:
a. In the Name of preset text box, type a name for the query.

b. In the Description of preset text box, type a description of the query.
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c. Click Save preset .

Tenable Exposure Management saves the query as a preset.

| Tip: When you save a query as a preset, you can use it as a filter on the Top Attack Techniques tab.

7. (Optional) To reset the query pane, at the top of the pane, click the E"::] button.
Tenable Exposure Management resets the selections within the pane.

What to do next:

Interact with the asset data provided by the query.

Interact with Asset Query Data

After you run an Asset Query, Tenable Exposure Management displays the results associated with
your query. From here, you can drill down and interact with the data to gain further insights.

To view and interact with asset query data:

1. Generate an Asset Query with the Asset Query Builder.

The Query Result page appears.
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Query Result (1101 Assets)

0 Selected

View Node

fh

(S S RS RS TR AL L]

(= Export All <« < Pagelof4s > Tto 25 of TI01
Name Type NES AES ACR Actiol
arn:aws:s3:::tenable-attack-path-close-bucket ) 5 842 3
832970976958\admin 202, 0 0 0
832970976958\aviv 2 3 586 3
832970976958\yossi 2 3 586 3
AWSServiceRoleForAutoScaling 2 0 0 0
OrganizationAccountAccessRole 0 0 0
test_role_terraform_inline 0 0 0
ADM-Vuln-Administrator-Role 0 0 0
test_role_terraform 0 0 0

2. On the Query Result page, you can:

Note: Because the options and data in this section depend on the type of query you run, some of the
following items may not be available for your query.

* View a list of assets that match your query. For example, if the query searches for

workstations, the list displays all assets that have a type of Workstation. This table

includes the following asset information:

Column Description

View Node Click the = button to view the asset nodes in a graphical format. For

Name

Type

more information, see View Asset Nodes.

The asset name.

The asset type, for example Workstation or ServiceAccount.

Tip: Hover your mouse cursor over the icon in this column to view the
full name of the asset type.
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NES The Node Exposure Score (NES) is a metric produced by Tenable
Exposure Management to understand the blast radius exposure of a
node. This metric considers the Vulnerability Priority Rating of all
vulnerabilities on the asset as well as other relationships such as
software installed, sub-networks to which the asset belongs,
internet exposure, etc.

AES Tenable calculates a dynamic AES for each asset on your network to
represent the asset's relative exposure as an integer between 0 and
1000. A higher AES indicates higher exposure.

ACR Tenable assigns an ACR to each asset on your network to represent
the asset's relative criticality as an integer from 1to 10. A higher ACR
indicates higher criticality.

Actions Click the % button to view available actions.
A menu appears:

° Click Export as CSV to export the asset information as a .csv
file.

* Export one or more assets from the list:
Do one of the following:
° To export individual assets:

a. Inthelist, select the check box next to each asset you want to export.
b. At the top of the list, click [* Export Selected.

° To export all assets in the list:
a. At the top of the list, click [ Export All.

Tenable Exposure Management downloads the list of selected assets as a .csv file.

View Asset Nodes
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When you click View Nodes in the Query Result list, Tenable Exposure Management shows a

graphical representation of the selected asset node.

Note: Because the options and data in this section depend on the type of query you run, some of the
following items may not be available for your query.

< Back to Assets
. arn:aws:s3:::tenable-attack-path-

close-bucket

A% 832970976958\admin

832970976958\aviv

Jo

832970976958 \yossi

Jo

AWSServiceRoleForAutoScaling

OrganizationAccountAccessRole

TenableReadOnlyTrustRole
2 O

test_role_terraform_inline

ADM-Vuln-Administrator-Role

test_role_terraform

TenableReadOnlyTrustRole

©

) ExposedAsset (W) Critical Asset (i Alhssistant | — =0 4+ | 3

In this section you can:

* (Optional) On the left side of the graph, in the asset list, select any asset for which you want to

view the node.

| Note: The assets in this list are the assets that match your asset query parameters.

¢ View an icon that represents the asset.
° Where applicable, view color-coded assets:

° Exposed assets highlighted in red.

Critical assets highlighted by the @ icon.

* Click on a step or an asset to view node details for that item.
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* Use your mouse cursor, the zoom slider, or the + and - buttons in the lower-right corner of the
graph to zoom the graph in and out.

* (Not available in FedRAMP environments) Click Al Assistant to open an Al chat
window, where you can ask questions related to the asset node or the attack
path to which it belongs.

Al Explainability (X

Hey there! €7 Ask me anything about this asset or
attack path.

1SE(

Using this Al, users can better understand the attack path and its associated risk. Here, you
can also gain additional insight into the assets affected by the attack path.

For more information about Al explainability, how to use it, and its limitations, see the
Generative Al Best Practices Guide.

o Click the «» button to enable or disable full-screen view.

¢ Click the E button to reset the graph.

* Right-click on a step or an asset node to open a menu with additional options:
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° (Not supported in FedRAMP environments) Ask Al About This Node — Click to open an
Al chat window, where you can ask questions related to the asset node or the attack
path to which it belongs.

Using this Al, users can better understand the attack path and its associated risk. Here,
you can also gain additional insight into the assets affected by the attack path. For more
information about Al explainability, how to use it, and its limitations, see the Generative
Al Best Practices Guide.

° Expand Node — Click to expand a full view of all items related to the
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° Blast Radius — Click to open a blast radius query, where the selected node is the source
of the attack path. For more information, see Generate a Blast Radius Query.

° Asset Exposure — Click to open an Asset Exposure query, where the selected node is
the target of the attack path. For more information, see Generate an Asset Exposure

Query .

View Node / Attack Details

The details panel displays additional information about asset nodes and attack paths visible on the
asset node graph.
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To view the information panel for a node or technique:
1. Click a node on the canvas.

A panel appears at the bottom of the page with information about the node.

Tip: In the upper-right corner, click View Asset Details [ to view the node and its details directly
on the Asset Details page.

Node Details

\admin View Asset Details []
Group

Information Related Techniques

Properties Relationships

ARN: Aws Account:

Cloud Provider:  CloudProvider.aws =

Cloud I1D:

Cloud Securlty Labels: Pl Sensitive, Excessive, Admin, Access Keys,No

This information includes, but is not limited to:
° Open Ports — The open ports on the asset.

° ACR — Tenable assigns an ACR to each asset on your network to represent the asset's
relative criticality as an integer from 1to 10. A higher ACR indicates higher criticality.

° AES — Tenable calculates a dynamic AES for each asset on your network to represent
the asset's relative exposure as an integer between 0 and 1000. A higher AES indicates
higher exposure.

° AVR — The Asset Vulnerability Rating (AVR) is an aggregation of all Vulnerability Priority
Rating (VPR) scores for vulnerabilities detected on the asset.

° NES — The Node Exposure Score (NES) is a metric produced by Tenable Exposure
Management to understand the blast radius exposure of a node. This metric considers
the Vulnerability Priority Rating of all vulnerabilities on the asset as well as other
relationships such as software installed, sub-networks to which the asset belongs,
internet exposure, etc.

° Sensors — The sensor or sensors that detected the asset.

Generate an Attack Path with a Built-in Query
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You can use Tenable-provided built-in queries to generate an attack path from one asset to
another.
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Bookmarks
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Active Directory
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Endpoint

3 search queries

Exfiltration
3 search queries

Network
1search queries

Permissions
3 search queries

Ransomware
5 search queries

Vectors
2 search queries

- 295 -



O

Tip: To generate your own custom query, see Generate an Attack Path Query with the Attack Path Query
Builder.

To generate a built-in query:

1. Access the Top Attack Paths tab.

2. In the Query Library section, click the tile that contains the search query you want to use. For
more information, see Query Types in the Query Library.

Tenable Exposure Management returns any attack paths that match the query you selected
and the Query Builder appears. For more information on interacting with the data, see
Interact with Attack Path Query Data.

Note: If there are no matching attack paths, Tenable Exposure Management does not return any
results for the query.

3. (Optional) Use the Query Builder to edit the built-in query you selected. For more information,
see Generate an Attack Path Query with the Attack Path Query Builder.

Note: If you edit a built-in query, your changes do not affect the query within the query library.
Instead, you can save the new query as a preset, which appears in the Bookmarks tile in the Query

Library.

What to do next:

Interact with the attack path data provided by the query.

Query Types in the Query Library

When generating an attack path from a Built-in Query, you can use the following queries within the

Query Library.

I Note: Some query types may not be available for all users. ’

Tile Query Types

Bookmarks When a user saves a custom attack path query, Tenable Exposure

Management saves the query in the Bookmarks section. Here, you
can view the query, the user who created it, and select the bookmark
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to use to generate an attack path query.

For more information, see (Optional) Save your Query as a

Preset/Bookmark.
Active Directory * LAPS Password — Users with permissions to read
Misconfigurations LAPS Passwords.

¢ AdminSDHolder — Users with write/full control access to
AdminSDHolder objects.

* Kerberos Delegation — Users with permissions to perform
Kerberos delegation.

* Domain Admins vulnerable to Kerberos Delegation — Domain
Admins that are not part of Protected Users or has not
delegated flag.

* DNS Admins — Users that are members of the DNS Admins
group.

* Reversible Password Hash — Users whose password is stored
in the Active Directory in reversible encryption format.

* Password Not Expired — Users whose password never expires.

* Password Not Required — Users who do not require a password
for authentication.

Cloud * Exposed cloud storage — Cloud storage that is exposed to the

internet.

* Computers vulnerable from cloud — Computers that have
management ports open from the Internet.

* Publicly exposed workload leads to exfiltration — A publicly
exposed web application that leads to compromise of EC2
workload and access to data in S3 bucket.

Common * Bluekeep — Computers that are vulnerable to CVE-2019-0708.

Vul iliti
ulnerabilities * EternalBlue — Computers that are vulnerable to CVE-2017-0144.
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Credentials

Endpoint

Network

Permissions

log4shell — Computers that are vulnerable to CVE-2021-44228.

PrintNightmare — Computers that are vulnerable to CVE-2021-
44228.

ProxyLogon — Computers that are vulnerable to CVE-2021-
26855.

Zerologon — Computers that are vulnerable to CVE-2020-1472.

Domain Admins password reuse — Domain admin users whose
passwords are shared by other users.

Cracked Passwords — Passwords that could be cracked by an
attacker.

Kerberoasting — Users vulnerable to the Kerberoasting attack.

Computers that Cache Domain Admins — Computers that are
not Domain Controllers and cache the credentials of domain

admin users.
Bitlocker — Computers configured without Bitlocker.

Vulnerable registry service — Computer services that can be
altered by unprivileged Domain Users from the Registry.

Vulnerable service binaries — Computer services that can be
altered by unprivileged Domain Users from a binary file.

Services that Cache Domain Admins User — Services that run
under the context of domain admin users.

Computers with SMBv1 — Computers with SMB version 1
enabled.

NBT-NS Poisoning — LLMNR/NBT-NS Poisoning and SMB Relay
techniques compromising domain admin users.

Domain Admin Password Reset — Users who have permissions
to reset a domain admin user password.
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Ransomware

Top Searches

* Critical Asset Policy Modification — Users that have

permissions to modify a Group Policy Object (GPO) that affects a
Critical Asset.

* Group Membership Modification — Users that have permissions

to modify group membership.

* Network Shares Access — Network shares accessible by the

Everyone user group.

Note: The simulations used in these queries do not pose any risk of
impact on your system.

WannaCry Ransomware Attack — Search an attack with
WannaCry TTPs, such as EternalBlue exploit.

Fancy Bear APT 28 — Search for an attack vector that mimics
APT 28.

Maze Ransomware Attack — Search an attack with Maze TTPs,
such as unique WMI capabilities.

Ryuk Ransomware Attack — Search an attack with Ryuk TTPs,
such as unique encryption capabilities.

REvil Ransomware Attack — Search an attack with REvil TTPs,
such as unique evasion capabilities.

Lazarus Group — Search for an attack vector that mimics
Lazarus Group.

Petya Ransomware — Search an attack vector where Petya
Group used.

Computers with Domain Admin and Log4Shell — Search for
assets that are vulnerable to CVE-2021-44228 and cache the
credentials of Domain Admin account

Network Shares that Can Be Accessed by Non-administrators
— Search for network shares with read/write access for a non-
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administrative account

* Services that Run As Domain Admin — Search for system

services that runs in the context of a Domain Admin account

* Computers exposed to the internet via SMBv1 — Search for
computers that were found with SMBv1 exposed to the internet.

Vectors * Domain Users to Domain Admins — Users in the Domain Users
group-escalating privileges to the Domain Admins group.

* Workstations to Critical Assets — An attack path from
Workstations to Critical Assets.

Supported Attack Path Techniques

As part of a typical attack, adversaries leverage different tools and techniques to accomplish their
objectives. This event is known as Attack Path. An attack path contains one or more Attack
Techniques, allowing the hacker to accomplish their objective. To see a full list of supported attack
paths within Tenable Exposure Management, view the Tenable Attack Path Techniques list.

Top Attack Techniques

As part of a typical attack, adversaries leverage different tools and techniques to accomplish their
objectives. This event is known as Attack Path. An attack path contains one or more Attack
Techniques, allowing the hacker to accomplish their objective. To see a full list of supported attack
paths within Tenable Exposure Management, view the Tenable Attack Path Techniques list.

Every attack path contains one or more attack techniques. Every network includes multiple attack
paths. Tenable helps you to focus on the most important paths by highlighting:

* Attack paths that lead to critical assets.
* Assets with an ACR greater than 7.
* QOther Tenable defined static identifiers, such as Domain Admins.

An attack technique is a technique that exists in one or more attack paths that lead to one or more
critical assets. The Top Attack Paths tab on the Attack Path page takes your data and pairs it with
advanced graph analytics and the MITRE ATT&CK® Framework to create top attack techniques,
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which allow you to understand and act on the unknowns that enable and amplify threat impact on
your assets and information.

Before you begin:

For Attack Path data ingestion to function as expected, ensure you have the following:
¢ A Tenable Vulnerability Management Basic Network Scan with credentials.
* One of the following:

° A Tenable Vulnerability Management basic scan using the Active Directory Identity scan
template. This scan type requires fewer permissions, and provides a basic overview of
your active directory entities.

Note: You can run this scan type on its own, or as part of a Basic Network Scan. In a Basic
scan, you must ensure the Collect Identity Data from Active Directory option is enabled in
the Discovery section.

° Tenable Identity Exposure SaaS deployed.

Note: Because the plugin only supports up to 7,000 identities, the Active Directory Identity scan
template is not designed for large environments, but is instead intended to help small customers
kick start their use of Tenable Exposure Management. Tenable recommends that larger customers
deploy Tenable Identity Exposure.

* Additionally, for best performance, Tenable recommends the following:
* Have at least 40% of assets scanned via an authenticated scan.
* Select maximum verbosity in the Basic Network Scan.

¢ A default Tenable Web App Scanning scan, including injection plugins. At least 40% of
the web applications should be scanned.

* An AWS connection with a Tenable Cloud Security scan policy including all vulnerabilities
and available AWS resources.

* When using Tenable Identity Exposure, enable privileged analysis. This option highlights

key attack vectors used by hackers and gives you a better understanding of your attack
surface, including credential auditing and password analysis.
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* A scan frequency of at least once a week.

e Configure Tenable OT Security.

* Configure Tenable Attack Surface Management and configure the application for use

with Tenable Vulnerability Management. This ensures that usable data gets pulled into

Tenable Exposure Management.

* At least one attack technique found within Tenable Exposure Management.

* At least one attack path generated within Tenable Exposure Management.

* Attack paths that use the previously mentioned attack technique and lead to at least one

critical asset.

To access the Top Attack Techniques tab:

1. Do one of the following:

* In the left navigation menu, click Attack Path > Attack Techniques.

* At the top of the Attack Path page, click the Attack Techniques tab.

The Top Attack Techniques tab appears.

mmoﬂg —~ Top Attack Techniques

Hedium
B3 Low Q
Archived Attack Techniques 0 Selected Export Selecied (0) (> ExportAll
Ao crtiea
13418 &0 =
/A8 Hedum View Path Priority I';m“mu( Technique
WK Low
&£ ® High TI003 &4 % LSASS Memory
Total Attack Techniques
Ao oreal N ® High  TI21 & ) Remote Desktop Protocol
13558 & =
oo reden o1 & ) Remote Desktop Protocol
) Remote oco
5 tow < Low g @ 0
& Low  TI33 & -] External RemoteServices
= Low 2 & (& Exploitation of Remote Services
- Low mzio & i Exploitation of Remote Services

On the Top Attack Techniques tab, you can:
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* On the left side of the page, view Attack Techniques tiles:

° Open Attack Techniques — View the total number of open attack techniques within
Tenable Exposure Management. Also, view the number of open techniques in each
priority level.

° Archived Attack Techniques —View the total number of archived attack techniques
within Tenable Exposure Management. Also, view the number of archived techniques in
each priority level.

° Total Attack Techniques — View the total number of attack techniques within Tenable
Exposure Management. Also, view the number of total attack techniques in each priority
level.

Deactivated Attack Techniques: In cases where attack path data does not exist outside of the Top

Attack Techniques list, Tenable Exposure Management automatically updates the Log History of the
attack technique:

‘D Log History S

02/19/2024 ® State changed from Open to Archived by System due to a decrease in the number of
16:34:15 attack paths from1to 0

¢ When a attack technique is not seen as part of any attack path, Tenable Exposure
Management changes the attack technique State to Archived.

e When a attack technique cannot be found within the Attack Path Graph on the Top Attack
Paths tab, Tenable Exposure Management changes the attack technique State to Archived
and the Status to Done.

If at any point the attack technique is again seen as part of an attack path, Tenable
Exposure Management automatically reactivates the attack technique State to Open.

Click on a tile to filter the Top Attack Techniques list by that type of technique.

* View the Top Attack Techniques list, where you can:
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° Filter the Top Attack Techniques list:
a. At the top of the Top Attack Techniques list, click inside the search box.

The Choose your filter drop-down box appears where you can filter the list.
Options include, but are not limited to:

Filter Description

Priority Filters by priority: critical, high, medium, or low.

Note: When calculating the priority, Tenable Exposure
Management considers the following:

e The number of attack paths where the attack technique
is present compared to the total number of attack
paths.

e The number of critical assets to which these attack
paths lead compared to the total number of critical
assets.

e The tactic used, for example, lateral movement or
privilege escalation.

Status Filters by status: To Do, In Progress, In Review, and Done.
Source Filters by the attack path source.

Target Filters by the attack path target.

CVE Filters by specific CVEs.

Mitigations Filters by mitigations for the attack techniques.

Tactic Filters attack techniques with similar tactics.

Technique Filters by attack techniques. For more information about

attack techniques, view the Tenable Attack Path
Techniques list.

b. Select the filter you want to use to filter the Top Attack Techniques list.

The Choose operator drop-down box appears.
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c. Select the operator you want to use to filter the Top Attack Techniques list.
The Choose value drop-down box appears.

d. Select the value you want to use to filter the Top Attack Techniques list.

e. Click Apply.

Tenable Exposure Management filters the Top Attack Techniques list based on

your criteria.

° Show/hide columns in the Top Attack Techniques list:

14|
a. Inthe upper-right corner of the Top Attack Techniques list, click the ™ putton.

A drop-down menu appears.

b. Select or deselect the check box next to the column you want to show or hide in
the list.

The Top Attack Techniques list updates based on your selection.

° Export an attack technique.

(¢]

Change the status of an attack technique.

Tip: See View the Log History for an Attack Technique for more information about attack
technique statuses.

° Archive an attack technique.

o

View the following attack technique information:

m View Path — Click the < button in the row of any attack technique to navigate to

the Top Attack Paths tab, where you can view a graphical representation of the

attack path and interact with more attack path data.

® Priority — The priority, or criticality, of the attack technique, for example, Critical.

Note: By default, the Top Attack Techniques list sorts attack techniques by highest
priority first.

- 306 -



O

Note: When calculating the priority, Tenable Exposure Management considers the
following:

¢ The number of attack paths where the attack technique is present compared to
the total number of attack paths.

e The number of critical assets to which these attack paths lead compared to the
total number of critical assets.

e The tactic used, for example, lateral movement or privilege escalation.

® MITRE ATT&CK Id — The MITRE ATT&CK identification number for the attack
technique. Click an identification number to navigate directly to the MITRE
ATT&CK listing for the attack technique.

® Technique — The MITRE ATT&CK technique associated with the attack technique.
® Source — The source of the attack technique.
® To — The target of the attack technique.

® Status — The status to indicate the action taken on the attack technique, for

example, In Progress.

° Click on a technique to view additional attack technique details.

Attack Technique Details

You can view additional details for any attack techniques on the Top Attack Techniques tab on the
Attack Path page.

To view additional details for an attack technique:

1. Access the Top Attack Techniques tab.

2. In the Top Attack Techniques list, click the attack technique for which you want to view
additional details.
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The attack technique details page appears.

< Back to Top Attack Techniques

LSASS M emo ry From  Gig miles.demo.io.demo.io &2 View Attack Paths
100 Lastupdate: 02/06/2025 04:34:22 | T) Log History To £, DEMO\administrator c@ Share
Details

Adversaries may attempt to access credential material stored in the process memory of the Local Security Authority
Subsystem Service (LSASS). After a user logs on, the system generates and stores a variety of credential materials in LSASS
process memory. These credential materials can be harvested by an administrative user or SYSTEM and used to conduct
Lateral Movement using Use Alternate Authentication Material.

As well as in-memory technigues, the LSASS process memory can be dumped from the t ...

Choke Point Priority ©

HIGH

552 outof 955 Attack Paths leverage this attack and leads to 550 out of 550 Critical Assets

Tactic: Credential Access

Evidence

Credentials Guard is disabled on the Computer & miles.demo.io
LSA Protection is disabled on the Computer s miles.demo.io

User Fs Administrator s logged in to Computer s miles.demo.io

On the attack technique page, you can:
* View the name and priority of the attack technique.

* View the date and time at which the attack technique was last updated. For example, a
change in the status, priority, or state of a attack technique can change the Last update time.

* Click Log History to view the changes in the state, status, and priority of a attack technique.
For more information, see View the Log History for an Attack Technique.

* View information about source and target nodes within attack paths that exploit the attack
technique.
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° Click a node name to view additional details:

The node details panel appears.

miles.demo.io miles.demo.io Details X
Windows Workstation
View Asset Details [
Name Type
Information Related Techniques
iz miles.demo.io.demo.io Windows Workstation 3
Properties
Distinguished Name: cn=miles.ou=workstations,ou=se demo environmentas .
Object SID: 5-1-5-21-1141888507-2854189471-3097088611-1602
AssetID: 1db5d658-0b54-467b-829c-Ccb4632e949b0
Name: miles.demo.io
ACR: 4
AES: 631
AVR: 10
NES: B
Last Scanned: Wed Apr 172024
Last Observed: Wed Apr 17 2024
Last Licensed: Wed Apr 172024
Is Licensed: true
FODN: miles.demo.ic.demo.io
IP Address: 192.168.16.138
MAC Address: 00:50:56:A6:28:73
Network Interfaces: 1. 1P: 192.168.16.138, Gateway: 192168161, Netw ___
SMBv1 Enabled: true
LLMNR Enabled: true
Operating System: Microsoft Windows 10 Pro Build 17134
Vandar.: WMrnrn Tne

Cancel Export to CSV [E_]

In the node details panel, you can:

® On the left side of the panel, select the node for which you want to view additional
details.

The information on the right side of the panel updates accordingly.

l Tip: Click the (9 button to view that node directly in the Attack Path Graph.
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® On the right side of the panel, click View Asset Details to navigate directly to the

Asset Details page for that node.

® Click the Information tab to view further details about the node, including, but not

limited to:

NES — The Node Exposure Score (NES) is a metric produced by Tenable
Exposure Management to understand the blast radius exposure of a node.
This metric considers the Vulnerability Priority Rating of all vulnerabilities on
the asset as well as other relationships such as software installed, sub-
networks to which the asset belongs, internet exposure, etc.

Logged in Users — Users currently logged into the node.
Member of — Lists the number of groups to which the node belongs.

Related Types — The node type as cateqgorized by Tenable Exposure
Management.

The information in this panel varies based on the node type, for example,

Computer or User.

® Click the Related Techniques tab to view Attack Path Technigues associated with

the node.

m Click Export to CSV I=l to export the node details in CSV format.

* Click View Attack Paths to navigate to the Top Attack Paths tab, where you can view a

graphical representation of the attack path as well as interact with more attack path data.

* Click «<¢ Share to copy, send via email, or print the details of the attack

technique:

Tenable Exposure Management displays the following menu:

Option Description

o

« Click the @1 button.

The attack technique page opens in your browser and the URL gets

- 309 -


https://www.tenable.com/attack-path-techniques

O

copied to your clipboard.

™ o Click the X button.

Tenable Exposure Management opens your configured email with the
URL to the attack technique details page.

aly

« Click the '@ button.

Tenable Exposure Management opens the Print window, where you
can print the attack technique details page.

View a brief description of the Details of the attack technique.

View the Choke Point Priority related to the attack technique.

Tip: A choke point is a place where potential attack paths merge together before reaching a critical
asset. Tenable Exposure Management uses a Choke Point Priority metric to determine the criticality
of choke points. Tenable recommends focusing on areas with higher choke points first, as
remediating those will negate the largest number of critical items within your organization.

View Evidence related to the attack technique.

View Related Sources for the attack technique. This section displays information about the
data sources used or seen within this specific attack technique.

Note: While source information is available for on-premises products such as Tenable |dentity
Exposure On-Prem and partial products such as Tenable Security Center without Tenable
Vulnerability Management, links to the source application are currently unavailable for these.

View Mitigation Guidance for the attack technique:

a. Click on an option to view further information steps you can take to mitigate the attack
technique.

b. To view a step-by-step guide on how to mitigate the attack technique, click Mitigation
Guidelines.

On the right side of the page, the Mitigation Guidelines panel appears, which includes a
set of instructions you can follow to mitigate the attack technique and its related risk.
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View Detection Guidance for the attack technique.

View Related Threat Groups associated with the attack technique.

View Related Malware and Tools associated with the attack technique.
* View external References, where you can learn more about the attack technique.

a. Click a reference to navigate to that resource.

Manage Attack Techniques

You can manage attack techniques in the following ways:
Change the Status of an Attack Technique

You can change the status of one, several, or all attack techniques on the Top Attack Techniques
tab on the Attack Paths page.

To change the status of an attack technique:

1. Access the Top Attack Techniques tab.

2. Do one of the following:

* In the Top Attack Techniques list, next to the attack technique for which you want to
change the status, click the i button.

A menu appears.
a. Click Change Status.

* In the Top Attack Techniques list, select the check box next to each attack technique
for which you want to change the status.

a. At the top of the list, click : More.

A menu appears.
b. Click Change Status.

A menu appears.
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3. Click the status to which you want to change the attack technique, for example, In Progress.

Tenable Exposure Management updates the status of the attack technique.

Export an Attack Technique

You can export one or more attack techniques on the Top Attack Techniques tab on the Attack

Paths page. The export file includes information from the currently visible columns in the list. By
default, Tenable Exposure Management also includes the following items in the export file:

e mitreURL
e state

e vectorCount

To export an attack technique:

1. Access the Top Attack Techniques tab.

2. Do one of the following:

* In the Top Attack Techniques list, next to the attack technique you want to archive,
click the ¥ button.

A menu appears.
a. Click Export as CSV.

* In the Top Attack Techniques list, select the check box next to each attack technique
you want to export.

a. At the top of the list, click [ Export Selected.

Tenable Exposure Management downloads the export file to your computer. Depending on
your browser settings, your browser may notify you that the download is complete.

View the Log History for an Attack Technique

You can use the Log History page to view the following details for an attack technique:
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» State changes, whether Open or Archived.
* Any change in the status: To Do, In Progress, In Review, Or Done.
* Changes in the priority level: Critical, High, Medium, or Low.

The priority of an attack technique can change for a number of reasons, including a change in the
number of targets, sources, attack paths, or critical assets. Priority can also change if the target or
source is renamed.

Deactivated Attack Techniques: In cases where attack path data does not exist outside of the Top Attack
Techniques list, Tenable Exposure Management automatically updates the Log History of the attack
technique:

‘© Log History S

02/19/2024 ° State changed from Open to Archived by System due to a decrease in the number of
16:34:15 attack paths from1to 0

¢ When a attack technique is not seen as part of any attack path, Tenable Exposure Management
changes the attack technique State to Archived.

e When a attack technique cannot be found within the Attack Path Graph on the Top Attack Paths
tab, Tenable Exposure Management changes the attack technique State to Archived and the Status
to Done.

If at any point the attack technique is again seen as part of an attack path, Tenable Exposure
Management automatically reactivates the attack technique State to Open.

To view the log history of an attack technique:

1. Access the Top Attack Techniques tab.

2. In the Top Attack Techniques list, in the row of the attack technique for which you want to
view the log history, click the i button.

A menu appears.

3. Click Log History.
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The Log History page appears, where you can view a reverse chronological list of attack

technique updates. To refresh the details on the page, click the % icon.

Add and View Comments on an Attack Technique

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

Tenable Exposure Management allows you to add comments on any section of the attack technique

details page and share it with other users in your organization. You can address your comment to a

specific user and receive replies to your comment. Tenable Exposure Management also notifies you

whenever someone replies to your comment or when new comments are added.

To comment on an attack technique:

1.

2.

Access the Top Attack Techniques tab.

Click the attack technique that you want to comment on.
The attack technique details page appears.

Do one of the following:
a. Inthe upper-right corner of the view, click the [ button.
b. Scroll to the section on which you want to comment and click the [#] button.

The Comments pane appears.

In the text box, type your comment.

I Note: You can send your comment to another user by prefixing @ before the user's email ID.

(Optional) To include a snapshot of the section on which you want to comment, select
the Include snapshot check box.

Click the @ button.

Tenable Exposure Management posts your comment and notifies other users about your
comment.
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What to do next

Whenever someone posts a comment, the [ iconin the upper-right corner shows a blue dot

indicating that you have new comments.

To view the comments, click the [ icon to open the Comments pane. When you click a comment,

Tenable Exposure Management directs you to the section including the newly added comment.
Archive an Attack Technique

You can archive one, several, or all attack technigues on the Top Attack Techniques tab on the

Attack Paths page. By archiving an attack technique, you are effectively accepting the risk of the
attack technique as part of attack paths within Tenable Exposure Management.

Note: Tenable Exposure Management automatically archives attack techniques that are no longer part of
any attack paths. For more information, see Log History.

To archive an attack technique:

1. Access the Top Attack Techniques tab.

2. Do one of the following:

* In the Top Attack Techniques list, next to the attack technique you want to archive,
click the i button.

A menu appears.
a. Click Move to Archived.

* In the Top Attack Techniques list, select the check box next to each attack technique
you want to archive.

a. At the top of the list, click i More.

A menu appears.
b. Click Move to Archived.

A confirmation message appears.
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3. Click Move to Archived.

Tenable Exposure Management moves the attack technique to the Archived Attack
Techniques section.

l Tip: View the Log History to see the movement history of any given attack technique.

MITRE ATT&CK Heatmap

The MITRE ATT&CK Heatmap tab on the Attack Path page provides a holistic view of your data
based on tactics and techniques from the Mitre Att&ck framework.

Tenable Exposure Management presents the MITRE ATT&CK data in a table format that enables you
to quickly prioritize and remediate critical vulnerabilities that are most relevant to your
organization.

Tip: Check out the full list of Attack Path Techniques to view tactics, techniques, and the Tenable
applications that trigger them.

To access the MITRE ATT&CK Heatmap tab:
1. Do one of the following:
* In the left navigation menu, click Attack Path > ATT&CK Heatmap.
* At the top of the Attack Path page, click the ATT&CK Heatmap tab.

The MITRE ATT&CK Heatmap tab appears.
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MITRE ATT&CK Heatmap
Q
@ Enterprise ~ show All Techniques @) M critical M High M Medium " Low M Notleading toCritical Asset
PRE . Resource . . . Privilege Defense Credential
Reconnaissance Initial Access Execution Persistence : X
Development Escalation Evasion Access
Windows
Cloud Abuse Elevation Abuse Elevation .
Mac0S . . . N . _ Account Adversary-in-
Active Scanning v Acquire Access Content Injection Administration o v Control v Control v °
Manipulation 5 5 the-Middle
Command Mechanism Mechanism
Linux ‘Gather Victim ) ) Command and
Acquire Drive-by o Access Token Access Token
Host ~ v X Scripting v BITS Jobs o ~ o Brute Force
. Infrastructure Compromise
Cloud v Information Interpreter
Gather Victim . § 3 Container Boot or Logon Credentials
i Compromise Exploit Public- R Account
Network Identity v B L1 Administration Autostart v N 5 v BITS Jobs from Password
. Accounts Facing Application 5 Manipulation
Information Command Execution Stores
" Gather Victim Bootor jon Boot or Logon
Containers Compromise External Remote . X - Lm’ 9° Build Image on Exploitation for
Network ~ v ) : Deploy Container Initialization v Autostart v N
i Infrastructure Services " ° Host Credential Acce:
Information Seript... Execution
o o Bootor Logon
g; IcS Gather Victim v Develop v Hardware Exploitation for Browser Initialization - Debugger Evasion Forced
Org Information Capabilities Additions Client Execution Extensions Seript. 99 Authentication
ript...
Deobfuscate/
Phishing for Establish Inter-Process Compromise Host Create or Modi Forge Web
9 v v Phishing v S Promis reateorMedify |, Decode Files or AL
Information Accounts Communication Software Binary System Process — Credentials
Replication i
Search Closed Obtain L Domain or
~ . v Through Native API Create Account Vv TenantPolicy v Deploy Container Input Capture
Sources Capabilities ) S
Removable Media Modificatio...
Search Open ) . : Modify
X Stage Supply Chain Scheduled Task/ Create or Modify Direct Volume -
Technical v . v N v v v Escape to Host Authentication
Capabilities Comoromise Job Svstem Process Access

2. Do one of the following:

* To view data based on enterprise tactics and techniques, in the left panel, click the
Enterprise tab.

a. (Optional) Filter the table by platform type by selecting one of the available filters:
° PRE
° Windows
° Mac0S
° Linux
° Cloud
° Containers

* To view data based on ICS (Industrial Critical Systems) tactics and techniques, in the left
panel, click the ICS tab.

Tenable Exposure Management displays the relevant Mitre Att&ck data in a table format that
includes the following details:
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* Each column in the MITRE ATT&CK Heatmap table represents an enterprise tactic and its
techniques. The column header shows the name of the enterprise tactic and the column

shows its associated techniques.

For example, Gather Victim Host Information, Gather Victim Identity Information, and so on
are enterprise techniques related to Reconnaissance enterprise tactic.

¢ Table cells are color-coded to indicate the following information:

M Critical B High © Medium Low [ Notleading to Critical Asset

° Gray — Tenable does not currently support these techniques.

° White — While Tenable supports these techniques and detects them, they are not

relevant to your organization.
* Click on a cell to view top related attack paths and techniques:

a. Click the v button.

A list of sub-techniques appears.

| Note: If there are no sub-techniques for a technique, only the § icon is available.

b. Click the ¢ button.

A menu appears:

* View Top Attack Techniques — Navigate to the Top Attack Techniques page to
view the attack techniques list filtered by the selected technique or sub-

technique.

* View Attack Paths — Navigate to the Top Attack Paths page to view all possible

attack paths for the selected technique or sub-technique.

Tip: Each menu option includes the number of attack techniques and attack paths
available for the selected technique or sub-technique.

When viewing the MITRE ATT&CK Heatmap tab, you can do the following:
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* Use the Search bar at the top of the table to search for specific techniques or sub-

techniques.

* Click the Show All Techniques toggle to view only the cells that are color-coded by severity.
This hides the white and gray cells in the heatmap table and shows only the techniques

relevant to your organization.

* Click on a severity level to filter the page by severity.
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Tags

In Tenable Exposure Management, you can add your own business context to assets by tagging
them with descriptive metadata. An asset tag is primarily composed of a Category:Value pair. For
example, if you want to group your assets by location, create a Location category with the value
Headquarters. For more information about tag structure, see Tag Format and Application.

The Tags page allows you to view and manage all of your tags. You can quickly identify your number
of tags, their related assets, and analyze the origin of each tag.

To access the Tags page:
1. In the left navigation menu, click Tags.

2. The Tags page appears.

Number of Tags Number of Tag Categories
12 38
Search by Tag Category or Tag Value or Tag Category:Tag Value [—) D:l + New Tag
Tag Name CES Related Assets ‘Weakness Count v Last Updated See Details

O Advance Search Dynamic tag: te... a 87 431 a— 26.5k 25 August 2025 See Details >
O static_btest: test a 87 1431 a— 26.5k 24 August 2025 See Details >
O sunny: testbug 322 1423 a— 26.2k 22 August 2025 See Details >
O‘ Advance Search Dynamic tag: 10... 322 1423 a— 26.2k 20 August 2025 See Details >
O‘ 9th july: test clean - tal update 320 1422 a—— 26.2k 25 August 2025 See Details >
O‘ '~ value tag with assets: Dynamic... a— 510 3,465 e 20.4k 25 August 2025 See Details >
O‘ Advance Search Dynamic tag: As... - 132 5336 I 179k 21 August 2025 See Details >
O‘ New: Tag - 132 5336 I 179k 21 August 2025 See Details >

In the Tags view, you can:
* View the total number of tags within your container.
* View the total number of tag categories within your container.

* Manage your tags:
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° Create a New Tag

° Edit an Existing Tag

° Delete a Tag

* Use the Search box to search for a specific tag value or tag category in the list.

* Export the table:

a. To the right of the search bar, click the [ button.

The Export table plane appears.

®

Export table X

Columns to export (5)

Tag Name

CES %

Related Assets

b
Weaknesses
Last updated >
+ Add more columns 2
Current
ol O page N
Selected rows
' >
Cancel
' >

b. In the Columns to export section, select the check box for each column you want to
include in the export file.
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c. (Optional) To include columns not currently in the table view, click + Add more

columns.
The Add columns to export plane appears.

i. Select the check box for each additional column you want to include in the export
file.

d. Inthe rows section, ensure the Current Page radio button is selected.

l Tip: Currently, you can only export the rows listed on the current page.

e. Click Export .

Tenable Exposure Management downloads the export file to your computer. Depending
on your browser settings, your browser may notify you that the download is complete.

e Customize the columns in the table:
a. Click Columns [L.
The Customize columns window appears.

b. (Optional) In the Reorder added columns section, click and drag any column name to
reorder the columns.

c. (Optional) In the Show/Hide section, select/delesect the check boxes to show or hide
columns in the table.

d. (Optional) In the Remove section, click the © button to permanently remove a column

from the table.
e. (Optional) To add columns to the table, click Add Columns.
The Add columns to table window appears.
i. (Optional) Use the search bar to search for a column property.
The list of column properties updates based on your search query.

ii. Select the check box next to any column or columns you want to add to the table.
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iii. Click Add.
The column appears in the Customize columns window.
f. (Optional) Click Reset to Defaults to reset all columns to their defaults.
g. Click Apply Columns.
Tenable Exposure Management saves your changes to the columns in the table.
* View a list of your tags, including the following information:

° Tag name — The name of the tag value or tag category.

[¢]

CES — The Cyber Exposure Score for the tag value or tag category. The CES represents

Cyber Exposure risk as an integer between 0 and 1000, based on the Asset Exposure
Score (AES) values for the assets to which the tag is applied. Higher CES values indicate
higher risk.

[e]

Related Assets — The number of assets to which the tag is applied.

° Weakness Count — The total number of weaknesses associated with the asset. For
more information, see Weaknesses.

[¢]

Last updated — The date on which a user last updated the tag.

(¢]

Click See details to view more details about a tag. For more information, see Tag
Details.

Tag Format and Application

An asset tag is primarily composed of a Category:Value pair. For example, if you want to group your
assets by location, create a Location category with the value Headquarters.

Note: If you want to create tags without individual categories, Tenable recommends that you add the
generic category Category, which you can use for all your tags.

Static Tags vs. Dynamic Tags

When you create a tag, you can choose between the following tag types:
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» static — You must manually apply the tag to individual assets. Alternatively, you can manually
apply an automatic tag to additional assets that may not meet the rules criteria for that tag.

* dynamic — Tenable Exposure Management automatically applies the tag to the assets on your
instance that match the tag rules. When you create an automatic tag, Tenable Exposure
Managementapplies that tag to all your current assets and any new assets added to your
organization's account. Tenable Exposure Management also reqularly reviews your assets for
changes to their attributes and adds or removes automatic tags accordingly.

Note: When you create or edit a dynamic tag, Tenable Exposure Management may take some time to
apply the tag to existing assets, depending on the system load and the number of matching assets.

See the following examples for clarification:

Scenarios Tag Type

You create a tag with Location:Headquarters as the Category:Value pair, but you static
do not add any tag rules. Later, you add the tag to assets located at your
headquarters.

You create a tag with Location:Headquarters as the Category:Value pair, and dynamic
you specify an IP address range in the tag rules. Tenable Exposure Management

then automatically applies the tag to all existing or new assets within that

IP address range.

Tag Details

In Tenable Exposure Management, you can view details for any tag value or category on the Tags
page.

1. Access the Tags page.

2. In the row of the tag value or category for which you want to view details, click See details.

- 324 -



The tag details page appears.

< BacktoTags

AWS Custom : neg-ap

Dynamic Tag'

Cyber Exposure Score Included Assets Tag Preview

402/1000 7.2k s

See detalls

Sources Last Modifled Creation Date Creator Description
Tenable Vulnerability Management > 8May 2023 8May 2023 Jim One

~ Included Assets
Search for asset name or asset ID

Name Sources Class AES ¥ Weaknesses Top Attack Techniques Top Attack Paths Assoclated Ta... Last Updated See Detalls

892 o 3.7k 2 1 L] 24 December 2024 See Detalls >

882 — 19K 8 1 6 25 December 2024 See Detalls >

12 December 2024 See Detalls >

841 - 325 1 0 6 12 December 2024 See Detalls >

8
-3
a
3]
o
®
3
5
2
-3
e
@

837 - 280 1 0 6 12 December 2024 See Detalls >

On the tag details page, you can:

View the Tag Name.
View the Cyber Exposure Score for the tag.
View the number of Included Licensed Assets associated with the tag.

° Click See Details to scroll down to the list of included assets.

View the Tag Preview, where you can visualize the tag category:value pair.
View the Sources where the tag originated.

° Click the name of a data source to view that tag directly within its source application.
View the date at which the tag value or tag category was Last Modified.
View the Creation Date of the tag value or tag category.

View the Creator of the tag value or tag category.
View a Description of the tag value or tag category.

View a list of the Included Assets associated with the tag. You can interact with this table the
same way you interact with the table on the Assets page.
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Manage Tags

In Tenable Exposure Management, you can create and manage tags in the following ways:
Create a New Tag

In the Tags view, you can create a static tag to apply to assets individually. You can also create an
automatic tag by creating tag rules that Tenable Exposure Management uses to identify and tag
matching assets.

Important! Note the following tag creation limitations:

e A tag can include a maximum of 100 categories or a maximum of 100,000 tags per category, as
configured by your organization.

e Atag can include a maximum of 1,000 rules.

e The request body of a tag cannot be greater than TMB.

To create a tag:

1. Access the Tags page.

2. In the upper-right corner of the page, click +New tag.

The Create New Tag page appears.
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Create New Tag
Dynamic Static

Tag rule

© Match All () Match Any

Search by typing a valid query

AddFilter +

o

* Category

Select Tag Category |

* Value

Description

Describe the purpose and application of this tag rule

% Cancel

3. Select the tag type you want to create:

l Tip: For more information, see Tag Format and Application.

Dynamic — Tenable Exposure Management automatically applies the tag to the
assets on your instance that match the tag rules.

The Tag Rule section appears:
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Note: Tag rules must include valid queries and filters for the dynamic tag to function as
expected.

a. Inthe Tag Rule section, select how to apply the tag rule:

° Match All — If an asset matches every individual filter defined within the rule,
Tenable Exposure Management.

° Match Any — If an asset matches one or more of the filters defined in the tag
rule, Tenable Exposure Management applies the tag to that asset.

b. In the query text box, type the query you want to use to filter the assets to which
the tag applies.

l Tip: This query text box works the same as the Global Asset Search.

To the right of the Create New Tag options, an asset list appears filtered by your
query.

1,423 assets included

g s s - svervcant Tephtonrons P ———
Dynamic Static backup €] & Device -— 05 & 107 @2 2
Tag rule target2 o & Devi — 044 53 4 2 258
© Matech All O Mateh Any del S0 S Devi o 940 - 39 0 B 204
AS &) Device x X

= adcon! o & Device —— 892 o 123 2% 254
AddFilter + tenable-ad-sen Sle] 5 Devi — 591 - U5 0 ) [
exchl [¢] 5 Devi — 891 68 103 2% 254

o
sqll ¢} & De @ 836 560 303 7 25A

* Category.
- S— ‘ ccom o & Devi - 835 a——— 131 — 185 20 25A
* Value sqr20i4 [¢] 5 Devi - 83 w20 184 2 25A
veenterbu2 ¢] 5 Devi -— 535 45 83 23 254
adsitarget [¢] 55 Devi - 835 w21 185 9 25A
f this t

win-sh8rlg3onto ¢] & Devi - 835 351 n 20 254
windows2012 <] 5 Devi -— 835 384 79 20 25A
tenable-ad-sql o 5 Device - 834 50 107 5 5h

c. (Optional) To further filter the list of assets to which the tag applies, click Add
Filtert:
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Do one of the following:
° To add a filter based on tags, click Tags.

° To add a filter based on asset property, click Properties.

i. Inthe Tag or Properties list, select the tag or property for which you want to

add arule.
A logic operator window appears.

Select one of the following operators:

Operator Description

include tag Filters for items that include the
selected tag.

exclude tag Filters for items that exclude the
selected tag.

is equal to / includes / include Filters for items that include the

property filter value.

is not equal to / excludes / Filters for items that do not include

exclude property the filter value.

is greater than Filters for items greater than the
filter value.

is less than Filters for items less than the filter
value.

matches Filters for items that match the
filter value.

does not match Filters for items that do not match

the filter value.
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Operator Description

contains Filters for items that contain the
filter value.
does not have Filters for items that do not contain

the filter value.

has only Filters for items that have only the
filter value.

Note: The available operators depend on your selection from the Tag or
Properties list.

iv. Where applicable, in the text box, type the constraint value to use for the
filter.

Tip: Some text filters support the character (*) as a wildcard to stand in

for a section of text in the filter value. For example, if you want the filter
to include all values that end in 1, type *1. If you want the filter to include
all values that begin with 1, type 7*.

You can also use the wildcard operator to filter for values that contains
certain text. For example, if you want the filter to include all values with a
1 somewhere between the first and last characters, type *1*.

v. Click Apply.

Tenable Exposure Management applies the filter to the tag rule.
Static — You must manually apply the tag to individual assets.

To the right of the Create New Tag options, an asset list appears.
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~ Include Assets (optianal)

Selection Mode

Select amode to include the assets to the current tag, either select assets one by one,

Manual Selection

Batch

. or create a query that will return every assets that match the filters you choose to apply

Q Search Filter 7
Nam AES ~ Tyve Category
dol 916 HoST =]
sqil 892 HOST =]
tenable-ad-sal 877 HoST 3
adcont 870 HoST =]
adfs1 860 HoST 3
allow_honeymoon_sg-0262aac0d1c1b7344 784 CLOUD_RESOU... [«
allow_honeymoon_sg-012beaBeBd8a35e3d 784 CLOUD_RESOU... o
backup %0 HosT 3

a. (Optional) Filter the asset list:

Click Filter's .

The Add filter + button appears.

Click Add filter+ .

A menu appears.

Do one of the following:

° To search the asset list by tag, click Tags.

° To search the asset list by asset property, click Properties.

In the search box, type the criteria by which you want to search the asset

list.

Tenable Exposure Management populates a list of options based on your

criteria.

Click the tag or property by which you want to filter the asset list.

A menu appears.
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vi. Select how to apply the filter. For example, if you want to search for an asset
whose name is Assetl4, then select the contains radio button and in the text
box, type Assetl4.

vii. Click Add filter.
The filter appears above the asset list.
viii. Repeat these steps for each additional filter you want to apply.
ix. Click Apply filters.

Tenable Exposure Management filters the asset list by the designated
criteria.

b. Select the check box next to the asset or assets to which you want to apply the
tag.

4. In the Category box, do one of the following:
* Select an existing category to which to add the new tag.
* Add a new tag category:
a. In the text box, type a name for the new category.
b. At the bottom of the Available Categories drop-down, click (New Category).
Tenable Exposure Management adds the new category.
5. In the Value text box, type a name for the tag value.
6. (Optional) In the Description text box, type a brief description of the tag.
7. Click Save Tag.

Tenable Exposure Management saves the tag and applies it to the appropriate assets. It may
take several minutes to apply the tag to the selected assets and update any associated asset
counts.

Edit an Existing Tag

In the view, you can edit one or more components of a tag, including the category to which the tag
belongs as well as the tag's name, description, and any rules applied to the tag.
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I Note: You can only edit tags created within Tenable Exposure Management.

To edit a tag:

1.

2.

Access the Tags page.

The tag details page appears.

The Edit Tag page appears.

< Back To Tag Details

Edit Tag

Tag Category Tag Value

california qsdgs

Tag Description

~ Included Assets (ptional)

Selection Mode

Selecta mode to include the assets to the current tag, either select assets one by ane, or crea

Manual Selection Batch

Q) search

Name

In the upper-right corner, click Edit £ .

Tag Type

Static Dynamic

te a query that will return every assets that match the filters you choose to apply

AES ~ Type

In the tag list, in the row for the tag value or tag category you want to edit, click See Details.

Save Tag

Filter </

Category

del

4. Make any desired changes.

5. Click Save Tag & .

Delete a Tag

916 HOST

=
=

Tenable Exposure Management saves your changes to the tag value or tag category.

In Tenable Exposure Management, you can delete the following components of a tag:

you applied the tag.
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* Tag category — Tenable Exposure Management deletes any tags created under that category

and removes those tags from all assets where you applied the tag.

| Note: You can only delete tag values or tag categories created within Tenable Exposure Management.

To delete a tag:
1. Access the Tags page.
2. Do one of the following:
* Delete one or more tag values or categories via the tag list:
a. Select the check box next to the tag that you want to delete.

b. At the top of the table, click Remove 1.

* Delete a tag value or category via the tag details page:

a. Inthe taglist, in the row for the tag value or category you want to delete, click See

Details.

The tag details page appears.

b. Inthe upper-right corner, click Delete .

A confirmation message appears.
3. Click Delete tags [
Tenable Exposure Management does the following:

* |f you deleted a tag value, Tenable Exposure Management deletes the tag value and

removes it from all assets where you applied the tag.

* |f you deleted a tag category, Tenable Exposure Management deletes the category, any
tags created under that category, and removes those tags from all assets where you

applied the tag.
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The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

What is a Connector

Tenable Exposure Management ingests data from existing security tools, such as vulnerability
scanners, cloud providers, inventory tools, SCA/SAST/DAST, and more. Connectors are how Tenable
Exposure Management syncs and integrates with those tools and third-party data.

When successfully configuring an integration, Tenable Exposure Management syncs with the tool
and the relevant data is ingested into Tenable Exposure Management.

Third party connectors in Tenable Exposure Management allow you to ingest data from applications
outside of Tenable (third-party data) and display it alongside your Tenable product data in one
seamless interface.

Tip: For information on connector Best Practices and FAQs, see the Tenable Exposure Management Third-Party
Connectors Quick Reference Guide.

Why Integrate

The connectors integrate with the vendor tool to pull and ingest assets and vulnerability data into
Tenable Exposure Management. Once the integration is complete, the platform analyzes the data to
correlate, consolidate, and contextualize the ingested data to impact risk and remediation priority.

Important: When using Tenable Exposure Management connectors, Tenable recommends allowlisting the
IP addresses for the region in which the Tenable Vulnerability Management site resides.

Supported Integrations (Connectors)

Supported integrations include a variety of security tools and asset inventory from various vendors.
Such security tools are:

e DAST

* CSPM
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e CWPP

e loT

* Network Scanners
* Endpoint Security
* Bug Bounty

* ASM

¢ Asset Inventory

Over time, Tenable will continue to add connectors to the Connectors Library in Exposure
Management.

For the complete list of supported integrations, see Supported Third-Party Integrations

Ingested Data

Exposure Management ingests assets, vulnerabilities (weaknesses), and findings from third-party
vendors.

¢ Assets: An asset is any object that represents a part of your organization's attack surface.
Third party assets are defined as hosts, code projects, images, websites, or cloud resources
ingested from a non-Tenable source.

For a complete list of ingested asset types, see Asset Classes.

* Weaknesses: Weaknesses are vulnerabilities and misconfigurations on your assets.

* Findings: A finding is a single instance of a vulnerability (weakness or misconfiguration)
appearing on an asset, identified uniquely by plugin ID, port, and protocol.

Important! On connector creation, it can take up to one hour for connector data to appear within Tenable
Exposure Management.

View and Manage your Connectors

To view your connectors:
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1. In the left navigation menu, click Connectors.

Here you can see a list of your configured connectors.

Connectors

Search Connector Name

Name

“w CrowdStrikel11
e NAS 946056

48} SecurityScorecard
' Snyk-guy

(A Acunetix Premium

@ Qualys

nw  ServiceNow

Here you can:

e Manage your connectors.

* Use the Search text box to search the list for a specific connector.

* Use the drop-down box to select a Status by which to filter the connectors page.

jol Select

Connector type

CrowdStrike

SmallDemoConnector

Security Scorecard

Snyk

Acunetix Premium

Qualys

ServiceNow

Status

@ Connected

@ Connected

© Connected A

® Disabled

@ Connecting

@ Disabled

© Connected

Last data ingestion

Mar 16 2025, 05:05 PM

Mar 16 2025, 05:05 PM

Mar 16 2025, 10:00 AM

Dec 3119689, 07:00 PM

Dec 3119689, 07:00 PM

Dec 311969, 07:00 PM

Jan 05 2025, 10:02 AM

Created on

Jan 012025

Jan 012025

Jan 012025

Jan 012025

Jan 012025

Jan 012025

Jan 012025

(® Add new connector

Show logs
Show logs
Show logs
Show logs
Show logs
Show logs

Show logs

| Tip: For more information, see Connector Data Status.

Connector Data Status

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the

Tenable FedRAMP Product Offering

When you add and manage connectors in Exposure Management, each connector has a status that

indicates its current state. These statuses help you understand where a connector is in its lifecycle

and whether any action is needed.
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Connectors

Search Connector Name o Status v

Name Connector type Data Status Last data ingestion Createdon ¢
Zp rapur raprar oy ranew JuT U £UZD, VU wiay 15 20z
- Cortex XDR Cortex XDR & Connected Aug 25 2025, 00:01 May 14 2025
FD Rapid7 InsightVM Cloud Rapid7 InsightVM Cloud @ Connecting Aug 25 2025, 00:02 May 14 2025
27 Microsoft TVM - Davies Microsoft TVM ® Disabled May 14 2025
Sws  Armis test Armis (® Disabled May 14 2025
wiz’ Wiz Cloud Configurations Wiz Cloud Configurations & Connected Aug 25 2025, 00:00 May 14 2025
wiz’ SHAY Wiz Issues Wiz Issues & Failed Aug 24 2025, 00:03 May 14 2025
aws  AWS Inspector V2 AWS Inspector V2 & connected Aug 25 2025, 00:00 May 14 2025
“w.  CrowdStrike TM CrowdStrike ® Disabled May 13 2025
' OUtpost24 Outpost24 £ Failed Aug 24 2025, 00:00 May 13 2025
e WhiteHat Dast WhiteHat Dast (& Connected Aug 25 2025, 00:01 May 13 2025

The Data Status column in the Connectors page shows the latest state of the connector's data
sync. Below is a description of each status you may encounter.

Status Description Recommended Action

Connecting The connector is Wait for the sync to complete and for the

being configured and status to change. No action is required unless
is not yet active. This the status does not change or the sync fails.
is the initial status

shown when you set

up a new connector. It

appears only during

the initial setup while

the platform is

establishing a

connection and

performing the first

data sync.

Connected The connector is No action is needed. The connector is working

active and syncing as intended.
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Disabled

Blocked

Deleting

data as expected. This
status appears once
the sync is
successfully
completed and data is
imported into
Exposure
Management.

Something went
wrong during the sync
process. If there is an
issue with syncing
data, the status will
change to Failed.

You can manually

disable a connector

when you no longer
want it to fetch new
data. When disabled,
the connector has
stopped syncing, but
existing data remains
in the system.

The connector is
blocked and data
syncs are stopped due
to a license limit.

Exposure Management
is removing the
connector and its
associated data. This
status appears when

Click on the status to view the error
description and access the logs.

mmmmmmmmmm

Click on the status to view the error
description. You can re-enable the connector
at any time to resume syncing. No data is lost
during this state.

Adjust or upgrade your plan to restore
functionality.

Wait for the process to complete. Once
deletion is complete, the connector will no
longer appear in the list.
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you choose to delete a
connector.

What happens when you delete a connector?

When you delete a connector, the connector row appears grayed out to indicate that the deletion

process has started. Exposure Management removes the connector and its associated data.

Wait for the process to complete. Once deletion is complete, the connector will no longer appear in
the list.

Name Connector type Data Status Last data ingestion Createdon 4

oy wsraETTC Ty oy rancw v T cvsY; wwiu iy vy

wiz' Wiz Vulnerabilities Wiz Vulnerabilities (& connected Aug 26 2025, 00:01 May 14 2025
.8 RedHat Insights RedHat Insights £\ Failed Aug 12 2025, 00:01 May 14 2025
FD Rapia7 Rapid7 2\ Failed Jun 04 2025, 00:01 May 14 2025
Rapid7 InsightVM Cloud Rapid7 InsightVM Cloud (& Connected Aug 26 2025, 00:01 May 14 2025
Failed Deleting...

" Microsoft TVM - Davies Microsoft TVM (® Disabled - May 14 2025
4eus  Armis test Armis (® Disabled - May 14 2025
wiz' Wiz Cloud Configurations Wiz Cloud Configurations (& connected Aug 26 2025, 00:03 May 14 2025
wiz' Wiz Issues test Wiz Issues A Failed Aug 24 2025, 00:03 May 14 2025

I Note: To deep dive into status and sync logs, see Connector Logs.

Connector Logs

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

Tenable Exposure Management allows you to connect with third-party tools through connectors. To
ensure visibility into sync operations, the platform includes a detailed Sync Log for each connector.

The Connector Logs in Tenable Exposure Management provide detailed insights into the processing
lifecycle of your connectors.

You can use it to:
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Track sync history and progress

Understand sync stages and timing

Identify failed syncs and troubleshoot issues

Filter log entries by Activity type, Data Stage, or Log Level.

Access Connector Logs
To view connector's logs:

1. Navigate to the Connectors page.

Connectors
Search Connector Name jol ( Status v
Name Connector type Data Status Last data ingestion Createdon 4

() Tenable On-Prem Connector

Tenable Gateway & connected Aug 24 2025
{3 Tenable On-Prem Connector test Tenable Gateway & Connected Aug 212025
e Outpost24 - Test Outpost24 B Failed Aug 23 2025, 18:00 Jul 16 2025
"8 vamipro- Test Jamf Pro & Connected Aug 25 2025, 18:00 Jul16 2025
2 acunetix360 Test acunetix360 ® Disabled May 26 2025
2 acunetix3s0 acunetix360 £ Failed May 20 2025
= RiskRecon RiskRecon @ Cconnecting Aug 25 2025, 00:00 May 19 2025
& Detectify Detectify © Cconnecting Aug 25 2025, 00:01 May 19 2025
|l HackerGne HackerOne © Cconnecting Aug 25 2025, 00:01 May 19 2025

2. In the table, for the connector for which you want to view logs, click the £ button.

A menu appears.

3. In the menu, click Connector Logs.

(® Add new connector

The connector sync logs appear in a clear, user-friendly table. Each sync cycle is listed
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separately, allowing you to distinguish between different sync attempts.

Activity v ‘ ‘ Data Stage v ‘ ‘ Log Level v
Start End Duration Activity Data Stage
> iz: 15,2025, 12:02 ii: 15,2025, 12:43 40m 43s Full Sync ® Failed

Apr 09, 2025, 12:03

> AM Apr 09, 2025, 1:06 AM Th 2m Incremental Sync (% Done

> ﬁ;r 08, 2025,12:03 :E; 08, 2025, 12:48 44m 55s Incremental Sync 7 In progress
> i&r 07, 2025, 12:02 Apr 07, 2025, 113 AM Th 11m Incremental Sync 7 In progress
> ﬁz: 06, 2025,12:03 ii: 06, 2025, 12:52 49m 27s Incremental Sync 75 In progress

Reading Connector Logs

Select a sync row to expand it and view detailed information for troubleshooting. When a sync fails,
the error message appears at the top of the expanded log with guidance on resolving the issue. You
can also expand the full error payload to view the associated status code and headers.

Start End Duration Activity Data Stage
v Aug 25 2025, 00:00 Aug 25 2025, 00:00 0Om 4s Full Sync ® Failed
® Connector sync Connector sync failed Request from server denied; authentication failed. Please check the username, password, and authentication method in the connector
failed: credentials.
Timestamp Data Lifecycle
Aug 25 2025,00:00 ® Connector sync failed Request from server denied; authentication failed. Please check the username, password, and ¥ Initiating Om 3s

authentication method in the connectar credentials. ® Connectivity Test 0m 0s

Error Message
2 Fetching -

{'status_code': 401, 'headers': {'Cache-Control': 'no-store, no-cache', 'Pragma’: 'no-cache', 'Content-Type': "applicationfjson;
charset=utf-8', 'Expires’: '-1', 'Strict-Transport-Security': 'max-age=31536000; includeSubDomains', 'X-Content-Type-Options':
'nosniff’, 'P3P": 'CP="DSP CUR OTPi IND OTRi ONL FIN"', 'x-ms-request-id'": 'd4635735-2522-4058-91a1-7a8d82f9400', 'x-ms-ests-
server': '2.1.21665.5 - SCUS ProdSlices’, "x-ms-srs': "1.P!, 'Content-Security-Policy-Report-Only': "object-src 'none'; base-uri 'self';
script-src 'self' 'nonce-BMe6yme3_5ZyD7 fmzndfA' 'unsafe-inline’ ‘unsafe-eval' https://*msauth.net https://*msftauth.net
https://*msftauthimages.net https://*msauthimages.net https://*msidentity.com https://*microsoftonline-p.com
httos:/*.microsoftazuread-sso.com httbs:/i*.azureedae.net httos:/*.outlook.com httos://*office.com httos://*.office365.com

=

S

Normalizing -

5 Processing -

The expanded view includes:
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* Areadable error message with recommended actions

O

* A breakdown of the Data Lifecycle stages (Initiating, Connectivity Test, Fetching, Normalizing,

and Processing)

e A full timestamp and error message block, including the root cause, error code (e.q.,

"status_code: 401'), and technical details

* A copy button for sharing or reporting error content

* Each log entry includes the sync start and end time, activity type, status, and durations for

data ingestion and processing.

Note: The connector logs table retains sync data for 14 days, providing extended visibility into recent sync

activity.

Log Time Stamp

Log timestamps use your local browser time zone to ensure alignment with your environment.

Start

End Duration

v Aug 25 2025, 18:00 Aug 25 2025, 18:28 27m 48s

Timestamp

Aug 25 2025, 18:28
Aug 25 2025, 18:15
Aug 25 2025, 18113
Aug 25 2025, 18:10

Aug 25 2025, 18:08

Completed Processing
Started Processing
Completed Consolidation
Started Consolidation

Completed Normalizing Data

Activity (Sync) Type

Activity Data Stage

Full Sync (% Done

Tenable Exposure Management's data synchronization process with vendor connectors can be

categorized into two distinct types: Full Sync and Incremental Sync.
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Start End Duration Activity Data Stage
> & iﬁ; 15, 2025, 12:02 2?;15' 2025,12:43 40m 43s Full Sync ® Failed

Apr 09, 2025, 12:03

AM Apr 09, 2025, 1:06 AM Th 2m Incremental Sync (4 Done

* Full Sync: A Full Sync pulls all available data from the vendor’s system and ingests it into
Exposure Management. This ensures that the platform has a complete, up-to-date view of the
data supported by the connector.

* Incremental Sync: An Incremental Sync retrieves only new or changed records since the last
successful sync. This method is used with connectors that support segmented or delta-based
data retrieval, improving performance and reducing APl consumption.

Data Stage (Sync Status)
Each connector sync is assigned a high-level status.

This status appears in the Connector's log.

Start End Duration Activity Data Stage
Apr 15, 2025, 12:02 Apr 15, 2025, 12:43 )
> AM AM 40m 43s Full Sync ®) Failed
> ﬁ?; 09,2025, 12:03 Apr 09, 2025, 1:06 AM  1h 2m Incremental Sync & Done
> Apr 08, 2025, 12:03 Apr 08, 2025, 12:48 44m 555 Incremental Sync 7 In progress
AM AM
Data Stage Description Notes
Done * The sync completed successfully. You can confirm data was

. . successfully ingested and
» All lifecycle stages ran to completion

. reflected.
without errors.

* Datais now updated and visible in
Inventory, Weaknesses, and Analytics.
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In Progress * The sync is currently running. Check logs live to monitor

) what stage the sync is
* One or more stages (e.g., Fetching, g y

. e . currently in and how long
Normalization, or Processing) is still active.

it's taking.
* The log updates in real time as the sync
progresses.
Failed * The sync did not complete successfully. Open the Sync Log and

) review the failed stage to
* One or more stages failed (most commonly

. . troubleshoot.
Connectivity Test, Fetching, or

Processing).

* Error details appear in the Sync Log entry,
including: Error message, Timestamp,
Affected stage, and root cause/suggestion
for next step (if available)

Data Lifecycle Stages

Each connector sync goes through a structured set of backend stages. These stages are visible
when expanding a sync log, allowing you to understand what happens during each part of the sync
and where failures may occur.

Start End Duration Activity Data Stage
v Aug 25 2025, 18:00 Aug 25 2025, 18:28 27m 48s Full Sync ( Done
Timestamp Data Lifecycle
Aug 25 2025, 18:28  Completed Processing v Initiating Om 2s
Aug 25 2025, 18115 Started Processing v Connectivity Test 0m 1s
Aug 25 2025, 18113 Completed Consolidation v Fetching Om 1s
Aug 25 2025, 18110 Started Consolidation v Normalizing 7m 50s
Aug 25 2025,18:08  Completed Normalizing Data + Processing 13m 6s
e e
Stage Description Notes
egs g . . o . q
Initiating * Begins the sync process. Possible Failures: Invalid credentials,
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Connectivity
Test

Fetching

Validates sync
configuration and
prepares the connector
for execution.

Triggers a connectivity
test (same logic as the
manual connectivity
check in the connector
settings).

Logs basic metadata
(e.qg., sync type, trigger
source).

Confirms the platform
can reach and
authenticate with the
vendor's API.

Verifies endpoint
availability and token
validity.

Stops the sync if the
vendor system is
unavailable or responds
with an error (e.q., 403,
500).

Calls the vendor’s API to
pull asset, vulnerability,
or configuration data.

The volume and duration
of this step vary based
on: API rate limits Data
size Type of fetch (Full
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expired tokens, network/authorization

errors.

This step is critical for establishing
trust before any data is pulled.

Possible Failures:

* Request issues (missing vendor
info/internal errors).

e Permission or credentials issues.

e Network or server errors on the
vendor's side.

This is often the longest stage,
especially for high-volume connectors
(e.g., cloud or endpoint sources).

Possible Failures:

* |nvalid status codes, response
headers, or formats.



Normalizing .

Processing

vs. Incremental)

Data is retrieved as raw
JSON from the vendor
system.

Transforms raw vendor
data into Tenable's

internal standard format.

Applies translation logic
to fields (e.q., IP,
hostname, asset
metadata, vulnerability
schema).

Discards malformed or
unusable records.

Tags records for
traceability to original
source and sync cycle.

Enriches the normalized data
with:

Deduplication logic

Asset merging (if multiple
sources report the same
entity)

Tag applications (e.q.,
host groups, source tags)

Risk metadata
attachment (e.q.,
Exposure Score
calculation)
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e \endor's server or network issues.

The purpose of this stage is to ensure
consistency across all data sources for
unified presentation in Inventory,
Exposure View, and Analytics.

Possible Failures:Internal issues in
syncing data.

This is the final staging layer before
data becomes visible in the platform.

Possible Failures:

* Internal processing issues.
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Connects findings to asset
records.

Connector Error Messages

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

The following table lists common connector error codes and their associated user-facing
messages. The messages and recommended actions appear in the following locations:

* The Data Status tooltip when you click on the connector status Failed

e The connector sync logs

* The Test Connectivity results during connector setup

Example:
Start End Duration Activity Data Stage
v Aug 25 2025, 00:00 Aug 25 2025, 00:00 0Om 4s Full Sync ® Failed
® Connector sync Connector sync failed Request from server denied; authentication failed. Please check the username, password, and authentication method in the connector
failed: credentials.
Timestamp Data Lifecycle

Aug 25 2025, 00:00 @ Connector sync failed Request from server denied; authentication failed. Please check the username, password, and v Initiating Om 3s

authentication method in the connector credentials. -
@ Connectivity Test Om 0s

Error Message

2 Fetching -
{'status_code': 401, 'headers': {'"Cache-Control': 'no-store, no-cache', 'Pragma’: 'no-cache', 'Content-Type': "applicationfjson; o
charset=utf-8', 'Expires’: '-1', 'Strict-Transport-Security': 'max-age=31536000; includeSubDomains', 'X-Content-Type-Options': G
'nosniff’, 'P3P": 'CP="DSP CUR OTPi IND OTRi ONL FIN"', 'x-ms-request-id'": 'd4635735-2522-4058-91a1-7a8d82f9400', 'x-ms-ests-
server': '2.1.21665.5 - SCUS ProdSlices’, "x-ms-srs': "1.P!, 'Content-Security-Policy-Report-Only': "object-src 'none'; base-uri 'self'; 5 Processing -
script-src 'self' 'nonce-BMe6yme3_5ZyD7 fmzndfA' 'unsafe-inline’ ‘unsafe-eval' https://*msauth.net https://*msftauth.net
https://*msftauthimages.net https://*msauthimages.net https://*msidentity.com https://*microsoftonline-p.com
httos://*microsoftazuread-sso.com httos://*.azureedae net httos://*.outlook.com httos://*office.com httos://*.office365.com

4 Normalizing -

Error Code Message Recommended Action
400 Request from server Check that all details in the connector
failed. credentials section are correct. If the

issue persists, please contact support.

401 Request from server Check the username, password, and
denied; authentication authentication method in the connector
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Error Code Message Recommended Action
failed. credentials.
403 Request from server Make sure the account used in the
denied; access denied. connector set-up has sufficient
permissions.
404 Request from server Check that all details in the connector
failed. credentials section are correct. If the

issue persists, please contact support.

408 Request from server Make sure the vendor service is
failed; timed out. available and try again later.
409 Request from server Verify that the connector is not syncing
failed; conflict detected. duplicated or conflicting resources.
426 Request from server Make sure the vendor service is
failed; timed out. available and try again later.
428 Request from server Make sure the vendor service is
failed; timed out. available and try again later.
429 Request from server Check the rate limits and try again later.

failed due to too many

requests.

500 Connection to server Make sure the vendor service is
failed. available and try again later.

501 Connection to server Verify the API version and supported
failed; not supported. methods.

502 Connection to server Make sure the vendor service is
failed. available and try again later.

503 Connection to server Make sure the vendor service is
failed. available and try again later.

504 Connection to server Make sure the vendor service is
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Error Code Message

timed out.

505 Request from server
failed; not supported.

507 Request from server
failed due to insufficient
storage to process the
request.

508 Request from server
failed; detected a
processing loop.

511 Request from server
denied; authentication
failed.

GRAPHQL_
VALIDATION_FAILED

Request from server
failed.

BAD_USER_INPUT Request from server

failed.
UNAUTHENTICATED Request from server
failed.
FORBIDDEN Request from server

failed.

INTERNAL_SERVER_
ERROR

Request from server
failed.

PERSISTED_QUERY_
NOT_FOUND

Request from server
failed.

RATE_LIMITED Request from server

failed.
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Recommended Action
available and try again later.

Verify the APl version compatibility. If
the issue persists, contact support.

Try again. If the issue persists, contact
support.

Try again. If the issue persists, contact
support.

Check the username, password, and
authentication method in the connector
credentials.

If the issue persists, contact support.

If the issue persists, contact support.

Verify that all details in the connector
credentials section are correct.

Verify that all details in the connector
credentials section are correct.

If the issue persists, contact support.

If the issue persists, contact support.

Check the rate limits and try to sync
again later.



Error Code Message

SERVICE_ Request from server

UNAVAILABLE failed.

ENOTFOUND Request from server
failed.

SSL_ERROR Request from server

failed.

Internal Error

Recommended Action

Verify connectivity by testing the API
endpoint directly (e.g., using CURL).

Verify that all details in the connector
credentials section are correct.

Verify that all details in the connector
credentials section are correct.

Our team has been notified and is

Not applicable
working to resolve the issue. Your data
will be processed with the next
successful sync.

Manage Connectors

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

In Tenable Exposure Management, you can manage your third party connectors in the following
ways:

Add a New Connector

Add a connector to ingest third party asset and finding data into Exposure Management.

To add a new connector:
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1. Navigate to the Connectors page.

Connectors

Search Connector Name

Name

O Tenable On-Prem Connector

() Tenable On-Prem Connector test
e OUtpost24 - Test
4 Jamf Pro- Test

A acunetix360 Test

A acunetix360

“=  RiskRecon

& Detectify

I Hackerone

o ‘ Status “

Connector type

Data Status

Last data ingestion

Tenable Gateway & Connected -
Tenable Gateway & connected -
Outpost24 £\ Failed Aug 23 2025, 18:00
Jamf Pro & connected Aug 25 2025, 18:00
acunetix360 ® Disabled -
acunetix360 A Failed -
RiskRecon © Connecting Aug 25 2025, 00:00
Detectify @ Cconnecting Aug 25 2025, 00:01
HackerOne @ Connecting Aug 25 2025, 00:01

2. Inthe upper-right corner, click @ Add new connector.

The Connectors Library appears.

Connector Library

Connector Name

Categories

ASM

Asset Inventory
Bug Bounty
CSPM

CWPP

DAST

EDR

oT

vM

acunetix360 |||
Demoing the description. This is a demo ||||

description. We will describe later. The
description might be long so this is...

DAST

Connect

Armis »
Demoing the description. This is a demo ARMIS
description. We will describe later. The
description might be long 5o this s...

or

Connect

AWS Securitv Hub Standards

Acunetix Premium i
Demoing the description. This is a demo |||
description. We will describe later. The

description might be long so this is...

DAST

Connect

AWS Config aWS
Demoing the description. This is ademo -7
description. We will describe later. The

description might be long so this is...

EDR

Connect

Axonius

3. In the search box, type the name of the connector.
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w2

(® Add new connector

Createdon &

Aug 24 2025
Aug 212025
Jul16 2025

Jul16 2025

May 26 2025
May 20 2025
May 19 2025
May 19 2025

May 19 2025

Aqua CWPP l
Demoing the description. This is 2 demo '
description. We will describe later. The

description might be long so this is...

CwWPP

Connect

AWS EC2 aws
Demaing the description. Thisis a demo 7
description. We will describe later. The

description might be long so this is...

Asset Inventory

Connect

Azure /N
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4. On the tile for the connector, click Connect.
The connector configuration options appear.

5. Configure the connector according to the specific connector's configuration instructions. For
more information on connector types and how to configure them, see Supported Third-Party

Integrations.

View Connector Status and Logs

The Connector Logs in Tenable Exposure Management provide detailed insights into the processing
lifecycle of your connectors, including both the actual processing time and any waiting time that
occurs when multiple connectors are syncing simultaneously.

To view your connector logs:

1. Navigate to the Connectors page.

Connectors

Search Connector Name jol Status v

Name Connector type Data Status Last data ingestion Createdon

) Tenable On-Prem Connector Tenable Gateway & Connected - Aug 24 2025
{3 Tenable On-Prem Connector test Tenable Gateway & Connected - Aug 212025
e Outpost24 - Test Outpost24 B Failed Aug 23 2025, 18:00 Jul 16 2025
"8 vamipro- Test Jamf Pro & Connected Aug 25 2025, 18:00 Jul16 2025
2 acunetix360 Test acunetix360 ® Disabled - May 26 2025
2 acunetix3s0 acunetix360 £ Failed - May 20 2025
= RiskRecon RiskRecon @ Cconnecting Aug 25 2025, 00:00 May 18 2025
& Detectify Detectify © Cconnecting Aug 25 2025, 00:01 May 19 2025

1 HackerGne HackerOne © connecting Aug 25 2025, 00:01 May 19 2025

2. In the table, for the connector for which you want to view logs, click the £ button.

A menu appears.
3. In the menu, click Connector Logs.

The connector sync logs appear in a clear, user-friendly table. Each sync cycle is listed
separately, allowing you to distinguish between different sync attempts.
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Activity ~ ‘ ‘ Data Stage ~ ‘ ‘ Log Leve v
Start End Duration Activity Data Stage
> ﬁ?; 15,2025, 12:02 :ﬁ 15,2025, 12:43 40m 43s Full Sync ® Failed

Apr 09, 2025, 12:03

> AM Apr 09, 2025, 1:06 AM 1h 2m Incremental Sync (% Done

> ﬁz: 08, 2025,12:03 ﬁi: 08, 2025, 12:48 44m 55s Incremental Sync 25 In progress
> ﬁﬁ: 07, 2025, 12:02 Apr 07,2025, 113AM  Th1Im Incremental Sync £ In progress
> ﬁﬁ: 06, 2025, 12:03 QE: 06, 2025, 12:52 49m 27s Incremental Sync 7 In progress

4, . .
l Tip: You can also access the connector logs directly from the connector setup page.

The logs display sync history, timestamps, types (Full or Incremental), and error messages (if any).

Schedule Connector Sync Time

Set connector sync schedules to keep data fresh, consistent, and aligned with your operational
needs. Configure specific sync times and days to reduce system load, improve performance, and
give your team timely access to accurate security data.

To schedule connector sync time:
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1. Navigate to the Connectors page.

Connectors

Search Connector Name

Name

O Tenable On-Prem Connector
() Tenable On-Prem Connector test
e OUtpost24 - Test

Jamf Pro - Test

Y

A acunetix360 Test

A acunetix360

= RiskRecon

W Detectify

I Hackerone

2. In the table, click the connector for which you want to schedule the sync time.
The connector setup page appears.

3. In the Connector Scheduling section, configure the desired sync time.

o ‘ Status

Connector type

Tenable Gateway

Tenable Gateway

Outpost24

Jamf Pro

acunetix360

acunetix360

RiskRecon

Detectify

HackerOne

Edit Connector Settings

To edit connector settings:

Data Status

& Connected
& connected
A Failed

& connected
® Disabled
A Failed

@ Connecting
@ Cconnecting

@ Connecting
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Last data ingestion

Aug 23 2025, 18:00

Aug 25 2025, 18:00

Aug 25 2025, 00:00

Aug 25 2025, 00:01

Aug 25 2025, 00:01

Createdon &

Aug 24 2025

Aug 212025

Jul16 2025

Jul16 2025

May 26 2025

May 20 2025

May 19 2025

May 19 2025

May 19 2025

(® Add new connector



1.

Navigate to the Connectors page.

Connectors

Search Connector Name

Name

O Tenable On-Prem Connector
() Tenable On-Prem Connector test
e OUtpost24 - Test

Jamf Pro - Test

Y

A acunetix360 Test

A acunetix360

= RiskRecon

W Detectify

I Hackerone

In the table, locate the connector you want to edit.

o ‘ Status

Connector type

Tenable Gateway

Tenable Gateway

Outpost24

Jamf Pro

acunetix360

acunetix360

RiskRecon

Detectify

HackerOne

Data Status

& Connected

& connected

A Failed

& connected

® Disabled

A Failed

@ Connecting

@ Cconnecting

@ Connecting

Last data ingestion

Aug 23 2025, 18:00

Aug 25 2025, 18:00

Aug 25 2025, 00:00

Aug 25 2025, 00:01

Aug 25 2025, 00:01

To access the connector setup page, do one of the following:

* In the table, click the name of the connector you want to edit.

Createdon &

Aug 24 2025

Aug 212025

Jul16 2025

Jul16 2025

May 26 2025

May 20 2025

May 19 2025

May 19 2025

May 19 2025

« In the table, next to the connector you want to edit, click the $ button.

A menu appears.

y 14 2025

y 14 2025

y 14 2025

# Connector Settings
Connector Logs
® Disable Connector

] Delete Connector

a. Click Connector Settings.

The connector setup page appears.
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4. Update the connector settings based on your desired configuration options. Here, you can
configure:

e Connector credentials
* Data pulling configuration

¢ Connector scheduling

Tip: For more information about specific connectors and how to configure them, see
Supported Third-Party Integrations.

5. Once complete, do one of the following:
¢ Cancel - Discard any changes.

* Update and sync now - Apply your changes and immediately trigger a full sync for the
connector.

* Update - A confirmation message appears. Here, you can choose whether to apply the
changes immediately or on the configured sync schedule.

Edit CrowdStrike Connector X

Editing the connector configuration will affect the ingested data. Are you sure you want to
update the connector?

Cancel Update and sync on configured time Update and sync now

Disable or Enable a Connector

You can manually disable a connector when you no longer want it to fetch new data.

To disable a connector:
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1. Navigate to the Connectors page.

Connectors

Search Connector Name o) ‘ Status -
Name Connector type Data Status Last data ingestion Createdon 4
(3 Tenable On-Prem Connector Tenable Gateway & Connected - Aug 24 2025
) Tenable On-Prem Connector test Tenable Gateway & Connected - Aug 212025
s OUtpost24 - Test Outpost24 £\ Failed Aug 23 2025, 18:00 Jul 16 2025
4 Jamf Pro- Test Jamf Pro & connected Aug 25 2025, 18:00 Jul 16 2025
A acunetix360 Test acunetix360 ® Disabled - May 26 2025
A acunetix360 acunetix360 /A Falled - May 20 2025
~  RiskRecon RiskRecon @ Connecting Aug 25 2025, 00:00 May 19 2025
& Detectify Detectify © Connecting Aug 25 2025, 00:01 May 19 2025
|1 Hackerone HackerOne @ Connecting Aug 25 2025, 00:01 May 19 2025

2. Inthe table, next to the connector you want to disable, click the : button.

A menu appears.

y 14 2025 :

# Connector Settings
y 14 2025

Connector Logs
14 2025
v ® Disable Connector

] Delete Connector

3. Click Disable Connector.
Tenable Exposure Management updates the status of the connector to Disabled.

To resume syncing data for a disabled connector, you can re-enable the connector at any time. No
data is lost during this state.

To enable a connector:
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1. In the Connectors table, next to the connector you want to enable, click the : button.

A menu appears.

-

y 14 2025 :
# Connector Settings
y 14 2025
Connector Logs
14 2025
/ & Enable Connector
/14 2025 [ Delete Connector

2. Click Enable Connector.

Tenable Exposure Management updates the status of the connector to Enabled.

Delete a Connector

You can remove connectors and their associated data from Tenable Exposure Management.

Important! Full syncs can take up to 24 hours, at which point all connector data is fully removed
from Tenable Exposure Management and its user interface.

To delete a connector:
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Navigate to the Connectors page.

Connectors

Search Connector Name o) ‘ Status -
Name Connector type Data Status Last data ingestion Createdon 4
(3 Tenable On-Prem Connector Tenable Gateway & Connected - Aug 24 2025
) Tenable On-Prem Connector test Tenable Gateway & Connected - Aug 212025
s OUtpost24 - Test Outpost24 £\ Failed Aug 23 2025, 18:00 Jul 16 2025
4 Jamf Pro- Test Jamf Pro & connected Aug 25 2025, 18:00 Jul 16 2025
A acunetix360 Test acunetix360 ® Disabled - May 26 2025
A acunetix360 acunetix360 /A Falled - May 20 2025
~  RiskRecon RiskRecon @ Connecting Aug 25 2025, 00:00 May 19 2025
& Detectify Detectify © Connecting Aug 25 2025, 00:01 May 19 2025
|1 Hackerone HackerOne @ Connecting Aug 25 2025, 00:01 May 19 2025

In the table, next to the connector you want to delete, click the : button.

A menu appears.

y 14 2025 :

# Connector Settings
y 14 2025

Connector Logs

14 2025
v ® Disable Connector

] Delete Connector

Click Delete Connector.

The connector row appears grayed out to indicate that the deletion process has started.

Deleting...
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Tip: For more information about deleting connectors, tags, and their data, see Deleted Connectors

and Tags

Supported Third-Party Integrations

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the

Tenable FedRAMP Product Offering.

Tenable Exposure Management offers integration with the security tools listed in the table below.

Each supported integration has:

* Every supported integration has a dedicated Connector within Tenable Exposure Management

with specific configurations.

* Each connector can belong to one or more security data sources.

* Some connectors support inventory only (ingest only assets data), while others support

ingesting assets and vulnerability data.

l Tip: To learn more, see Connectors.

Important! On connector creation, it can take up to one hour for connector data to appear within

Tenable Exposure Management.

Security Tools Supported Integrations

The following connectors ingest both asset and weakness data.

Security Tool

Category

Ingested Asset
Classes

Supported Connector Name and

Integration Documentation

Acunetix360 Acunetix360 Connector

Acunetix Premium Acunetix Premium
Connector

Armis Armis Connector

- 361 -

DAST

DAST

Operational
Technology (OT)

Web Application

Web Application

Device


https://docs.tenable.com/PDFs/FedRAMP/FedRAMP_Product_Offering.pdf
https://www.acunetix.com/product/acunetix360/
https://docs.tenable.com/exposure-management/Content/connectors/acunetix360-connector.htm
https://www.acunetix.com/product/premium/
https://docs.tenable.com/exposure-management/Content/connectors/acunetix-premium-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/acunetix-premium-connector.htm
https://www.armis.com/
https://docs.tenable.com/exposure-management/Content/connectors/armis-connector.htm

Supported

Integration

AWS Inspector

BitSight

BlackDuck (formerly

Connector Name and Security Tool

Documentation Category

AWS Inspector CSPM
Connector

BitSight Connector DAST
BlackDuck (formerly DAST

WhiteHat)

WhiteHat) Connector

Cortex XDR Cortex XDR Connector Endpoint
Security
CrowdStrike CrowdStrike Connector Endpoint
Security
Cycognito Cycognito Connector DAST
Detectify Detectify Connector DAST
Microsoft TVM Microsoft TVM Endpoint
Connector Security
Qutpost 24 Qutpost 24 Connector Endpoint
Security
PrismaCloud CWPP PrismaCloud CWPP VM (CWPP)
Connector
Purplemet Purplemet Connector DAST
Qualys Qualys Connector Endpoint
Security
Qualys WAS Qualys WAS Connector DAST
Rapid7 Insight Appsec Rapid7 Insight AppSec DAST
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Ingested Asset
Classes

Cloud Resource

Device, Web
Application

Web Application

Device

Device

Device, Web
Application

Web Application

Device

Device, Web
Application

Device, Container

Web Application

Device

Web Application

Web Application


https://aws.amazon.com/inspector/
https://docs.tenable.com/exposure-management/Content/connectors/aws-inspector-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/aws-inspector-connector.htm
https://www.bitsight.com/
https://docs.tenable.com/exposure-management/Content/connectors/bitsight-connector.htm
https://www.blackduck.com/dast/continuous-dynamic.html
https://www.blackduck.com/dast/continuous-dynamic.html
https://docs.tenable.com/exposure-management/Content/connectors/whitehat-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/whitehat-connector.htm
https://www.paloaltonetworks.com/cortex/cortex-xdr
https://docs.tenable.com/exposure-management/Content/connectors/cortex-xdr-connector.htm
https://www.crowdstrike.com/
https://docs.tenable.com/exposure-management/Content/connectors/crowdstrike-connector.htm
https://www.cycognito.com/
https://docs.tenable.com/exposure-management/Content/connectors/cycognito-connector.htm
https://detectify.com/
https://docs.tenable.com/exposure-management/Content/connectors/detectify-connector.htm
https://learn.microsoft.com/en-us/defender-endpoint/?view=o365-worldwide
https://docs.tenable.com/exposure-management/Content/connectors/microsoft-tvm-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/microsoft-tvm-connector.htm
https://outpost24.com/
https://docs.tenable.com/exposure-management/Content/connectors/outpost24-connector.htm
https://www.paloaltonetworks.com/prisma/cloud/cloud-workload-protection-platform
https://docs.tenable.com/exposure-management/Content/connectors/prisma-cwpp-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/prisma-cwpp-connector.htm
https://www.purplemet.com/
https://docs.tenable.com/exposure-management/Content/connectors/purplemet-connector.htm
https://www.qualys.com/
https://docs.tenable.com/exposure-management/Content/connectors/qualys-connector.htm
https://www.qualys.com/apps/web-app-scanning/
https://docs.tenable.com/exposure-management/Content/connectors/qualys-was-connector.htm
https://www.rapid7.com/products/insightappsec/
https://docs.tenable.com/exposure-management/Content/connectors/rapid7-insight-appsec-connector.htm

Supported

Connector Name and

Security Tool

Ingested Asset

Integration Documentation Category Classes
Connector
Rapid7 Insight VM Rapid7 Insight VM Endpoint Device
Connector Security
Rapid7 InsightVM Rapid7 Insight VM Cloud Endpoint Device
Cloud Security
Red Hat Insights Red Hat Insights Endpoint Device
Connector Security
RiskRecon RiskRecon Connector DAST Web Application
SecurityScorecard SecurityScorecard DAST Web Application
Connector
SentinelOne SentinelOne Connector Endpoint Device, Other
Security
Tanium Tanium Connector Endpoint Device
Security
Veracode Veracode Connector DAST Web Application
Wiz Vulnerabilities Wiz Vulnerabilities CWPP (VM) Device, Container,
Connector Resource, Other
Wiz Configurations Wiz Configurations CSPM Device, Container,
Connector Resource, Other
Wiz Issues Wiz Issues Connector ASM Device, Container,

Resource, Other

Asset Inventory Supported Integrations

The following connectors ingest asset data only.

Supported Connector Name and

Ingested Asset
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https://docs.tenable.com/exposure-management/Content/connectors/rapid7-insight-appsec-connector.htm
https://www.rapid7.com/products/insightvm/
https://docs.tenable.com/exposure-management/Content/connectors/rapid7-insight-vm-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/rapid7-insight-vm-connector.htm
https://extensions.rapid7.com/extension/rapid7-insightvm-cloud
https://extensions.rapid7.com/extension/rapid7-insightvm-cloud
https://docs.tenable.com/exposure-management/Content/connectors/rapid7-insight-vm-cloud-connector.htm
https://www.redhat.com/en/technologies/management/insights
https://docs.tenable.com/exposure-management/Content/connectors/redhat-insights-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/redhat-insights-connector.htm
https://www.riskrecon.com/
https://docs.tenable.com/exposure-management/Content/connectors/riskrecon-connector.htm
https://securityscorecard.com/
https://docs.tenable.com/exposure-management/Content/connectors/securityscorecard-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/securityscorecard-connector.htm
https://www.sentinelone.com/
https://docs.tenable.com/exposure-management/Content/connectors/sentinelone-connector.htm
https://www.tanium.com/
https://docs.tenable.com/exposure-management/Content/connectors/tanium-connector.htm
https://www.veracode.com/products/dynamic-analysis-dast
https://docs.tenable.com/exposure-management/Content/connectors/veracode-connector.htm
https://www.wiz.io/
https://docs.tenable.com/exposure-management/Content/connectors/wiz-vulnerabilities-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/wiz-vulnerabilities-connector.htm
https://www.wiz.io/
https://docs.tenable.com/exposure-management/Content/connectors/wiz-configurations-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/wiz-configurations-connector.htm
https://www.wiz.io/
https://docs.tenable.com/exposure-management/Content/connectors/wiz-issues-connector.htm

Integration Documentation Classes
AWS EC2 AWS EC2 Connector Device
Axonius Axonius Connector Device
Microsoft Azure Azure Connector Device
Microsoft Intune Intune Connector Device
Jamf Jamf Pro Connector Device
ServiceNow ServiceNow Connector Device, Web
Application

Bug Bounty Supported Integrations

The following connectors ingest bug bounty data.

Supported Connector Name and Ingested
: . Category
Integration Documentation Asset Classes
HackerOne HackerOne Connector Web Bug Bounty
Application

Other Integrations

Supported Connector Name and
Category

Integration Documentation

Tenable On-Prem Tenable On-Prem Connector On-Prem

Acunetix360 Connector

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

Acunetix360 is is an automated web application security testing tool that audits your web
applications by checking for vulnerabilities like SOQL Injection, Cross site scripting and other
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https://aws.amazon.com/ec2/
https://docs.tenable.com/exposure-management/Content/connectors/aws-ec2-connector.htm
https://www.axonius.com/
https://docs.tenable.com/exposure-management/Content/connectors/axonius-connector.htm
https://azure.microsoft.com/en-us/
https://docs.tenable.com/exposure-management/Content/connectors/azure-connector.htm
https://www.microsoft.com/en-us/security/business/microsoft-intune
https://docs.tenable.com/exposure-management/Content/connectors/intune-connector.htm
http://jamf.com/
https://docs.tenable.com/exposure-management/Content/connectors/jamf-pro-connector.htm
https://www.servicenow.com/au/
https://docs.tenable.com/exposure-management/Content/connectors/servicenow-connector.htm
https://www.hackerone.com/
https://docs.tenable.com/exposure-management/Content/connectors/hackerone-connector.htm
https://docs.tenable.com/exposure-management/Content/connectors/tenable-on-prem-connector.htm
https://docs.tenable.com/PDFs/FedRAMP/FedRAMP_Product_Offering.pdf
https://www.acunetix.com/product/

O

exploitable vulnerabilities. In general, Acunetix scans any website or web application that is
accessible via a web browser and uses the HTTP/HTTPS protocol.

l Tip: For more information on how third-party integrations work, see Connectors. ’

Connector Details

Details Description

Supported Acunetix360

products

Category DAST

Ingested data Assets and Findings

Ingested Asset Web Application

Classes

Integration type UNI directional (data is transferred from the Connector to Tenable

Exposure Management in one direction)
Supported version  SaaS (latest)
and type
Prerequisites and User Permissions

Before you begin configuring the connector, make sure to:

Generate an Acunetix360 User ID and Token:

1. Log in to your Acunetix 360 account.

2. Click on your name in the top-right corner of the page and select API Settings from the
drop down menu.

3. If prompted, enter your current password and click Submit.
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Your User ID and API Token appear.

l Tip: For detailed instructions, refer to the Acunetix 360 API Settings documentation.

Add a Connector

To add a new connector:

1. In the left navigation menu, click Connectors.

The Connectors page appears.

Connectors

Search Connector Name

Name

“w  CrowdStrike111
= NAS 948056
48} securityScorecard
ﬁ Snyk-guy

A Acunetix Premium

@ Qualys

now  ServiceNow

2. In the upper-right corner, click @ Add new connector.

jo ‘ Select

Connector type

CrowdsStrike

SmallDemoConnector

Security Scorecard

Snyk

Acunetix Premium

Qualys

ServiceNow

The Connector Library appears.

Status

@ Connected
© Connected
© Connected A
@ Disabled

@ Connecting
@ Disabled

@ Connected
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Last data ingestion

Mar 16 2025, 05:05 PM

Mar 16 2025, 05:05 PM

Mar 16 2025, 10:00 AM

Dec 311968, 07:00 PM

Dec 311968, 07:00 PM

Dec 311968, 07:00 PM

Jan 05 2025, 10:02 AM

Created on

Jan 012025

Jan 012025

Jan 012025

Jan 012025

Jan 012025

Jan 012025

Jan 012025

(® Add new connector

Show logs
Show logs
Show logs
Show logs
Show logs
Show logs

Show logs


https://www.acunetix.com/support/docs/a360/your-account/api-settings/

Connector Library

Search Connector Name
Categories
ASM

Asset Inventory
Bug Bounty
CSPM

CWPP

DAST

EDR

oT

VM

acunetix360 |||
Demoing the description. This is a demo I|||

description. We will describe later. The
description might be long so this is...

DAST

Connect

Armis »
Demoing the description. This is a demo ARMIS
description. We will describe later. The

description might be long so this is...

or

Connect

AWS Security Hub Standards ...~

Acunetix Premium i
|
li

Demoing the description. This is a demo
description. We will describe later. The
description might be long so this is...

DAST
Connect
AWS Config aws
Demoing the description. This is a demo ~—]

description. We will describe later. The
description might be long so this is...

EDR

Connect

Axonius .

3. In the search box, type the name of the connector.

4. On the tile for the connector, click Connect.

The connector configuration options appear.

Configure the Connector

To configure the connector:

Aqua CWPP

Demaing the description. This is a demo ' '
description. We will describe later. The

description might be long so this is...

cwpp
Connect
AWSEC2 aws
Demoing the description. Thisis a demo 7

description. We will describe later. The
description might be long so this is...

Asset Inventory

Connect

Azure P/

1. (Optional) In the Connector's Name text box, type a descriptive name for the connector.

2. (Optional) To use a preconfigured on-prem connector to connect to this connector, from the

Gateway drop-down, select the on-prem connector you want to use for the connector.

Otherwise, select Don't use gateway.

| Note: For information about configuring a gateway, see Tenable On-Prem Connector.

3. Inthe User ID and API Token text boxes, paste the credentials you generated in Acunetix360.

4. In the Data pulling configuration section, you can configure dynamic settings specific to the

connector.
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* In the Asset Retention text box, type the number of days after which you want assets to
be removed from Tenable Exposure Management. If an asset has not been detected or
updated within the specified number of days, it is automatically removed from the

application, ensuring your asset inventory is current and relevant.

l Tip: For more information, see Asset Retention.

5. In the Test connectivity section, click the Test Connectivity button to verify that Tenable

Exposure Management can connect to your connector instance.

* A successful connectivity test confirms that the platform can connect to the connector
instance. It does not, however, guarantee that the synchronization process will succeed,
as additional syncing or processing issues may arise.

* |f the connectivity test fails, an error message with details about the issue appears.
Click Show tests for more information about the exact error.

Test connectivity

Validate the integration connectivity prior to save and sync. Note that successful connectivity testing does not indicate successful Test connectivity
integration, as the connector sync might encounter syncing or processing issues.

Last test (manual) was on: Mon, 31 Mar 2025 14:35:28 GMT - Success

® Failed tests 1 out of 4 integration tests failed Show tests Vv

(~ Successful tests 3 out of 4 integration tests succeeded Show tests Vv

6. In the Connector scheduling section, configure the time and day(s) on which you want
connector syncs to occur.

l Tip: For more information, see Connector Scheduling.

7. Click Create. Tenable Exposure Management begins syncing the connector. The sync can take
some time to complete.

8. To confirm the sync is complete, do the following:

* Navigate to the Connectors page and monitor the connector's status. Sync is complete

once the connector status is Connected.

* View the sync logs for the connector to monitor the logs for a successful connection.
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Acunetix 360 in Tenable Exposure Management

Locate Connector Assets in Tenable Exposure Management

As the connector discovers assets, Tenable Exposure Management ingests those devices for
reporting.

To view assets by connector:

1. In Tenable Exposure Management, navigate to the Assets page.

2. In the Filters section, under 3rd Party Connectors, click the connector name for which you

want to view assets.
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Filters LCd
£ Search
v Sources
i Attack surfa.. 0% A
™y Cloud Secur... 29%
% Container Se... 0%
@ Identity Expo... 0%
= OT Security 0%
7z Security Cen... 0%
(¥ Vulnerability... 71%
& Web Applicat... 0%
3rd Party Connectors
= CrowdStrike ... 0%
= SentinelOne ... 1%
() ServiceNow 0%
(*) Unclassified 0% =

The asset list updates to show only assets from the selected connector.

3. Click on any asset to view Asset Details.

Locate Connector Weaknesses in Tenable Exposure Management

As the connector discovers weaknesses, Tenable Exposure Management ingests those weaknesses
for reporting.

To view weaknesses by connector:
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1. In Tenable Exposure Management, navigate to the Weaknesses page.

2. In the Filters section, under 3rd Party Connectors, click the connector name for which you
want to view weaknesses.

Filters (4
I Search
v Sources
i Attack surfa... 0% A
Ty Cloud Secur... 29%
%% Container Se... 0%
@ Identity Expo... 0%
% OT Security 0%
Tz Security Cen... 0%
(1 Vulnerability... 71%
& Web Applicat... 0%
3rd Party Connectors
» CrowdStrike ... 0%
= SentinelOne ... 1%
) ServiceNow 0%
() Unclassified 0% -

The weaknesses list updates to show only weaknesses from the selected connector.

3. Click on any weakness to view Weakness Details.

Locate Connector Findings in Tenable Exposure Management

-371-



O

As the connector discovers individual findings, Tenable Exposure Management ingests those
findings for reporting.

To view findings by connector:

1. In Tenable Exposure Management, navigate to the Findings page.

2. In the Filters section, under 3rd Party Connectors, click the connector name for which you
want to view findings

Filters LG
I Search
v Sources
i Attack surfa... 0% A
Ty Cloud Secur... 29%
%% Container Se... 0%
@ Identity Expo... 0%
% OT Security 0%
Tz Security Cen... 0%
(1 Vulnerability... 71%
& Web Applicat... 0%
3rd Party Connectors
» CrowdStrike ... 0%
= SentinelOne ... 1%
) ServiceNow 0%
() Unclassified 0% -
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The findings list updates to show only assets from the selected connector.

3. Click on any asset to view Finding Details.

Data Mapping

Exposure Management integrates with the connector via API to retrieve relevant weakness and
asset data, which is then mapped into the Exposure Management system. The following tables
outline how fields and their values are mapped from the connector to Exposure Management.

Web Application Mapping

Tenable Exposure Management Value Acunetix360 Value

Unique ldentifier

Asset - Name

Asset - First Observation Date

Asset - Last Observed At

Asset - Webapp Homepage Screenshot Url
Asset - External Tags

Asset Custom Attributes

Finding Mapping

Id

Name
CreatedAt
UpdatedAt
RootUrl
Tags

Id
Description
TechnicalContactEmail
Groups

Name
IsVerified
LicenseType

AgentMode
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Tenable Exposure Management Ul Field  Acunetic360 Field

Unique ldentifier Id andUrl

Finding Name Title

CWEs Classification.Cwe

Severity Driver Severity

Description Summary

First Seen first_seen

Last seen (Observed) last_seen

Finding Custom Attributes url
Description
Actions

External References
Impact

Proof Of Concept
Skills

Type
CvssVectorString
Cvss31VectorString
Classification
Cvss Score

Cvss31 Score

Order

Severity

Finding Status Mapping
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Tenable Exposure .
Acunetix360 Status

Management Status

Active All other statuses, including: Present, False Positive,
and Accepted Risk

Fixed Fixed

| Note:For Acunetix360, Exposure Management uses the State field to determine finding status.

Finding Severity Mapping

Tenable Exposure Management Severity = Acunetic360 Score

Critical Severity: Critical
High Severity: High
Medium Severity: Medium
Low Severity:Low

| Note:For Acunetix360, Exposure Management uses the Severity field to determine severity.

Status Update Mechanisms

Every day, Tenable Exposure Management syncs with the vendor's platform to receive updates on
existing findings and assets and to retrieve new ones (if any were added).

The table below describes how the status update mechanism works in the connector for findings
and assets ingested into Tenable Exposure Management.

Update Type in Exposure

Mechanism (When?)
Management

Archiving Assets Asset not seen for X days according to "Last Seen". See
Asset Retention

Change a Finding status from Finding status changes to State.split = Fixed on
"Active" to "Fixed" the vendor side
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Note: Updates on the vendor side are reflected in Tenable Exposure Management only when the next
scheduled connector sync time is complete (once a day).

Uniqueness Criteria

Tenable Exposure Management uses defined uniqueness criteria to determine whether an ingested
asset or finding should be recognized as a distinct record. These criteria help define how assets
and findings are identified and counted from each connector.

l Tip: Read all about Third-Party Data Deduplication in Tenable Exposure Management

The uniqueness criteria for this connector are as follows:

Data Uniqueness Criteria

Asset Id

Finding Id+Url

API Endpoints in Use

Use in Tenable Exposure

Management
https://online.acunetix360.com/api/1.0/websites/list Assets (Web applications)
https://online.acunetix360.com/api/1.0/issues/allissues Findings

Acunetix Premium Cloud Connector

The following is not supported in Tenable FedRAMP Moderate environments. For more information, see the
Tenable FedRAMP Product Offering.

Acunetix Premium is an automated web application security testing tool that audits your web

applications by checking for vulnerabilities like SQL Injection, cross-site scripting, and other
exploitable vulnerabilities. Acunetix scans any website or web application accessible via a web
browser and uses the HTTP/HTTPS protocol.

l Tip: For more information on how third-party integrations work, see Connectors.
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Connector Details

Details Description

Supported Acunetix Premium

products

Category DAST

Ingested data Assets and Findings

Ingested Asset Web Application

Classes

Integration type UNI directional (data is transferred from the Connector to Tenable

Exposure Management in one direction)
Supported version  SaaS (latest)
and type
Prerequisites and User Permissions
Before you begin configuring the connector, make sure to:
* Create an Acunetix Premium user with Platform Administrator permissions.

* |dentify your Acunetix Premium server URL (e.g.,

https://online.acunetix.com/api/v1).

Generate an Acunetix Premium API Key:

1. Log in to your Acunetix Premium Clou