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Welcome to Tenable Identity Exposure 3.93 On-Premises User
Guide

Last updated: December 10, 2025

Tenable |dentity Exposure allows you to secure your infrastructure by anticipating threats,
detecting breaches, and responding to incidents and attacks. Using an intuitive dashboard to
monitor your active directory in real-time, you can identify at a glance the most critical
vulnerabilities and their recommended courses of remediation. Tenable Identity Exposure's
Indicators of Attack and Indicators of Exposure allow you to discover underlying issues affecting
your active directory, identify dangerous trust relationships, and analyze in-depth details of attacks.

To begin, see Start Using Tenable Identity Exposure.

For a successful deployment of your platform, follow the Get Started with Tenable Identity

Exposure 3.93 On-PremisesGet Started with Tenable ldentity Exposure 3.93 On-Premises.

About this Guide

This on-premises guide for Tenable Identity ExposureOn-premises version 3.93.x gives the

following information:

* The technical requirements to deploy and operate Tenable Identity Exposure as an on-
premises platform.

* The environment specifications from a network and application perspective.
* The tasks to perform before enabling security monitoring.

* The configuration and use of Tenable Identity Exposure

The Indicators of Attack and Indicators of Exposure features are available depending on the license that
you purchased.

Note: Tenable Identity Exposure is available alone or as part of the Tenable One package. For more
information, see Tenable One.

Tip: The Tenable Identity Exposure User Guide is available in English, French, German, Japanese, Korean,
Simplified Chinese, Spanish, and Traditional Chinese. The Tenable Identity Exposure user interface is available
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in English, French, German, Japanese, Korean, Simplified Chinese, Spanish, and Traditional Chinese. To
change the user interface language, see User Preferences.

For additional information on Tenable Identity Exposure, review the following customer education

materials:

e Tenable Identity Exposure Introduction (Tenable University)

Tenable One Exposure Management Platform

Tenable One is an Exposure Management Platform to help organizations gain visibility across the
modern attack surface, focus efforts to prevent likely attacks and accurately communicate cyber
risk to support optimal business performance.

The platform combines the broadest vulnerability coverage spanning IT assets, cloud resources,
containers, web apps and identity systems, builds on the speed and breadth of vulnerability
coverage from Tenable Research and adds comprehensive analytics to prioritize actions and
communicate cyber risk. Tenable One allows organizations to:

*  Gain comprehensive visibility across the modern attack surface
* Anticipate threats and prioritize efforts to prevent attacks
e Communicate cyber risk to make better decisions

Tenable ldentity Exposure exists as a standalone product, or can be purchased as part of the
Tenable One Exposure Management platform.

Tip: For additional information on getting started with Tenable One products, check out the Tenable One
Deployment Guide.

Get Started with Tenable Identity Exposure 3.93 On-Premises

Use the following workflow to perform your deployment of Tenable Identity Exposure 3.93.
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Review
Architecture

Resource
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Check <
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. Introductionto
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Prerequisites

Network Flow Secure Relay
Matrix Requirements

Web Portal
Requirements

Active
Directory
Integration

Install Identity
Exposure

Upgrade Identity
Exposure

Install <

Install Secure Relay

Set up forests, Deploy Configure -
Configure domains, alerts, Indicators of Microsoft Entra ID Review licenses
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se i i ]
Teng:lilierztlty : Specialist Course !
P ¢ and Certification

,,,,,,,, Optional

@  Required

Expand Exposure Management + Tenable Web App Scanning @ TenableOne
License

Check Prerequisites

1. Review the Release Notes.

2. Select your On-Premises Architectures — Tenable Identity Exposure offers two deployment

options depending on your specific needs.

3. Check Pre-deployment Requirements — For optimal performance, Tenable Identity Exposure

requires careful resource planning. This entails analyzing your Active Directory environment,

specifically the total number of objects, to determine the necessary memory and processing

power.
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Caution: Starting with Tenable Identity Exposure version 3.59.5, ensure that your TLS certificates
use OpenSSL 3.0.x.

Install

1. Select your deployment:

* |nstall Tenable Identity Exposure.

e Upgrade Tenable Identity Exposure.

2. Install the Secure Relay for Tenable Identity Exposure 3.93.

Configure

1. Post-deployment — Restart Services, Logs for Troubleshooting, Post-deployment Tasks.

2. Review Tenable Identity Exposure Licensing.

Use

e Start Using Tenable |dentity Exposure

Expand Tenable Identity Exposure into Tenable One

| Note: This requires a Tenable One license. For more information about trying Tenable One, see Tenable One.

Integrate Tenable Identity Exposure with Tenable One and leverage the following features:

* Access the Exposure View page, where you can gain critical business context by getting

business-aligned cyber exposure score for critical business services, processes and
functions, and track delivery against SLAs. Track overall identity risk to understand the risk
contribution of web applications to your overall cyber exposure score.

° View and manage cyber exposure cards.

° View CES and CES trend data for the Global and Active Directory exposure cards.
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° View Remediation Service Level Agreement (SLA) data.

° View Tag Performance data.

* Access the Exposure Signals page, where you can generate exposure signals that use queries

to search for asset violations. Simply put, if an asset is impacted by a weakness related to the
query, then the asset is considered a violation. Using this, you can gain visibility into your

most critical risk scenarios.

* Find top active threats in your environment with up-to-date feeds from Tenable
Research.

* View, generate, and interact with the data from queries and their impacted asset
violations.

* Create custom exposure signals to view business-specific risks and weaknesses

* Access the Inventory page, where you can enhance asset intelligence by accessing deeper
asset insights, including related attack paths, tags, exposure cards, users, relationships, and
more. Improve risk scoring by gaining a more complete view of asset exposure, with an asset
exposure score that assesses total asset risk and asset criticality.

° View and interact with the data on the Assets tab:

® Review your AD assets to understand the strategic nature of the interface. This
should help set your expectations on what features to use within Tenable
Exposure Management, and when.

® Familiarize yourself with the Global Asset Search and its objects and properties.
Bookmark custom queries for later use.

® Find devices, user accounts, software, cloud assets, SaaS applications, networks,
and their weaknesses.

® Drill down into the Asset Details page to view asset properties and all associated

context views.

° View and interact with the data on the Weaknesses tab:
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®  View key context on vulnerability and misconfiguration weaknesses to make the
most impactful remediation decisions.

° View and interact with the data on the Software tab:

®  Gain full visibility of the software deployed across your business and better
understand the associated risks.

® |dentify what software may be out of date, and which pieces of software may soon
be End of Life (EoL).

° View and interact with the data on the Findings tab:

®  View instances of weaknesses (vulnerabilities or misconfigurations) appearing on
an asset, identified uniquely by plugin ID, port, and protocol.

® Review insights into those findings, including descriptions, assets affected,
criticality, and more to identify potential security risks, visibility on under-utilized
resources, and support compliance efforts.

* Access the Attack Path page, where you can optimize risk prioritization by exposing risky
attack paths that traverse the attack surface, including web apps, IT, OT, loT, identities, ASM,
and prevent material impact. Streamline mitigation by identifying choke points to disrupt
attack paths with mitigation guidance, and gain deep expertise with Al insights (Not
supported in FedRAMP environments).

° View the Dashboard tab for a high-level view of your vulnerable assets such as the
number of attack paths leading to these critical assets, the number of open attack
techniques and their severity, a matrix to view paths with different source node
exposure score and ACR target value combinations, and a list of trending attack paths.

® Review the Top Attack Path Matrix and click the Top Attack Paths tile to view

more information about paths leading to your “Crown Jewels”, or assets with an
ACR of 7 or above.

You can adjust these if needed to ensure you're viewing the most critical attack path
data.
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° On the Top Attack Techniques tab, view all attack techniques that exist in one or more

attack paths that lead to one or more critical assets by pairing your data with advanced
graph analytics and the MITRE ATT&CK® Framework to create attack techniques, which
allow you to understand and act on the unknowns that enable and amplify threat impact

on your assets and information.

° 0On the Top Attack Paths tab, generate attack path queries to view your assets as part

of potential attack paths:

B Generate an Attack Path with a Built-in Query

B Generate an Attack Path Query with the Attack Path Query Builder

B Generate an Asset Query with the Asset Query Builder

Then, you can view and interact with the Attack Path Query and Asset Query data via the

query result list and the interactive graph.

° Interact with the MITRE ATT&CK Heatmap tab.

¢ View and interact with the data in the Tags page:

° Create and manage tags to highlight or combine different asset classes.

° View the Tag Details page to gain further insight into the tags associated with your
assets.

On-Premises Architectures

The Tenable Identity Exposure platform relies on several Windows services hosted on virtual
machines (VMs). Your environment must support the following infrastructure:
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The Tenable Identity Exposure platform consists of the following components:

* The Storage Manager: Providing hot and cold storage support, the Storage Managers oversee
serving data to the Directory Listeners and the Security Engine Nodes. This component is the
only one that must remain persistent to save information. Internally, they use Microsoft MS
SOL Server to store internal data and configuration.

* The Security Engine Nodes: Hosting analysis-related services, the security engine nodes
support the Tenable Identity Exposure security engine, internal communication bus, and end-
user applications (such as the Web portal, the REST API, or the alert notifier). This component
builds on different isolated Windows services.

* The Directory Listener: Working closely with the monitored domain controllers, the Directory
Listeners receive real-time Active Directory flows and apply several treatments to decode,
isolate, and correlate security changes.

For the number and sizing of these components, see Resource Sizing.

Architectures

Tenable Identity Exposure's on-premises solution uses a software package hosted in a dedicated
Windows Server environment that you provide and manage, based on the following architectures:

Centralized Architecture

The centralized architecture hosts all Tenable Identity Exposure components in the same network

zone.
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* The main components (Secure Relay, Directory Listeners, Security Engine Nodes, and Storage
Managers) work side by side and can communicate with each other without any network
filtering.

* To ensure proper network security, Tenable recommends that you secure this architecture
with a firewall at the entrance to the zone. The following illustration shows the ingoing and
outgoing network flows as described in the Network Flow Matrix.

Advantages — This architecture offers the best balance between manageability and security:
* Each Tenable Identity Exposure service is at the same logical place behind a unique firewall.

* Each service flow (Active Directory, end-users, alerts, etc.) goes through the same network
equipment.

* This architecture links new Active Directory domains easily because it does not need service
or extra configuration on the targeted domains.

Disadvantages — The centralized architecture can consume bandwidth because it must transfer
each Active Directory flow from the monitored domain controllers to the Tenable Identity Exposure

network zone.

Tip: Tenable recommends using the centralized architecture because it offers better flexibility and easier
deployment.

Distributed Architecture

The distributed architecture places Directory Listeners in the same network zone as the domain
controllers, and hosts the Security Engine Node and the Storage Manager in another network zone,
as shown in the following illustration:

Advantages

* Bandwidth reduction: Active Directory flows can be significant when monitoring large
directories. By filtering relevant security changes and compressing the objects, the Directory
Listeners reduce the bandwidth that the platform uses.

* Better network filtering:
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° An Active Directory infrastructure requires the use of numerous TCP and UDP ports
which can be targets during a cyberattack. Following the principle of least privilege,
Tenable recommends that you expose only these network ports when it is strictly

necessary.

° By placing Directory Listeners in the same network zone as the domain controllers,
Tenable Identity Exposure does not need to expose Active Directory ports to another
network zone.

* |solated infrastructure: Specific contexts sometimes require a complete isolation of the
Active Directory infrastructure from the rest of the information system. Using the distributed
architecture, Tenable Identity Exposure’s platform only requires one inbound and one
outbound network flow, which preserves the security of the isolated infrastructure.

* Network security: Tenable Identity Exposure’s Directory Listeners use a specific host-based
firewall. Tenable also recommends that you use a specific firewall at the entrance of the zone
hosting the Security Engine Nodes and Storage Managers. For more information on inbound
and outbound network flows, see Network Flow Matrix.

Disadvantages — Tenable only recommends this architecture for highly sensitive environments that
require high-level network isolation.

* The distributed architecture is more complex to deploy and to maintain because it requires
multiple network configurations in different network locations.

* This architecture is also less flexible since it requires the deployment of new Directory
Listeners each time the customer wants to add a new domain to monitor.
Pre-deployment Requirements

Before you begin, check that you meet the following prerequisites to ensure a smooth installation
process.

Installation Overview

You install Tenable Identity Exposure as an application package hosted in a dedicated Windows
environment that must fulfill specific hosting specifications.Tenable |dentity Exposure requires
access to the operating system's master image on the system where you install it.
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Tenable preconfigures the application package with only Tenable services and your specific
requirements. This deployment option offers maximum flexibility and integrates seamlessly into
your specific environment.

Tenable Identity Exposure runs on a micro-services architecture embedded into Windows services.
These services have a dedicated purpose (storage, security analysis, application, etc.) and all are
mandatory. Consequently, you can only install Tenable Identity Exposure on operating systems
supporting the micro-services model.

Tenable Identity Exposure
application package
(installer)

Internal customer

Regular customer's Windows
& network

2022 servers

Customer On-premise
Site

TLS Certificates

OpenSSL 3.0 Support — Starting with version 3.59.5, Tenable Identity Exposure uses OpenSSL
3.0.x. As a result, X.509 certificates signed with SHAT no longer work at security level 1 or higher.
TLS defaults to security level 1, which makes SHA1-signed certificates untrusted for authenticating
servers or clients.

You must upgrade your certificates in response to this change. If you continue the installation
without updating your certificates to use OpenSSL 3.0, the Tenable Identity Exposure installer
returns the following error messages with recommended fixes:
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L?  Tenable Identity Exposure Setup X

Error: The encryption algorithm used in the Server PFX Archive is not
supported.

Solution: Please regenerate the PFX file using the supported and secure
encryption algorithm OpenSSL 3.0 .

See raw logs Raw Logs

MAC: shal, Iteration 2048

MAC length: 20, salt length: 8

PKCS7 Encrypted data: pbeWithSHA 1And40BitRC2-CBC, Iteration 2048

Error outputting keys and certificates

84150000:error:0308010C:digital envelope
routines:inner_evp_generic_fetch:unsupported:..\crypto\evp\evp_fetch.c:355:
default library context, Algorithm (RC2-40-CBC : 0), Properties ()

Error: The Server PFX Archive format is invalid or the file is corrupted.
Solution: Please regenerate the PFX file using the original certificates and
keys.

See raw logs [_JRaw Logs
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Error: The provided Server PFX Archive is not valid.
Solution: Please ensure the PFX file is correct or regenerate it using the original
certificates and keys.

See raw logs [_JRaw Logs

Account Privileges

Perform the installation as the local account member of the local or built-in administrators group or

as an administrator on the server where you install Tenable Identity Exposure.

Caution: Log in to the machine as this local administrator account outside the domain. Do not log in as a
local administrator within the domain.

The account requires the following permissions:
e SeBackupPrivilege
e SeDebugPrivilege

e SeSecurityPrivilege

Antivirus (AV) and Endpoint Detection and Response (EDR)

Before installing, disable any AV and/or EDR solution on the host. Failing to do so triggers a roll-
back during installation. You can safely enable AV/EDR once the installation is complete, but be
aware that it may impact product performance due to high disk I/0 operations. See also
"Unsupported Configurations" below.

Pending Reboots

Perform any required reboots prior to installation. When you launch the installer on a server, it
checks the following:
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* There is no pending reboot.
* The server was restarted properly less than 11 minutes ago.
* The MSI checks the following registry keys:

°© HKLM: \ Software \ Microsoft \ Windows \ CurrentVersion \ Component

Based Servicing \ RebootPending

°© HKLM: \ SOFTWARE \ Microsoft \ Windows \ CurrentVersion \
WindowsUpdate \ Auto Update \ RebootRequired

°© HKLM: \ SYSTEM \ CurrentControlSet \ Control \ Session Manager ->
PendingFileRenameOperations

Service Accounts

The use of service accounts must be allowed on the operating system.

| Note: This service account must be able to read all object attributes.

Indicators of Attack

The Windows event log must have a minimum retention time of 5 minutes to ensure the application
can accurately retrieve all events.

Unsupported Configurations

The following table details unsupported configurations:

Configuration Description

Active anti-virus or Endpoint The Tenable Identity Exposure platform requires intensive
Detection and Response (EDR) disk 1/0.
solution

* Using anti-virus and EDR can drastically decrease
platform performances.

* You must have an exception to allow Tenable |dentity
Exposure services and data folder.

Firewalls Do the following to allow Tenable Identity Exposure services

_35_



O

to communicate with each other to have reliable security
monitoring:

* Disable local firewall rules preventing outgoing traffic.

e Grant local firewall rules to allow incoming traffic on
Tenable Identity Exposure services.

Erlang * Do not customize the HOMEDRIVE environment variable.

e The PATHEXT environment variable must contain the
.exe and .bat file extensions.
Third-Party Applications

Deploying Tenable Identity Exposure’s platform in a non-certified environment can create
unexpected side effects.

In particular, the deployment of third-party applications (such as a specific agent or daemon) in the
master image can cause stability or performance issues.

Tenable strongly recommends that you reduce the number of third-party applications to a
minimum.

Access Rights

Tenable Identity Exposure’s platform requires local administrative rights to operate and ensure a
proper service management.

* You must provide the Tenable technical lead with the credentials (username and password)
associated with the administrative account of the host machine.

* When deploying to a production environment, consider a password renewal process that you
validate jointly with the Tenable technical lead.

Product Updates

As part of its upgrade program, Tenable frequently publishes updates to its systems to provide new
detection capabilities and new product features.
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* In this deployment, Tenable only provides updates for Tenable Identity Exposure components.
You must ensure a proper management of your operating systems, including the frequent
deployment of security patches. For more information about Tenable Identity Exposure
releases, see the Tenable Identity Exposure Release Notes.

* Tenable Identity Exposure's micro-services architecture supports the immediate application
of operating system patches.

Other Requirements

* Tenable Identity Exposure works with Windows Servers listed in Hardware Requirements with

the latest available update.

* Tenable Identity Exposure installation program requires Local Administrator rights on
Windows Server 2016 or later. If the account used for the installation is the default account,
ensure that this account can run programs without restrictions.

* Tenable Identity Exposure services require Local Administrator rights to run local services on
the machine.

* Tenable Identity Exposure requires a dedicated data partition. Do not run Tenable Identity
Exposure on the OS partition to prevent system freeze if the partition is full.

* Tenable Identity Exposure SOL instance requires the virtual accounts usage feature.

* When installing or upgrading Microsoft SQL Server after implementing tighter security
measures, the installation process fails due to insufficient user rights. Check that you have
the necessary permissions for a successful installation. For more information, see the
Microsoft documentation.

* Tenable Identity Exposure must run as a black box. Dedicate each machine to Tenable Identity
Exposure and do not share it with another product.

* Tenable Identity Exposure can create any folder starting with the ‘Alsid’ or ‘Tenable’ prefix on

w

the data partition. Therefore, do not create folders starting with "Alsid" nor “Tenable" on the

data partition.

* Erlang: Do not modify the HOMEDRIVE environment variable. The PATHEXT environment
variable must contain the .exe and .bat file extensions.
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* |f you must set the AD service account of Tenable Identity Exposure as a Protected Users
group member, ensure your Tenable Identity Exposure configuration supports Kerberos
authentication, because Protected Users cannot use NTLM authentication.

Pre-installation Checklist

This table resumes the prerequisites in a handy checklist before installation.

Information or Resource to Reserve Status

The required agreements (NDA, Evaluation Software License), if applicable.
The number of active AD users in the targeted domains to monitor.

The computing and memory resources are based on Tenable ldentity Exposure’s
sizing matrix. See Resource Sizing.

The private IP of each virtual machine used to deploy Tenable’s platform.

The type and IP address of the update management infrastructure, the time
server, PKl server, and identity provider.

Open required network flows for each service that Tenable Identity Exposure
requires. See Network Flow Matrix.

The private IP addresses of each Primary Domain Controller emulator.
Creation of a reqular user account on each Active Directory forest to monitor.

On the specific Active Directory containers, grant access right to the Tenable
service account.

Grant access for Privileged Analysis if you want to enable this feature.
The AD domain user account login:

* Format: User Principal Name, for example
“tenablead@domain.example.com” (recommended for Kerberos
compatibility) or NetBIOS, for example
“DomainNetBIOSName\SamAccountName”.

A TLS certificate issued for Tenable Identity Exposure’s Web Portal issued from
the customer’s PKI
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* Otherwise, inform Tenable of the use of self-signed certificate.
The list of Tenable Identity Exposure user accounts to create:
* Required information: first and last name, email address, and desired login.

The list of optional configurations to activate (email notification, Syslog event
forwarding, etc.)

An identified and available project coordinator to work with Tenable.

Technical staff to respond to potential technical issues such as network filtering
issue and unreachable PDCe.

See also

Resource Sizing

Hardware Requirements

Network Requirements

Web Portal Requirements

Integration with an Active Directory Domain

Resource Sizing

To ensure correct behavior, the Tenable |dentity Exposure components — Storage Manager,
Security Engine Nodes, and Directory Listener — require a certain amount of memory and

computing power.

* These required resources scale depending on the size of the Active Directory (AD)
infrastructure that you monitor.

* Tenable Identity Exposure uses the number of active users as a metric to compute the sizing
requirements. This includes the regular user accounts and the service accounts that

applications use.

To compute the AD volume:

* Run the following PowerShell command line on each Active Directory domain to monitor:
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Import-Module ActiveDirectory
(Get-ADUser -Server "dc.domain.com" -Filter 'enabled -eq $true').Count

where:

° -Server specifies the Active Directory Domain Services (ADDS) instance to
connect to.

° dc.domain.comis the fully qualified domain name (FQDN) of the domain controller
to use for counting.

Sizing Requirements

After you compute the number of active users to monitor, see the following sections for the
appropriate sizing requirements:

* The Directory Listeners receive real-time Active Directory flows.

Required sizing for the system hosting the Directory Listener components:

Directory Listener

Active AD users Instance vCPU (per Memory Disk space
required instance) (per (per
instance) instance)
1-25,000 1 virtual 2 coreson 2 16 GB of 30 GB
machine sockets RAM (Silver)
25,001 - 50,000 1 virtual 4 cores on 2 16 GB of 30 GB
machine sockets RAM (Silver)
50,001 - 75,000 1 virtual 4 cores on 2 32 GB of 30 GB
machine sockets RAM (Silver)
75,001 - 100,000 1 virtual 4 cores on 2 32 GB of 30 GB
machine sockets RAM (Silver)
100,001 - 1 virtual 8 coreson 2 64 GB of 30 GB
150,000 machine sockets RAM (Silver)
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150,001 -
500,000

500,001 -
500,001+

1 virtual
machine

1 virtual

machine

8 coreson 2
sockets

8 coreson 2
sockets

64 GB of
RAM

64 GB of
RAM

30 GB
(Silver)

30 GB
(Silver)

* The Security Engine Nodes support Tenable Identity Exposure’s security engine, storage

services, and end users.

Services for detailed resource sizing.

Note: If you spread the SEN services over several machines, see Split Security Engine Node (SEN) |

Required sizing for the system hosting the Security Engine Node components:

Security Engine Node

Active AD
users

1-25,000

25,001 -
50,000

50,001 -
75,000

75,001 -
100,000

100,001 -
150,000

Instance
required

1 virtual

machine

1 virtual
machine

1 virtual

machine

1 virtual
machine

1 virtual

machine

Split Security Engine Node

150,001 -
500,000

5 virtual

machines

vCPU (per instance)

8 coreson 2
sockets

8 coreson 2
sockets

10 coreson 3
sockets

12 cores on 4
sockets

16 cores on 4
sockets

VM1: 8 cores on 2
sockets

- 4] -

Memory
(per instance)

16 GB of RAM

32 GB of RAM

32 GB of RAM

64 GB of RAM

96 GB of RAM

VM1: 16 GB of
RAM

Disk space
(per
instance)

200 GB
(Gold)

300 GB
(Gold)

300 GB
(Gold)

400 GB
(Gold)

400 GB
(Gold)

VM1: 1TB
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VM2: 8 cores on 4 VM2: 16 GB of VM2: 300
sockets RAM GB
VM3: 16 cores on 4 VM3: 32 GB of VM3: 100 GB
sockets RAM
VM4: 16 cores on 4 VM4: 16 GB of VM4: 100 GB
sockets RAM
VMb5: 16 cores on 4 VMb: 48 GB of VMb5: 100 GB
sockets RAM
300,001 - 5 virtual VM1: 8 cores on 2 VM1: 16 GB of VM1: 1TB
500,001+ machines sockets RAM
VM2: 8 cores on 4 VM2: 16 GB of VM2: 300
sockets RAM GB
VM3: 12 cores on 4 VM3: 32 GB of VM3: 100 GB
sockets RAM
VM4: 16 cores on 4 VM4: 32 GB of VM4: 100 GB
sockets RAM
VMb: 16 cores on 4 VMb: 64 GB of VM5: 100 GB
sockets RAM

* The Storage Manager provides hot and cold storage support for the Directory Listeners and

the security nodes services.

Required sizing for the system hosting the Storage Manager components:

Storage Manager

Active AD Instance vCPU (per Memory (per Disk Space (per

users Required instance) instance) instance)

1-25,000 1 virtual 8 cores on 2 16 GB of RAM 600 GB
machine sockets

25,001 - 1 virtual 8 cores on 2 16 GB of RAM 800 GB
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50,000

50,001 -
75,000

75,001 -
100,000

100,001 -
150,000

150,001 -
500,000

300,001 -
500,001+

machine

1 virtual
machine

1 virtual
machine

1 virtual
machine

1 virtual
machine

1 virtual
machine

sockets

12 cores on 4
sockets

12 cores on 4
sockets

12 cores on 4
sockets

16 cores on 4
sockets

16 cores on 4
sockets

32 GB of RAM

52 GB of RAM

64 GB of RAM

64 GB of RAM

128 GB of RAM

1.2 TB

2TB

4TB

6TB

8 TB

For information about disk performance, see Storage Manager Disk Requirements.

Storage Policy Management

Gold, silver, and bronze storage are different tiers or levels of storage services based on

performance, reliability, and cost. Definitions may vary among providers.

Gold is the highest tier with the best performance and reliability, suitable for critical

workloads.

Silver is a mid-tier option with balanced performance and cost.

Bronze is the lower tier with lower performance and reliability, often chosen for less critical

workloads.

Sizing Example

An Information System made of three Active Directory domains has the following sizing.

Domain Number of Active AD users
Domain A 45,000
Domain B 15,000

Domain C 150
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Total: 60,150

Following the sizing matrix, this Tenable Identity Exposure deployment requires the following
resources.

Tenable Identity Instance vCPU (per Memory (per  Disk Space (per

Exposure services Required instance) instance) instance)

Directory Listeners 1 4 cores, at 32 GB of 30 GB
least 2.6 GHz RAM

Security Engine 1 10 cores, at 32 GB of 300 GB

Nodes least 2.6 GHz RAM

Storage Managers 1 12 cores, at 32 GB of e 1.2 TB with
least 2.6 GHz RAM 10,000 IOPs

* For upgrade: At
least 20 GB
available

Storage Manager Disk Requirements

As part of its security analysis, Tenable Identity Exposure stores the differences for each Active
Directory (AD) change either from the AD database or the SYSVOL network share.

The Storage Manager component oversees the storage of these events using the following:
* An event log storage for attacks related events
* A Microsoft SQL Server instance for all other events

Tenable provides both minimum and recommended hardware requirements depending on your
Active Directory activity:

¢ A minimum sizing configuration to start and run the platform in most infrastructures.

* A recommended sizing configuration to cover the needs of most event-intensive AD
infrastructures.

Tenable ldentity Exposure also requires the implementation of a specific disk layout to store the
different database files and to ensure that I/0 performances are compatible with its activity.
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Due to the amount of Active Directory data it processes, Tenable Identity Exposure is a disk-
intensive application. To avoid any bottleneck introduced by the storage (disk or SAN), Tenable

Identity Exposure offers a minimal and recommended configuration.

* As with sizing, the minimal disk performances generally cover the needs of most

infrastructures.

* The recommended infrastructure offers better experience for large or active AD

infrastructures.

Supported and Recommended Disk Layout
Some specific environments require splitting the database files across different disks:
* One data file disk
* One temporary DB disk
* One log file disk
e (Optional) 1 backup disk
Minimum and Recommended Disk Sizing

The following tables describe the minimal and recommended disk sizing to store six months of

Active Directory events in Tenable Identity Exposure.

Storage managers - Disk Sizing Matrix

Active Disk Data File Disk Space Log File Disk Space TempDb Disk Space
AD Space

(per Minimu Recommen  Minimu Recommen Minimu Recommen
instanc N ded m ded m ded
e)
1- 600 GB 340 GB 375 GB 100 GB 200 GB 10 GB 25 GB
25,000
25,001 800 GB 400 GB 500 GB 125 GB 250 GB 25 GB 50 GB
50,000
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50,001 1.2 TB 600GB  775GB 150 GB 550 GB 50 GB 75 GB

75,000

75,001 27TB 725 GB 1.3TB 200GB  600GB 75 GB 100 GB
100,00
0

4TB 1.6 TB 3TB 300GB  800CGB 100 GB 200 GB
100,00
1-
150,00
0

150,001 6 7TB 2.45 47TB 400GB 1TB 150 GB 3500 GB
- B

300,00

0

8TB 3.5TB 6.4 TB 500GB 1.2 7TB 200GB  400GB
300,00
1-
500,00

1+

Minimum and Recommended Disk Performance

The limiting factor of the database is usually the underlying disk performances. The better disk
throughput/IOPS, the better overall performances of Tenable Identity Exposure are. A low latency is

also necessary (<5 ms).

Storage managers - Disk Performance Matrix

- 46 -



Active AD Minimal Disk Performance Recommended Disk Performance

users

Throughput I0OPs Throughput I0Ps
(MB/sec) (read/write) (MB/sec) (read/write)
1-25,000 150 2,500 300 5,000
25,001 - 200 5,000 400 10,000
50,000
50,001 - 200 5,000 400 10,000
75,000
75,001 - 200 5,000 400 10,000
100,000
100,001 - 250 7,500 500 15,000
150,000
150,001 - 250 7,500 500 15,000
500,000
300,001 - 500 16,000 1,000 32,000
500,001+

Hardware Requirements
Tenable ldentity Exposure requires the following hardware:
¢ Supported Microsoft Windows Operating Systems
° Windows Server 2016
° Windows Server 2019
° Windows Server 2022
° Windows Server 2025

* The requirements described in the sizing sections are for the well-being of Tenable Identity
Exposure’s platform; they do not include the operating system requirements of an application
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package-based deployment.
* CPU speed must be at least 2.6 GHz.

* Tenable Identity Exposure’s platform supports the x86-64 processor architecture (at least
Sandy Bridge or Piledriver) with Intel Turbo Boost Technology 2.0.

* One required network interface: you can add other network interfaces for administration,
monitoring, or any other reason.

Network Requirements

Tenable Identity Exposure requires access to your Active Directory infrastructures to initiate
security monitoring. You must allow network flows between the different Tenable Identity Exposure
services as described in Network Flow Matrix.

Bandwidth

As a monitoring platform, Tenable Identity Exposure receives Active Directory events continuously.
Depending on the scale of the infrastructure, this process can generate a significant volume of
data.

You must allocate an appropriate bandwidth to guarantee data transmission to Tenable Identity
Exposure for analysis in a reasonable amount of time.

The following table defines the required bandwidth based on the size of the monitored AD.

Active AD Average Number of Objects Received Minimum Recommended
Users (per minute) Bandwidth Bandwidth
1-5,000 10 1 Mbps 2 Mbps

5,001 - 150 5 Mbps 10 Mbps
75,000

75,001 - 700 15 Mbps 30 Mbps
400,000

Microsoft APIs

To subscribe to the replication flows and begin monitoring them, Tenable Identity Exposure must
contact standard directory APIs from Microsoft. Tenable Identity Exposure only requires
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communication with the Primary Domain Controller emulator (PDCe) with a reqular user account.
You must also deploy a new group policy object (GPO) to activate the attack detection engine.

Communication with AD

For an on-premises installation, Tenable Identity Exposure is a software package that you deploy on
your Windows Server environment. Tenable Identity Exposure must communicate with the
monitored Active Directory.

Internet Access

Tenable provides a continuous integration process to allow regular releases of new detection
capabilities and features. Tenable recommends that you plan an Internet access to upgrade Tenable
Identity Exposure regularly.

Network Protocols

Specific network protocols (such as Syslog, SMTP or HTTP) allow Tenable Identity Exposure to offer
native alerting features, the ability to design specific analysis flows bound to a Security Information
and Event Management (SIEM) platform, and a REST API that can integrate into a cybersecurity
ecosystem.

Network Flow Matrix

To do security monitoring, Tenable Identity Exposure must communicate with the Primary Domain
Controller emulator (PDCe) of each domain. You must open network ports and transport protocols
on each PDCe to ensure efficient monitoring.

In addition to these network flows, you must consider other network flows, such as:
* Access to the end-user services.
* The network flows between Tenable Identity Exposure services.

* The network flows from the support services that Tenable Identity Exposure uses, such as
the update management infrastructure and the network time protocol.

The following network matrix diagram gives more details about the different services involved.

Required Protocols
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Based on this diagram, the following table describes each required protocol and port that Tenable
Identity Exposure uses.

Tenable Identity

Type of Protocol and
Exposure’s .
Usage Traffic Port
1. Tenable Domain Directory, LDAP/LDAPS TCP/389 and
ldentity controllers Replication, TCP/636
Exposure’s User and ICMP/echo-
Secure Computer
request
Relay(s) Authentication,
Group Policy, ICMP/echo-
Trusts response
Replication, SMB, CIFS, TCP/445
User and SMB2, DFSN,
Computer LSARPC,
Authentication, NbtSS,
Group Policy, NetLogonR,
Trusts SamR, SrvSvc
User and Kerberos TCP/88,
Computer TCP/464 and
Authentication, UDP/464
Forest Level
Trusts
User and DNS UDP/53 and
Computer TCP/53
Authentication,
Name
Resolution,
Trusts
Replication, RPC, DCOM, TCP
User and EPM, Dynamic
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Computer DRSUAPI, (49152-
Authentication, NetLogonR, 65535)
Group Policy, SamR, FRS

Trusts Note:

Starting
with
Windows
Vista and
Windows
Server
2008, the
default
dynamic
port
range is
49152-
65535.
Thisis a
change
from
earlier
versions
that used
ports
1025-
5000.

Directory, Global Catalog = TCP/3268
Replication, and

User and TCP/3269
Computer

Authentication,

Group Policy

Trusts

Replication RPC Endpoint TCP/135
Mapper
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Tenable
|dentity
Exposure’s
Secure
Relay(s)

End users

Tenable
ldentity
Exposure

Tenable
|dentity
Exposure’s
Directory
Listener

Tenable
|dentity
Exposure’s
Security
engine
nodes

Support
services

Tenable Identity

Exposure’s
internal API

flows

Automatic
updates

Tenable Identity
Exposure’s end-

user services
(Web portal,

REST API, etc.)

Time

synchronization

Update

infrastructure

(for example

WSUS or SCCM)

PKI

infrastructure

|dentity provider

SAML server

|dentity provider

LDAP

Identity provider

-h2 -

HTTPS

HTTP

HTTPS

NTP

HTTP/HTTPS

HTTP/HTTPS

HTTPS

LDAP/LDAPS

HTTPS

TCP/443

TCP/5048

TCP/443

UDP/123

TCP/80 or
TCP/443

TCP/80 or
TCP/443

TCP/443

TCP/389 and
TCP/636

TCP/443
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Additional Flows

In addition to the Active Directory protocols, certain Tenable |dentity Exposure configurations
require additional flows. You must open these protocols and ports between Tenable Identity

Exposure and the targeted service.

Tenable
Identity
Network Type of Protocol and
F Exposure’s )
flows Traffic Port
Usage
(optional)
5. Tenable Cybersecurity Email SMTP TCP/25,
|dentity services notifications TCP/587,
Exposure’s TCP/465,
Secure TCP/2525,
Relay(s) TCP/25025
(depending on
the SMTP
server's

configuration)

Syslog Syslog TCP/601,
notifications TCP/651b,
UDP/514

(depending on
the event log
server's

configuration)

Domain Privileged RPC TCP/49152-
controllers Analysis dynamic 65535,
ports UDP/49152-
65535
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Internal Ports

If you split the Security Engine Nodes and the Storage Managers into two different subnets, Tenable
Identity Exposure requires access to the following ports.

Note: Tenable does not recommend separating the Security Engine Nodes and the Storage Manager
services on different networks to avoid performance issues.

Network Tenable Identity ) Protocol
Type of Traffic
flows Exposure’s Usage and Port
6. Tenable Tenable Tenable Identity Advanced TCP/5671
|dentity Identity Exposure’s Message Queuing and
Exposure Exposure communication Protocol TCP/5672
'S 's Security bus
Directory Engine .
) Tenable Identity HTTP/HTTPS TCP/80 or
Listener Nodes
Exposure’s TCP/443
internal API flows
7. Tenable Tenable MS SOQL Server MS SOL queries TCP/1433
|dentity Identity database access
Exposure Exposure
s 'sStorage  pyentLogStorag ~ EventlLogStorag — TCP/4244
Security Managers o database e queries
Engine access
Nodes

Support Services

Support services are often highly vendor or configuration-specific. For example, the WSUS service
listens by default on port TCP/8530 for its 6.2 version and higher, but on TCP/80 for other versions.
You can reconfigure this port to any another port.

Network Address Translation (NAT) support

Tenable Identity Exposure initiates all network connections, except those from end users. You can
use network address translation (NAT) to connect to Tenable Identity Exposure through network
interconnection.
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Secure Relay Requirements

Secure Relay is a mode of transfer for your Active Directory data from your network to Tenable
Identity Exposure using Transport Layer Security (TLS) instead of a VPN, as shown in this diagram.
The Relay feature also supports HTTP proxy with or without authentication if your network requires
a proxy server to reach the internet.

Tenable Identity Exposure can support multiple Secure Relays which you can map to domains
according to your needs.

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
- .

E—

Domain Controllers

. Tenable Identity Ex osure§
to monitor entity EXp :

local Relay

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

TLS requirements

To use TLS 1.2, your Relay server must support at least one of the following cipher suites as of 24
January 2024:

e TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

e TLS_ECDHE_RSA_WITH_CHACHA20 POLY1305_ SHA256

Cipher Suites

Also, ensure that your Windows configuration aligns with the specified cipher suites for
compatibility with the Relay feature.

To check for cipher suites:
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1. In PowerShell, run the following command:

@("TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256", "TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384", "TLS_ECDHE_
RSA_WITH_CHACHA28_POLY1305_SHA256") | % { Get-TlsCipherSuite -Name $_ }

2. Check the output: TLS_ECDHE_RSA_WITH_CHACHA20 POLY1305_ SHA256.

5 C:\Users> @[

KeyType
Certificate

Exchange
HashLength

Hash
CipherBlockLength
CipherLength
BaseCipherSuite
Ciphersuite
Cipher

Name

Protocols

MaximumExchangeLength :
MinimumExchangelLength

Exchange
HashLength

Hash
CipherglockLength
Ciph [

Base

Cipher

Cipher

Name

Protocols

) | % { Get-TlsCipherSuite

- |
1 RSA
MaximumExchangeLength :
MinimumExchangeLength :
: ECDH
- |

65536
2]

: 16

: 128

: 09199
: 09199
L AES

: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
: {771,

65277}

: 19288
: 1U9288

: AES

: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHAZ8U
: {771, 65277}

3. An empty output indicates that none of the required cipher suites is enabled for the Relay's

TLS connection to work. Enable at least one cipher suite.

4. Verify the Elliptic Curve Cryptography (ECC) curve from the Relay server. This verification is
mandatory for using Elliptic Curve Diffie-Hellman Ephemeral (ECDHE) cipher suites. In
PowerShell, run the following command:

Get-TlsEccCurve

5. Check that you have curve 25519. If not, enable it.
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Cryptographic settings

To verify Windows cryptographic settings:

1. Inan IIS Crypto tool, check that you have the following options enabled:

e (Client Protocols: TLS 1.2

* Ciphers: AES 128/128 and AES 256/256

» Key Exchanges: ECDH

Client Protocols

Ciphers Key Exchanges

Multi-Protocal Unified Hello
PCT1.0
SSL 2.0
[]55L3.0
TLS 1.0
TLS 1.1
TS 1.2

MULL | I Diffie-Hellman

DES 56/56 PKCS
RC2 40/128 | ECDH
RC2 56/128 I
RC2 128/128
[] Rc4 407128
[] Rc4 56/128
RC4 64/128
[ RC4128128
Triple DES 168
AES 128128
AES 256/256

2. After you modify the cryptographic settings, restart the machine.

Note: Modifying Windows cryptographic settings affects all applications running on the machine and
using the Windows TLS library, known as "Schannel." Therefore, ensure that any adjustment you
make does not cause unintended side effects. Verify that the chosen configurations align with the

organization's overall hardening objectives or compliance mandates.

Required Ports
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* For a classic setup without a proxy server, the Relay requires the following ports:

s L1 ey e —— |
§ - nable Identity Exposun
:urwn s M‘u ‘| ored Relay End-Use Authentication Serve Customer's SMTP Servers istomes
Yomain Controllers
o
TCP/389, TCP/636
LDAP
TCP/445
SMB/CIFS . TCP/443 i
TCP/88, TCP 464, UDP/464 Web App & REST API
-— —
Kerberos
TCP/53, UDP/53
TCP/3268, TCP/3269
Global Catalog TCP/443 HTTPS .
TCP/135 S 6
RPC Mapper (Replication)
TCP/>1024 i TCP/BO0, TCP/443, TCP/8443 "
Ephemeral RPC (Replication) Authentication provider (SAML, OAUTH)
TCP/389, TCP/636
Authentication provider (LDAP) l
TCP/25, TCP/587, TCP/465, TCP/2525
SMTP (Notifications) l
l l TCP/601, TCP/6515, UDP/514
Syslog (Notifications)

For a setup using a proxy server, the Relay requires the following ports:

7 ] L] meE == e
Tenable Identity P
Customer's Menitored Exposure Relay S End-User Authentication Server Customer's SMTP Servers Customer's SIEM
Domain Controllers Proxy Server
TCP/389, TCP/636
LDAP
TCP/445
SMB/CIFS - Teprasz
TCP/88, TCP 464, UDP/464 Web App & REST API
i A
Kerberos
TCP/53, UDF/53
DNS
TCP/3268, TCP/3269
Global Catalog TCP/80 HTTPe -TCP/443 HTTPS—
TCP/135
RPC Mapper (Replication) n
TCP/>1024 _ TCP/BO,TCP/443,TCP/B443
Ephemeral RPC (Replication) "Authentication provider (SAML, OAUTH)
TCP/389, TCP/636
‘Authentication provider (LDAP) !
TCP/25, TCP/587, TCP/465, TCP/2525
SMTP (Notifications) l
l ! TCP/601, TCP/6515, UDP/514, l
Syslog (Notifications)

I Note: The network flows works in the same way for both on-premises and SaaS platforms.

Virtual machine prerequisites

The requirements for the virtual machine (VM) hosting the Secure Relay are the following:

Tenable Memory vCPU . Available
Customer . Instance Disk
Identity (per

. (per Disk
Required ) ) Topology
Exposure instance) instance) Space

Size
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(per

Services .
instance)
Any size * tenabl 1 8 GB of 2 vCPU Partition 30 GB

e_Relay RAM for logs
separate
from the

* tenabl

system

e_
partition

envoy

Note: If you install the Secure Relay and the Directory Listener on the same virtual machine, you must
combine their sizing requirements. See Resource Sizing.

Tip: For the initial installation, it is preferable for the VM to remain non-domain joined to avoid inheriting
existing GPO policies that may interfere with the installation process. After completing the installation, you
can then join the VM to the domain.

The VM must also have:

* HTTP/HTTPS traffic — Remove, disable, bypass, or allowlist any client that can steer
HTTP/HTTPS traffic toward the Secure Relay machine. This action blocks the Secure Relay
installation and stops or slows traffic entering the Tenable platform.

* A Windows Server 2016+ operating system (no Linux)

* Resolved internet-facing DNS queries and internet access for at least cloud.tenable.com
and *.tenable.ad (TLS 1.2).

* | ocal administrator privileges
e EDR, antivirus, and GPO configuration:

° Sufficient CPU remaining on the VM — for example, the Windows Defender Real-Time
feature consumes a considerable amount of CPU and can saturate the machine.

° Automatic updates:

® Allow calls toward *.tenable. ad so that the automatic update feature can
download a Relay executable file.
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® Check that there is no Group Policy Object (GPO) blocking the automatic update

feature.

® Do not delete or alter the 'Relay updater' scheduled task:

@ Task Scheduler
File Action View Help
ot -] s [H 7|

@ Task Scheduler (Local)
> Task Scheduler Library

Mame Status  Triggers

(@ Relay updater
<

>

~

Ready At 12:00 AM every day - After triggered, repeat every 15 minutes for a duration of 1 day. v

Actions

General Triggers Actions Conditions Settings History

MName: |Relay updater

Location: %\

Author:

Description: |

Security options

When running the task, use the following user account:
SYSTEM
Run only when user is logged on
Run whether user is logged on or not
Do not store password. The task will only have access to local resources

Run with highest privileges

Hidden Configure for. | Windows Vista™, Windows Server™ 2008

Task Scheduler Library
] Create Basic Task..
% Create Task...
Import Task...
[Zi Display All Running Tasks
] Disable All Tasks History
] New Folder..
View
|G Refresh
H Hep
Selected ltem
B Run
= End
4 Disable
Export...
& Properties
K Delete
]

Help

Allowed files and processes

Files

C:\Tenable\*

C:\tools\*
C:\ProgramData\Tenable\*

Processes

nssm.exe --> Path: C:\tools\nssm.exe

Tenable.Relay.exe --> Path: C:\Tenable\Tenable.ad\SecureRelay\Tenable.Relay.exe

envoy.exe --> Path: C:\Tenable\Tenable.ad\SecureRelay\envoy.exe

updater.exe --> Path: C:\Tenable\Tenable.ad\updater.exe
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powershell.exe --> Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe (may
be different depending on the OS version)

Scheduled Tasks

C:\Windows\System32\Tasks\Relay updater

C:\Windows\System32\Tasks\Manual Renew Apikey
C:\Windows\System32\Tasks\Tenable\Tenable.ad\SecureRelay\CompressLogsSecureRelay
C:\Windows\System32\Tasks\Tenable\Tenable.ad\SecureRelay\RemovelLogsSecureRelay
Registry Key

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Tenable\Tenable.ad Secure Relay

Web Portal Requirements

Tenable Identity Exposure does not require any specific configuration or plugin from client
browsers.

Supported Internet Browsers

You must use the most recent version of your supported web browser.

Supported Web Browsers including minimum version

Microsoft Edge version 38.14393 or Internet Explorer 11
Google Chrome version 56.0.2924

Mozilla Firefox version 52.7.3

Apple Safari version 11.0

TLS Server Certificate
Tenable Identity Exposure uses SSL/TLS encryption mechanism to access its application.

Tenable strongly recommends using a valid certificate which you provide during installation.
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Supported TLS configuration and version
e TLS1.1to TLS 1.3
* Self-signed certificate from Tenable
* Certificate issued from your private PKI
* Alternative TLS certificate
Recommended TLS configuration and version
e TLS1.2

» Certificate issued from your private PKI

TLS certificate update

If you need to change your TLS certificates outside of an upgrade, you can update the CRT and key
files under Tenable\Tenable.ad\Certificates and restart the services.

See also

* HTTPS for Tenable Identity Exposure Web Application

Integration with an Active Directory Domain

Tenable Identity Exposure runs on Microsoft Server operating systems that connect to an Active
Directory (AD) domain. The following are guidelines on whether or not to connect these servers to
an AD domain.

* Because Tenable Identity Exposure offers sensitive security information, Tenable does not
recommend joining its servers to any AD domain. In fact, working on an isolated environment
allows for a clear separation between the monitored perimeter and the monitoring entity (i.e.,
Tenable Identity Exposure). In this configuration, an attacker with initial access or limited
privileges on the monitored domain cannot directly access Tenable Identity Exposure and its
security analysis results.

* |f you have a trustful infrastructure, you can choose to run Tenable Identity Exposure on
domain-joined servers. This approach improves server management as it is part of the regular
process that you use for each domain-joined server. In particular, Tenable Identity Exposure
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servers apply the same hardening policies as any other corporate server. Tenable
recommends this architecture only on secure AD environments, and you must take into
consideration the following risks in the case of an AD compromise:

° An attacker with server-administration privileges can gather more information about
ways to compromise the system using data analysis from Tenable Identity Exposure.

° The security policy on domain-joined servers can forbid the administrative access
granted to Tenable Support or its certified partners.

° An attack can corrupt Tenable Identity Exposure’s security monitoring by hiding a
security incident.

Note: AWS Directory Service may be partially compatible with Tenable Identity Exposure; however, some
features may not function as expected. This includes limited monitoring, unavailable Indicators of Attack,
and certain permissions that cannot be applied. While it may work in some cases, full functionality is not

currently supported or tested by Tenable.

Install Tenable ldentity Exposure

| Required User Role: Administrator on the local machine

Tenable Identity Exposure's installation program installs the following components on different
servers:

* A Storage Manager (SM) to host all data based on MSSQL.
* A Directory Listener (DL) to target audited domains.
* A Security Engine Node (SEN) to perform security analysis and serve the user interface.

For more information about how to install the SEN on several machines, see Split Security
Engine Node (SEN) Services.

* A Secure Relay (a separate installer) to allow you to configure domains from which it forwards
the data to the Data Listener component, which collects AD objects.

All machines and installed binaries support the application of any security update for the underlying
0S, either through Windows Server Update Services (WSUS) or System Center Configuration
Manager (SCCM).
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Installation Order

To install Tenable Identity Exposure 3.93, proceed in the following order:

Servers Installation Order Post Installation

® ® ® ® ®

Storage Manager Security Engine | | pjreciory Listener |-» Secure Relay —» Secure Relay
‘ Node (SEN) y configuration
Do not restart after Do not restart after Restart after installation After restart, manually In the Tenable Identity
installation installation Restart SEN install Secure Relay Explorer console, configure
Restart SM the Relay for SMTP, Syslog,

LDAP authentication, and
domain crawling

Before you start

* Download the executable programs for Tenable Identity Exposure and Secure Relay from
Tenable’'s Downloads site.

* Review the Pre-deployment Requirements.

Caution: From Tenable Identity Exposure version 3.59.5 onwards, ensure that your TLS certificates
use OpenSSL 3.0.x.

* Review On-Premises Architectures and select the TLS Installation Types for your platform.

* Reserve the following resources and have their information on hand before you install
Tenable Identity Exposure:

° Network — Private IP addresses.
° Access — DNS name used to access Tenable Identity Exposure’s web portal.

° Security — TLS certificate and its associated private key to secure access to the web
portal.

For more information, see Network Requirements.

* Run the installer as a local user or a domain user who is a member of the Local
Administrators group.

_64_


https://www.tenable.com/downloads/identity-exposure#tenable-identity-exposure-v3.59.4-on-premises

O

* Have account permissions: The account you use to deploy Tenable Identity Exposure must
have these specific permissions: SeBackupPrivilege, SeDebugPrivilege, and

SeSecurityPrivilege.

* Restart your server before launching the Tenable Identity Exposure installer for each

component.

Installation Procedures

The following procedures install the Tenable Identity Exposure components in TLS with
autogenerated and self-signed certificates (Default). For more information, see TLS Installation

Types.

To install the Storage Manager:

1. On the local machine, run the Tenable Identity Exposure 3.93 On-Premises installer.

A welcome screen appears.

2. In the setup language box, click the arrow to select the language for the installation, and click

Next.

The Setup Wizard appears.
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3. Select the Expert Mode checkbox.

57 Tenable Identity Exposure Setup

‘

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure on
your computer, Click "MNext”™ to continue or "Cancel” to exit
the Setup Wizard.

G O tenable

| Identity Exposure

Expert mode

< Back Cancel

4. Click Next.

The Custom Setup window appears.
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5. Deselect the Security Engine Nodes and Directory Listener components.

l? Tenable ldentity Exposure Setup e
custom ey Otenable
Select the features to install, Identity Exposure

Click on the icons to select the features to install.

v ([~ StorageManager Description
S~ 5qL
i_u~ EventLogsStorage
3 ?( + SecurityEngineNode This feature frees up 1.97GE on

your hard drive. Ithas 0 of 1
subfeatures selected. The
subfeatures require OKE on your
hard drive.

» % = Directorylistener

Tenable Identity Exposure

Reset Disk Usage < Back Cancel

6. Click Next.
The TLS Options window appears.

7. Select the TLS with autogenerated and self-signed certificates (Default) option.
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l? Tenable ldentity Exposure Setup

x
TLS options @tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

Optional: If you select TLS with custom certificates without peer verification or TLS with

custom certificates with peer verification, the next TLS certificates screen asks you to
provide the following information:

° In the Server PFX Archive box, click ... to browse to your PFX archive.
° In the PFX Password box, type the password for the PFX file.

° In the CA Cert File box, click ... to browse to your CA certificate file.
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l? Tenable ldentity Exposure Setup >
TLS certificates Otenable
Import your own certificates Identity EXPDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,

PFX Password TIIIIIIIIL |

CA Cert File C:WUsers\Administrator\Desktop\Cl D

Tenable Identity Exposure

8. Click Next.
The Storage Manager window appears.

9. In the Password box, type a password for the MSSOL database.

Note: The installer requires an SA password containing only alphanumeric characters for the SOL

_69_



O

I Server. Using special characters causes the installer to fail.

I? Tenable ldentity Exposure Setup x
Storage Manager @tenable
Complete the required fields. Identity Exposure
MSSQL Event Logs Storage
Host 127.0.0.1 Host 127.0.0.1
Port 1433 Port 4244
Password | sEEEsEEBRES |
Instance Mame | TEMABLE |
SQL UserDB Disk c:\ v
S0L UserDE Log Disk D= ~
50L TempDEB Disk = e

Tenable Identity Exposure

I Note: Tenable strongly recommends that you keep the default TENABLE instance name.
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10. Click Next.

The Ready to Install window appears.

e Tenable |dentity Exposure Setup >

Ready to Install {Crtenable
The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity Exposure

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure
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11. Click Install to begin the installation.

? Tenable ldentity Exposure Setup >
Installing Tenable Identity Exposure @tenable
|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may
take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure

After the installation completes, the Completing the Tenable Identity Exposure Setup Wizard
window appears.

12. Click Finish.
A dialog box asks you to restart your machine.

13. Click No.

| Caution: Do not restart the machine now.

14. Install the Security Engine Node.
To install the Security Engine Node:

1. On the local machine, run the Tenable Identity Exposure 3.93 On-Premises installer.

A welcome screen appears.
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2. In the setup language box, click the arrow to select the language for the installation, and click

Next.
The Setup Wizard appears.

3. Select the Expert Mode checkbox.

o Tenable |dentity Exposure Setup *
t Welcome to the Tenable

Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure on
your computer, Click "MWext”™ to continue or "Cancel” to exit
the Setup Wizard,

4 Otenable

8 Identity Exposure

Expert mode

< Back Cancel

4. Click Next.
The Custom Setup window appears.

5. Deselect the Storage Manager and Directory Listener components.

I Note: To install SEN services over several machines, see Split Security Engine Node (SEN) Services.
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l? Tenable ldentity Exposure Setup >
custom Setup Otenable
Select the features to install, Identity Exposure

Click on the icons to select the features to install,

> }"( = StorageManager M Description
v (¥ SecurityEngineNode
(v RabhitMQ
i~ AttackPath This feature frees up 1.97GE on
— ) your hard drive. Ithas 0 of 1
§= Cancri
ey ) subfeatures selected. The
— Cephei subfeatures require OKB on your
_a~ CetiBridge hard drive.
= Cvani N

Tenable Identity Exposure

Reset Disk Usage = Back Cancel

6. Click Next.
The TLS Options window appears.

7. Select the TLS with autogenerated and self-signed certificates (Default) option.
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l? Tenable ldentity Exposure Setup

x
TLS options @tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

Optional: If you select TLS with custom certificates without peer verification or TLS with

custom certificates with peer verification, the next TLS certificates screen asks you to
provide the following information:

° In the Server PFX Archive box, click ... to browse to your PFX archive.
° In the PFX Password box, type the password for the PFX file.

° In the CA Cert File box, click ... to browse to your CA certificate file.
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l? Tenable ldentity Exposure Setup >
TLS certificates Otenable
Import your own certificates |C|E!I"Iti1:3|' EXPDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,

PFX Password TIIIIIIIIL |

CA Cert File C:WUsers\Administrator\Desktop\Cl D

Tenable Identity Exposure

8. Click Next.
The Storage Manager window appears.
9. Provide the following information:

° In the MSSQL and Event Logs Storage boxes, type the FQODN or IP address of the
Storage Manager.

° In the Password box, type the service account password for the MSSQL database

defined in the Storage Manager installation.

Note: The installer requires an SA password containing only alphanumeric characters for the
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I SOQL Server. Using special characters causes the installer to fail.

Teq._al:ule Identity EXF":'furEI_sure Setup )4
Storage Manager @tenable
Complete the required fields. ldentity Exposure
MSSQL Event Logs Storage
Host 169.254.92.102 | o 169.254.92. 102
Part 1433 Part 4244

Passwaord | -----------l |

Instance Mame

SQL UserDE Disk
SQL UserDE Log Disk
SQL TempDB Disk

Tenable Identity Exposure

Click Next.
The Security Engine Node window appears.

In the Host box, type the DNS name (preferred) or IP address of the web server that end users
enter to access Tenable Identity Exposure.
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l? Tenable |dentity Exposure Setup -
Security Engine Node @tenable
Complete the required fields. Identity Ex’pnsure
Host Port

RabbitMQ 127.0.0.1 5671

Eridanis 127.0.0.1 3000

Electra 127.0.0.1 3002

Enif 127.0.0.1 3003

Attack Path 127.0.0.1 4242

Health Check 127.0.0.1 3006

DMS name or IP
Kapteyn 127.0.0.1 |

‘Tenable Identity Exposure

| < Back || Mext = I | Cancel

Note: By default, the installation process creates a self-signed certificate with the DNS name
or the IP address that you entered. For more information, see Change the IIS Certificate.

12. Click Next.
The Directory Listener window appears.

13. In the Ceti box, type the IP address or configured FQDN for the Directory Listener machine.

Tip: If you plan to install the Secure Relay on the same machine as the Directory Listener, you must
keep the default IP address "127.0.0.1" for Ceti on the SEN. If you install the Secure Relay on another
machine, type the IP address of the Directory Listener for Ceti on the SEN.

14. Click Next.

The Ready to Install window appears.
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l? Tenable |dentity Exposure Setup Y

Ready to Install Otenable
The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity EX[JDSLIr‘E

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure

15. Click Install to begin the installation.

l? Tenable |dentity Exposure Setup )4
Installing Tenable Identity Exposure @t&nable
|dentity Exposure

Flease wait while the Setup Wizard installs Tenable Identity Exposure, This may
take several minutes,

Status: Installing prerequisite software
|

Tenable Idenkity Exposure
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After the installation completes, the Completing the Tenable Identity Exposure Setup Wizard
window appears.

16. Click Finish.
A dialog box asks you to restart your machine.

17. Click No.

I Caution: Do not restart the machine now.

18. Install the Directory Listener.
To install the Directory Listener:

1. On the local machine, run the Tenable Identity Exposure 3.93 On-Premises installer.
A welcome screen appears.

2. In the setup language box, click the arrow to select the language for the installation, and click
Next.

The Setup Wizard appears.
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3. Select the Expert Mode checkbox.

Cd Tenable ldentity Exposure Setup x

‘

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure on
your computer, Click "MNext”™ to continue or "Cancel” to exit
the Setup Wizard.

G O tenable

Expert mode

< Back Cancel

4. Click Next.
The Custom Setup window appears.

5. Deselect the Storage Manager and the Security Engine Nodes components.
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L.vil Tenable |dentity Exposure Setup *
Custom Setup Otenable
Select the features to install, Identity Exposure

Click on the icons to select the features to install,

> }* - StorageManager Description
» }": = SecurityEngineMode
v [y~ Directorylistener

(=3~ Ceti This feature frees up 1.97GE on
your hard drive, Ithas 0 of 13
subfeatures selected. The
subfeatures require OKB on your
hard drive.

Tenable Identity Exposure

Reset Disk Usage < Back Cancel

6. Click Next.
The TLS Options window appears.

7. Select the TLS with autogenerated and self-signed certificates (Default) option.

-82 -



l? Tenable ldentity Exposure Setup

x
TLS options @tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

Optional: If you select TLS with custom certificates without peer verification or TLS with

custom certificates with peer verification, the next TLS certificates screen asks you to
provide the following information:

° In the Server PFX Archive box, click ... to browse to your PFX archive.
° In the PFX Password box, type the password for the PFX file.

° In the CA Cert File box, click ... to browse to your CA certificate file.
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l? Tenable ldentity Exposure Setup >
TLS certificates Otenable
Import your own certificates Identity EXPDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,

PFX Password TIIIIIIIIL |

CA Cert File C:WUsers\Administrator\Desktop\Cl D

Tenable Identity Exposure

8. Click Next.

The Security Engine Node window appears.
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9. In the Host box for RabbitMQ, type the address of the Security Engine Node hosting RabbitMQ.

l? Tenable |dentity Exposure Setup X
Security Engine Node @tenable
Complete the required fields. |C|E!I"I'Eity' EXPDSLIFE
Host Port

RabbitMQ 169.254.92.103 5671

Eridanis 127.0.0.1 3000

Electra 127.0.0.1 3002

Enif 127.0.0.1 3003

Attack Path 127.0.0.1 1242

Health Check 127.0.0.1 3006

DMS name or IP
Kapteyn

Tenable Identity Exposure

10. Click Next.

The Directory Listener window appears.

11. You have two options whether to install the Secure Relay on this Directory Listener:

° Yes — After this installation completes and the Directory Listener reboots, the Secure
Relay installer launches.

° No — You select to install the Secure Relay at a later time or on a separate server (see

Secure Relay Architectures for On-Premises Platforms.) A message shows you the

location of the Secure Relay installer. A Secure Relay is mandatory whether you install
it on the Directory Listener machine or on a separate machine.
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l? Tenable |dentity Exposure Setup >
Directory Listener @tﬂﬁﬂbl&
Complete the required fields. Identity Exposure
Ceti
Host 177.0.0.1

(®) Yes { Installation will start automatically after the reboot )
Install a Secure Relay
on this machine

)Mo

‘Tenable Identity Exposure

12. Click Next.

The Ready to Install window appears.
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l? Tenable |dentity Exposure Setup Y

Ready to Install Otenable
The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity EX[JDSLIr‘E

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure

13. Click Install to begin the installation.

l? Tenable ldentity Exposure Setup e
Installing Tenable Identity Exposure @t&nable
|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may
take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure
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After the installation completes, the Completing the Tenable Identity Exposure Setup Wizard
window appears.

14. Click Finish.
A dialog box asks you to restart your machine.
15. Click Yes.
The machine restarts.
16. Restart the SEN machine.
17. Restart the Storage Manager machine.

18. Install the Secure Relay for Tenable Identity Exposure 3.93 using a separate installer.

To log in to Tenable Identity Exposure:

1. Login to Tenable Identity Exposure

2. Type inyour initial credentials with the username hello@tenable.ad and the password
verySecurel.

To install the Secure Relay:

1. Review Secure Relay Requirements.

2. Select Secure Relay Architectures for On-Premises Platforms.

3. Install the Secure Relay for Tenable Identity Exposure 3.93.

TLS Installation Types

Tenable Identity Exposure requires Transport Layer Security (TLS) to encrypt internal
communications between Tenable Identity Exposure components (micro-services).

Tenable ldentity Exposure enables TLS on protocols by using HTTPS instead of HTTP, AMOPS
(AMOP+TLS) instead of AMQP (Advanced Message Queuing Protocol), and TLS encryption for MS-
SOL.

Note: This is not the same as the activation of HTTPS on the Tenable Identity Exposure web portal using
an Internet Information Services (IIS) certificate.
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Note: The TLS installations offered here concern TLS encryption between Tenable Identity Exposure
components and are not related to SaaS-TLS deployments.

TLS Installation Types

Tenable ldentity Exposure offers four types of TLS setups during the installation, from the least to
the most hardened:

Encryption Between Internal

Installation Recommended .. Peer
) Communications and Tenable e
Option For . Verification
Identity Exposure Components
No TLS A trusted network Not encrypted. Every Disabled
of machines. An component communicates in Tenable
easy installation plain text, except for the Secure ldentity
with little Relay that interacts with the Exposure does
configuration. This Directory Listener. not check
option falls back server
to the "Default certificates.
TLS" option. This setup is
o ) . not resistant to
Default TLS An organization Encrypted using an internal PKI )
. . . active MITM
(no "Expert without its own for Tenable ldentity Exposure ttack
attacks.
mode") internal public key with its own certificates and

infrastructure (PKI)  private keys, which the

that requires installation automatically
Default TLS

("Expert mode")

protection against generates and stores on the disk
passive of the first machine.
eavesdropping.

Note: The default TLS installations — one that uses the "Expert" mode and one that does not — are
essentially the same.

Custom TLS An organization Encrypted, using certificates Disabled
Without Peer with its own from your internal PKI.
Tenable
Verification internal PKI that Certificates must contain the IP \dentity
requires address of the corresponding

Exposure does
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Custom TLS
With Peer
Verification

protection against
passive
eavesdropping.

An organization
with its own
internal public key
infrastructure (PKI)
that requires
protection against
both passive
eavesdropping and
man-in-the-middle
(MITM) attacks.

machine in the Subject
Alternative Name (SAN)
extension and a signature from
the provided Certificate
Authority (CA).

Encrypted, using certificates
from your internal PKI.
Certificates must contain the IP
address of the corresponding
machine in the Subject
Alternative Name (SAN)
extension and have a signature
from the provided Certificate
Authority (CA).

not check
server
certificates.
This setup is
not resistant to
active MITM
attacks.

Enabled

Tenable
ldentity
Exposure
checks server
certificates.
This setup is
resistant to
active MITM
attacks.

To update the TLS certificate:

You can update the TLS certificate either during an upgrade of Tenable Identity Exposure as

follows:

1. Update the certificate (CRT) and KEY files in the default folder
Tenable\Tenable.ad\Certificates.

Note: If your new certificate is in Personal Information Exchange (PFX) format, you can use the
installed openssl.exe command line to extract the CRT and KEY.

2. Restart Services.

Renew TLS Certificate

This section explains how to replace an existing, expiring, or compromised self-signed certificate
with a new one — without changing the application’s code or TLS settings.

Generate the Certificate
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e Use a tool such as OpenSSL to create the new certificate.

* Make sure it includes the correct Subject Alternative Name (SAN) or Common Name (CN) that
matches the component’s hostname or IP address.

* The new certificate must also use a stronger key size and hash algorithm than the old one.
To download the executable file:

1. Go to the following link to download the executable file
(https://uploads.tenable.com/files/cfbd6fcd-d70c-439d-9948-8d2b206f1b84/download).

2. Download the file.
3. Save the file to a secure location on your system.

4. Verify the file integrity by checking its SHA-256 hash:
2d3909d4208702360648d885638fe0dc2cb829815321348d5bf1dd81908044bf

Standard Architecture

To renew the certificate:

1. Connect to the Storage Manager (SM), Security Engine Node (SEN), and the Directory Listener
(DL) servers using an administrator account.

2. Open a PowerShell terminal as an administrator.

3. Run the executable file with the following parameters.

PS C:\> .\Renew-Self-signed-certificate.exe -StorageManagerIp "SM host" -SecurityEngineNodeIp
"SEN Host" -DirectorylListenerIp "DL Host"

Distributed Architecture
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To renew the certificate:

1. Connect to the Storage Manager (SM), Security Engine Nodes (SEN1, SEN2, SEN3), and the
Directory Listener (DL) servers using an administrator account.

2. Open a PowerShell terminal as an administrator.

3. Run the executable file with the following parameters.

PS C:\> .\Renew-Self-signed-certificate.exe -StorageManagerIp "SM host" -SecurityEngineNodeIp
"SEN1 Host, SEN2 Host, SEN3 Host, SEN4 Host, SEN5 Host" -DirectorylListenerIp "DL Host"

Split Security Engine Node (SEN) Services

The standard architecture for the Tenable Identity Exposure on-premises platform uses three
virtual machines (VMs) by default for the Storage Manager, Security Engine Node, and Directory
Listener.

However, if the environment that you monitor has more than 150K users, you can split the Security
Engine Node (SEN) over five different machines to improve performance.

The installation process installs the following Tenable ldentity Exposure components:

vCPU Memory Disk Space .
Recommended Service

(per (per (per . . ..
) ) ) Service Description
instance) instance) instance)

1 8 cores — 16 GB of 1TB RabbitM0 A message
at least 2.6 RAM broker between
GHz services.

2 8 cores — 16 GB of 100 GB Attack Path Computes attack
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at least 2.6
GHz

12 cores —
at least 2.6
GHz

RAM

32 GB of 300 GB Cephei

RAM

CetiBridge

Electra

Enif

Eridanis

_93_

path relations
and maintaining
them over time.

Computes values
for different
analytics used
for the Tenable
ldentity
Exposure
dashboards.

Communication
plugins and
service in charge
of
communicating
with the Active
Directory.

Manages web
sockets to
update
information
without
reloading the
user interface.

Authenticates

web users.

Connects to the
SQL Server;
ensures the
exactness of
Tenable ldentity
Exposure's



4

16 cores —
at least 2.6
GHz

16 cores —
at least 2.6
GHz

Eltanin

Health Check

Kapteyn
16 GB of 100 GB Cancri
RAM
EventLogsDecoder
32 GB of 100 GB Cygni
RAM

_94_

information.

Sends data to
the Tenable
Cloud, if enabled
in Tenable
|dentity
Exposure.

Alerts
configuration
anomalies
leading to
connectivity or
other issues in
the
infrastructure.

Runs in the end
user's browser
to show the user
interface.

Decodes raw
information;
fetches delta
between events;
computes event

type.

Decodes
information
related to IOA
events.

Computes
deviances and
attacks.
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For more information, see Resource Sizing for requirements.

SEN Installation on Several Machines

To install the Security Engine Node on several machines, you select the services to install on each

specific virtual machine.

Public Key Infrastructure (PKI) Certificate

To use peer verification, your PKI certificate must include the IP addresses or DNS of all the

machines used to install Tenable Identity Exposure.

i# Certificate X
Details ificati - —
General Certification Path B @ 1 sort - = o - s
Show: | <all> w
¥ LAB » TestMaterials » Certif OQutput » DefaultPKl » Certificates » server
Field Value |
=] valid to i =
BSubject Mame Date modified
BPublic key
) |=] tenable.ad.server.crt 20/03/2023 0%:45
kev parameters R
[ Subject Alternative Mame DNS Name=localhost, IP Addr... D tenable.ad.server.key 20/03/2023 08:45
an ¥ E tenable.ad.server.pfx 20/03/2023 09:45
Thumbprint

DS Name=localhost,
IP Address=
IF Address=
IP Address=
IF Address=
IP Address=
IF Address=
IP Address=
IF Address=

Edit Froperties. .. Copy to File...

oK

Example

The following example shows an installation of RabbitMQ and Attack Path on one virtual machine.

To install the RabbitMQ and Attack Path services on a VM:

| Note: This procedure installs Tenable Identity Exposure with TLS using the "Expert mode."
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1. On the local machine, run the installation file Tenable.ad v3.19.x.exe.

The Setup Wizard appears.

%) Tenable.ad Setup X

k

Welcome to the Tenable.ad
Setup Wizard

The Setup Wizard will install Tenable.ad on your computer,
Click "™Mext™ to continue or "Cancel” to exit the Setup Wizard.

Expert mode

< Back Cancel

2. Select the Expert Mode check box.
3. Click Next.
The Custom Setup window appears.
4. Deselect the Storage Manager and Directory Listener components.

5. Deselect all SEN services except for RabbitMQ and AttackPath.
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7 Tenable.ad Setup *

Custom Setup O tenable.ad

Select the features to install

Click on the icons to select the features to be installed or not.

W ?‘- - StorageManager ~ Description
75 = 5qL
/< ~ EventlogsStorage

v i SecurityEngineMode This feature requires 3, 13GB on
=~ RabhitMQ your hard drive. It has 12 of 12
— subfeatures selected. The
= 4 AttackPath subfeatures require 1. 18GE on your
(—a~ Cancri hard drive.
(= Cephei ~

Location: C:\Tenable\Tenable.ad} e

Tenable, ad

Reset Disk Usage < Back Cancel

6. (Optional) Click Browse to change the installation folder location. Change only the drive letter.

7. Click Next.
The TLS Options window appears.

8. Select the TLS with autogenerated and self-signed certificates (Default) option.

) Tenable.ad Setup *
LS options (Otenable.ad
Select TLS setup type

(®) TLS with autogenerated and self-signed certificates (Default)

() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification

(I NoTLS

Tenable,ad

9. Click Next.
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The Storage Manager window appears.
10. Provide the following information:
° In the MSSOL box, type the IP address of the Storage Manager.

° In the Password box, type the service account password for the MSSQL database
defined in the Storage Manager installation.

% Tenable.ad Setup >
storage Hanager (Otenable.ad
Fill in relevant fields
MS5QL Event Logs Storage
P p
Port 1433 Port 4244
Instance Mame TENABLE
SQL UserDB Disk C:h i
SQL UserDE Log Disk E:\ w
50L TempDEB Disk F:\ -
Tenable, ad
< Back || Next = I | Cancel
11. Click Next.

The Security Engine Node window appears.

12. In the DNS name or IP box, type the DNS name (preferred) or IP address of the web server that
end users enter to access Tenable Identity Exposure.
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13.

14.

15.

I? Tenable.ad Setup

Security Engine Node

Fill in relevant fields

X

(Otenable.ad

P

Port

Tenahble,ad

RabbitMQ 127.0.0.1 5671

Eridanis 127.0.0.1 3000

Electra 127.0.0.1 3002

Enif 127.0.0.1 3003

Attack Path 127.0.0.1 4247
DMS name or IP

Catern

Note: By default, the installation process creates a self-signed certificate with the DNS name
or the IP address that you entered. For more information, see Change the IIS Certificate.

Click Next.

The Directory Listener window appears.

In the Subnets box, type the subnet address for the Directory Listener. For multiple subnets,

use a comma to separate the addresses.
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) Tenable.ad Setup *

Directory Listener O tenabIE.ad
Fill in relevant fields

Subnets separated by & comma (example: 192,168.1.1/32,152. 168.1.3/32)
| 0.0.0.0/0

Tenable,ad

< Back Cancel
16. Click Next.

The Ready to Install window appears.

17. Click Install to begin the installation.

[, Tenable.ad Setup X

Installing Tenable.ad O tenable.ad

Please wait while the Setup Wizard installs Tenable.ad. This may take several
minutes.

Status: Installing prerequisite software
I

Tenable, ad

After the installation completes, the Completing the Tenable.ad Setup Wizard window
appears.
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18. Click Finish.
A dialog box asks you to restart your machine.

19. Click No.

| Caution: Do not restart the machine until after you install the Directory Listener.

20. Repeat this procedure to install the remaining SEN services.

See also

* Resource Sizing for Security Engine Node

e TLS Installation Types

e |nstall Tenable.ad

e Upgrade Tenable Identity Exposure

Upgrade Tenable Identity Exposure

| Required User Role: Administrator on the local machine

Before you start

* Download the executable programs for Tenable Identity Exposure and Secure Relay from
Tenable's Downloads site.

* Review Pre-deployment Requirements for TLS Certificates, Account Privileges, Antivirus (AV)

and Endpoint Detection and Response (EDR), among other upgrade requirements.

The upgrade to Tenable Identity Exposure version 3.93 from previous versions requires adapting
your previous architecture to include the Secure Relay component. Before you upgrade, review
carefully and understand the changes explained in the following sections:

» Differences between Secure Relay Architectures for On-Premises Platforms pre-upgrade
(3.42) and post-upgrade 3.93

* Manual installation of Secure Relay for Tenable Identity Exposure 3.93 using a separate
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installer after you upgrade the Storage Manager, Security Engine Node, and Directory
Listener.

Caution: From Tenable Identity Exposure version 3.59.5 onwards, ensure that your TLS certificates use
OpenSSL 3.0.x. See Pre-deployment Requirements for more information.

Upgrade Path

To upgrade to the latest version of Tenable Identity Exposure, you must follow one of these
installation paths:

e 2.7->3.1->3.11->3.19 -> 3.29 -> 3.42 -> 3.93.

e 3.x->3.59->3.77->3.93.

l Tip: If you are upgrading from v. 3.59, the Secure Relay installation and configuration are automatic. ’

| Note: You can upgrade to the next major release from any minor release. ]

Upgrade Order

* From Tenable Identity Exposure 3.42 to 3.93, proceed in the following order:

Servers Upgrade Order Post Upgrade

® @ ®© ® ®

{ Directory Listener ]—>‘ Security Engine H Storage Manager i—» Secure Relay —»  Secure Relay

Node (SEN) configuration
Do not restart after Do not restart after Restart after upgrade After restart, manually In the Tenable Identity
upgrade upgrade Restart SEN install Secure Relay Explorer console, configure
Restart DL the Relay for SMTP, Syslog,

LDAP authentication, and
domain crawling
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* From Tenable Identity Exposure 3.59 or 3.77 to 3.93, proceed in the following order:

Servers Upgrade Order Post Upgrade

@ @ @ Automatic

Directory Listener H Security Engine +[ Storage Manager }—» Secure Relay —»  Secure Relay

Node (SEN) configuration
Do not restart after Do not restart after Restart after upgrade
upgrade upgrade Restart SEN
Restart DL

Servers Upgrade Order

® ) 9

Directory Listener H Security Engine H Storage Manager

Node (SEN)
Do not restart after Do not restart after Restart after upgrade
upgrade upgrade Restart SEN
Restart DL

Before you start

* Ensure that your TLS certificates use OpenSSL 3.0.x. See Pre-deployment Requirements for

more information.

* Take a snapshot of your environment before you upgrade. If the upgrade fails, Tenable
Identity Exposure support cannot perform a rollback, and this results in a fresh installation
and causes you to lose your previous data. See Backups for complete information.

* Back up and restore the Storage Manager. Tenable strongly recommends that you back up
the Storage Manager before you upgrade. For instructions on how to back up or restore
MSSOL, see the official Microsoft documentation.

* Consider the downtime: Depending on your environment and the magnitude of the upgrade,
downtime can range from minutes to several hours. Factor this into your scheduling and
communication plan. Inform impacted users of the scheduled downtime and potential service
disruption.
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* Download the executable programs for Tenable Identity Exposure and Secure Relay from
Tenable’s Downloads site.

* Run the installer as an administrator on the local machine.

* Restart your server before launching the Tenable Identity Exposure installer for each
component.

Upgrade Procedures

The following procedures upgrade the Tenable Identity Exposure components in TLS with
autogenerated and self-signed certificates (Default). For more information, see TLS Installation

Types.

I Note: The "No TLS" installation defaults to this mode.

Directory Listener

To upgrade the Directory Listener:

1. On the local machine, restart the server and run the Tenable Identity Exposure 3.93 On-
Premises installer.

A welcome screen appears.

2. In the setup language box, select the language for the installation from the drop-down list and
click Next.
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The Setup Wizard appears. The Expert mode checkbox is selected by default.

Cd Tenable ldentity Exposure Setup x

‘

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure on
your computer, Click "MNext”™ to continue or "Cancel” to exit
the Setup Wizard.

G O tenable

Expert mode

< Back Cancel

3. Click Next.

The Custom Setup window appears.
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l? Tenable |dentity Exposure Setup by
custom et Otenable
Select the features to install. dentity Exposure

Click on the icons to select the features to install,

> }"x - StorageManager Description
» }": = SecurityEngineMode
v [y~ Directorylistener

(=3~ Ceti This feature frees up 1.97GE on
your hard drive, Ithas 0 of 13
subfeatures selected. The
subfeatures require OKB on your
hard drive.

Tenable Identity Exposure

Reset Disk Usage < Back Cancel

The installation program automatically preselects the Directory Listener component based on
your previous installation. Click Next.

The TLS Options window appears.

Select the TLS with autogenerated and self-signed certificates (Default) option.
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l? Tenable ldentity Exposure Setup

x
TLS options @tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

Optional: If you select TLS with custom certificates without peer verification or TLS with

custom certificates with peer verification, the next TLS certificates screen asks you to
provide the following information:

° In the Server PFX Archive box, click ... to browse to your PFX archive.
° In the PFX Password box, type the password for the PFX file.

° In the CA Cert File box, click ... to browse to your CA certificate file.
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l? Tenable ldentity Exposure Setup >
TLS certificates Otenable
Import your own certificates Identity EXPDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,

PFX Password TIIIIIIIIL |

CA Cert File C:WUsers\Administrator\Desktop\Cl D

Tenable Identity Exposure

. Click Next.

The Security Engine Node window appears.

. In the Host box for RabbitMQ, type the IP address for the Security Engine Node (or the IP
address for the Security Engine Node hosting RabbitM0 if you use a split architecture.)
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| Caution: If you leave the default value "127.0.0.1" and click "Next", the installer fails and rolls back.

l? Tenable |dentity Exposure Setup x
Security Engine Node Qtenable
Complete the required fields. |dEI"Itity' EXP[‘JSLII’E
Host Port

RabbitMQ 169,254.92,103 3671

Eridanis 127.0.0.1 3000

Electra 127.0.0.1 3002

Enif 127.0.0.1 3003

Attack Path 127.0.0.1 4242

Health Check 127.0.0.1 3006

DMS name or IP
Kaptevn

Tenable Identity Exposure

< Back || Mext = I | Cancel

8. Click Next.
The Directory Listener window appears.
9. You have two options whether to install the Secure Relay on this Directory Listener:

° Yes — After this installation completes and the Directory Listener reboots, the Secure
Relay installer launches.

° No — You select to install the Secure Relay at a later time or on a separate server (see
Secure Relay Architectures for On-Premises Platforms.) A message shows you the

location of the Secure Relay installer. A Secure Relay is mandatory whether you install
it on the Directory Listener machine or on a separate machine.
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l? Tenable |dentity Exposure Setup >
Directory Listener @tﬂﬁﬂbl&
Complete the required fields. Identity Exposure
Ceti
Host 177.0.0.1

(®) Yes { Installation will start automatically after the reboot )
Install a Secure Relay
on this machine

)Mo

‘Tenable Identity Exposure

10. Click Next.

The Ready to Install window appears.
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l? Tenable |dentity Exposure Setup

Ready to Install

et

Otenable

The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity EX[JDSLIr‘E

Click "Install” to begin the installation. If you want to review or change any of your

installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure

11. Click Install to begin the upgrade.
l? Tenable ldentity Exposure Setup

Installing Tenable Identity Exposure

ot

Otenable

|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may

take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure

< Back Mext =
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After the upgrade completes, the Completing the Tenable Identity Exposure Setup Wizard
window appears.

12. Click Finish.
A dialog box asks you to restart your machine.

13. Click No.

I Caution: Do NOT reboot the machine now. Follow the restart order after the upgrade of all servers.

14. Upgrade the Security Engine Node (SEN).

Security Engine Node
To upgrade the SEN:

1. On the local machine, restart the server and run the Tenable Identity Exposure 3.93 On-
Premises installer.

A welcome screen appears.

2. In the setup language box, click the arrow to select the language for the installation, and click
Next.

The Setup Wizard appears. The Expert mode checkbox is selected by default.
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5% Tenable Identity Exposure Setup

‘

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure on
your computer, Click "Mext”™ to continue or "Cancel” to exit
the Setup Wizard,

G O tenable

| Identity Expasure

Expert mode

< Back Cancel

3. Click Next.

The Custom Setup window appears.
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l? Tenable ldentity Exposure Setup >
custom Setup Otenable
Select the features to install, Identity Exposure

Click on the icons to select the features to install,

> }"( = StorageManager M Description
v (¥ SecurityEngineNode
(v RabhitMQ
i~ AttackPath This feature frees up 1.97GE on
— ) your hard drive. Ithas 0 of 1
§= Cancri
ey ) subfeatures selected. The
— Cephei subfeatures require OKB on your
_a~ CetiBridge hard drive.
= Cvani N

Tenable Identity Exposure

Reset Disk Usage = Back Cancel

The installation program automatically preselects the SEN component based on your previous
installation. Click Next.

The TLS Options window appears.

Select the TLS with autogenerated and self-signed certificates (Default) option.
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l? Tenable ldentity Exposure Setup

x
TLS options @tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

Optional: If you select TLS with custom certificates without peer verification or TLS with

custom certificates with peer verification, the next TLS certificates screen asks you to
provide the following information:

° In the Server PFX Archive box, click ... to browse to your PFX archive.
° In the PFX Password box, type the password for the PFX file.

° In the CA Cert File box, click ... to browse to your CA certificate file.
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l? Tenable ldentity Exposure Setup >
TLS certificates Otenable
Import your own certificates |C|E!I"Iti1:3|' EXPDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,

PFX Password TIIIIIIIIL |

CA Cert File C:WUsers\Administrator\Desktop\Cl D

Tenable Identity Exposure

6. Click Next.
The Storage Manager window appears.
7. Verify or enter the following information:

° In the Host box, check that your MSSQL database's FQDN or IP address from your
previous installation remains valid and correct it if necessary.

° In the Event Logs Storage box, type the IP address of the machine storing your event
logs, which is typically the same as the MSSOL database IP address.

Note: If you changed the SA password since the previous installation, the installer requires an SA
password containing only alphanumeric characters for the SQL Server. Using special characters
causes the installer to fail.
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l? Tenable ldentity Exposure Setup x
Storage Manager Qtenable
Complete the required fields. |dentity Exposure
MSSOL Event Logs Storage
Host | 169.254.92.102 | Host | 169.254.92,102
Port 1433 Port 4344
Password | T |

Instance Mame

SQL UserDB Disk -
SQL UserDE Log Disk e
50L TempDB Disk W

Tenable Identity Exposure

Caution: Remember to update the Event Logs Storage IP or hostname address during this step.
Failing to do so leads to attack detection issues. If you have successfully completed this screen and
upgraded the SEN, you must update the environment variables for TENABLE_CASSIOPEIA CYGNI
Service_ EventLogsStorage_ Host and TENABLE_CASSIOPEIA EVENT_LOGS_DECODER_
Service_ EventLogsStorage_ Host from the current value to the accurate value for <Storage
Manager hostname or IP address>. For more information, see the Troubleshooting knowledge base
article.

8. Click Next.
The Security Engine Node window appears.

9. Inthe DNS name or IP box, the installer shows the DNS name (preferred) or IP address of the
web server that end users type to access Tenable Identity Exposure from your previous
installation. Check that this remains valid and correct if necessary.
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l? Tenable |dentity Exposure Setup -
Security Engine Node @tenable
Complete the required fields. Identity EXPDSLIFE
Host Port

RabbitMQ 127.0.0.1 5671

Eridanis 127.0.0.1 3000

Electra 127.0.0.1 3002

Enif 127.0.0.1 3003

Attack Path 127.0.0.1 4242

Health Check 127.0.0.1 3006

DMS name or IP
Kapteyn 127.0.0.1 |

‘Tenable Identity Exposure

10. Click Next.

The Directory Listener window appears.
11. In the Ceti box, type the IP address for the Directory Listener.
12. Click Next.

The Ready to Install window appears.
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l? Tenable |dentity Exposure Setup

Ready to Install

et

Otenable

The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity EX[JDSLIr‘E

Click "Install” to begin the installation. If you want to review or change any of your

installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure

13. Click Install to begin the upgrade.
l? Tenable ldentity Exposure Setup

Installing Tenable Identity Exposure

ot

Otenable

|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may

take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure

< Back Mext =

-19 -
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After the upgrade completes, the Completing the Tenable Identity Exposure Setup Wizard
window appears.

14. Click Finish.
A dialog box asks you to restart your machine.

15. Click No.

I Caution: Do NOT reboot the server now. Follow the restart order after the upgrade of all servers.

16. Upgrade the Storage Manager.
Storage Manager

To upgrade the Storage Manager:

1. On the local machine, restart the server and run the Tenable Identity Exposure On-Premises
installer.

A welcome screen appears.

2. In the setup language box, click the arrow to select the language for the installation, and click
Next.
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The Setup Wizard appears. The Expert Mode checkbox is selected by default.

Cd Tenable ldentity Exposure Setup x

‘

Welcome to the Tenable
Identity Exposure Setup
Wizard

The Setup Wizard will install Tenable Identity Exposure on
your computer, Click "MNext”™ to continue or "Cancel” to exit
the Setup Wizard.

4 Otenable

# Identity Exposure

Expert mode

< Back Cancel

3. Click Next.

The Custom Setup window appears. The installation program automatically preselects the

Storage Manager component based on the previous installation.
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l? Tenable |dentity Exposure Setup e
custom ety Otenable
Select the features to install. Identity Exposure

Click on the icons to select the features to install.

v (v StorageManager Description
— 50L
i~ EventLogsStorage
5 ?( + SecurityEngineNode This feature frees up 1.97GE on

your hard drive, Ithas 0 of 1
subfeatures selected, The
subfeatures require OKE on yaur
hard drive.

> }": + DirectoryListener

Tenable Identity Exposure

Reset Disk Usage < Back Cancel

4. Click Next.
5. (Optional) Click Browse to change the installation folder location. Change only the drive letter.
The TLS Options window appears.

8. Select the TLS with autogenerated and self-signed certificates (Default) option.

-122 -



l? Tenable ldentity Exposure Setup

x
TLS options i}tenable
Select TLS setup type Identity Exposure

(® TLS with autogenerated and self-signed certificates (Default)
() TLS with custom certificates without peer verification

() TLS with custom certificates with peer verification
() Mo TLS

Tenable Identity Exposure

Optional: If you select TLS with custom certificates without peer verification or TLS with

custom certificates with peer verification, the TLS certificates screen asks you to provide
the following information:

° In the Server PFX Archive box, click ... to browse to your PFX archive.

° In the PFX Password box, type the password for the PFX file.
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l? Tenable ldentity Exposure Setup >
TLS certificates Otenable
Import your own certificates |C|E!I"Iti1:3|' EXPDSLIFE!

Server PFX Archive | C:\Users\AdministratoriDesktophCl| ||,

PFX Password TIIIIIIIIL

CA Cert File

Tenable Identity Exposure

7. Click Next.
The Storage Manager window appears.

8. The installer reuses the information from your previous installation. Click Next.

Note: If you changed the SA password since the previous installation, the installer requires an SA
password containing only alphanumeric characters for the SQL Server. Using special characters
causes the installer to fail.
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l? Tenable ldentity Exposure Setup X

Storage Manager @tenable
Complete the required fields, Identity Exposure
MSSQL Event Logs Storage
Host 127.0.0.1 Host 127.0.0.1
Port 1433 Part 4244
Password | T |
Instance Mame | TEMAELE |
SQL UserDE Disk c\ ol
SOL UserDB Log Disk D:\ w
SQL TempDE Disk EN e
Tenable Identity Exposure
< ==
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9. Click Next.

The Ready to Install window appears.

e Tenable |dentity Exposure Setup >

Ready to Install {Crtenable
The Setup Wizard is ready to begin the Tenable Identity Exposure installation Identity Exposure

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”™. Click "Cancel” to exit the wizard.

Tenable Identity Exposure
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10.

11.

12.

13.

14.

15.

Click Install to begin the upgrade.

? Tenable ldentity Exposure Setup >
Installing Tenable Identity Exposure @tenable
|dentity Exposure

Please wait while the Setup Wizard installs Tenable Identity Exposure, This may
take several minutes,

Status: Installing prerequisite software
|

Tenable Identity Exposure

After the upgrade completes, the Completing the Tenable Identity Exposure Setup Wizard
window appears.

Click Finish.

A dialog box asks you to restart your machine.
Click Yes.

The machine restarts.

Restart the SEN.

Restart the DL.

Install the Secure Relay for Tenable Identity Exposure 3.93 using a separate installer.

To install the Secure Relay:

1.

2.

Review Secure Relay Requirements.

Select Secure Relay Architectures for On-Premises Platforms.
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3. Install the Secure Relay for Tenable Identity Exposure 3.93.

Restart Services

You restart services after you finish installing or upgrading the Storage Manager, Security Engine

Node, and Directory Listener.

Restart Sequence
The restart sequence for services differs depending on whether it's an installation or upgrade:
* New installation: Directory Listener — Security Engine Node — Storage Manager

* Upgrade: Storage Manager — Security Engine Node — Directory Listener
Storage Manager

To restart the Storage Manager machine:
1. At the prompt from the installation program, click Yes.
2. Check that these Storage Manager services are running:
° SOL Server(Tenable)
° SOQL Server Agent (Tenable)

° tenable_EventlogStoragel

Security Engine Node

The databases must be running before you restart Security Engine Nodes (SEN) services.
To restart the SEN machine:

1. At the prompt from the installation program, click Yes.

2. If you have more than one SEN machine, restart the machines in this order:

1. RabbitMQ

2. Others(Eridanis, Kapteyn, etc.)
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3. Cancri, EventLogsDecoder
4. Cygni
3. Check that the following SEN services are running:
° tenable_AttackPathl
° tenable_Cancri
° tenable_Cephei
° tenable_CetiBridge
° tenable_Cygni
° tenable_Electra
° tenable_Eltanin
° tenable_Enif
° tenable_Eridanis
° tenable_EventLogsDecoderl
° tenable_HealthCheck
° tenable_Kapteyn
° Rabbitmq

° World Wide Web Publishing Services

Directory Listener

Databases and Security Engine Nodes must be running before you restart Directory Listener
services.

To restart Directory Listener services:
1. At the prompt from the installation program, click Yes.

2. Check that the following Directory Listener service is running:
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[e]

o

[e]

o

Tenable_ceti
tenable_envoy_server
tenable_envoy

tenable_relay

Secure Relay for Tenable Identity Exposure 3.93

You install the Secure Relay component only after you install or upgrade Tenable Identity

Exposure.

As of version 3.59, the Secure Relay component takes over designated tasks in the Tenable |dentity

Exposure platform:

Allows you to configure domains from which it forwards the data to the Directory Listener (DL)
component which collects AD objects.

Facilitates the setup and maintenance for large infrastructures through automatic updates:
No longer needs multiple DLs that require simultaneous upgrades.

Acts a bridge between the single DL and various endpoints, such as domain controllers, SMTP
or SYSLOG servers or LDAP servers for in-product authentication.

Ties to one or several domains. The DL can manage an unlimited number of Relays.

Requires configuration in the Tenable |dentity Exposure console, such as namings and
mappings (domain, SMTP, SYSLOG, LDAP authentication).

Supports the options to install the Secure Relay on the DL server or separately from the DL.

Supports Split Security Engine Node (SEN) Services
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Secure Relay Installation

i ® ® Q)

% Tenable Identity Exposure } .  Secure Relay Secure Relay Secure Relay

Installation/Upgrade Complete prerequisites installation configuration
L
1. Review Secure Relay After restarting servers, In the Tenable Identity
architectures and manually install Secure Explorer console, configure
requirements Relay the Relay for SMTP, Syslog,
2. Get linking key from LDAP authentication, and
Tenable Identity Exposure domain crawling

console

Before you start

Follow these quidelines for the installation of or upgrade to Tenable Identity Exposure 3.59 with
Secure Relay:

1. Review the Secure Relay Architectures for On-Premises Platforms and Secure Relay

Requirements.

2. Only one DL is supported in version 3.59. When upgrading the Directory Listeners (DL):

° Keep only one DL where you can optionally install one Relay. If you select this option,
combine the necessary resource requirements for the DL and Relay. For more
information, see Resource Sizing.

° You must have at least one Relay. If you don't install it on the DL, then you have to
provision a new machine to install this Relay.

° QOptionally, install Relays to replace other DLs if you previously used multiple DLs.

For more information, see Secure Relay Architectures for On-Premises Platforms.

3. Network requirements:

° In previous and current versions, the DL communicated to the SEN directly, using the
AMOP(S) protocol.

° Inversion 3.59, the Relays that replace the multiple DLs communicate with the only
remaining DL over HTTPS.

° Envoy is the reverse proxy.
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Network flows for on-premises platform using Secure Relay

The following are network flows for an On-Premises platform using Secure Relay:

) ) Tenabl ety Exposure Tenable Identity Exposure Tenable Identity Exposure Tenable Identity Exposure
Customer's SMTP Se Customer's SIEM Directory Listeners Security Engine Nodes Storage Manager End-User

TCP/389, TCP/636
LDAP

TCP/445
SMB/CIFS
TCP/88, TCP/464, UDP/464
Kerberos
TCP/53, UDP/53
DNS
TCP/3268, TCP/3269
Global Catalog

TCP/135
-—

RPC Mapper (Replication)

TCP/>1024
Ephemeral RPC (Replication)
TCP/5671, TCP/5672
™ AMQProtocol

TCP/443
~Tenable Identity Exposure~

Internal Rest API
TCP/1433
MS-SQL Queries
TCP/443
Tenable Identity Exposure

Internal Rest AP TCP/4244

—Tenable Identity Exposure—s
EventlogStorage
TCP/443

" Web App & REST APl

TCP/601, TCP/6515, UDP/514.
Syslog (Notification)

TCP/25, TCP/587, TCP/465, TCP/2525
SMTP (Notification)

TLS/80, TLS/443, TCP/389 or TCP/636
Authentication provider (LDAP, SAML, OAUTH) —
UDP/123
NTP (Time Synchronization)
UDP/123
NTP (Time Sync
TLS/80 or TLS/443
WSUS (Update Management)
TLS/80 or TLS/443
WSUS (Update Management)

4. Linking key: The Secure Relay installation requires a single-use linking key that contains the
address of your network and an authentication token. Tenable Identity Exposure regenerates
a new key after each successful Secure Relay installation.

To retrieve the linking key:

1. In the Tenable Identity Exposure console, click System on the left menu bar and
select the Configuration tab > Relay.

- 132 -



System Configuration

Relay management Forest management

APPLICATION SERVICES

[ L]
[
> SMTP server
> Activity Logs
[a V] .
> PKI settings
7 > Indicators of Attack

> Tenable Cloud

5

ALERTING ENGINE

2 4 > 5YSLOG
> Email
Q, AUTHENTICATION
B| > Tenable.ad
> LDAP

> SAML Single Sign-On

2. Click @ to copy the linking key.

@tenable' [dentity Exposure

Domain management About Legal

LINKING KEY

Single-uselinking key

| eyliIZXRpRGSzljoicWExc2FhoylyZ WixheS50ZWShymxl LmFkliwi a

The linking key will be asked during a Relay setup. The key will be

renewed after ea ompleted setup.

5. Role Permissions: You must be a user with role-based permissions to configure the Relay.

The required permissions are the following:

* Data entities: Entity Relay

* Interface entities:

° Management > System > Configuration > Application Services > Relay

° Management > System > Relay management

For more information, see Set Permissions for a Role.

Installation procedure

I Required User Role: Administrator on the local machine

To install the Secure Relay:
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1. Download the executable program for Secure Relay from Tenable’s Downloads site.

2. Double-click on the file tenable.ad_SecureRelay v3.xx.Xx to start the installation wizard.

The Welcome screen appears.

=

Welcome to the Tenable
Identity Exposure Secure
Relay Setup Wizard

The Setup Wizard will install Tenable Identity Exposure
Secure Relay on your computer. Click "Next" to continue or
"Cancel" to exit the Setup Wizard.

Otenable

Identity Exposure B

3. Click Next.

Link: |nstallation Procedure

< Back Next > Cancel

The Custom Setup window appears.
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l?!- Tenable |dentity Exposure Secure Relay Setup >
Custom Setup @ten&hl&
Select the location to install the Secure Relay. Identity Exposure

/

Location: C:\TenableTenable.ad',

Tenable Identity Exposure Secure Relay

Click Browse to select the disk partition you reserved for Secure Relay (separate from the

system partition).
Click Next.

The Relay Configuration window appears.
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l? Tenable |dentity Exposure Secure Relay Setup x
Relay Configuration @tenable
Complete the required information. Identity E){[JDSLIFE!
Relay Name | SR-01 |
FE ol | 1 ZHBITEIKNGMOI INKRFLUE 3RUQNDKOOS05MIIFL Tk 2Rk 30T 2QTBCOS 19 |

You can retrieve the linking key from your Tenable Identity Exposure
user interface (System > Configuration = Relay).

Link: How to get vour linking key

Tenable Identity Exposure Secure Relay

6. Provide the following information:
a. Inthe Relay Name box, type a name for your Secure Relay.

b. In the Linking key box, paste the linking key that you retrieved from the Tenable Identity
Exposure portal.

c. If you choose to use a proxy server, select the option Use an HTTP Proxy for your Relay
calls and provide the proxy address and port number.

7. If you install the Relay on a separate (standalone) machine from the Directory Listener: the
Import Relay Certificate window appears: (if you use the same machine for both the Directory
Listener and Relay, go to the next step.)
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) Tenable Identity Exposure Secure Relay Setup b4

Import Relay Certificate Qtenﬂ:lle

Complete the required information. |dEﬂtil:.f Expasure

Choose whether to automatically look for Ca on the Directory Listener or to manually upload it
(®) Automatic upload () Manual upload

Directory Listener Windows credentials:
Import Ca certicate manually:

P —
e I —

Tenable Identity Exposure Secure Relay

<tad o> | | cone

Click on the radio button for one of the following options:

° Automatic upload — Retrieve the CA certificate automatically from the Directory
Listener: Under Directory Listener Windows credentials, type the user name and
password for the Windows account used to access the Directory Listener service.

° Manual upload — Click ... to browse for the CA certificate that the Directory Listener
uses.

. Click Next.

The Proxy Configuration window appears:
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l? Tenable |dentity Exposure Secure Relay Setup >
Proxy Configuration @tenable
Complete the required information. Identity Exposure
Proxy Type Mone o |

Proxy Address
Proxy Port
User

Password

Tenable Identity Exposure Secure Felay

[ | < Back ” Mext = | | Cancel

9. Select one of the following options:
a. None: Do not use a proxy server.
b. Unauthenticated: Type the address and port for the proxy server.

c. Basic authentication: In addition to the address and port, type the user and password

for the proxy server.

Caution: To configure a proxy using "Unauthenticated" or "Basic authentication", the relay only
supports IPv4 addresses (such as 192.168.0.1) or a proxy URI without http:// or https:// (such
as myproxy.mycompany.com.) The relay does not support IPv6 addresses (such as
2001:0db8:85a3:0000:0000:8a2e:0370:7334.)

10. Click Test Connectivity. The following can occur:
* Green light — The connection succeeded.

* Invalid linking key — Retrieve the linking key from the Tenable Identity Exposure portal.
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* Invalid Relay Name — This box cannot remain empty. Provide a name for the relay.
* Connection failed — Check your internet access.
11. Click Next.
The Ready to Install window appears.
12. Click Install.

13. After the installation completes, click Finish.

Post-installation checks

After the Secure Relay installation completes, check for the following:
List of installed Relays in Tenable Identity Exposure

To see the list of installed relays:

* In Tenable Identity Exposure, click Systems on the left menu bar and select the Relay
Management tab.

The pane shows a list of secure relays and their linked domains.
Services
After a successful installation, the following services are running:
e Tenable Relay

e tenable_envoy

Note: You can locate the Envoy license in Tenable Identity Exposure at Systems > Legal > Envoy
license.

Environment variables

The installation also added 6 new environment variables related to Secure Relay with names
beginning with "ALSID_CASSIOPEIA_" If you selected to use a proxy server, there are 2 additional
variables related to the proxy IP and port.

Logs for troubleshooting

You can find logs in the following locations:
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* Installation logs: C:\Users\<your user>\AppData\Local\Temp

* Relay logs: On the VM hosting Secure Relay in the folder specified at the time of installation.

Relay configuration

e Configure the Relay

Automatic updates

After you install Secure Relay, Tenable Identity Exposure checks regularly for new versions. This
process is fully automated and requires HTTPS access to your domain (TCP/443). An icon in the
network tray indicates when Tenable Identity Exposure is updating Secure Relay. Once the process
completes, Tenable Identity Exposure services restart and data collection resumes.

Uninstallation

To uninstall a Secure Relay:
1. In Windows, go to Settings > Apps & Features > Tenable Identity Exposure Secure Relay.
2. Click Uninstall.

When the uninstallation completes, Tenable Identity Exposure Secure Relay services and
environment variables no longer appear in your system.

3. In Tenable Identity Exposure, click Systems on the left menu bar and select the Relay
Management tab.

4. Select the relay you just uninstalled and click LJ to remove it from the list of available relays.

See also

* Troubleshoot Secure Relay Installation

e Secure Relay - FAQs

Secure Relay Architectures for On-Premises Platforms

This 3.42 release is end-of-life (EOL). Upgrade to a supported version. For information about EOL dates
and policies for Tenable products, see the Tenable Software Release Lifecycle Matrix and Policy.
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Tenable Identity Exposure supports the following architectures comprising the Storage Manager
(SM), Security Engine Node (SEN), Directory Listener (DL), and Secure Relay (SR):

e Standard 3 Servers with DL and SR on the Same Server

* Standard 3 Servers with DL and SR on a Separate Server

e Multiple DLs to a Single DL Running SR

e Multiple DLs to a New DL Communicating with SR(s)

Standard 3 Servers with DL and SR on the Same Server

This architecture transitions from a standard 3-servers architecture (SM, SEN, and DL) to one with a
DL running the SR on the same server.

3.42 or
* The Security Engine Node: * The Directory Listener
runs the Secure Relay,

° Sends email and Syslog alerts
which:

° Provides LDAP authentication
o ° Sends email and

Syslog alerts

° Provides LDAP
authentication

X B
EE é B

Note: This architecture requires that you combine the required resources for the DL and SR in one
virtual machine.

Standard 3 Servers with DL and SR on a Separate Server

This architecture transitions from a standard 3-servers architecture (SM, SEN, and DL) to one with
the DL and SR running on separate servers.
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3.42
* The Security Engine Node: * Requires a new server for the Directory Listener
° Sends email and Syslog * The Secure Relay:
alerts

° Replaces the Directory Listener
° Provides LDAP
authentication

° Sends email and Syslog alerts

° Provides LDAP authentication

B P
2 EEE R
EEE B ]|

Multiple DLs to a Single DL Running SR

This architecture transitions from a multiple-DLs architecture to one with a single DL running the
SR.

3.42
* Directory Listeners The first Directory Listener owns the Secure Relay and acts
communicate with as the "concentrator” for all deployed Secure Relays deployed
Security Engine using (former Directory Listeners) and communicate with these
AMOQOP over TLS using TLS. This Secure Relay:
* The Security Engine e Sends email and Syslog alerts

Node: * Provides LDAP authentication

° Sends email and
Syslog alerts

° Provides LDAP
authentication

LR RE ER ER AR LR
B E E B i B
»

By A E=E—n—F 1
EEE EEE
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Multiple DLs to a New DL Communicating with SR(s)

This architecture transitions from a multiple-DLs architecture to one with a new DL that
communicates with Secure Relays (replacing old Directory Listeners).

3.42
* Directory Listeners A new server for the Directory Listener acts as the
communicate with "concentrator” for all deployed Secure Relays (former
Security Engine using Directory Listeners) which communicate with the Directory
AMOQP over TLS Listener using TLS.
* The Security Engine The Secure Relay:

Node:
ode * Sends email and Syslog alerts

SIEMES EEl Ee * Provides LDAP authentication
Syslog alerts
° Provides LDAP

authentication

LE R LR LE RRHR
E B B B B
e
RS E b pepfu-E 1
EER EEE

See also

Secure Relay for Tenable |dentity Exposure 3.93

Configure the Relay

After installation and post-installation checks, you configure your Relay in Tenable ldentity
Exposure to link it to a domain and to set up alerts.

° Domain Mapping: Replace multiple-DL application settings or network environment variables
with necessary domain settings (the number of edits may vary).
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To map a domain to a Secure Relay:

1. In Tenable Identity Exposure, click Systems on the left menu bar and select the Domain

Management tab.
>
2. In the list of domains, select a domain to link and click on i at the end of the line.

3. In the Relay box, click the arrow to show a drop-down list of installed relays and select a

relay to link to the domain.

The Edit a domain pane opens.

Otenable identity Exposure o &9 °

4. Click Edit.

A message confirms that Tenable Identity Exposure updated the domain. SYSVOL and
LDAP synchronize to include the modification. The Trail Flow begins to receive new

events.

° Alert Mapping:

® SMTP Configuration: Make necessary edits to SMTP Server Configuration.
® Syslog Alerts: Configure Syslog Alerts (the number of edits may vary).

° LDAP Mapping: Implement Authentication Using LDAP .

See also
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Secure Relay - FAQs
| used to have multiple Directory Listeners (DLs). Can | still have multiple DLs?

No, Secure Relays replace multiple DLs). Tenable Identity Exposure now only supports one DL;
multiple DLs create unknown issues.

| used to have only one machine for the DL, can | keep the same machine for the DL and the
Secure Relay?

Yes, you can. However, make sure to combine the resource requirements for a DL and a Secure
Relay. For example, if the RAM for a DL is 5 GB and for 1 GB for the Secure Relay, your machine must
have 6 GB (5 GB + 1 GB).

You can also install the Secure Relay on a separate VM, as long as it can contact the DL.
What are the network flows that change between previous versions and this 3.59?

With the 3.59, in its simplest form, we add a Secure Relay between your Active Directory (AD) and
the DL. That means:

* The communication between your AD and the Secure Relay is the same as the communication
between your AD and the DL previously.

* The communication between the DL and the rest of the platform is the same as previously.

* What changes is that Tenable Identity Exposure uses HTTPS between one or more Secure
Relays and the DL. You must allow this new network flow.

Where can | find the on-premises Secure Relay installer?
In the folder C:\Tenable\Tenable.ad\DirectoryListener\Updates\.

Should | use the Secure Relay installation package available on
https://www.tenable.com/downloads or the one in the folder
C:\Tenable\Tenable.ad\DirectoryListener\Updates\?
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You can use either one as they are usually the same version. The one in the folder
C:\Tenable\Tenable.ad\DirectoryListener\Updates\ does not require a login to access the
binary.

When installing/upgrading the DL, | selected “Yes” to the question “Install the Secure Relay
after the DL?", but nothing'’s installed. What did | miss?

The Secure Relay installation launches after the DL server reboots, so make sure first and foremost
that you did reboot after the DL installation/upgrade.

Other problems could arise from the AV/EDR blocking the installation process from running after
the reboot. Make sure to review their full logs.

The timeframe to look for in these logs depends on the AV/EDR blocking the installation process, so
make sure to check some time before (during the DL installation) and after the reboot.

When the relay installation fails, what elements should | collect?

Multiple elements need to be retrieved when installation fails, before any other attempt:

* The installation logs: Extract these from the MSI dialog box when a failure occurs.

The Relay logs: Located in the <install path>\SecureRelay\logs\Relay.log.

The Envoy logs: Located in the <install path>\SecureRelay\logs\envoy.logs.

The envoy.yaml configuration file: Located at <install
path>\SecureRelay\envoy.yaml. There's an API key that you can redact if necessary
(although we also have it in the database).

The environment variables: Fetched using one of the following commands:

(cmd.exe) set
(powershell.exe) 1s env: | fl

See also

* Troubleshoot Secure Relay Installation

Logs for Troubleshooting
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Tenable Identity Exposure provides debug logs for troubleshooting and understanding platform
behavior.

The following are some of the common logs:
* Installation/upgrade logs
* Platform logs

* |oA script installation/upgrade logs

Installation/Upgrade Logs

If the installation program cannot install Tenable Identity Exposure on a machine, you can forward
the log file to our support (https://community.tenable.com/s/).

This log file is in your %tmp% folder, and its name always starts with “MSI” followed by random
numbers, such as MSI65931. LOG.

To generate log files in another location (for example, if you placed the installer on the
desktop):

1. In the command line of the local machine, type cd desktop.

2. Type \installername.exe /LOGS "c:\<path>\logsmsil.txt".

Platform Logs
Tenable Identity Exposure generates log files for the various services on the individual installation.
* From the Directory Listener server — <Installation Folder>\DirectoryListener\logs

* From the Security Engine Node server — <Installation
Folder>\SecurityEngineNode\logs

* From the Storage Manager server — <Installation Folder>\StorageManager\logs

* From the Directory Listener server and or Standalone Secure Relay server — <Installation
Folder>\SecureRelay\logs

The default platform log files rotate when they reach a size of 100 MB each and then get
compressed. These tasks automatically generate during installation in the Windows Task Scheduler.
The following is an example of the tasks on the Security Engine Node node.
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(D Task Scheduler
File Action View Help
= am B

(B Task Scheduler (Local)
v [ Task Scheduler Library
1 Microsoft
« [ Tenable
~ [ Tenablead
1 Directorylisten
- SecurityEngine

Status  Triggers Next Run Time Last Run Time
A1AM  3/8/2024 3.2701 AM

{ 3:39:42 PM 3/7/2024 93943 PM

Ready At 1039 PM every day - After triggered, repeat every 1 hour indefinitely. 3/8/21

ode Ready At 1039 PM every day

General Triggers Adtions Conditions Settings History (disabled)

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task property pages using the
Properties command.

Action Details

Start a program Powershell exe - ExecutionPolicy Bypass "CA\Tenable\Tenable.ad\Tools\Remove_.

loA Script Installation/Upgrade Logs

@

e

Actions

| SeuriytngineNods

Create Basic Task..
Create Task...

Import Task...

Display All Running Tasks
Enable Al Tasks History

*| New Folder..

Delete Folder
View
Refresh

Help

The Indicator of Attack (loA) script creates a log file (example Register-TenableIOA-xxxx.log)in

the same location as the script. You can review it there is any error or issue during the installation.

Log Retention Periods

* Short-term retention: Keep debug logs for a short period such as 7 days after they are

generated. This allows you to diagnose recent issues while minimizing storage consumption.

* Long-term archiving: Consider archiving a subset of debug logs for longer periods for

compliance or troubleshooting purposes. You can store them to a safe location or compress

them for efficient space utilization.

Troubleshoot Secure Relay Installation

Removal of configuration file by EDR or anti-virus during installation

e Cause: During the installation of Secure Relay, Endpoint Detection and Response (EDR)

software or anti-virus programs may interfere with the process by automatically removing the

envoy.yaml configuration file. This file is essential for the Secure Relay to function correctly.

If it is removed, the installation fails.

* Error message: If you suspect that the installation failure is caused by EDR or anti-virus
software removing the envoy.yaml file, you can confirm this by checking the MSI error log.

The MSI error log is generated in the TEMP folder on your system. Look for the following error

message: Error: The file envoy.yaml is missing.
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If this error appears in your log, it indicates that the envoy.yaml file was removed during the
installation process, likely by security software.

* Fix: To resolve this issue and ensure a successful installation, follow these steps:
1. Whitelist the installation folder or configuration file:

° Configure your EDR or anti-virus software to exclude the following directory from
scans and removal actions: [Install path]\Tenable.ad\SecureRelay\

° Alternatively, you can whitelist the [Install_
path]\Tenable.ad\SecureRelay\envoy.yaml file if excluding the entire folder

is not an option.

2. Reattempt Installation: After adding the necessary exclusions, rerun the Secure Relay
installation.

Installation failure of multiple Secure Relays and a Secure Relay on a standalone server

* Cause: During upgrade, the installer does not pick up the environment variable for the Ceti
host IP address and defaults to "127.0.0.1".
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* Error message — Connection failed due to an unexpected error during transmission.

') Tenable Identity Exposure Secure Relay Setup X
Proxy Configuration Otenwle
Complete the required information. Identity Exposure
Proxy Type ‘ MNone “ ‘
mey:.j ) Tenable.ad Secure Relay Setup X
Proxy - Connection failed: The underlying connection was
Liser 1 ) dosed: An unexpected error occurred on a send.
Password

[ ]

enable Identity Exposure Secure Relay —

| Test Connectivity | < Back Next > Cancel

* Fix:

1. Verify the environment variable TENABLE_CASSIOPEIA_CETI_Service__Broker__Host'
on the Directory Listener server.

2. Ensure that it is set to the IP address of the Security Engine Node. If the variable is set
to the default '127.0.0.7, it causes the Secure Relay installation to fail.

3. After you update the environment variable TENABLE_CASSIOPEIA_CETI_Service__
Broker__Host', restart the Ceti service.

4. Begin the Secure Relay installation again. Otherwise, it rolls back and leaves the Relay
and Envoy services installed and block any further installation.

Invalid CetiDNS name
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Cause: The IP Address of the Ceti Server was not set during the upgrade or installation of the
Security Engine Node server. The installer defaults to “127.0.0.1":

I? Tenable ldentity Exposure Setup X
Directory Listener @tenable
Complete the required fields. Identity Exposure
Ceti
Host 127.0.0.1 |

Yes ( Installation will start automatically after the reboot )

Install a Secure Relay
on this machine. Mo

" Tenable Identity Exposure

Error message — Connection failed: Unable to connect to the remote server.
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) Tenable Identity Exposure Secure Relay Setup X
Proxy Configuration Qtend)b
Complete the required information. Identity Exposure
Proxy Type None v
%) Tenable.ad Secure Relay Setup X
Proxy Add
. Connection failed: Unable to connect to the remote
Proxy Port 1 SEryer
User
Password oK
Test Connectivity . <Back | Next> . Cancel

For the "tenable_envoy_server" service in a paused state: Identify the application
currently occupying the port ©.0.0.0:443 using the PowerShell command netstat -
anob | findstr 443.If you find another application, either remove it or stop it to
resolve the conflict and allow proper functioning of the "tenable_envoy_server" service.

Fix:
1. Log into the Security Engine Node server.

° If you use a split Security Engine Node architecture, log into the server that runs the
Eridanis service.

2. Open Environment Variables and locate the variable name ERIDANIS CETI PUBLIC_DOMAIN.
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User variables for Administrator

Variable Value
Path Ch\Users\Administrator'App Data\Local\Microsoft\ Windows Apps; C\Users\Administrator AppData\Roaming'npm
TEMP CAUsers\Administrator\AppData'\Local\Temp
TMP ChUsers' Administrator\ AppData'\Local\Ternp
New.. | Edite Delete
System variables
Variable Value £
ERIDANIS_ATTACKPATH_HOST 127.0.0.1
ERIDANIS ATTACKPATH_PORT 4242
ERIDANIS_CETI_PUBLIC_DOMAIN
ERIDANIS_EMAIL_TLSCIPHER TLSw1.2
ERIDANIS_KAPTEYN_PUBLIC_DOMAIN tenable.test.lab
ERIDANIS_LICENSE_SYMMETRIC_KEY Cgo7ZfGUb-v5Fn355UbBuXu-gR4MV™*y9
ERIDANIS_MSSCQL_DATABASE AlsidForAd
ERIDANIS_MSSQL_HOST 192.168.3.51 ™
< >

New.. Edlit... | Delete

| 0K | Cancel

3. Edit the variable value for ERIDANIS CETI_PUBLIC_DOMAIN to insert the IP address or
hostname of the Directory Listener:

° Update the environment variable ERIDANIS_CETI_PUBLIC_DOMAIN to match the IP
address or hostname of the Directory Listener. This synchronization facilitates seamless
communication between the components deployed on separate servers.

° The Variable value for “"ERIDANIS_CETI_PUBLIC_DOMAIN" changes from 127.0.0.1 to
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the IP address or hostname of the Directory Listener 1istener.test.lab.

Environment Variables

User variables for Administrator

Variable Value
Path Ch\Users\Administrator\AppData\Local\Microsoft\WindowsApps; C:\Users\Administrator\, AppData\Roaming\npm
TEMP Ch\Users\Administrator\ AppData\Local\Temp
TMP C\Users\Administrator\AppDatat\Local\Temp
New.. Edit. | Delete
System variables
Variable Value
ERIDANIS_ATTACKPATH_HOST 127.0.0.1

ERIDANIS_ATTACKPATH_PORT 4242

El | lis
ERIDAMIS_EMAIL_TLSCIPHER TLSv1.2

ERIDANIS_KAPTEYMN_PUBLIC_DOMAIN tenable.test.lab

ERIDAMI5_LICEMSE_SYMMETRIC_KEY CgoTZiGUb-v3Fn335UbBuku-gRAMY"y3

ERIDANIS_MS5QL_DATABASE AlsidForAd

ERIDANIS_MSSQL_HOST 192.168.3.51

< >

Mew... Edit... Delete

5[ o
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4. Open Services and stop the service tenable_Eridanis.

33 Services
File Action View Help
o |mEc= Hem » o0
2 sevies o [T
alsid_Eridanis Mame - Descnption Status Startup Type Log On As
- '-Q-ﬁcﬁuex Installer (AxInstSV) Provides Us.., Disabled Lecal Syste...
i Allogn ot e - -
= . ¥ ice Routes Alllo... Manual (Trig... Local Service
Restart the service ﬂalsid_ﬂi‘tackpaﬁﬂ Running  Automatic Local Syste...
ﬁalsid_tnncrﬂ Running  Automatic Local Syste...
'{kalsid_[cphti Running  Automatic Lecal Syste...
'{%alsid,cuiBridge Running  Automatic Lecal Syste...
@%al:id_t)ﬂgni Running  Automatic Local Syste..,
G alsid_Electra Running  Autematic Local Syste...
:’%al:id Ettaninl Running  Automatic Local Syste...
e 4 1 ol ' Li

(€ alsid_HealthCheck

Running

Automatic

Lecal Syste...

5. Start the service tenable_Eridanis.

'-f.‘:‘%alsid_Kapteyn Running  Automatic Lecal Syste...
§ Readiness Gets a re.. Manual Local B,
App pps Syst
@Appllcaﬁnn Host Helper Ser... Provides ad... Rurming  Automatic Local Syste...
ﬂhpplicaﬁnn Identrty Determines ... Manual (Trig...  Local Service
: plication rmation acilitates t... anual (Trig...  Local Syste...

0 Appl Info Facil Manual (Trig...  Local §

2% Services
File Action View Help
Y EEEE I
. Services (Local)
alsid_Eridanis MName - Description  Status Startup Type Log On As
_ QA:.M Installer (Axlnst3V) Provides Us... Disabled Local Syste...
Aot the service @;AIIJoyn Router Service Routes Alllo... Manual (Trig... Local Service
@fnlsid_mtn:ld}nh‘l Running  Automatic Local Syste...
@;nlsidlc.mcri'l Running  Automatic Local Syste...
&alsid_&phd Running  Autoematic Local Syste...
@alsid_teﬂﬂridge Running  Automatic Local Syste...
1 alsid_Cygni Running  Automatic Local Syste...
£ alsid_Electra Running  Automatic Local Syste...
C alsid_Eftanin’ Running  Autematic Local Syste...
£ alsid_Enif Running  Automatic Local 5
4
€ alsid_HealthCheck Running  Automatic Local Syste...
@kalsid_l(apte}m Running  Automatic Local Syste...
£ App Readiness Gets apps re... Manual Local Syste...
£, Application Host Helper Ser... Provides ad.. Running Automatic Local Syste...
;‘&hpplicaﬁun Identity Determines ... Manual (Trig... Local Service
ahpplicaflun Information Facilitates t... Manual (Trig... Local Syste...

6. Log into the Secure Relay server. Exit the Secure Relay installer if it is already open and begin

the Secure Relay installation again.
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Caution: Be sure to exit the installer and start a fresh installation. If you do not exit the
installer and continue with the installation, it breaks the installation process, and you can't
proceed further (blocker).

No "Trust Relationship” for SSL/TLS secure connection
* Cause: The installer cannot find the CA certificates on the local server.
* Error message — Connection failed: The underlying connection was closed: Could not

establish a trust relationship for the SSL/TLS secure channel.

') Tenable Identity Exposure Secure Relay Setup X

Proxy Configuration meb -

Complete the required information. Identity Exposure

. ]
’:;I Tenable.ad Secure Relay Setup X

Proxy

dosed: Could not establish trust relationship for the

Q Connection failed: The underlying connection was
1
SSL/TLS secure channel.

Proxy

Proxy

User OK

Password

Test Connectivity <Back | Next> Cancel

* Fix:

1. Access the source system (Directory Listener server) or repository where trusted CA
certificates reside and locate the trusted CA certificates, typically in directories such
as:
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° Default self-signed certificate location: “installation_
drive”:\Tenable\Tenable.ad\DefaultPKI\Certificates\ca

° Custom certificate location: “installation_
drive”:\Tenable\Tenable.ad\Certificates

2. Copy the trusted CA certificate files from the source system (Directory Listener server)

to the local server (Secure Relay server).

3. Import the certificates into the trusted certificate store of the Secure Relay server.

[ Console Root
w Eﬁl Certificates (Local Computer)
5 [ Personal
s~ || Trusted Root Certification Authorities
| Certificates
» [ | Enterprise Trust
» [ Intermediate Certification Authorities
» [ | Trusted Publishers

4. After a successful import, exit the Secure Relay installer and begin the installation

again.

Caution: Be sure to exit the installer and start a fresh installation. If you do not exit the
installer and continue with the installation, it breaks the installation process, and you can't
proceed further (blocker).

Start Using Tenable Identity Exposure

After you deploy Tenable Identity Exposure, this section walks you through the key steps to begin
using Tenable Identity Exposure effectively.

Tip: For additional information on Tenable Identity Exposure, review the following customer education
materials:

« Tenable Identity Exposure Introduction (Tenable University)

Each section contains links to more detailed descriptions and instructions for the related task.
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Log in and navigate the user interface

* Loginto Tenable Identity Exposure portal. The home page opens, as shown in this
example.

* Your initial login is hello@tenable. ad and the password is verySecurel.
* Expand or collapse the side navigation bar:
o To expand: click the = menu at the top left of the window.

° To collapse: click the X at the top left of the window.

X Otenable identity Exposure O & O =
@ oxrooari: OAUser *
Tenable envapab@sandboxio
eneRAL ——————
0 @ v v
ACTIVE UseRs C4T  GLOBALCOMPLANCESCORE czy
. Serie-t I Score-dir-G-ioe-2-3-£4-5-6-7-8-9-10-11-12-13-14-
- @ < Whats New
12 00
- I . @ 2 tyAccount
%00 3
~ Tral Flow (3] N
o0 B @ - sgnout
¢ Indicators of Exposure o § 2
00
% indicators of Attack e
% Topology (6] ,
o AttackPath (7] _— czB
MANAGEMENT
10k
- °
2 System o

4 Health Check @ N
T 1613 19:43 2343 0343 07:43 M3 1442

€ (3issues 1warning)

* Navigate the Tenable Identity Exposure User Portal.

Enable Indicators of Exposure (loE) for an Active Directory Domain

Before you configure Indicators of Exposure, you must have or create an Active Directory
service account with the appropriate permissions. While Tenable Identity Exposure does not
require administrative privileges for security monitoring, some containers require manual
configuration to allow read access for the service account user.

| For complete information, see Access to AD Objects or Containers
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1. Login to the Tenable Identity Exposure web portal with administrative credentials such
as the default "hello@tenable.ad" account.

2. Click the menu icon on the top left to expand the navigation panel, then click System in
the left panel.

Add a Forest:

1. In the Forest Management tab, click Add a Forest.
2. Provide a display name for the forest (e.g. Tenable).

3. Enter the login and password for the service account to connect to all domains in this
forest.

4. Click Add.

For complete details, see Forests.
Add a Domain:

1. Click Add a Domain.

2. Provide a display name for the domain to monitor (e.g. HO).

3. Enter the fully qualified domain name (e.g. sky.net).

4. Select the corresponding forest from the drop-down list.

5. If using SaaS with Secure Relay, select the relay to handle this domain.

6. Enable the "Privileged Analysis" toggle if the account has required privileges.

7. If you enable Privileged Analysis, optionally enable Privileged Analysis Transfer for
Tenable Cloud.

8. Provide details for the Domain Controller with Primary Domain Controller Emulator FSMO
role:

° |P address or hostname

° Leave LDAP, Global Catalog, and SMB ports with pre-filled default values

- 169 -



9.

10.
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Click Test Connectivity at the bottom.
If successful, click Add.

In the Domain Management view, you'll see columns for LDAP Initialization, SISFul
Initialization, and Honey Account Configuration statuses showing a circular loading icon
until initial crawling completes.

For complete details, see Domains.

Monitor initialization:

. Switch to the Trail Flow view. After a few minutes, data begins to flow in once analysis

starts.

. Return to System > Domain Management.

. Wait for green icons indicating LDAP and SYSVOL initialization completed.

You have now enabled Indicators of Exposure monitoring for this domain. Notifications

on the web portal appear within minutes/hours depending on environment size.

Review exposure data:

. Click Indicators of Exposure in the left menu to see all indicators triggered for the

added domain.

. Click on an indicator to view deviant object details causing non-compliance.

. Close the details and go to Dashboards to see the environment metrics.

Deploy Indicators of Attack (loA) for a domain

To deploy loAs, you must first perform three configurations as described below:

1.

The loA script is mandatory for all attack scenarios.

2. The Honey Account configured to detect specific attacks such as Kerberoasting.
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3.

Sysmon installation on all Domain Controllers of the monitored domain to detect attacks
like OS Credential Dumping.

Tenable Identity Exposure provides the I0A script, its command line, and the Honey Account

configuration command line. However, you must perform these prerequisites directly on the

Domain Controllers or an administrative machine with appropriate rights.

l For complete information, see Indicators of Attack Deployment.

Configure Attack Scenarios:

1.

10.

11.

12.

13.

Log in to the Tenable Identity Exposure web portal using administrative credentials
(e.g., hello@tenable.ad).

. Navigate to System > Configuration > Indicators of Attack.
. Select the attack scenarios you want to enable for your environment.

. Select the checkbox below the domain name to enable all available attack scenarios.

Click Save at the bottom right.
Click See Procedure at the top.
A window appears, showing the procedure to deploy the |0A engine.

Use the toggle to enable or disable the automatic updates feature.

. Click the first Download button to download the PS1 file.

. Click the second Download button to download the JSON file.

Note where the location where you downloaded the installation files.
Locate the field labeled Run the following PowerShell commands.
Copy the contents of the text field and paste them into a text file.

Copy the PS1and JSON files to a Domain Controller or an administrative server with
appropriate rights.
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14.

15.

16.

Start the Active Directory module for Windows PowerShell as an administrator and
navigate to the folder hosting the files.

Paste the command copied from the Tenable Identity Exposure web portal and press
Enter.

Open the Group Policy Management console and find the GPO named "Tenable.ad" linked
to the Domain Controller's OU.

l For the detailed procedure, see Install Indicators of Attack.

Configure the Honey Account:

1.

N

10.

11.

Return to the Tenable Identity Exposure web portal.

. Navigate to System > Domain Management tab.

. Click the +icon under Honey Account Configuration Status to the right of your domain

(available once the other two statuses are green).

. In the Name search box, type the name of the account to use as a honey pot.

Select the distinguished name of the object from the drop-down list.
Copy the contents of the command line text field and paste them into a text file.

Go back to the server where you ran the oA script.

. Open or start a PowerShell command line as an administrator.

. Paste the command copied from the Tenable Identity Exposure web portal and press

Enter.
Confirm that the command line ran properly.

Return to the Tenable Identity Exposure web portal and click the Add button at the
bottom.

After a few seconds, the Honey Account Configuration status should show a green dot.

l For the detailed procedure, see Honey Accounts.
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Install Sysmon:

The Tenable Identity Exposure web portal does not provide automatic deployment for
Sysmon. See Install Microsoft Sysmon for the required Sysmon configuration file. You can

install Sysmon manually as shown in the documentation or by GPO.

l For the detailed procedure, see Install Microsoft Sysmon.

Set up and use IoEs in your environment

Tenable Identity Exposure uses Indicators of Exposure to measure the security maturity of
your Active Directory and assign severity levels to the flow of events that it monitors and
analyzes.

l For complete information about loEs, see Indicators of Exposure.

Access loEs:
1. Signin to Tenable Identity Exposure.
2. Click the icon on the top left to expand the panel.
3. Click Indicators of Exposure on the left side to see the IoEs.

The default view shows configuration items in your environment that are potentially
vulnerable, rated by severity: Critical, High, Medium, and Low.

View all lIoEs:

* Click the toggle to the right of Show All Indicators.

° You can see all the loEs available in your Tenable Identity Exposure instance. Any
item that shows no domain is an item where you do not have that exposure.

° To the right of Show All Indicators, you can see Domain. If you have multiple
domains in your environment, click on it and select the domains to view.

Search IoEs:
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* Click Search an Indicator and type a keyword, such as "password".

All loEs related to passwords appear.
Review IoE details:

* To see additional information about an indicator, click on it.
° The detailed view starts with an executive summary of the particular exposure.

° |t then lists documents related to it and known attacker tools that can expose this
particular item.

* To the right, you see Impacted Domains.

° Click the Vulnerability Details tab to read additional information about the checks
done for this IoE.

° Click the Deviant Objects tab to see the list of objects and reasons that triggered
the exposure.

° |f you expand an object in the list, you can see more details about what caused the
deviance.

Create queries:

1. To create a query, click Type an Expression and enter a Boolean query for an item. You
can also click the filter icon to the left to build a query.

2. Set the start and end dates, choose domains, and search for ignored items by clicking
the Ignore toggle.

l For complete procedures, see Search Deviant Objects.

Ignore/Export deviant objects:
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* You can hide objects in the list by ignoring them.
° Select one or more objects, then click Select an Action at the bottom of the page.
° Select Ignore Selected Objects and click OK.
° Choose the date until which you want to ignore the selected objects.

° You can stop ignoring objects the same way, using the Stop Ignoring Selected
Objects option.

* To export the list of all deviant objects for this indicator as a CSV file, click the Export
All button.

l For complete procedures, see Deviant Objects.

Remediation recommendations:

¢ Click the Recommendations tab to see recommendations on how to remediate this
indicator.

l See also Remediate Deviances from Indicators of Exposure for remediation use cases.

Track configuration changes in AD using the Trail Flow

The Trail Flow displays the real-time monitoring and analysis of events affecting your ad
infrastructures. It allows you to identify critical vulnerabilities and their recommended
courses of remediation.

l For complete information, see Trail Flow and Trail Flow Use Cases.

Access the Trail Flow:
1. Sign into Tenable Identity Exposure.
2. Click the icon on the top left to expand the navigation bar.

3. Click Trail Flow.
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Navigate the Trail Flow page:

The Trail Flow page opens with a list of events, including the source type, object path,
domain, and date.

1. Click the date box in the upper right to indicate the dates that you are searching for.
2. Click Domain to change which Active Directory servers or forests.

3. Click the pause button in the upper right corner to pause or restart Trail Flow capture.

Create queries:

There are two ways of creating queries for your search: manually or by using the wizard.

* To filter events manually, type an expression in the search box to refine results using
the Boolean operators.

l For complete information, see Search the Trail Flow Manually.

* To use the search wizard:
1. Click the magic wand icon on the left.

2. Follow the prompts to create and combine query expressions.

For complete information, see Search the Trail Flow Using the Wizard and Customize Trail
Flow Queries

View event details:

Once you've identified an important event:
1. Click on the event. This will bring up the attributes of the change on that object.
2. Hover over the blue dot icon on the left to compare the values before and at the event.
3. Hover over items to see additional information.

4. Click See Whole Value and click the button to copy that information to the clipboard.
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Identify configuration changes:

One of the challenges of Active Directory server cybersecurity is the large number of
configuration changes that do not impact cyber exposure. To identify configuration changes:

1. Click the magic wand icon.
2. Enable Deviant Only.

3. Click Validate.
View cyber exposure items:

Notice that the events have a red diamond symbol next to them. Click on an event to see
information regarding the configuration change. An additional tab is available labeled
"Deviances". Click on it to see the specific cyber exposure items that were created or

resolved.
Identify potential attacks on AD using loAs

Tenable Identity Exposure's Indicators of Attack (loA) give you the ability to detect attacks on
your Active Directory (AD).

l For complete information, see Indicators of Attack.

Access loAs:
1. Sign into Tenable Identity Exposure.
2. Click the icon at the top left to expand the navigation bar.

3. Click Indicators of Attack.
Filter the timeline:

By default, you see the timeline of attack detection for today. To change the filter:
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* Click Day, Month, or Year.

* To change the time frame, click the calendar icon and select the appropriate time
frame.

Filter the view:

You can filter the view on specific domains or l0As using the selector on the right side of the
portal.

1. Click Domains to view the choices and make selections.
2. Click X to close.
3. Click Indicators to view the choices and make selections.
4. Click X to close.

As an example, let's focus on what happened in 2022:
1. Click the Year button and select "2022".
2. Click the red and yellow bar in the timeline.

3. You can now see a new view with the top three critical and top three medium attacks
detected that month.

4. Close the view by clicking outside the black box.
View details of detected attacks:

Below the timeline, you see a card for the monitored domain on which the attack was
detected.

* Click the Sort By drop-down.
* You can sort the card by domain, indicator criticality, or forest.

* To search for a specific domain or attack, use the search box.
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* By default, you only see a card for the domain under attack. Toggle the view to see each
domain by switching Show Only Domains Under Attack from Yes to No.

Customize the chart:

A card contains two types of information: a chart and the top three attacks.
1. To change the chart type, click the pencil icon at the top right of the card.
2. Select either Attack Distribution or Number of Events.

3. Click Save.
Viewing incident details:

To see more details about the attack that was detected:
e (Click the card to see incidents related to the domain.

* To filter, use the search box, select a start or end date, specific indicators, or toggle the
No/Yes box to show or hide closed incidents.

e To close incidents, select an alert, click the Select an Action menu at the bottom, select
Close Selected Incidents, and click OK.

* Toreopen anincident, select an alert, click the Select an Action menu, select Reopen
Selected Incidents, and click OK.

View attack details and Yara detection rules:

* Click on an attack to open the detail view. In the description panel, there is the incident
description of the attack, MITRE ATT&CK framework information, and additional
resources with links to external websites.

* Click the Yara detection rules panel to see an example of a rule that can perform
malware research in detection tools.

* Export the list of incidents by clicking Export All. CSV is the only format available.
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Notification and alerts:

The Bell icon on the top right shows a notification when Tenable Identity Exposure detects an
attack. These attacks appear in the attack alerts tab.

Set up and use alerts

The Tenable Identity Exposure alerting system helps you identify security regressions or
attacks on your monitored Active Directory. It pushes analytics data about vulnerabilities and
attacks in real-time through email or Syslog notifications.

l For complete procedures, see Alerts.

Configure the SMTP Server:

1. Connect to Tenable Identity Exposure.
2. Click System > Configuration.

3. Configure the SMTP server from this menu.
Create email alerts:

1. Under Alerting Engine, click Email.

2. Click the Add an Email Alert button.

3. In the Email Address box, type the recipient's email address.
4. In the Description box, type a description for the address.

5. From the Trigger the Alert drop-down list, select On Changes, On Each Deviance, or On
Each Attack.

6. From the Profiles drop-down, select the profiles to use for this email alert.

7. Check the Send Alerts When Deviances box to send email notifications when a system
reboot triggers alerts.
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8. From the Severity Threshold drop-down, select the threshold at which Tenable Identity
Exposure will send alerts.

9. Select the indicators for which to send alerts.
10. Select domains for alerts:

a. Click Domains to select the domains for which Tenable Identity Exposure sends
out alerts.

b. Select the forest or domain and click the Filter on Selection button.
11. Click the Test the Configuration button.
A message confirms that Tenable Identity Exposure sent an email alert to the server.
12. Click the Add button.

A message confirms that Tenable Identity Exposure created the email alert.
Create Syslog alerts:

1. Click on Syslog and then click the Add Syslog Alert button.

2. In the Collector IP Address or Hosthame box, type the server IP or hostname of the
server receiving the notifications.

3. In the Port box, type the port number for the collector.

4. From the Protocol drop-down, select either UDP or TCP.

5. If you choose TCP, select the TLS option checkbox to enable TLS security protocol.
6. In the Description box, type a brief description for the collector.

7. Choose one of the three options for triggering alerts: On Changes, On Each Deviance, or
On Each Attack.

8. From the Profiles drop-down, select the profiles to use for this Syslog alert.

9. If you want to send alerts after a system reboot or upgrade, check Send alerts when
deviances are detected during the initial analysis phase.
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10. If you set alerts to trigger on changes, type an expression to trigger the event

notification.
11. Click the Test the Configuration button.

A message confirms that Tenable Identity Exposure sent a Syslog alert to the server.
12. Click Add.

A message confirms that Tenable Identity Exposure created the Syslog alert.
Set up dashboards in the Tenable Identity Exposure portal

Dashboards allow you to visualize data and trends affecting the security of your Active
Directory. You can customize dashboards with widgets to display charts and counters

according to your requirements.

l For complete information, see Dashboards.

Access dashboards:
1. Sign into Tenable Identity Exposure.

2. Click the icon on the top left to expand the navigation bar.
Create a custom dashboard:

1. Go to Dashboards and click Add.
2. Click Add a Dashboard.

3. Give it a name and click OK.
Add widgets to the dashboard:

1. Click Add in the upper right corner.
2. Select Add a Widget on this Dashboard or click the button in the middle of the screen.

3. Choose the type of widget (bar charts, line charts, or counters).
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Configure a line chart widget:

1. Click Line Charts.

2. Name the widget, e.g., "Deviances in the Last 30 Days".

3. Choose the type of data (users count, deviances count, or compliance score).
4. Select Deviances and set it for one month.

5. Click No Indicator and select which indicators to use.

6. Name the data set, e.g., "Critical".

7. Add other data sets as needed (e.qg., for medium and low).

8. Click Add.
Add a bar chart widget:

1. Click Bar Chart.

2. Name it Compliance and choose the compliance score data type.
3. Select all indicators.

4. Name the data set, e.g., "loE".

5. Click Add.
Add a counter widget:

1. Click Counter.
2. Name the widget, e.g., "Users", and set the type of data to User Count.
3. Choose the status All and select the domain.

4. Name the data set and click Add.

View Attack Paths
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Tenable Identity Exposure offers several ways to visualize the potential vulnerability of a
business asset through graphical representations.

| For complete information, see Attack Path.

Access the Attack Path feature:
1. Sign into Tenable Identity Exposure.
2. Click the menu icon on the top left to expand the navigation bar.

3. In the Security Analytics section, click Attack Path. The Attack Path feature has three
modes:

° Attack Path
° Blast Radius

° Asset Exposure
Use the Blast Radius mode:

1. In the search box, type the name of the account (e.g., "John Doe").
2. Select the account from the list and click the magnifying glass icon.
3. Explore the blast radius from the selected compromised account.
4. Filter and view nodes as needed.

5. Hover over endpoints to view the attack path.

6. Toggle the option to show all node tooltips.

7. Use the zoom bar to adjust the view.

8. To change the search object, click the X next to the account name and perform a new
search.

Use the Asset Exposure mode:
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1. In the search box, type the name of the sensitive server (e.qg., "srv-fin").
2. Select the object from the list and click the magnifying glass icon.

3. Explore the asset exposure to the selected sensitive server.

4. Use similar options as in Blast Radius mode.

5. Hover over paths to view details.

6. Toggle the option to show all node tooltips.

7. Adjust the view using the bottom bar.
Use the Attack Path mode:

1. In the starting point search box, type the name of the compromised account (e.g., "John
Doe").

2. Click the account name.

3. Inthe arrival point search box, type the name of the sensitive asset (e.qg., "s or v-fin").
4. Click the asset name.

5. Click the magnifying glass icon.

6. Explore the available attack paths between the compromised account and the sensitive
asset.

7. Use similar options as in Blast Radius and Asset Exposure modes.
Additional capabilities:

* Who has control over my privileged assets: Shows all user and computer accounts that
have an attack path leading to a privileged asset.

* What are my privileged assets: Lists tier zero assets and accounts with potential attack
paths leading to those assets.

e Switch between tabs to view the lists.

* Click the magnifying glass icon next to an item to switch the view.
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* Click the blue arrow and dot icon to open the asset exposure view filtered to show only
this asset.

Interpret results:

1. Use the Attack Path feature to confirm hypotheses and visualize dangerous attack paths
between entities.

2. Take remediation actions to close identified attack paths.
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Essential Basics in Tenable Identity Exposure
This section covers the essential, day-to-day tasks that most users need to know to get started and
take full advantage of Tenable Identity Exposure.

Whether you're new to the product or just need a refresher on the basics, you'll find step-by-step
instructions here for common operations like authentication, navigating the workspace, setting
preferences and notifications, using dashboards and widgets, exploring identities with the Exposure
Center, visualizing data trails with Trail Flow, and understanding Indicators of Exposure and
Indicators of Attack.

To find information related to a specific task, click on the relevant topics in the menu pane on the
left side of the screen.

Tenable ldentity Exposure User Portal
After you log in to Tenable |dentity Exposure, the home page opens, as shown in this example.
To expand or collapse the side navigation bar:

o To expand: click the = menu at the top left of the window.

° To collapse: click the X at the top left of the window.

N . .
X Otenable identity Exposure O & O @
=
o Dashboards OA User «
Tenable en+apjlab@sandbox.io
GENERAL —
(11) @ o -
ACTIVE USERS (e WAl GLOBAL COMPLIANCE SCORE czHy
. Serie-1 W score-dir-4-i0e-2-3-4-5-6-7-8-8-10-11-12-13-14-
15-.. @ < What's New
12
SECURITY ANALYTICS
@ S My Account
900
Ay Trail Flow e
o0 @ - signout
¢ Indicators of Exposure (@)
% Indicators of Attack e
o Topology @ N E
SRataetath o DEVIANCES OVER 24H ozg
MANAGEMENT
Q. Accounts (8]
& System (0]

M Health Check @
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What it is

Dashboards

Trail Flow

Indicators of Exposure

Indicators of Attack

Topology

Attack Path
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What it does

Dashboards allow you to manage and
monitor efficiently and in a visual way
security in an Active Directory
infrastructure.

The Trail Flow shows the real-time
monitoring and analysis of events
affecting your Active Directory.

Tenable Identity Exposure uses
Indicators of Exposure (IoEs) to
measure the security maturity of your
Active Directory and assign severity
levels (Critical, High, Medium, or Low)
to the flow of events that it monitors
and analyzes.

Through Indicators of Attack, Tenable
|dentity Exposure can detect attacks

in real time.

The Topology page gives an
interactive graph visualization of your
Active Directory. It shows the
forests, domains, and trust
relationships that exist between
them.

The Attack Path pages give graphical
representations of Active Directory
relationships:

¢ Blast Radius: Evaluates lateral
movements in the AD from a



8,9

10

1

12

Management

Required User Role: Organizational User
with appropriate permissions.

Health Checks

Widgets

Product Updates
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potentially compromised asset.

* Attack Path: Anticipates
privilege escalation techniques
to reach an asset from a
specific entry point.

* Asset Exposure: Measures an
asset's vulnerability using asset
exposure visualization and

tackles all escalation paths.

This section allows you to configure
the following:

e Accounts: User accounts, roles,
and security profiles.

* System: Forests and domains,
application services, alerts, and
authentication.

For more information, see the

Tenable Identity Exposure

Configuration and Administration.

Health checks provide you with real-
time visibility into the configuration
of your domains and service
accounts in one consolidated view
from which you can drill down for
more detailed information.

Widgets are customizable datasets
on a dashboard. They can contain bar
charts, line charts, and counters.

Information about the latest product
features.
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14

15

16,19

17

18

20

Settings

Notifications (Bell)

Access the Workspace

User profile icon (User Preferences)

Security Profiles

What's New

Sign out

Trusted Certificates

Access to system configuration,
forest and domain management,
license, user and role management,
profiles, and activity logs.

A bell icon and badge counts notify
you of attack alerts and/or exposure
alerts waiting for your
acknowledgment.

Click this icon to switch between
applications from the Tenable
workspace.

Click this icon to access a submenu
to security profiles, release notes,
activity logs, preferences, or sign
out.

Security Profiles allow different types
of users to review security analysis
from different reporting angles.

Click to open the release notes for
the most recent version of Tenable
ldentity Exposure.

Click to sign out of Tenable Identity
Exposure.

If the browser used to log in to Tenable Identity Exposure does not trust the Tenable Identity

Exposure certificate, there may be errors when logging in or when navigating the user interface. To

ensure that there are no errors, you must use a trusted Web Certificate for the domain or import

the Tenable Identity Exposure certificate into the browser's Trusted Certificates.

The following example shows a login error.
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Otenable

Identity Exposure

Tenable Identity Exposure

Otenable

Identity Exposure

An error accurred during the loading of this page.

Badk to the home page
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The following image shows the manual import of the certificate to the Chrome browser's Trusted
Certificates.

&« > O & Chrome chrome://certificate-manager/localcertsjusercerts
@ Certificate Manager
[ Local certificates @ Installed by you
== Your certificates
Trusted Certificates Import Export ~
&  Chrome Root Store
onpremé.tenable.ad . O B 7

Log in to Tenable Identity Exposure

You access Tenable Identity Exposure's web application through a client URL.
Tolog in to Tenable Identity Exposure, select one of the following options:

e Using a Tenable Identity Exposure account

e Using an LDAP account

* Using SAML

I Note: Your initial credentials with the username hello@tenable.ad and the password verySecurel.

Using a Tenable Identity Exposure account

To sign in with your Tenable ldentity Exposure account:

1. Inany browser, type your client URL (for example: client.tenable.ad) in the address bar.

The Log in window appears.
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Otenable

ldentity Exposure

Tenable Identity Exposure

Email address R client@tenable.ad

Passwaord D sssssssssssrsrssssns )

2. Click the Tenable Identity Exposure tab.
3. Type your email address.
4. Type your password.
5. Click Log in.
The Tenable Identity Exposure page opens.

Using an LDAP account

To sign in with LDAP:
1. Inany browser, type your client URL (for example: client.tenable.ad) in the address bar.

The Log in window appears.
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Otenable

ldentity Exposure

Tenable Identity Exposure

Email address R client@tenable.ad

Passwaord D sssssssssssrsrssssns )

2. Click the LDAP tab.

3. Type your LDAP account name.
4. Type your LDAP password.

5. Click Log in.

The Tenable Identity Exposure page opens.
Using SAML

To sign in with SAML:
1. Inany browser, type your client URL (for example: client.tenable.ad) in the address bar.

The Log in window appears.

- 184 -



O

Otenable

ldentity Exposure

Tenable Identity Exposure

Email address A client@tenable.ad

paSSWOrd E LT T YT T T T I Y] ;’@-’,‘»

2. Click the SAML tab.
3. Click on the link to your Identity Provider (IDP).

Tenable Identity Exposure redirects you to your SAML server for authentication.
4. Enter your company credentials on your IDP.

You get redirected to Tenable Identity Exposure as a logged in user.

Caution: If your login fails repeatedly, Tenable Identity Exposure locks your account. Contact your
administrator.

To reset your password after the first login:

Note: The password information is not available if you have a Tenable One license, in which case Tenable
Vulnerability Management manages all your authentication settings. For more information, see Access
Control in the Tenable Vulnerability Management User Guide.
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1. In Tenable Identity Exposure, at the top-right corner, click on your user profile icon.

A submenu appears.

Admin X
hello@tenable.ad

Tenable >

¢ What's New

2 My Account

= Sign Out

2. Select My Account.
The Preferences page appears.

3. Under Preferences, click Credentials.

Preferences

> Languages CREDENTIALS
> Profiles Old password* @
> Credentials

New password* B
> APl key

New password confirmation® &

4. In Old password, type the old password.

5. In New Password, type a new password. Adhere to the following password complexity rules,
which align with those required for Tenable One accounts:

* Must be at least 12 characters long.

* Must contain at least one of each of the following:
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° Uppercase letter (A-Z)

° Lowercase letter (a-z)

[e]

Number (0-9)

o

Special character (e.q., !, @, #, S)

* Cannot contain the string verysecure to prevent the reuse of the previous default

password verySecurel!.
6. In the New password confirmation box, retype the new password.
7. Click Save.
A message confirms that Tenable Identity Exposure changed your password.
To sign out of Tenable Identity Exposure:
1. In Tenable Identity Exposure. click on your user icon.
A submenu appears.

2. Click Sign out.

Tenable Identity Exposure returns to the Log in page.

Access the Workspace

When you log in to Tenable, the Workspace page appears by default. On the Workspace page, you

can switch between your Tenable applications or set a default application to skip the Workspace
page in the future.

The Workspace menu, which appears in the top navigation bar, allows you to quickly switch

between your Tenable applications from any page.

Important: Tenable disables application tiles for expired applications. Tenable removes expired application
tiles from the Workspace page and menu 30 days after expiration.

Workspace Menu

To open the Workspace menu:
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1. From any Tenable application, in the upper-right corner, click the 888 button.

The Workspace menu appears.

Workspaces X
555 Workspaces (O Exposure Management 50
&5 Lumin @ Web App Scanning
) Vulnerability Management /> Identity Exposure

£ PCIASV

A Attack Surface Management

2. Click an application tile to open it.
Workspace Page

To view the Workspace page:
1. From any Tenable application, in the upper-right corner, click the 888 button.
The Workspace menu appears.

2. In the Workspace menu, click Workspaces.
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The Workspace page appears.

Your Tenable Products

Exposure Management [new]

Aggregating data from multiple sources to present a
unified contexdual view of your risks, enabling
comprehensive and proactive measures.

() Utilization 0% Get Started

QO Lumin

Azzess your Cyber Exposure risk and compare your
health and remediation performance to other Tenable
customers.

@ Web App Scanning

Scan web applications to understand the true security
risks without disrupting or delaying the applications.

@ Utilization 0% Get Started

Enhance Your Exposure Management Program

Cloud Security [new]

Unified Cloud Mative Application Protection Platform
(CMAPF) built on Ermetic technology.

More Details

@ Attack Surface Management

Understand your external attack surface.

(@) Utilization 0% Get Started

= PCI ASV

Allows you to take comprehensive scans of your
networks o you can identify, address vulnerabilities and
ensure your organization complies with PCI DSS.

%C 0T Exposure

‘Gain visibility into your Operational Technology
environment, identify vulnerabilites, monitor threats, and
ensure the resilience of critical systems.

More Details

On the Workspace page, you can do the following:

@ Identity Exposure

Discover and priorifize identity weaknesses across your
Active Directory and Microsoft Entra |D environments to
reduce your exposure.

@ Vulnerability Management

Sean assefs for vulnerabilities, view and refine results
and related data, and share this information with an
unlimited set of users or groups.

(i) Utiization 0% Get Started

* Where applicable, at the bottom of a tile, view the percentage of your license utilization for
the application. Click See More to navigate directly to the License Information page for the

selected application.

Tip: For more information on how Tenable licenses work and how assets or resources are licensed
in each product, see Licensing Tenable Products.

Set a default application:
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When you log in to Tenable, the Workspace page appears by default. However, you can set a
default application to skip the Workspace page in the future.

By default, users with the Administrator, Scan Manager, Scan Operator, Standard, and Basic roles
can set a default application. If you have another role, contact your administrator and request the
Manage permission under My Account. For more information, see Custom Roles.

To set a default login application:
1. In the top-right corner of the application to choose, click the $ button.
A menu appears.
2. In the menu, click Make Default Login Page.

This application now appears when you log in.

Remove a Default Application:

To remove a default login application:

1. In the top-right corner of the application to remove, click the $ button.

A menu appears.
2. Click Remove Default Login Page.

The Workspace page now appears when you log in.
Request Access to a Tenable application:

Some applications, like Tenable Identity Exposure, require you to request access to the
application. You can do this directly via the Workspace page.

To request access to a Tenable application:
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1. In the lower-right corner of the tile, click Request.

@ Identity Exposure

Discover and prioritize identity weaknesses across your
Active Directory and Microsoft Entra 1D environments to
reduce your exposure.

You navigate directly to the request page for the selected application.

User Preferences

You can set your user preferences in Tenable Identity Exposure.

e To select your language:

e To select your profile:

e To change your password:

e To select your profile:

To set your preferences:
1. In Tenable Identity Exposure, click on your user profile icon at the top-right corner.

A submenu appears.
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Admin X
hello@tenable.ad

Tenable >

¢ What's New

2 My Account

= Sign Out

2. Select My Account.

The Preferences page appears.

To select your language:

a. In Languages, click the arrow of the drop-down list to select your preferred language.

b. Click Save.

A message confirms that Tenable Identity Exposure updated your preferences. The user
interface shows the language you selected.

To select your profile:

Switching from one security profile to another changes the way Tenable Identity Exposure displays

the configuration of indicators and the data representation on the dashboards, widgets, and trail
flow.

1. Under Preferences, click Profiles.

2. In Preferred profile, click the drop-down arrow to select your default profile after you connect
to Tenable Identity Exposure.

3. Click Save.

A message confirms that Tenable Identity Exposure updated your preferences.
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For more information, see Security Profiles.

To change your password:

Note: The password information is not available if you have a Tenable One license, in which case Tenable
Vulnerability Management manages all your authentication settings. For more information, see Access
Control in the Tenable Vulnerability Management User Guide.

1. Under Preferences, click Credentials.
2. In Old password, type the old password.

3. In New Password, type a new password. Adhere to the following password complexity rules,
which align with those required for Tenable One accounts:

* Must be at least 12 characters long.
* Must contain at least one of each of the following:
° Uppercase letter (A-Z)
° Lowercase letter (a-z)
° Number (0-9)
° Special character (e.q., !, @, #, S)

* Cannot contain the string verysecure to prevent the reuse of the previous default
password verySecurell.

4. In the New password confirmation box, retype the new password.

5. Click Save.

A message confirms that Tenable Identity Exposure changed your password.

Note: You cannot change a password for accounts connected through external providers such as
LDAP or SAML in Tenable Identity Exposure.

To manage your API key:
1. Under Preferences, click API key.

Your access token appears in the Current API key box.

- 193 -


https://docs.tenable.com/vulnerability-management/Content/Settings/access-control/AccessControl.htm
https://docs.tenable.com/vulnerability-management/Content/Settings/access-control/AccessControl.htm

O

2. You can do the following:

3. Click the l;IJ icon to copy the API key to the clipboard to use as needed.

4. Click Refresh API key to generate a new access token.

A message asks you for confirmation.

| Note: Refreshing the APl key causes Tenable Identity Exposure to deactivate the current token.

For more details, see Use Public API.

Notifications

At the top right of the Tenable Identity Exposure home page, a bell icon and its badge counts notify
you of attack alerts and/or exposure alerts waiting for your acknowledgment. When it receives new
alerts, Tenable Identity Exposure increments the notification badge counts.

m Blue Exposure alerts

Red Attack alerts

To display alerts:
1. In Tenable Identity Exposure, click the bell icon.
The Alerts pane opens.
2. Do one of the following:
° Click on the Exposure alerts tab to display exposure alerts.
° Click on the Attack alerts tab to display attack alerts.

A list of associated alerts appears.

To view the event associated with the alert:
1. Select an alert from the list and click Actions> See the deviance.

The Event details pane opens with the following information:
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° Source (Event collector)

° Object type

° File

° Path

° Impacted domains

° Date

° Alist of attributes with values at the time of event and the current value
2. Click the Deviances tab.

The Deviances pane opens with a list of deviances associated with the event.

= Otenable identity Exposure @5 & g@ ] 0
Trail Flow Event details X
SOURCE TYPE FILE GLOBALPATH IMPACTED DOMAINS EVENT DATE
2 [ @ sysvoL Object renamed Registry.pol ALSID.CORP Forest (prod) 00:13:37, 2023-11-08
- s asio
] Attributes Deviances
SOURI N
SYsv .
a <oy Deviances
= =
SYSV
a sysv |8 X
SYsv Unsafe permissions set on the GPO object/file 00:13:37, 2023-11-08 ‘ [ v
P2 SYsV The GPO Tenable.ad is linked to the container(s): containing (directly or not) the Domain Controllers of the ALSID domain. The SYSVOL content of this GPO has
LDAF dangerous entries in the security descriptor of . allowing illegitimate accounts to take control
LDAF over the GPO content. The dangerous ACEs are the following:
4 LDAF
oAl (alsid.corp\jackie Buck)
.’. LDAF « Modify permissions
LDAF * Modify owner
LDAF * Delete
4 LDAE o File all access
LDAE  File write
[ ol « Append data
e Write data
q LDAF
LDAE Domain Controllers Managed by lllegitimate Users
o LDAF
LDAF

3. Click on n/n Indicators to display the pane for the Indicator of Exposure that triggered the
alert.

4. Click on n/n Reasons to display the reasons for the alert.
5. Click on the arrow to expand or collapse the information for the alert.

6. Click on the Indicator name to display the Indicator details page.

To archive the alert:

After you view the alert, you can archive it.
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1. In the list of alerts in the Alerts pane, select the checkbox for the alert that you want to

archive.

° Optionally, you can click the checkbox for n/n objects selected at the bottom of the
pane to select all alerts in bulk.

2. At the bottom of the pane, click Select an action > Archive.

3. Click OK.

Dashboards

Dashboards allow you to visualize data and trends affecting the security of your Active Directory.
You can customize them with widgets to display charts and counters according to your

requirements.

The Tenable Identity Exposure dashboard acts as a real-time command center for your
organization's Active Directory (AD) security. It provides a comprehensive overview (e.g. a real-time,
centralized view) of your identity landscape, highlighting critical vulnerabilities, pinpointing potential

attack vectors, and enabling proactive risk mitigation.

= (Otenable entity Exposure Lo ‘,@gg - °

Dashboards

Tenable + -

ACTIVE USERS o228 GLOBAL COMPLIANCE SCORE c28

M Serie-1 M score-dir-4-ioe-2-3-4-5-6-7-8-9-10-11-12-13-14-
15-

SR - |

Key Dashboard Features
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* At-a-glance overview: Get a rapid pulse check on your security state, with key metrics like

compliance score, top risks, and user activity trends displayed prominently.

Drilling down into details: Dive deeper into specific areas with interactive widgets that break
down risk factors by severity, user category, and other relevant criteria.

Customizable focus: Build personalized dashboards tailored to your priorities, using pre-built
templates or crafting your own layouts. For example, for creating a dashboard for popular
misconfiguration against common recurring loEs:

® Ensure SDProp Consistency
® Domain Controllers Managed by lllegitimate Users
® Dangerous Kerberos Delegation

Real-time monitoring: Stay informed of emerging threats and suspicious activity with
continuous updates and alerts.

Actionable insights: Gain practical recommendations for remediation, prioritized based on
severity and potential impact.

Dashboard Templates

Tenable ldentity Exposure provides dashboard templates that you can use to focus on priority

issues that concern your organization, including the following templates:

AD Compliance and Top Risks — Compliance score, evolution, and risk criticality compliance
AD Risk 360 — Deviance evolution and issues by the severity level of the Indicator of Exposure
Password Management Risk — Password-related issues

User Monitoring — AD user evolution, user categories count

Native Admin Monitoring — Administrative accounts metrics

To create a new dashboard using a template:

1.

In Tenable Identity Exposure, cIickE or Dashboards. (This page also opens by default in

Tenable Identity Exposure.)
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2. You can do either of the following:
° If the pane is empty: click Add dashboards.
° If the pane already contains at least one dashboard: Click T > Add new dashboard at
the top-right corner.
The Configure Dashboard Templates pane opens.
3. Select the dashboards to add.
4. Click Add dashboards.

5. A message confirms that Tenable Identity Exposure created the dashboard and the widgets.
The new dashboards appear under a tab in the Dashboards pane.

To add a custom dashboard:

1. In Tenable Identity Exposure, clickE or Dashboards. (This page also opens by default in

Tenable Identity Exposure.)

2. Click T > Add new dashboard at the top-right corner.

The Configure Dashboard Templates pane opens.
3. Select the Custom Dashboard template at the bottom.
4. Type a name for the dashboard.
5. Click Add dashboards.

A message confirms that Tenable Identity Exposure created the dashboard. The new
dashboards appear under a tab in the Dashboards pane.

6. See Widgets for information on how to add widgets to your dashboard.

To rename a dashboard:

1. In the Dashboards pane, select the tab for the dashboard that you want to rename.

2. Click = > Edit Name at the top-right corner.

The Configure the dashboard pane opens.
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3. In the Name box, type another name for the dashboard.
4. Click Edit.
A message confirms that Tenable Identity Exposure updated the dashboard.
To delete a dashboard:

1. In the Dashboards pane, select the tab for the dashboard that you want to delete.

2. Click = > Delete dashboard at the top-right corner.

The Delete the dashboard pane opens to ask you to confirm the deletion.
3. Click Delete.

A message confirms that Tenable Identity Exposure deleted the dashboard.

See also

e Dashboards

¢ \ideo tutorial on dashboards

Widgets

Widgets in dashboards allow you to visualize your Active Directory data in the form of bar charts,
line charts, and counters. You can customize widgets to display specific information and drag them
around to reposition them on the dashboard.

You can add widgets to a newly created dashboard or an existing dashboard.

To add a widget to a dashboard:

1. In Tenable ldentity Exposure, cIickE or Dashboards. (This page also opens by default in
Tenable Identity Exposure.)

2. On the Dashboards pane, select the dashboard tab.

3. You can do one of the following:
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° If the dashboard is empty: click Add widgets.

° If the dashboard already contains widgets: T > Add widget to current dashboard at

the top-right corner.

The Add a widget pane opens.

. Click on a tile to select one of the following:

° Bar chart

° Line chart

° Counter

. In the Name of the widget box, type a name for the widget

. Under Widget Configuration, in the Type of data box, click the arrow on the drop-down list to

select one of the following:
° Users count: The number of active users for the domain.
° Deviances count: The number of deviances or security breaches detected.

° Compliance score: A score of 0-100 that Tenable Identity Exposure computes by
calculating the number of deviances detected and their severity levels.

° Duration (for line chart): Click the arrow on the drop-down list to select the duration to
display.
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O

Datasets Configuration

Status (User count)

Indicators

Domains

Select Active, Inactive, or All.

a. Click Indicators to select one or more indicators.
The Indicators of Exposure pane opens.

b. Select an indicator or indicators from the list.
Optionally, you can also:

® Type anindicator name in the Search box.
® Select all indicators.

® Select all indicators of a specific severity level
(critical, high, medium, or low).

c. Click Filter on selection.
a. Click Domains to select one or more domains.
The Forests and Domains pane opens.
b. Select a domain from the list. Optionally, you can also:
® Type a domain name in the Search box.
B Select all domains.

c. Click Filter on selection.

8. In Name of the dataset, type a name for the dataset.

9. Select the domain for the widget.

Optionally, you can type a domain name in the Search box.

10. Click Filter on selection.

11. Optionally, you can click on Add a new dataset to add another dataset with different options

for the widget.

12. Click Add.
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A message confirms that Tenable Identity Exposure added the widget.

To modify a widget:

1.

2.

In Tenable Identity Exposure, click Dashboards.

Select the dashboard that contains the widget you want to modify.
Select the widget.

Click the & icon at the widget's top-right corner.

The Modify a widget pane opens.

Modify as necessary.

Click Edit.

A message confirms that Tenable Identity Exposure updated the widget.

To refresh a widget:

1.

2.

Select the widget.

Click the C}' icon at the widget's top-right corner.

The widget refreshes.

To delete a widget:

1.

2.

3.

4.

In Tenable |dentity Exposure, click Dashboards.
Select the dashboard that contains the widget you want to delete.
Select the widget.

Click the ﬁ icon.

The Remove a widget pane opens. A message asks you to confirm the deletion.
Click OK.

A message confirms that Tenable Identity Exposure deleted the widget from the dashboard.

See also
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ldentity 360 — Comprehensive |dentity Risk Management

Identity 360 is a new identity-centric feature in Tenable Identity Exposure that provides a rich and
exhaustive inventory of every identity across the organization's identity risk surface.

This feature unifies identities across Active Directory and Entra ID and enables them to be ranked
by their risk, so you can rank identities across your organization from most risky to least risky.

In addition, Identity 360 enables users to gain a deep understanding of each identity through
various contextual lenses such as accounts, weaknesses, and devices associated with a given
identity to gain a full perspective of that identity.

Key Features

* Unified Identity View — Identity 360 aggregates identities from multiple identity providers,
starting with Active Directory and Entra ID.

* Risk-Based Ranking — Leveraging advanced analytics, Identity 360 enables you to rank
identities across your organization from most risky to least risky. This prioritization allows
security teams to focus their efforts where they matter most, optimizing resource allocation
and improving overall security posture.

* Contextual Identity Insights — Gain a deep understanding of each identity through various
contextual lenses:

° Associated accounts

(¢]

ldentified weaknesses
° Connected devices

° Access privileges

° Activity patterns

This multi-faceted approach provides a full perspective of each identity, enabling more
accurate risk assessments and targeted security measures.

* Actionable Intelligence — By consolidating identity information from disparate sources,
Identity 360 provides actionable insights that enable security teams to:
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° |dentify and remediate vulnerabilities associated with high-risk identities

o

Implement more effective access control policies

[e]

Detect and respond to potential insider threats more quickly

o

Streamline compliance reporting and audits

By centralizing identity risk management and providing a holistic view of your organization's identity
landscape, Identity 360 helps reduce the attack surface, improve operational efficiency, and
strengthen your overall security posture.

What Is An Identity?

An identity is the digital representation of a human (or non-human).
* Who they are (name, job title, department, etc.)
* What they can access (files, systems, data)
* How they interact with your organization's digital world

An account, on the other hand, is just one part of an identity. It's like a key that lets the person log
into a specific system or service. For example, someone might have a work email account, a
customer database account, and a project management tool account - all of these are different
pieces of their overall digital identity.

By looking at the whole identity instead of just individual accounts, ldentity 360 gives you a more
complete picture of each person's digital presence and potential risks.

ldentity 360 Data

Identity 360 leverages data from the Tenable Platform, providing Tenable Identity Exposure with
unprecedented access to data for assessing your organization’s security posture.

In the Tenable ecosystem, entities are referred to as Asset. Tenable |dentity Exposure continues to
highlight vulnerabilities associated with these assets while revealing their relationships through
detailed Asset pages.

Note: When viewing Asset properties, some fields may display incorrect casing (e.g., lower casing)
compared to their original formatting in the Identity Provider (IDP).
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Note: The Exposure Overview feature currently displays weakness-related data based on the default
Tenable profile and does not automatically reflect the status of deviances on AD objects you whitelisted
in other profiles.

Therefore:

« |f you have whitelisted an AD object for a specific Indicator of Exposure (e.g., "Native
admin group member"), Exposure Overview will still flag it as a security weakness if the
default profile identified it as deviant.

» This can create the impression that the issue has not been addressed, even though the
object has already been whitelisted under a different profile.

« If aremediation action (such as removing group membership) is taken based on the
Exposure Overview display, the object will disappear from the view— but this may not have
been necessary if the object was already whitelisted elsewhere.

ldentity Gathering

Identity 360 consolidates IDP Accounts under a unified Person entity. To determine whether it
should associate accounts, Identity 360 compares several attributes such as account email
addresses and User Principal Names (UPNs).

Tenable prioritizes high-quality matches to prevent erroneous associations, even if it means
occasionally missing matches that seem obvious to a human observer. For instance, Tenable
excludes first and last names from matching because the high likelihood of homonyms in large
organizations significantly increases the risk of false positives.

Note: When the IDP removes the last account associated with a Person, the Tenable Identity Exposure
user interface may take up to 12 hours to remove the corresponding Person Asset. Identity 360 may also
display duplicate relationships between a Person and their associated accounts.

IDP Tenant, Domain, and Organization

Tenable uses the term Tenant to encompass various IDP concepts, including "tenant” (e.q., in
Microsoft Entra ID), "organization” (e.g., in Okta), and "domain"(e.qg., in Microsoft Active Directory).

For more information on how Tenable identifies IDP objects' tenants, see Understanding Tenant
Membership.

Cross-Product Assets and Data Sources
Identity 360 provides a comprehensive view of all identity-related data within the Tenable
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ecosystem. This includes Tenable |dentity Exposure data, Cloud Security data, and even Nessus

scan results. The specific Tenable product that collected each data set is referred to as its

"Source."

Name Sources Provider Names AES - Weaknesses Accessible Reso...
Administrator @ H o 915 2 (M 216
Administrator ® H TEm—— 905 4 (D 742
dcadmin ce® HE TN 905 ['Y0) 12

Tenable Identity Exposure (Entra ID)
Administrator - - L EETH 0o ® 3218

Another key detail is the type of data available, such as IDP names like Active Directory, Entra ID,
and AWS. This information appears in the "Provider Names" column. Both the "Source" and "Provider

Names" fields support filtering and sorting, and each can contain multiple values.

Cross-Product Data (Data Sources)

Identity 360 displays all identity-oriented data available within the Tenable ecosystem. A given asset

can have one or multiple sources, meaning it may be observed by one or several Tenable products.

Tenable Identity Exposure

presents data collected from
Tenable Identity Exposure

itself, as well as from complementary sources.

= {Jtenable identity Exposure

identities [

. < Back to Identities

PERSON

dcadmin

I Sources: () TenabieVulnerabdity Mansgement (7] Tenable Identity Exposurz (A0) ) Tenable Identity Expomure Entrail) | (2 Nosumamary generated yet

Rase Asset Criticality Rating Weaknesses identified

- 905/1000 10110 NP A

Properties Accounts Devices Weaknesses Entitlements Roles Groups

Possible sources include:
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Required
License

Tenable
ldentity
Exposure or
Tenable One

Tenable
ldentity
Exposure or
Tenable One

Tenable One

Tenable One

Prerequisites

Configuration Prerequisites

Asset Sources

An Active Directory (AD)
domain in Tenable Identity

Exposure

Tenable Identity

Exposure (AD)

Data sent to Tenable's cloud
platform

A Microsoft Entra ID (MEID)
tenant in Tenable Identity

Tenable Identity

Exposure MEID
Exposure

An |dentity Provider in Tenable Cloud

Tenable in Tenable Cloud Security
Security

A Nessus Scan leveraging Tenable
Plugin 171956 - Windows Vulnerability
Enumerate Accounts. For Management

more details on Scans, see
Scans Overview in the

Tenable Vulnerability
Management User Guide.
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MEID data

Additional IDP data
in ID360: AWS,
Okta, GClI,
OnelLogin and
Pingldentity.

Data will be
restricted to IDP
accounts that have
email addresses
populated in the
IDP.

Mapping between
Active Directory
(AD) and Entra ID
accounts, along
with the devices
that use these

accounts.
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* To use Identity 360, you must activate Identity 360 support in Tenable Identity Exposure
settings.

e See |ldentity 360, Exposure Center, and Microsoft Entra ID Support Activation for instructions.

Access the Identities Overview
To open the Identity Overview page:

* In Tenable Identity Exposure, clicke in the left navigation bar.

The Identity Overview page opens with a dashboard for managing and monitoring identities

within an organization's system.

Number of identities New ast7Days L Last7 days

2. Identit
entities 923 0 923
= FND > 2 Persons Query v O Y £ [N}
Name Provider Names AES v Weaknesses Accessible Reso... Associated Tags ... Account Status Tenable Last Updated Identity Tenant Names Detall
Joseph Calabre ese. H - 0Q 0 0 November 29,2024 tenablecorp +lmore  SeeDetalls >
Elliott Birch o - [.No] 0 0 November 29,2024 tenable.corp  +1more See Detalls >
- " . 0 o 0 v 204 e Y . 5
Mauricio Christe... o - [.No] 0 0 November 29,2024 tenable.corp  +1more See Detalls >
Roger Kint H - [No} 0 0 November 28,2024 alsidcorp  +Imore See Detalls >

Main Elements

This dashboard allows you to view, search, and manage identity information, with a focus on
security metrics like weaknesses and attack exposure. It provides both a high-level overview (in the
header) and detailed information for individual identities in the table format.

* Key Metrics

° Number of Identities

° New ldentities in Last 7 Days

° Updated Identities in Last 7 Days
* Navigation and Search

© Search bar for querying identities

° Options for Query, Filter, Export, and Columns customization
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For complete information on how to use the search function, see the Global Search

Quick Reference Guide.

» Data Table of all identity assets from your Identity Providers (IDP) . This view focuses
specifically on identity-type assets, unlike Tenable One which shows all asset types. Each row
represents a unique identity with this information: (default column display)

° Name, Providers, AES (Asset Exposure Score), Weaknesses, Accessible Resources,
Associated Tags, Account Status, Last Updated, Identity Tenant Names, and Details

¢ Data Visualization

° Bar graphs or indicators in the AES and Weaknesses columns, providing visual

representation of data
» Status Indicators

° "ENABLED/DISABLED" tag in the Account Status column

Comparison to Tenable Exposure Management Inventory

The interface for Identity 360 is similar in appearance and functionality to the Inventory page
within Tenable Exposure Management, with specific adaptations for identity management. The
layout and many features will be familiar if you already use Tenable Exposure Management.

For more information, see Tenable One Exposure Management Platform Deployment Guide.

See also

e Understanding Tenant Membership Findings

ldentity Details

The Identities Details page focuses on an individual identity and provides a comprehensive view of
an identity's digital footprint, access rights, potential vulnerabilities, and overall security posture

within an organization's IT ecosystem.

To access ldentity Overview:

* In the Identity Overview page, click See Details located at the end of the row containing the
person's name in the table.
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PERSON

Joseph Calabrese

Source: (@ Tenable ldentity Exposure (AD) |

About this asset

+£ HideSummary ~

Joseph Calabrese is an identity asset associated with LDAP. Itis a critical asset for the organization
as it represents an individual user with access to various systems and resources. The asset has a

ing thatitis

medium relative exposure, indi
weakness is the lack of multi-factor

to attacks. One highlighted

ion (MFA), which i the risk of

access to the account.

Asset Exposure Score

[ 285/1000

Properties

Q Search...

& Key Properties

Asset Class

Tenable Last Observation Date

Asset Criticality Rating

2110

o

Accounts Devices Weaknesses

Person

Nov 29, 2024 at12:21 pm

() Asset Information (34) Show More

AD Domain Name

Account Status
Associated Tags Count
First Name

Identity Tenant Names

Header and Top Section

tenable.corp
alsid.corp

Enabled

0

Joseph

tenable.corp
alsid.corp

Weaknesses
The asset doesn’t have any weaknesses

6 @@ D

Weaknesses Identified

()
U/

U Coming from 2 accounts

Entitlements Roles

Tenable Created Date

Accessible Resources

AssetID
Exposure Classes

Identity License Status

* Identity Name: Displays the name of the identity.

* Person Icon and Source: Shows the identity's association with specific sources. Hovering

Gen Al
Key Properties
@ Owner
Location -
Last Update Nov 28,202...
Groups Access

Oct 24, 2024 at 02:17 am

00026198-4ea5-47ac-ac72-e670e5c6abdd

IDENTITY

Never expires

over the source icons will reveal the name of the Identity Provider.

* Summary: A detailed summary about the identity and the weaknesses detected for this

identity.

Generate and view an Al summary of the asset:

Tenable Identity Exposure allows you to generate a summary of an identity using Al.

Summaries are generated at the container level, and only apply to licensed identities within

your container.
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Note:Tenable Identity Exposure limits the number of summaries you can generate to 100 per hour,
with a maximum of 1000 summaries per day.

Do one of the following:

° To generate an Al summary for the asset for the first time, next to No summary

generated yet, click the button.

PERSON

Jake Buford
Source: [ Tenableldentity Exposure(AD) | (D) Nosummary generated yet %
Asset Exposure Score Asset Criticality Rating Weaknesses |dentified Key Properties
N i ( A“ Owner
"~ 285/1000 210 0 Ve
~n S NS Coming from2 accounts Location

LastUpdate Nov 29,202...

Tenable |dentity Exposure uses Al to generate a summary of the asset including general
details and specifics about the asset's weaknesses.

° To regenerate an existing Al summary for the asset, click Show Summary and, at the
bottom of the summary panel, click the 2 button.

Tenable ldentity Exposure regenerates the Al summary for the identity.

Tip: Click the [ button to copy the summary directly to your clipboard. You can also rate the
helpfulness of the summary by clicking 09 or W to help improve the quality of Al-generated content
within Tenable Identity Exposure in the future.

* Asset Exposure Score: Quantifies the security exposure of the identity, with a maximum
score of 1000 representing the highest level of exposure.

* Asset Criticality Rating:Reflects the importance of the identity within the organization, rated
on a scale of 1to 10, where 10 represents the highest criticality.

* Weaknesses Identified: Displays the number of identified security weaknesses or
vulnerabilities for this specific identity.

* Key Properties: Lists key information, including the owner, location, and the date of the last
update for this identity.

Header Tabs
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Below the header, specific tabs offer detailed information specific to its category. See the detailed
descriptions for each tab in the section below.

Properties Accounts Devices Weaknesses Entitlements Roles Groups Access

Exposure Cards

Relationships

* Properties: Basic information and attributes of the identity.

* Accounts: The identity's associated account and network profile.
* Devices: Electronic devices associated with the identity.

* Weaknesses: Specific security vulnerabilities or risks.

* Entitlements: Specific permissions or access right granted to an identity within an
organization's IT systems.

* Roles: A collection of entitlements grouped together based on job functions, responsibilities,

or organizational positions.
* Groups: Organizational units or teams the identity belongs to.
* Access: An overview of what resources or systems this identity can access.
* Exposure Cards: Summaries of risk exposure levels.
* Relationships: Connections to other identities or entities.

Where available, click "See details" to see more granular details in Tenable Inventory.

Properties

The default view shows the "Properties” tab.
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Properties Accounts Devices Tags Attack Paths Weaknesses Entitlements Roles Groups Access Exposure Cards Relationships
Q Search.
4y Key Properties

Asset Class Person Created Date Mar 5, 2024 at 01:40 pm

Last Observed At Sap 10, 2024 at 12:45 pm

() AssetInformation (42) showMore

ACR N ACR Method calculated
AES 202 Account Email cacil bagley@alsid.corp

Aigorithm Class AL Asset 1D Icbcbblg-2c2f-5dfB-95c9-e6920691e830
Aisset Name Cacil Bagley Asset Type IDENTITY

Associated Tags Count 8 Critical Vuln Count 8

Key Properties

A summary of the most essential attributes related to the asset or identity. It typically includes
high-level details such as the asset class, last observation time, and other core information that
offers a quick overview of the entity's status.

Asset Information

A detailed list of specific properties associated with the asset or identity. These may include
technical identifiers like ACR, AES, asset name, email, creation date, and more. It provides a
comprehensive view of the characteristics and metadata tied to the entity.

Accounts

The Accounts section provides detailed information about the identity's associated account and
network profile.
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Properties Accounts Devices Tags Attack Paths Weaknesses Entitlements Roles Groups Access Exposure Cards Relationship:

"B % cecil bagley@alsid.corp 3

@ Key Properties Account Providers

Class
Account AES

Category 902
ACCOUNT

Description Last Use

Tenable.ad test users that likes the product.

Network and administrator profile Last Location Used

ou
ou=alsid,dc=alsid.dc=corp

Domaln Account Activity

alsid.corp

Forest Name Weakness
Alsid Forest 5

7
J. B
0
® Critical 2
® High 2

® Medium 2

Low o

Key Properties

Includes essential details such as the account Class (type of asset), Category (e.g., ACCOUNT), and a
description of the account's purpose or role. The Network and administrator profile section
highlights technical details, such as the Organizational Unit (OU), Domain, and Forest Name.

Weakness

Displays a graphical representation of the number of weaknesses found, categorized by severity
(Critical, High, Medium, and Low). The graph provides a trendline indicating the progression of
weaknesses over time.

Devices

A device is typically a physical or virtual component that can connect to a network, communicate
with other devices, and perform specific functions or tasks that is associated with the identity.

To start seeing this person’s devices, use Tenable Vulnerability Management to conduct a scan of
the machines where they log in.
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@ Key Properties

Class

Category
general-purpose

Description

Drivers
NESSUS: 11936, NESSUS:171410:DYNAMIC_IP

Network and administrator profile

Static IP Assignment
10.200.200.6

ou

Domain
alsid.corp

Forest Name

Cs

Device AES
48

Weakness
14

® Critical 1
® High 8
@ Medium 5

Low 0

Last Use
10/04/2024, 07:13:20

User

Last Location Used
10.200.200.6

Identities Associated With The Device
Devices Using MFA

Device 05 [ acTive |
Microsoft Windows Server 2019 Datacenter 10.0.17763

On each tile, you can view the following device information:

* Key Properties:

° Class — The asset class associated with the device.

° Category — The category associated with the device, for example, general-purpose.
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° Description — Where available, a description of the device.
° Drivers — A list of drivers installed on the device.
* Network and Administrator Profile:
° Static IP Assignment — The static IP address associated with the device.
° QU — The Organizational Unit (OU) associated with the device.

° Domain — The domain associated with the device. For more information, see Domains in
the Tenable Identity Exposure User Guide

° Forest Name — The forest name associated with the device. For more information, see
Forests in the Tenable Identity Exposure User Guide.

* Device AES — The overall AES associated with the device. For more information, see Tenable
Inventory Metrics.

* Weakness — A graphical representation of weaknesses on the device. This section includes a
line graph and an individual count of each weakness and its criticality.

Weaknesses

* A weakness is an instance that indicates vulnerabilities or security gaps associated with this
identity or its accounts.

* A vulnerability is technical weakness in products or information systems that can be
exploited to disrupt or damage economic and social activities.

* An Indicator of Exposure (IoE) is a detection signature that identifies potential security

exposures related to identity within your environment.

* A Risk Score is a comprehensive metric that assesses identity risks across your organization,
factoring in various elements such as weaknesses, entitlements, and other security-related
indicators to provide an overall assessment of potential threats.
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Weakness Name Type | severtty VPR Impacted Assets Choke Points | Account LastSeen

ISR SRR EE R

Tip: To drill down to more granular data about weaknesses, click "See details" to go to the
Inventory Weakness Details page.

I Note: This page is currently only to Tenable One licensed users.

The tile includes the following information:

Name: The specific vulnerability or weakness identified
Type: the category or classification of the vulnerability, such as "misconfiguration”

Severity: This measures the criticality of the weakness, ranging from low to critical,
determining the potential impact if exploited.

VPR: (Vulnerability Priority Rating): A score or rank indicating the urgency of addressing the
weakness based on its exploitability and potential harm. See Vulnerability Priority Rating.

Impacted Assets: Lists the systems, applications, or data that could be affected if the
weakness is exploited.

Choke Points: Potential areas in the system where you can concentrate mitigation efforts to
limit the damage or spread of an attack.

Account: The account associated with the identified weakness or vulnerability.

Last seen: The date or time when the vulnerability was last detected.

Note: The Identity 360 feature currently displays weakness-related data based on the default
Tenable profile and does not automatically reflect the status of deviances on AD objects you
whitelisted in other profiles.

Therefore:
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« |f you have whitelisted an AD object for a specific Indicator of Exposure (e.g.,
"Native admin group member"), Identity 360 will still flag it as a security weakness
if the default profile identified it as deviant.

« This can create the impression that the issue has not been addressed, even though
the object has already been whitelisted under a different profile.

« |f aremediation action (such as removing group membership) is taken based on the
Identity 360 display, the object will disappear from the view— but this may not have
been necessary if the object was already whitelisted elsewhere.

Entitlements

An entitlement is a specific permission or access right granted to an identity within an
organization's IT systems. It represents the granular level of access control, defining exactly what
actions an identity can perform on a particular resource.

Properties Accounts Devices Tags i Roles Groups Access Exposure Cards Relationships

Search... Search
Entitlements Severity Trustees Accessible resources Roles Account it LastUse
AACCESS_ALLOWED//ADS_RIGHT_ACTRL_DS_LIST/ - Undafined 925 148K 0 B CecilBaglay September, 2024

ACCESS_ALLOWED//ADS_RIGHT_DS_CONTROL_ACCESS// - Undefined 7 118K 0 28 Cocil Bagley September 42024

ACCESS_ALLOWED/ADS_RIGHT_DS_CREATE_CHILD// - Undefined 925 118K 0 =R CecilBagley September§, 2024

The tile includes the following information:

Entitlements: Lists the specific permissions or access rights granted to accounts, such as
"ACCESS_ALLOWED" with detailed permissions. These may represent permissions within a
system like Active Directory.

» Severity: Displays the criticality or risk level associated with each entitlement. In this case, it
is marked as "Undefined," suggesting no specific risk categorization applies.

* Trustees: Indicates the number of users or accounts (trustees) granted these entitlements or
permissions.

* Accessible Resources: Shows the number of resources (like files, folders, systems, etc.) that
are accessible through the given entitlement.

* Roles: Displays how many roles are tied to this specific entitlement.
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* Account: Specifies the user or account that is associated with these entitlements. For

example, "Cecil Bagley" is listed as the account holder for the permissions shown.

* Last Use: Provides the last date these entitlements were used, indicating when the account

last accessed resources using the specific permissions.

Roles

Arole is a collection of entitlements grouped together based on job functions, responsibilities, or

organizational positions. Roles provide a way to manage access rights more efficiently by assigning

a set of predefined entitlements to multiple users who share similar job functions.

The Roles tile shows all roles assigned to the identity. For example, if this identity has roles

assigned in Microsoft Entra ID, their details appear here.

Properties Accounts Devices Attack Paths ‘Weaknesses Entitiements Roles Groups Access Exposure Cards

Q Search...

Roles Origin Severity ~ Trustees Entitlements
Azure AD Joined Device Local Administrator > =) Medium 9 2
User > & Medium

951 126

Global Administrator > 195

The tile includes the following information:
* Roles — The name of the role assigned to the identity.
* Origin — An icon that indicates the origin provider of the account.
» Severity — The overall severity of the asset, for example, Critical.

* Trustees — The number of trustees associated with the identity's role.

Relationships

¢ Entitlements — The number of entitlements to which the role has access.

* Last Use — The date on which the role was most recently used on the asset.

Groups

Search

Last Use

30 November 2023

30 November 2023

11 January 2024

Groups are collective units or teams that this identity belongs to within the organization.
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Properties Accounts Devices Tags Attack Paths Weaknesses Entitlements Roles Groups Access Exposure Cards Relationships
Q Search. Search

Group Account AES Members Provider
Domain Admins 2B Cecil Bagley - 3 B See details >

Domain Users 2B Cecil Bagley - 920 HH See details >

hems porpage 10 v 12ar2

The tile includes the following information:

* Group: The name of the group to which users or accounts belong (e.qg., "Domain Admins" or
"Domain Users").

e Account: The account tied to a specific user or entity (in this case, "Cecil Bagley"). This could
be the administrator or user managing the group.

* AES: Asset Exposure Score. Tenable calculates a dynamic AES for each asset on your
network to represent the asset's relative exposure as an integer between 0 and 1000. A higher
AES indicates higher exposure. For more information, see Tenable Inventory Metrics.

* Members: The number of members in each group (e.g., 3 members in "Domain Admins" and
920 members in "Domain Users").

* Provider: The identity provider source of the account or group information.

Access

This tab gives an overview of what resources or systems this identity can access.

Properties Accounts Devices Tags Attack Paths Weaknesses Entitlements Roles Groups Access Exposure Cards Relationships

Q Search...

AES Asset Class Entitiements Entitlement Provider Trustees

—— 917 Account ACCESS_ALLOWED/ADS_RIGHT_DS_DELETE_CHILDH = 4
dcadmin — a7 2, Account ACCESS_ALLOWED/WRITE_OWNER/ B 4

—

deadmin 97 2 Account ACCESS_ALLOWED//DELETE/ L 4

The tile includes the following information:

* Asset Name: Lists the names of the managed assets or accounts (e.qg., "dcadmin”) associated
with the identity.
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* AES: Asset Exposure Score. Tenable calculates a dynamic AES for each asset on your
network to represent the asset's relative exposure as an integer between 0 and 1000. A higher
AES indicates higher exposure. It has a numeric value, here showing 917 with a graphical bar
representing a relative measure of security or access. For more information, see Tenable

Inventory Metrics.

* Asset Class: Indicates the type of asset, which in this case is labeled as Account. The listed
assets are user or system accounts.

* Entitlements: Describes the permissions or rights granted to the asset. For example,
entitlements like ACCESS_ALLOWED//ADS_RIGHT_DS_DELETE_CHILD//, WRITE_OWNER//,
and DELETE// define the specific permissions associated with each asset.

* Entitlement Provider: Specifies the source or service providing these entitlements.

* Trustees: Displays the number of trustees associated with the asset, representing individuals
or groups that have control over or are responsible for the asset (shown as 4 trustees for each

row).

Exposure Card

An exposure card represents the incoming data from your configured tags and data sources. It
aggregates and normalizes the data to provide a visualization of your Cyber Exposure Score (CES)
and other metrics. Users can create custom cards, or use Tenable-provided cards to gain insight
and guidance on what areas need their attention most.

* Click on any card to navigate directly to the Exposure View in Tenable Exposure Management

with the selected card data displayed by default.

Properties Accounts Devices Tags Attack Paths Weaknesses Entitlements Roles Groups Access Exposure Cards Relationships

Q Search

Overall & Exposure Management Cards

Global Exposure Card
88
——% @

Eil
Exposures SLA

coev¥e %.8%

Relationships
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The Relationships section shows a list of all assets with a known relationship to the current identity
for which you are viewing details.

Properties Accounts Devices Tags Attack Paths Weaknesses Entitlements Roles Groups Access Exposure Cards Relationships
Q Search... Search

Relatlonship Type Direction AssetName ‘ Class AES Weaknesses Last Updated

Link a Person to all their Accounts Source Cecil Bagley S Account 902 &  September 10,2024 Seedetails >

Linka Person to all their Accounts Target Cecil Bagley Fo Account 902 6 September 10,2024 See details >

The tile includes the following information:
* Relationship Type — The type of relationship between the two identities.

* Direction — Indicates whether the related identity is the Source or the Target of the
relationship.

* Asset Name — The asset identifier of the related identity.
* Asset Class — Indicates the type of asset, which in this case is labeled as Account.

* AES — Asset Exposure Score. Tenable calculates a dynamic AES for each asset on your
network to represent the asset's relative exposure as an integer between 0 and 1000. For
more information, see Tenable Exposure Management Metrics.

* Weaknesses — The weaknesses associated with the asset.

* Last Updated — The date at which a scan most recently identified the asset.

ldentity 360 Essentials

Identity 360 offers robust tools for managing and analyzing your organization's identity data to allow
you to make informed security decisions.

Search

Identity 360 offers three powerful search options to help you find the exact information you need:
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* Global Search Query Builder

° Enables complex, precise searches using specific properties and relational queries
° |deal for power users and detailed analysis

° Example: Find all accounts that are members of the "identities that have accounts
belonging to a specific group” or "identities with high-risk entitlements accessed in the
last 30 days."

° Benefits: Allows you to construct precise, multi-layered searches to pinpoint exactly the

data you need.

For complete information on how to use this query builder, see the Global Search Quick

Reference Guide.

* Natural Language Processing (NLP) Search
° Simply type your request in plain English
° The system intelligently interprets your intent and converts it into a structured query
° Example: "Show me all inactive user accounts in the Marketing department”

° Benefits: User-friendly, requires no query syntax knowledge, great for quick ad-hoc

searches
e Simple Search
° Fast, straightforward text-based search for immediate results
° Perfect for finding specific identities or simple lookups
° Example: Typing a name like "John Smith" or an employee ID
° Benefits: Instantaneous, ideal for day-to-day operations and quick checks

Each search type caters to different user needs and scenarios, from complex data analysis to quick
identity lookups. You can choose the most appropriate search method based on your current task,
technical expertise, and the complexity of the information you seek.

Filter

A filter function in Identity 360 allows you to narrow down or refine displayed data by applying

specific criteria.
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To apply a filter:

. . Filter &
1. In the header of the ldentities page, click

The Add Filter button appears.

2. Click Add Filter +.

A menu appears.

Add filter +

Tags Properties

Q name
Score Type

Search results for 'name’

name
> name

© contains

assef]

is equal to

is not equal to

v asset12 Cancel + Add filter

“~r A

3. Do one of the following:

° To search the asset list by tag, click Tags (applicable only with Tenable One license and

managed in Tenable Inventory.)
° To search the asset list by asset property, click Properties.
4. In the search box, type the criteria by which you want to search the asset list.

Tenable Inventory populates a list of options based on your criteria.
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5. Click the tag or property by which you want to filter the asset list.

A menu appears.

6. Select how to apply the filter. For example, if you want to search for an asset whose name is
Assetl4, then select the contains radio button and in the text box, type Assetl4.

7. Click Add filter .
The filter appears above the asset list.
8. Repeat these steps for each additional filter you want to apply.
9. Click Apply filters.
The page filters the identity list by the designated criteria.
Export

You can export the data displayed in the table to an Excel file.

Note: Each tab within the detailed Identity view offers its own export option, allowing you to extract more
targeted data sets.

To export data:

1. In the header of the Identities page, click the L icon.

2. Inthe Export Table window, select the columns to export. You have the option to export the
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current page or selected rows.

Export table X

Columns to export (8)

H Name
H Providers
B 2es

H Weaknesses

H Accessible Resources

H Tags
ﬂ Account Activity

B LastUpdated

O current page

=1
[«

Cancel X Expol

3. Click Export.

Customize Columns

You can add, remove, or reorder columns to tailor your view to your preferences. If you want to

revert any changes, you can always reset to the default settings.

To customize column displays:

1. In the header of the Identities page, click |I|

The Customize columns window appears.
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Customize columns X
Reorder added columns Show f Hide Remaove
L Name

2 Providers @

3. AES ] ©

L Weaknesses @

5. Accessible Resources @

6. Tags @

7 Account Activity @

8. Last Updated )

4+ Add columns

Reset to defaults > Cancel E Apply columns

2. Optional:

° In the Reorder added columns section, click and drag any column name to reorder the

columns.

° In the Show/Hide section, select/delesect the check boxes to show or hide columns in
the table.

° In the Remove section, click the button to permanently remove a column from the table.
° To add columns to the table, click Add Columns.
The Add columns to table window appears.
® (Optional) Use the search bar to search for a column property.
The list of column properties updates based on your search query.

® Select the check box next to any column or columns you want to add to the table.
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" Click Add.

The column appears in the Customize columns window.
3. Click Apply Columns.

Tenable saves your changes to the columns in the table.

Default Columns

The default layout of columns ensures that key data is easily accessible while offering flexibility for
customization.

* Name - A mandatory field that cannot be hidden or removed, as it serves as the primary
identifier for each item.

* Providers - Displays the associated service or platform linked to the item.

* AES - Shows the Asset Exposure Score.

* Weaknesses - Highlights any vulnerabilities or issues detected for the listed items.

* Accessible Resources - Shows resources that are accessible by the account or entity.
* Tags - Labels or metadata associated with each item to help with categorization.

* Account Activity - Logs or metrics related to the activity of accounts.

* Last Updated - Displays the most recent date when the item was updated.

To reset to default columns:

¢ Click Reset to Defaults to reset all columns to their defaults.

Exposure Center

Exposure Center is a Tenable Identity Exposure feature that enhances your organization's identity
security posture. It identifies weaknesses and misconfigurations across your identity risk surface,
covering both the underlying identity systems, such as Entra ID, and the identities within those
systems.

This feature's user experience revolves around three interconnected concepts: Exposure Overview,
Exposure Instances, and Findings. Tenable Research supports these concepts with a new security
engine and specifically developed Indicators of Exposure (loEs) to drive their functionality.
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* Exposure Overview, similar to Indicators of Exposure (loEs) view in Tenable Identity Exposure,
represent potential weaknesses or misconfigurations that attackers could exploit. These are
general descriptions of security risks, such as "inactive user accounts" or "misconfigured
access permissions." loEs highlight areas of exposure proactively, giving organizations a

comprehensive view of their security posture.

* Exposure Instances are specific occurrences of these general weaknesses. For instance, the
general weakness of "inactive user accounts" can have a specific scenario, such as "user
accounts inactive for over 30 days in the marketing department.”

* Findings are the results of analyzing exposure instances against actual data in various identity
data sources. A finding represents a security issue on an impacted asset, uniquely identified
by attributes like user, group, and role. For example, if a user account is inactive for longer
than the specified threshold in the exposure instance, it will be flagged as a finding.

The process begins with a library of weaknesses continuously applied to your Identity Providers
through scans.

Tenable Research provides default weaknesses and continuously updates them to follow the threat
landscape. These weaknesses, tailored to your specific needs in exposure instances generate
findings, which are then presented along with severity ratings and remediation guidelines. By
leveraging this feature, Tenable Identity Exposure helps organizations proactively mitigate security
risks.

Note: The Exposure Center features only weaknesses that the new security engine supports. Indicators of
Exposure (loEs) generated from the older security engine do not appear here. However, the current Active
Directory (AD) loEs remain visible on the Indicators of Exposure page in Tenable Identity Exposure.

Prerequisites

* To use the Exposure Center, you must activate the feature in Tenable Identity Exposure
settings.

e See |Identity 360, Exposure Center, and Microsoft Entra ID Support Activation for instructions.

See also

* Exposure Overview

e Exposure Instance Details

-229 -



O

Exposure Overview

Tenable Identity Exposure provides comprehensive visibility into weaknesses and misconfigurations
across various identity providers, including Active Directory (AD) and Entra ID.

By continuously scanning and identifying critical weaknesses in privileged accounts, password
policies, delegation configurations, and more, Tenable Identity Exposure enables organizations to
address security gaps proactively.

This overview allows you to prioritize issues based on severity, impacted assets, and recent
detection, ensuring a focused and efficient approach to identity security management.

To access the Exposure Overview page:

1. In Tenable Identity Exposure's left navigation pane, click the Exposure Center icon @
2. From the submenu, click on Exposure Overview.

The Exposure Overview page appears.

Exposure Overview

Number 0f Weaknesses New In Last7 Days Number With VPR>7

O Exposure Overview 67 54 0

/) Misconfiguration  ~  Search for weakness name or weakness ID Y & @

Weakness Name Description Severity v Impacted Assets Sources LastSeen See Detalls

Not protected against delegation Privileged accounts have to be protected, o... () critical 20 ® November 8,2024 See Detalls >
Too many privileged accounts Too many administrators are present in the... ) critical 8 @ November 8, 2024 See Detalls >

Too many members in a privileged... Toomany administrators are present in the... () Critical 8 @ November 5, 2024 See Detalls >

Known Backdo... AMicrosoft can [federate with... ) Critical 5 @ November 4, 2024 See Detalls >

Dangerous Primary Group Theaccount has a privileged Primary Group. () critical 2 ® November 4, 2024 ee Detalls >

@

Header Information
e Number of Weaknesses: Shows a total of weaknesses detected.

* New in Last 7 Days: Highlights the new weaknesses detected in the past week.

List of Weaknesses

The following columns appear in the list of weaknesses:
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Filter

A filte
applyi

Weakness Name: Lists specific weaknesses or misconfigurations detected. Example: "Not

protected against delegation”, "Too many privileged accounts", etc.

Description: Provides a brief explanation of the issue. Example: "Privileged accounts have to

be protected...", "Too many administrators are present...".
Severity: Displays the criticality of each weakness (Critical, High, Medium, Low).
Impacted Assets: Shows the number of assets affected by each weakness.

Sources: The systems or platforms that detected the data. This data could come from
multiple products.

Last Seen: Displays the last time each weakness was detected or reported. Example:
"September 10, 2024", "September 29, 2024".

See Details: Allows you to view more information on each weakness.

Tip: The "See Details" arrow takes you to Tenable Inventory. For more granular details on the specific
weakness, see Weaknesses in Tenable Inventory.

Note: The Exposure Overview feature currently displays weakness-related data based on the default
Tenable profile and does not automatically reflect the status of deviances on AD objects you
whitelisted in other profiles.

Therefore:

« If you have whitelisted an AD object for a specific Indicator of Exposure (e.qg.,
"Native admin group member"), Exposure Overview will still flag it as a security
weakness if the default profile identified it as deviant.

« This can create the impression that the issue has not been addressed, even though
the object has already been whitelisted under a different profile.

« |f aremediation action (such as removing group membership) is taken based on the
Exposure Overview display, the object will disappear from the view— but this may not
have been necessary if the object was already whitelisted elsewhere.

r function in Exposure Overview allows you to narrow down or refine displayed data by
ng specific criteria.

To apply a filter to the list of weaknesses:
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. In the header of the Exposure Overview page, click the ¥ icon.

The Add Filter button appears.

. Click Add Filter +.

A menu appears.

Add filter +

Tags Properties

Q. name
Score Type
Search results for 'name’
name
> name
© contains
asseﬂ
is equal to

is not equal to

v asset12 Cancel + Add filter

s A

. Do one of the following:

° To search the list of weaknesses by tag, click Tags (applicable only with Tenable One
license and managed in Tenable Inventory.)

° To search the list of weaknesses by property, click Properties.

. In the search box, type the criteria by which you want to search.

Tenable Inventory populates a list of options based on your criteria.

. Click the tag or property by which you want to filter the list of weaknesses.

A menu appears.
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6. Select how to apply the filter. For example, if you want to search for a weakness whose name
is "Weaknessl14", select the contains radio button and in the text box, type "Weakness14".

7. Click Add filter .

The filter appears above the list of weaknesses.
8. Repeat these steps for each additional filter you want to apply.
9. Click Apply filters.

The page filters the identity list by the designated criteria.

Export

You can export the data displayed in the table to an Excel file.

To export data:

1. In the header of the Exposure Overview page, click the L icon.

2. In the Export Table window, select the columns to export. You have the option to export the
current page or selected rows.

Export table X

Columns to export (6)

Weakness Name
Description

Severity

Impacted Assets

sources

Last Seen

-+ Add more columns

© Current page

Selected rows

Cancel Export li,
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3. Click Export.

Customize Columns

You can add, remove, or reorder columns to tailor your view to your preferences. If you want to
revert any changes, you can always reset to the default settings.

To customize column displays:

1. In the header of the Exposure Overview page, click [D

The Customize columns window appears.

Customize columns X
Reorder added columns Show / Hide Remove
1. Weakness Name ©
2. Description O]
3. Severity ©
4, Impacted Assets ©
5. Sources ©
B. Last Seen ©

-+ Add columns

Reset to defaults X Cancel [E) Apply columns

2. Optional:

° In the Reorder added columns section, click and drag any column name to reorder the
columns.

° In the Show/Hide section, select/delesect the check boxes to show or hide columns in
the table.

° In the Remove section, click (-) to permanently remove a column from the table.

° To add columns to the table, click Add Columns.
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The Add columns to table window appears.
® (Optional) Use the search bar to search for a column property.
The list of column properties updates based on your search query.
B Select the check box next to any column or columns you want to add to the table.
® Click Add.
The column appears in the Customize columns window.
3. Click Apply Columns.

Tenable saves your changes to the columns in the table.

Default Columns

The default layout of columns ensures that key data is easily accessible while offering flexibility for
customization.

Weakness Name

Description

Severity

Impacted Assets

e Sources

Last Seen

To reset to default columns:

¢ (Click Reset to Defaults to reset all columns to their defaults.

See also

e Exposure Instance Details

Exposure Instance Details

The Exposure Instance Details page shows a list of specific occurrences of identified weaknesses.

To access the Exposure Instances page:
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1. In Tenable Identity Exposure's left navigation pane, click the Exposure Center icon @ .

2. From the submenu, click on Exposure Instances.

The Exposure Instances page appears.

Exposure Instances

Exposure instances

(Enlva X ,O> @D only with active findings

Weakness Name - Instance Name Identity Provider Active Findings severity Remediation Cost

Privileged Entra Account With Access To M365 Services. Default > 3 Medium >
Privileged Entra Account Synchronized With AD (Hybrid) Default > 1 High ses >

Entra Security Defaults Not Enabled Default > 1 Medium >

General Information
This page shows a table listing all Exposure Instances, with their corresponding information:
* Weakness name: The generic name of the weakness
* Instance name: The specific name of this instance
* |dentity Provider: The name of the identity provider where the data originated
* Number of active findings
» Severity: Indicates the criticality of this weakness

* Remediation Cost: Indicates the effort required to address this weakness (Low, Medium,
High)

Detailed information
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* To gointo further detail about each Exposure Instance, click the arrow at the end of the line.
This opens another page with the following information for each exposure instance:

< Backto Exposure Instances

EXPOSURE INSTANCE

MFA Not Required for Risky Sign-ins

Misconfiguration | High | 4 | Hide Summary v

Weaknesses

MFA provides strong
require MFA for risky sign-

accounts against weak or breached passwords. Security best practices and standards recommend that you
xample when the authentication request may not come from the legitimate identity owner.

Impacted assets Exclusions

Status Equals ® Open, ® Resurfaced, « Excluded v X AddFilters -+

Impacted Asset 1 Class 1 Tenant ACR 1 Status 7 LastStatus Change

MSFT (3 Resource MSFT o o Resurfaced May 13, 2025 >
QASTG3 tenant > Resource QASTG3 tenant o ® Resurfaced May 13, 2025 >

tBqdy > Resource t8qdy o  Resurfaced May 13, 2025 >

Header information

The header shows the following information:
* The Weakness type, such as a misconfiguration and the instance name (default)
* The severity: The severity of the Weakness (low, medium, high)

* The Weakness description: A detailed explanation of the Weakness and why it poses a
security risk.

e The estimated remediation cost

Impacted Assets

Impacted assets are the assets that the Exposure Instance impacted with their corresponding
details:

* Provider
* Type of asset

e Tenant: The term "tenant" is used generically to refer to Identity Provider (IDP) tenants, even
though each IDP may have its specific name for this concept (e.g., Entra ID tenant, AD domain,
etc.).

* ACR score (Asset Criticality Rating)
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» Status: Open, Resolved, or Resurfaced

* Last Status change date

Exclusions

See Exposure Instance Exclusions for complete details.

Analyzing Findings

To view the Finding associated with the impacted asset, click on the arrow at the end of the line.

This opens another page with this information for the finding:

Exposure Instances
FINDING

0A - Light Tenant

T Unrestricted Guest Accounts / Default
Medium | 3 RESOURCE | 1PROVIDER 4 | Hide Summary v

About this risk About this asset

By default, while guest users in Entra ID have limited access to reduce their visibility within the tenant, it is also possible to The asset QA - Light Tenant is a TENANT type of asset. It is a part of AzureAD.
enhance security and privacy by further tightening these restrictions.

Finding Status Asset Criticality Rating Remediation Cost MITRE ATT&CK Information
H T1078.001
Y ) e M
Upen @ U”U ) Tenzble Provided ﬁ Medlum & T1078.004
T1580 +2
Asset details Weakness details Remediate

9 Key Properties

Asset Class Resource Created Date Sep 27,2024 at 08:53 am

Last Observed At Sep 27, 2024 at 08:53 am

i) AssetInformation (31)  Show More
Aigorthe Class e Asset 82270205 6431 Sbad- 21 35740E18S26b
Header information
The header in the Finding page shows the following information:
* Tenant name
* The weakness name and associated Exposure Instance name

* The severity: The severity of the Weakness (low, medium, high)

- 238 -


../../../../../Content/Admin/Exposures/exposure_inst_exclusion.htm

O

* The asset class: The category that the asset belongs to. See Asset Classes for more

information.
* The provider: The Identity Provider
* A summary of the exposure instance
° “About this risk” gives a brief description of this weakness

° “About this asset” indicates the asset type (such as “tenant”) and the Identity Provider

Finding Statuses

Findings can show the following statuses:

I Note: By default, the page only shows open and resurfaced findings.

* Open: This indicates an active security issue that needs attention. The weakness has been
detected and has not yet been addressed.

* Resolved: This status shows that the previously identified weakness has been successfully
addressed. The security issue is no longer active.

l Tip : enable the toggle “Show resolved” to show resolved findings.)

* Resurfaced: This status appears when a previously resolved issue has been detected again. It
may indicate that the solution was temporary or that the issue has recurred.

* Excluded: This status appears when you apply your filter to show impacted assets with an
exclusion applied.

Asset Criticality Rating (ACR)

Tenable assigns an ACR to each asset on your Identity Provider to represent the asset's relative
criticality as an integer from 1to 10. A higher ACR indicates higher criticality. See ACR for more
information.

Remediation Cost

Remediation cost refers to the estimated effort needed to address a specific weakness, factoring

in a combination of human labor, complexity, and potential financial expenses.

This cost breaks down into three levels:
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* Low: Relatively easy to fix, requiring minimal time and resources.
* Medium: Requires moderate effort to address.
* High: Complex issues that may require significant time, resources, or changes to resolve.

This classification helps prioritize which issues to tackle first based on both their severity and the
effort required to fix them.

MITRE ATT&CK Information

Related techniques from the MITRE ATT&CK framework.

Finding details

Below the header, the Findings page shows three tabs to highlight the following information:

Asset details Weakness details Remediate

* Click on any of these tabs to expand details.

Asset details

The "Asset details" is the default open tab in the Findings page.

Asset details Weakness details Remediate
| Key Properties
Asset Class Resource Created Date Sep 27, 2024 at 08:53 am
Last Observed At Sep 27,2024 at 08:53 am
(i) | Asset Information (31) | show More
Algorithm Class ALL AssetID 82270205-6d31-bba0-b2d1-3374961892bb
Asset Name NewDomain.corp Asset Type RESOURCE
Cloud Entitlement Properties Dict Show More Entra ID Tenant Name 0A - Light Tenant
asset_type DOMAIN

authentication_type Managed

This section gives the following information:
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* Key Properties — This section provides high-level details about the asset such as Asset Class.
It also shows the asset creation date and when it was last observed.

¢ Asset Information — This section contains more detailed attributes of the asset related to
information from the Identity Provider.

Weakness details

Asset details ‘Weakness details Remediate
Weakness description Why it matters
CD B2B collaboration is a Microsoft Entra ID feature that allows your users to invite guests to collaborate with your Guest users are unrestricted because the authentication policy’s guestUserRoleId is not 2af84ble-32c8-42b7-82bc-
organization. These guest users, also called "external identities”, by default get access as ¢ described by Microsoft daas24@4823b (corresponding to the "Restricted Guest User” role).

They can manage their own profile, change their own password, and retrieve certain information about other users,
groups, and applications. However, they cannot read all directory information. For example, guest users cannot enumerate
the list of all users, groups, and other directory objects. It is possible to add guests to administrator roles, granting them
full read and write permissions. Guests can also invite other guests.

If your organization places a high premium on security and privacy when it comes 1o guest users, you can enhance these
aspects by adjusting the default setting by selecting the

¢ "Guest user access is restricted to properties and memberships of their own directory objects (most restrictive)" option
that has the following impact

By default, this setting limits guest access exclusively to their own user profile. This means that even when searching by

user principal name, object ID, or display name, guests cannot obtain access to other users. Furthermore, this
configuration also restricts access to group information, including group memberships

This section gives the following information:

Weakness description — In simple terms, this section explains why the weakness can pose security
risks to help you understand and address the weaknesses.

Why it matters — This section identifies the specific occurrence of this weakness so you can focus
your effort on remediating it.

Remediation

Asset details Weakness details Remediate

Remediation script
Remediation Connect-MgGraph -Scopes 'Policy.ReadWrite.Authorization'

To restrict the visibility of guest users within your tenant, you must ¢ restrict guest user access in Entra ID by selecting . . , - - - o
this option: "Guest user access is restricted 1o properties and memberships of their own directory objects (most UEdece e Se Lisy Athonl i S LICY AR s RO TS L e ot Iaincsnnie e ot
restrictive)”.

Bear in mind that this may make collaberation with external users more difficult.

This section guides you through the process of remediating a weakness.

Remediation Guidelines — The textual quidelines provide step-by-step instructions on how to
address the identified weakness. These guidelines typically include:
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e Detailed instructions on how to correct the weakness.
* Best practices to prevent similar issues in the future.
¢ |Links to relevant documentation or additional resources.

Remediation Scripts — For some findings, automated remediation scripts may be available.

Note: A script may not be available due to the product’s inability to automate the remediation, or this could
involve implementing organizational changes rather than a straightforward technical fix. In this case, you'll
see a message indicating that only manual remediation is possible for this finding, and you should follow
the textual quidelines.

Before you run the script:
* Review its content to understand what changes it will make.
* Adapt it for your environment if necessary.
* Test the script in a non-production environment if possible.

* Ensure you have the necessary permissions to execute the script.

Tip: While remediation scripts can save time, always exercise caution and ensure you understand the
implications of any automated changes to your environment.

To run the remediation script:

You can either open a PowerShell console, paste the remediation script, and run it directly, or, if
you prefer, download it as a .ps] file to execute.

1. Look for a "Download Script” button in the Remediation tab.
2. Click this button to download the remediation script.

3. Run the file like any PowerShell script.

Search

You can search in the list of exposure instances for a specific instance by weakness name,
instance name, or severity.

To search for an instance:
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1. In the “Search” box, type in a search term (for example, “Entra”). The list shows all instances
matching the search criteria.

Exposure instances

Entra x O @D show Al Weaknesses

Weakness Name - Instance Name T

Active Findings Severlty 1 Cost 1

Single Member Entra Group Default 33 Low >
Privileged Entra Account With Access To M365 Services Default 5 Medium >
Privileged Entra Account Synchronized With AD (Hybrid) Default 4 High ->
Empty Entra Group Default 42 Low >

2. You can search the exposure instance for specific impacted assets. In the “Search” box, type

in an asset name (for example, “Security’). The list shows all instances matching the search
criteria.

Security x O (P showResoved Y/

Impacted Asset & Providers Class ™ Tenant ™

ACR T status Laststatus Change T
Security Readers > 22 Group 18ady 0 Open Aug 28, 2024 -
Security Readers » 2 Group 18ady 0 Open Aug 28, 2024 -

Filter

To filter the list of weaknesses:
1. Click the ? icon .

The “Add Filter” button appears.
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2. Click "Add Filter”. You have these filter options:

* By “Last Status Change”: Select a date from the date picker.

Add Filters + Last Status Change Between 9/10/24, 8/13/24 ~ b4

SUN MON TUE WED THU FRI SAT SUN

89']1 1214 68 7

15 1% 17 18 19 20 21 13 14
22 23 24 25 26 27 28 20 21
29 30 27 28

September 2024 - October 2024

1

15

22

29

23

30

MON TUE WED THU

10

17

24

31

FRI

4

n

18

25

* By "Tenant": Select the tenant name. You can also search for a specific tenant in the

"Search" box and click View selected.

Add Filters + Tenants: 1/2 ~ *

Impacted Asset T Search for a tenant name

unverified.exampli | @ 1 5f 7 fields selected View selected

unverified.exampl B QA - Light Tenant

[J # t8qay
ltems per page 25 ~

Apply filter

3. Click Apply Filter.

Export

You can export the list of impacted assets for a exposure instance as an Excel file.

To export the list of impacted assets:
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« On the exposure instance page, click the <& icon.

See Also

* Exposure Center Overview

e Exposure Instance Exclusions

Trail Flow

Tenable Identity Exposure's Trail Flow shows the real-time monitoring and analysis of events
affecting your AD infrastructure. It allows you to identify critical vulnerabilities and their
recommended courses of remediation.

Using the Trail Flow page, you can go back in time and load previous events or search for specific
events. You can also use its search box at the top of the page to search for threats and detect
malicious patterns.

The Trail Flow tracks the following events:

* User and group changes: Includes the creation, deletion, and modification of accounts and
groups.

* Permission alterations: Encompasses modifications to access controls on objects such as
files, folders, and printers.

» System configuration adjustments: Involves changes to Group Policy Objects (GPOs) and
other critical settings.

* Suspicious activities: Encompasses unauthorized attempts, privilege escalations, and other
events that raise red flags.

Tenable ldentity Exposure offers these capabilities to leverage the Trail Flow data:

* Searchable and filterable: Easy navigation through the event stream by using keywords or
specific criteria, enabling focused attention on pertinent activities while minimizing
extraneous noise.
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* Detailed event information: Each event entry furnishes exhaustive details, encompassing the
affected object, the user responsible for the change, the protocol utilized, and associated
Indicators of Exposure (IoEs).

* Visualized relationships: The ability to illustrate the relationships between events,
illuminating how seemingly unrelated activities may contribute to a broader attack campaign.

To access the Trail Flow:

* In Tenable Identity Exposure, click Trail Flow in the navigation bar on the left.

The Trail Flow page opens with a list of events. For more information, see Trail Flow Table.

X Otenable entity Exposure 26 {:’}gg

Trail Flow.

| o e

GENERAL —————————————

Loadnext events A

" Dashboards

SOURCE Tvee oBjECT PATH DOMAN DATE (HHMM:SS, YYYY-MM-DD)
2 identity Explorer LDAP dnsNode DC=dco1,DC=tcorp local CN=MicrosoftbNS, DC=DomainDnsZones, DC=tcorp,DC=local 4 TCORP Domain  08:37:28, 2023-11-09
LDAP dnsNode DC=dc01,DC=tcorp local CN=MicrosoftDNS, DC=DomainDnsZones, DC=tcorp,DC=local 4 TCORP Domain 083303, 2023-11-09
iy - LDAP dnsNode C=apjlab-afad-dc-,DC=jp alsid corp.CN=MicrosoftDNS DC=DomainDnsZones,DC=p. 4 Japan Domain @ £ 0505114, 2023-11-09
LDAP dnsNode l2b-afad-dc-,DC=jp alsid corp. CN=MicrosoftDNS, DC=DomainDnsZones DC=jp. 4 Japan Domain @ £ 04:5710, 2023-1-09
Lowp RLDistrbutionpoint £ TCORP Doman 004244, 2023-1-05
LDAP CRLDistributionPoint rp-DCO1-CACN=dcO1.CN=CDP,CN=Public Key Services CN=Services CN=Confi 4 TCORP Domain  00:42:44, 2023-11-09
24 incitors of Exposure LDAP dnsNode id corp,CN=MicrosoftDNS, DC=DomainDnsZones, id,DC=corp A ALSD 2319:52,2023-11-08
LDAP dnsNode DC=dc-vm, DC=lsid corp.CN=MicrosoftDNS, DC=DomainDnsZones,DC=alsid. DC=corp A ALSD 231234,2023-11-08
SYSVOL  Object changed gptini \corp. 0-4100-A9FO-3CFAD145. A TCORP Domain 222620, 2023-11-08
) ETetERY LDAP Authentication user CN=MSOL_6ec06f289328 CN=Users DC=alsid DC=corp A ALSD 2226:56,2023-11-08
LDAP domainDNS DC=ForestDnsZones,DC=alsid DC=corp 4 Japan Domain @ £ 222439, 2023-1-08
o Topology LDAP dnsNode DC=apjlab-afad-dc-,DC=jp.alsid.corp.CN=MicrosoftDNS,DC=DomainDnsZones,DC=jp. A Japan Domain @ # 2224:39, 2023-11-08
LDAP dnsNode C=b3eSch30-Ff16-4772-Bdec-ee1ch2765d4e, DC=_msdcs alsid corp CN=MicrosoftDN. 4 Japan Domain @ £ 222439, 2023-1-08
— LDAP dnsNode DC=_msdcs alsid. corp CN=MicrosoftDNS, DC=ForestDnsZones DC=alsid,DC=co. 4 Japan Domain @ £ 222439, 2023-1-08
LDAP dnsNode ‘Bebdc-ads2-4108-a23c-022a9f7fbd8, DC=_msdcs alsid. corp CN=MicrosoftoN A Japan Domain @ £ 222439, 2023-11-08
SR —— LDAP dnsNode DC=_msdcs.alsid corp, DNS,DC=ForestD DC=alsid DC=cor. 4 Japan Domain @ £ 222439, 2023-1-08
LDAP dnsNode 127d47-2914-46b2-8a111c96ccacbbBd,DC=_msdcs alsid corp CN=MicrosoftDN. 4 Japan Domain @ £ 222439, 2023-1-08
Q, Accounts LDAP dnsNode DC=@ DC= TrustAnchors CN=MicrosoftDNS, DC=ForestDnsZones,DC=alsid,DC=corp 4 Japan Domain @ £ 222639, 2023-1-08
SYSVOL  Object changed gptini ip.alsid Isid corp\Policies\(SATFS7 -8783-11E7. A Japan Domain @  22:24:26, 2023-11-08
&) symem SYSVOL  Object changed gptini tcorp. 0-4100-AIFO-3CFADI4S. 4 TCORP Domain _ 1511:56, 2023-11-08
SYSVOL  Object changed gptini ip.alsid Isid.corp\Policies\(SATFS7 -8783-11E7. 4 Japan Domain @ £ 1511119, 2023-11-08
LDAP dnsNode DC=dc-vm, DC=tenable ad CN=MicrosoftDNS, DC=DomainDnsZones,DC=tenable, DC=ad 4 KHLAB 151115, 2023-11-08
SYSVOL  Object changed TenableADEventsListenerConfigu \alsid. \Polic 2FF-BECE-9A4372006C. A ALSD 1511:05, 2023-11-08
SYSVOL  Object changed TenableADEventsListenerConfigu \alsid \Polic 5-42FF-BEC6-9A43720C6C. A ALSD 151104, 2023-11-08
SYSVOL  Object changed gptini \\tenable ad\sysvolltenable ad\Policies\(1CO15058-ADIC- 441A-BOBO-T44CT274T. 4 KHLAB 151103, 2023-11-08
SYSVOL  Object changed Registry.pol \alsid M\alsid.corp\Polic 536-£2FF-BEC6-5AL372006C AALSD 151026, 2023-1-08
LDAP dnsNode DC=dc-vm DC=tenable ad CN=MicrosoftDNS, DC=DomainDnsZones,DC=tenable, DC=ad 4 KHLAB 1455208, 2023-11-08
LDAP dnsNode =tenable ad CN=MicrosoftDNS, DC=DomainDnsZones,DC=tenable, DC=ad 4 KHLAB 1430:35, 2023-11-08
LDAP dnsNode =tenable ad CN=MicrosoftDNS, DC=DomainDnsZones,DC=tenable, DC=ad 4 KHLAB 142207, 2023-1-08
LDAP dnsNode =tenable ad CN=MicrosoftDNS, DC=DomainDnsZones,DC=tenable, DC=ad 4 KHLAB 141014, 2023-11-08
LDAP dnsNode DC=dc-vm DC=tenable ad CN=Microsoft DNS, DC=DomainDnsZones,DC=tenable, DC=ad 4 KHLAB 13:52.08, 2023-1-08

“+ Health Check

© (sissues1waming)

Load previous events v

To select a timeframe:
1. At the top of the Trail Flow page, click on the calendar box.
2. Select a start date and an end date.
3. Click Search.

Tenable ldentity Exposure updates the Trail Flow table with the selected timeframe.

To select a domain:
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1. At the top of the Trail Flow page, click n/n domain >.
The Forest and Domains pane opens.

2. Select the forests and domains.

3. Click Filter on selection.

Tenable Identity Exposure updates the Trail Flow table with information for the selected
forest and domain.

To view an event:
* In the Trail Flow table, click on a line that contains the event you want to explore.

The Event Details pane appears. For more information, see Event Details.

To pause and restart the Trail Flow:
* Do one of the following:

o Click on the @ icon to pause the Trail Flow.

Pausing the Trail Flow stops the automatic vertical scrolling of the most recent events
while the analysis continues to run in the background and allows you to run a search on
events.

o Click on the ® icon to restart the Trail Flow.
To load the next or previous events:
* In the Trail Flow page, do one of the following:

° (Click Load next events

° Click Load previous events

How does the data appear in the Trail Flow?

1. When you perform an action within your Active Directory (AD) interface, such as:
* Creating a new user account

* Modifying a user's group membership
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Resetting a password
Disabling an account
Enabling an account
Deleting an account
Moving an object

Modifying permissions

2. The Active Directory (AD) automatically generates an event log entry, capturing details of the

operation, including:

Timestamp
Administrator performing the action
Object(s) affected

Specific changes made

3. Tenable Identity Exposure continuously collects and analyzes these event logs and correlates

events, identifies patterns, an detects anomalies.

4. The Trail Flow page visualizes the operation's flow and impact:

Timeline: Displays a chronological sequence of events, highlighting the recent
operation.

Object Details: Provides specific information about the affected objects, including their
attributes and relationships.

Change History: Shows a history of modifications made to the object(s), including the
current operation.

Risk Insights: Identifies potential risks associated with the operation, such as excessive
permissions or membership in sensitive groups.

Compliance Information: Indicates any compliance violations related to the operation.

See also
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e Trail Flow overview

¢ Trail Flow Use Cases

¢ Trail Flow video tutorial

Trail Flow Table

Tenable ldentity Exposure lists the events in your Active Directory in the Trail Flow table
continuously as they occur. It includes the following information:

Information Description

Source Indicates the origin of any security-related change in your AD

infrastructures.
There are two possible sources:

* Lightweight Directory Access Protocol (LDAP) used to communicate
with your AD infrastructure.

» Server Message Block (SMB) protocol used to share files, printers, etc.

Tenable Identity Exposure analyzes thoroughly LDAP and SMB traffic over
your network to detect anomalies and potential threats.

Note: Active Directory (AD) allows administrators to create group policies that
control settings deployed on user and machine accounts. The Group Policy
Object (GPQ) stores these control settings. The SYSVOL folder stores GPO files
on the domain controller. It is important to monitor the contents of GPOs for the
security of your AD because each domain member can apply or execute them
with a high level of privileges.

Type Shows the characteristic elements of an event such as:

ACL changed

SPN changed

Member removed

New member

New trust
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* Unknown file type added
* New object

* Object removed

* Password changed

* UAC changed

* New GPO linked

* GPO link removed

* Owner change

* File renamed

* SPN created

* Failed authentication reset
* Failed authentication

Object Indicates the class or file extension associated with an AD object. You can
search for a directory object (user, computer, etc.) or a file with a specific
file name extension (ini, XML, csv).

Path Indicates the full path to an AD object to identify the unique location of this
object in the AD.

Directory Indicates the directory from which the change in your AD infrastructure
came.
Date Indicates the time of the event.

Search the Trail Flow Using the Wizard
The search wizard allows you to create and combine query expressions.

* When you use frequent expressions in the search box, you can add them to a list of
bookmarks for later use.
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* When you enter an expression in the search box, Tenable Identity Exposure saves this

expression in its History pane for you to reuse.

To search using the wizard:

1. In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.

2. Click on the 7% icon.

The Edit Query Expression pane opens

Queries.

X Otenable identity Exposure

. For more information, see Customize Trail Flow

% a0 ® @

Trail Flow
Edit query expression X
— #% Tupe an expression. —
28 pachboards B o
SOURCE TP OBJECT PATH
R entty Expiorer SYSVOL  Object changed gptini \tcorplocal\sysvolitcorp.local\Policies
SYsvoL Object changed gptini \\jp-alsid.corp\sysvolljp.alsic.corp\Polic c
SECURITY ANALYTICS LDAP dnsNode DC=dc-vm,DC=tenable.ad CN=Microso
SYSVOL  Object changed TenableADEventsListenerConfigu Valsid.corp\sysvolialsid.corp\Policies\{ or OR  Deviantonly
SYSVOL  Object changed TenableADEventsListenerConfigu Valsid.corp\sysvollalsid.corp\Policies\{
SYSVOL  Object changed gptini \ltenable ad\sysvol\tenable.ad\Policies e e . &
24 indicators of Exposure SYsvOL  Object changed Registry.pol \alsid.corp\sysvollalsid.corp\Policies\{ - ~
e E=toce AdminSDHolder
Loap dnsiode ] attributeSchema o
¥ indicators of Attack e s adminDescription
LDAP dnsNode DC=dc-vm,DC=tenable ad CN=Microso AND | :i:&zz;zu:;"c‘zm Ent fu]
o Topology LDAP dnsNode DC=dc-um DC=tenable.ad CN=Microso attributeSyntax
LDAP dnsNode DC=dc-vm,DC=tenable ad CN=Microso e ‘Ad4 isDefunct
. LDAP dnsNode DC=dc-vm,DC=tenable.ad CN=Microso :z;’::;“;c;ﬁf;ma‘A“”b“‘?SE‘
e (ETER IDAPDisplayName
MANAGEMENT Loap dsTie - Add % schemaFlagsEx
LDAP dnsNode =dc-s schemalDGUID
Q, Accounts LDAP dnsNode DC=dc-m,DC=tenable.ad CN=Microso Zs;’:’r‘:;‘?;
LDAP dnsNode DC=dc-vm,DC=tenable.ad, CN=Microsc systemOnly
£ System LDAP dnsNode DC=dc-vm,DC=tenable. ad.CN:M!(rosc certificationAuthority
LDAP dnsNode el
Loa anshode FETHEEN B
LDAP dnsNode
LDAP dnsNode
LDAP UAC changed user.

% Health Check

@ (5issues 1 warnin )

Load prev,

Cancel

Reset Validate

3. To define the query expression in the panel, click on the AND or the OR operator button (1) to

apply to the first condition.
4. Select an attribute from the drop-down menu and enter its value (2).
5. Do any of the following:

° To add an attribute, click + Add a new rule (3).

° To add another condition, click Add a new condition+AND or +OR operator. Select an

attribute from the drop-down menu and enter its value.

° To restrict the search to deviant objects, click the Deviant only toggle to allow. Select
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the +AND or +0OR operator to add the condition to the query.
° To delete a condition or rule, click the U icon.

6. Click Validate to run the search or Reset to modify your query expressions.

See also

Search the Trail Flow Manually

Search the Trail Flow Using the Wizard

Customize Trail Flow Queries

Bookmark Queries

Query History

Search the Trail Flow Manually

To filter events that match specific character strings or patterns, you can type an expression in the
search box to refine results using the Boolean operators *, AND, and OR. You can encapsulate OR
statements with parentheses to modify search priority. The search looks for any specific value in an
Active Directory attribute.

To search the Trail Flow manually:
1. In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.
2. In the Search box, type a query expression.
3. You can filter the search results as follows:
° Click on the Calendar box to select a start date and an end date.
° Click on n/n Domains to select forests and domains.
4. Click Search.

Tenable Identity Exposure updates the list with the results matching your search criteria.

l Tip: To search using other criteria, you can Search the Trail Flow Using the Wizard

Example:
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The following example searches for:

* Deactivated user accounts that can endanger monitored AD infrastructures.

* Suspicious activities and anomalous account use.

. . a [ =]
X Otenable identity Exposure O &gl
Trail Flow
— 2% | (isbeviantitrue OR useraccountcontrol:"DISABLE") AND cn:fuser ®  20231-010000:00 —> 2023-1-08235%:59 ™  5/5domains > ‘ ®

Load next events A
" Dashboards

SOURCE TYPE OBJECT PATH DOMAIN DATE (HH:MM:SS, YYYY-MM-DD)

2 Identity Explorer SYSVOL Object changed gptini \\tcorp.local\sysvol\tcorp.local\Policies\{F1066 8E7-A6C0-4100-A9F0-3CF/ A TCORP Domain 15:11:56, 2023-11-08
SYSVOL  Object changed gptini \\jp.alsid.corp\sysvol\jp.alsid.corp\Policies\{5AIFS718-E9E6-433D-87B3-11E A Japan Domain G 15:11:19, 2023-11-08
SECURITY AN LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 15:1:15, 2023-11-08
SYSVOL Object changed TenableADEventsListenerCor \\alsid.corp\sysvol\alsid.corp\Policies\{195A5AA1-5B36-42FF-BEC6-9A437. A ALSID 15:11:05, 2023-11-08

SYSVOL Object changed TenableADEventsListenerCor \\alsid.corp\sysvol\alsid.corp\Policies\{195A5AA1-5B36-42FF-BEC6-9A437. A ALSID 15:11:04, 2023-11-08
SYSVOL Object changed gptini \\tenable.ad\sysvol\tenable.ad\Policies\{1C015058-ADOC-441A-BO60-744( A KHLAB 15:11:03,2023-11-08

< Indicators of Exposure SYSVOL  Object changed Registry.pol \\alsid.carp\sysvol\alsid.corp\Policies\{(195A5AA1-5B36- 42FF-BEC6-9A437. A ALSID 15:10:26, 2023-11-08

LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 14:52:08, 2023-11-08

LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 14:30:35, 2023-11-08

4 indicators of Attack LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones DC=tel 4 KHLAB 14:22:07, 2023-11-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 14:10:14, 2023-11-08

°, Topology LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 1355208, 2023-11-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 13:29:33,2023-11-08

LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 13:22:08, 2023-11-08

¢ (R LDAP dnsNode DC=dc-vm,DC=tenable.ad, CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 13:09:14, 2023-11-08
et LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 12:52:07,2023-11-08

o LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel 4 KHLAB 12:28:33, 2023-11-08

Q Accounts LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 12:22:07,2023-11-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS, DC=DomainDnsZones,DC=tel A KHLAB 12:08:12, 2023-11-08

LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 11:52:08, 2023-11-08
& System LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel 4 KHLAB 12733, 2023-1-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 11:22:08, 2023-11-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad, CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 11:07:12, 2023-11-08

LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS, DC=DomainDnsZones,DC=tel A KHLAB 10:52:08, 2023-11-08

LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel A KHLAB 10:26:33, 2023-11-08

M Health Check LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=MicrosoftDNS,DC=DomainDnsZones,DC=tel 4 KHLAB 10:22:08, 2023-11-08

& (5issues 1warning) Load previous events v

Customize Trail Flow Queries

The Trail Flow allows you to extend Tenable Identity Exposure capabilities beyond the default
monitoring of Indicators of Exposure and Indicators of Attack. You can create custom queries to
retrieve data quickly and also use the query as a custom alert that Tenable Identity Exposure can
send to your Security Information and Event Management (SIEM).

The following examples show practical custom queries in Tenable Identity Exposure.

Use Case Description

GPO Startup and Shutdown Monitors for scripts in the boot startup path and/or the
binaries and Global SYSVOL path Global SYSVOL replication path. Attackers often use
monitoring these scripts to abuse native AD services to proliferate

ransomware quickly across an environment.

* Scripts in startup path query:
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globalpath: "sysvol" AND types:
"Scriptsini”

Note: Here, types refer to the object attribute and
not the column header.

* SYSVOL monitoring query:

globalpath:"sysvol"” AND
(globalpath:".ps1" OR globalpath:".msi"
OR globalpath:".bat" OR
globalpath:".exe"

EZiEiZ{ZZZiﬁ&Zi%

Modifications of GPO Configuration Monitors for modifications to GPO configurations.
Attackers often use this method to downgrade security
settings to aid in persistence and/or account takeover.

* GPO monitoring query:

gptini-displayname:"New Group Policy
Object"™ AND changetype:"Changed"

.....

Failed Authentication and Monitors for multiple failed attempts to authenticate
Password Reset resulting in a lockout, which can act as an early warning
flag for brute-force attempts.

I Note: You must set the lockout policy and date/time
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Object Permissions Added,
Removed, or Changed

O

variables. For more information, see Authentication Using

a Tenable Identity Exposure Account.

* Failed authentication query:

useraccountcontrol:"Normal™ AND
badpwdcount:"<ACCOUNT_LOCKOUT _
THRESHOLD>" AND badpasswordtime:"<DATE_
TIME_STAMP>"

* Password reset query:
.
pwdlastset:"<DATE_TIME_STAMP"
.
Tl Flow
7| BRI o=-55-15"] ryve 0 erpression. *©® 2020901 - 2021006 naonan > [ ©
Load et events
Source  Type Object Path Date (HH:MM:SS, YYYY-MM-D
o o wser C-test3CNeManaged T4, 202093
o AP  UACchanged user N-testiZ3CN-Managed 360,200
WA UACcnged  user 73640, 202093
AP passwordchanged  user 364, 202093
o wser 319, 202093
o R UACcumged e 735,202,095
R UACcnged  user 735, 20209
oA passwordchanged  user 735, 2022093
o Low user 70439, 2022093
LR Passwordchanged s 7033, 2022093
o o - ot 202.093
o oA UACcmged e 012, 2022:093
R UACcnged  user or2.202.093

LDAP  Passwordchanged user 0112, 2022093

Monitors for unauthorized modifications to ACL rights
and related object permission sets. Attackers abuse
this method to elevate permissions.

| Note: You must supply the date/time variable.

* Object permissions query:

ntsecuritydescriptor:0 AND
whenchanged: "DATE_TIME_STAMP"
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7 mtsecuritydescriptors o MD 'whenchanged: +2022-10-06" @ 0| 020929 - 2021006 33 domains > _

Changes to Admins Resulting in a Built-in Administrative groups and custom groups are

Deviance sensitive groups that require close monitoring for
deviances or configuration changes that can introduce
risk. This query lets you quickly review recent changes
that could have adversely affected security settings
within the admins group.

* Changes to Admins query:

isDeviant:true AND cn:"admins"

See also

e Search the Trail Flow Manually

Search the Trail Flow Using the Wizard

Bookmark Queries

Query History

Trail Flow Use Cases

Bookmark Queries

When you use frequent query expressions, you can add them to a list of customized bookmarks to

use again.

To bookmark a query expression:
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1. In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.
2. Click the 7" icon next to the Search box.

The Edit Query Expression pane opens.

3. Type a query expression in the Search box.

4. Click the ﬁ? icon at the right of the Search box.
The Add to Your Bookmarks box appears.
5. In the Choose a folder box, click the drop-down arrow to select a folder from the list.

6. (Optional) Click the Create a new folder toggle to Yes. In the Name of the folder box, type a
name for the bookmarks folder.

7. In the Name of the bookmark box, type a name for the bookmark.
8. Click Add.

A message confirms that Tenable Identity Exposure added the bookmark to the list.

To use a bookmarked query expression:
1. In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.
2. Click inside the Search box.
The History and Bookmarks tab appear under the Search box.
3. Click the Bookmarks tab.
The list of bookmarks appears.
4. Click the bookmark to select it.

Tenable Identity Exposure loads the query expression and runs the search.

To manage your bookmarks:
1. In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.
2. Click inside the Search box.

The History and Bookmarks tab appear under the Search box.
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3. Click the Bookmarks tab.
The list of bookmarks appears.
4. Click Manage your bookmarks.
The Bookmarks pane opens.
5. Do any of the following:
° Search for a bookmark:
a. Type the bookmark name in the Search box.
b. Select a folder from the drop-down list.
° Edit the name of a bookmark or a bookmark folder:
a. Click the V4 icon for the bookmark or bookmark folder.

b. In the Name of the bookmark or Name of the folder box, type a new name for the
bookmark or the bookmark folder.

c. Click Edit.

A message confirms that Tenable Identity Exposure updated the bookmark or
bookmark folder name.

° Delete a bookmark of bookmark folder:

B Click the 'lj' icon for the bookmark or bookmark folder.

See also

e Search the Trail Flow Manually

Search the Trail Flow Using the Wizard

Customize Trail Flow Queries

Query History

Trail Flow Use Cases

Query History
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When you enter an expression in the search box,Tenable Identity Exposure saves this expression in

its History pane for you to reuse.

To use a query expression in the history:
1. In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.
2. Click inside the Search box.
The History and Bookmarks tab appear under the Search box.
3. Click the History tab.
The list of query expressions appears.
4. Click to select a query expression to use.

Tenable Identity Exposure loads the query expression and runs the search.

X Otenable Identity Exposure a0 {?’,’?gﬂ ] 0

Trail Flow

2023-1-02 00:0000 —> 20234-092359:59 ™ 5/5 domains > ‘ (@)

— 721 frype an expression
2" Dashboards History Bookmarks
P .| [ ey ) (e
— ] o] () =]
e,
B ]
« Indicators of Exposure
o ]
4 Indicators of Attack
.' Topology gptini-displayname: m changetype:

.
e Attack Path Cancel Manage your history

To manage your query expression history:
1. In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.
2. Click inside the Search box.
The History and Bookmarks tab appear under the Search box.
3. Click the History tab.
The list of query expressions appears.

4. Click Manage your history.
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The History pane opens.
5. Do any of the following:

* Search for a query expression:
a. Type a query expression in the Search box.
b. Click the calendar box to select a start date and an end date.
c. Click Search.

* To delete a query expression from the history:
® Click the ﬁ icon.

* To clear all query expressions from the history:
a. Click Clear selection.

A message asks you to confirm the deletions.

b. Click Confirm.

See also

Search the Trail Flow Manually

Search the Trail Flow Using the Wizard

Customize Trail Flow Queries

Bookmark Queries

Trail Flow Use Cases

Display Deviant Events

You can zero in directly on deviant events in the Trail Flow table.

To display only deviant events:
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1. In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.

2. Click the - icon next to the Search box.

The Edit Query Expression pane opens.

X Otenable identity Exposure

Trail Flow

/% Type an expression.

GENERAL
=. Dashboards
SOURCE TYPE OBJECT
2 Identity Explorer LR n=iiods
LDAP dnsNode
SECURITY ANALYTICS LED GEREL:
LDAP dnsNode
LDAP CRLDistributionPoint
LDAP CRLDistributionPoint
¢ Indicators of Exposure LoAP dnshlode
LDAP dnsNode
SYSVOL Object changed gpt.ini
¥ Indicators of Attack LDAP Authentication user
LDAP domainDNS
.°. Topology LDAP dnsNode
LDAP dnsNode
LDAP dnsNode
# Aftack Path LDAP dnsNode
LDAP dnsNode
MANAGEMERT LDAP dnsNode
Q, Accounts LDAP dnsNode
SYSVOL Object changed gpt.ini
SYSVOL Object changed gpt.ini
) FEETD SYSVOL Object changed gpt.ini
LDAP dnsNode
SYSvOL Object changed TenableADEventsListen:
SYSVOL Object changed TenableADEventsListen:
SYSVOL Object changed gpt.ini
M Health Check SYSVOL  Object changed Registry.pol

€ (5issues 1warning)

3. Click the Deviant only toggle to Allow.

4. Click Validate.

Edit query expression

AND

AND

OR

N

+ Add a new rule | Add a new condition ~ + AND

Cancel

-

v : Enteravalue

+0R

Deviant only

g

Reset Validate

Tenable ldentity Exposure updates the Trail Flow table with a list of events with a red diamond

next to the source.

X Otenable identity Exposure

Trail Flow
2l isDeviant | Type a ssion.
GENERAL ———— ’ _ i b
=. Dashboards
SOURCE TYPE OBJECT
2 Identity Explorer ¥ | LDAP UAC changed user
& | LDAP UAC changed user
SECURITY ANALYTICS ¥ | LDAP UAC changed user
< | LDAP UAC changed user
00 Trail Flow o | Loap groupPolicyContainer
& | SYsvoL  Object renamed Registry.pol
R | SYSVOL Object d Registry.pal
« Indicators of Exposure JEct rename €gistry.pa
< | LDAP UAC changed user
X | LDAP Failed auth reset user

4 Indicators of Attack
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w®

Load next events

~

2023-11-02 00:00:00

0 agh

> 203109235359 [ 5/5Sdomains > ‘ ®

DOMAIN
A KHLAB

A KHLAB

A KHLAB

A ALSID

A TCORP Domain
A ALSID

A ALSID

A ALSID

A KHLAB

DATE (HH:MM:SS, YYYY-MM-DD)
09:04:57, 2023-11-08
08:59:31,2023-11-08
08:14:48, 2023-11-08
02:56:52,2023-11-08
00:13:42,2023-11-08
00:13:37,2023-11-08
10:49:26, 2023-1-02
07:15:08, 2023-11-02
01:28:04, 2023-11-02
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where:
o © The Trail Flow detected a deviance in the Tenable Identity Exposure security profile.
« ® The Trail Flow detected a deviance in other security profiles.

« % Shows that changes resolved the deviance.

Event Details

The Trail Flow in Tenable Identity Exposure provides detailed information on each event affecting
your Active Directory (AD). Details on a specific event allow you to review technical information and
take remedial actions that the Indicator of Exposure (IoE)'s severity level requires.

To view event details:
1. In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.
2. Click to select an entry in the Trail Flow table.

The Event details pane opens.

loE, Event, and Deviant Object

* An Indicator of Exposure (IoE) describes a threat that affects the AD. Tenable Identity
Exposure's IoEs assesses security levels after receiving an event in real time. loEs can include
several technical vulnerabilities. loEs provide information on detected vulnerabilities,
associated deviant objects, and recommendations for remedial actions.

* An event indicates a change related to security that can appear in an AD. It can be a password
change, a user creation, a new or modified GPO, or a new delegated right, etc. An event can
change the compliance status of an loE from compliant to non-compliant.

* A deviant object is a technical element — either on its own or associated with another deviant
object — that allows the loE's attack vector to work. For more information, see Indicators of

Exposure.
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X Otenable identity Exposure

O @90 H

Tral Flow Eventdetails X
SOURCE b3 anss on IMPACTED DOMAINS EVENT DATE
5 B @ LDAP Authentication user CN=dcadmin,CN=Users,DC=alsid,DC=cor... |sidcorp 20:45:33,2024-09-07
GENERAL i 4 alsid.corp
=
- Cesifees Atributes Deviances
sour
* oAl
2 Identity Explorer i
a o Lpa Deviances
indicator > Vireason >
SECURITY ANALYTICS ————
00 Trail Flow
Default administrator used Resolved at 20:4533,2024-09-07 26kt 2634-06-% | @ v
¢ Indicators of Exposure The Administrator account (default privileged account of the domain, with RID 500), h edo robably several times over the next 14 unt should only be used in case of extreme emergency

% indicators of Attack

as it bypasses nu

Recent Use of the Default Administrator Account

the
us security mechanisms (such as UAC on the net

twork). Besides,

e of active use of

n 20:44:40, 26
active use of !

he accou

024-08-24 (and pr
he account makes it e

asier to keep track of logged in adr

" Topology

20:4533,2024-09-07 | @ v

%eiau\t administrator used

The Administrats

®  Attack Path

domain, wi ed

ith RID 500), h

ount (default privileged account of the treme emergency
u

fth on 20:45:32, 2024-69-67 (and probably several times over the next 14 days). This account should only be used in case of ex
s security mechanisms (such as UAC on the nef active use of the account makes it e tor

MANAGE! _ asit bypasses nu twork). Besides, of the accou asier to keep track of logged in administrators.
Q, Account: Recent Use of the Default Administrator Account
2 System

Attributes Table

The Attributes table includes the following columns:

Column Description

Attributes Indicates the attributes of the AD object associated with the event
that you selected in the Trail Flow table. Attributes describe the
object characteristics. Multiple attributes can describe a single AD

object.

Value at event Indicates the attribute value at the time that the event occurred.

Current value Indicates the value of the attribute in the AD at the moment when

you are viewing it.

| Tip: To display the value of the attribute before the event occurred, hover the blue dot on the left (if any).

To search for an attribute:
* In the Event details pane, type a string in the Search box.
Tenable Identity Exposure narrows the list to attributes matching the search string.

For more information, see Attribute Changes.

Deviances

If an event in the Trail Flow contains deviances, the Event Details pane also displays them to allow
you to drill down to the source of the problem.
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Tenable Identity Exposure ties a deviance to a root object and can link it to multiple incriminating

attributes. When you resolve one of these attributes, Tenable Identity Exposure resolves the

deviance on the root object. It then creates a new deviance for the root object, keeping the same

reason but including only the unresolved attributes.

For example, Tenable Identity Exposure ties a deviance to object A for a single reason that

connects to multiple related objects (B, C, and D). When you resolve the incriminating attribute on

object C, Tenable Identity Exposure resolves the deviance on object A. Then, it creates a new

deviance for object A, linking it to the same reason but including only objects B and D.

During this process, Tenable Identity Exposure can generate a Trail Flow event that shows multiple

deviances as resolved and reopened at the same timestamp.

To display deviances:

1.

2.

In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.
Click to select an entry in the Trail Flow table.

The Event details pane opens.

Select the Deviances tab.

Tenable Identity Exposure displays the list of deviances and the IoEs that triggered them.

. . a aQ s
X @tenable Identity Exposure ® & m@ i
Trail Flow Eventdetails X
SOURCE TYPE CLASS DN IMPACTED DOMAINS. EVENT DATE
[T @ Loap UAC changed user 09:04:57, 2023-11-08
GENERAL ] L s kHLas
[ | ]
m Dashboards Attributes Deviances
SOUR( i
& Identity Explorer Lo Deviances

& LDAF

SECURITY ANALYTICS D8
& LDAF

OO Trail Flow LDAR
LDAF Password stored using reversible encryption Resolved at 09:21:43, 2023-11-08 £9:84:57-2623-41-68 a7 v

LDAF The test111 user contains the ENCRYPTED_TEXT_PASSWORD_ALLOWED flagin its userAccountControl attribute, thus allowing the Active Directory to store its password in a
LDAF reversible way. An attacker having privileged access to any domain controller doesn't need to bruteforce the password hash of the test111 user, as he/she will have direct access to

LDAF the reversible encrypted password.
& indicators of Attack LDAF

LDAF Reversible Passwords
& LDAF

LDAF

1/1indicator > 1/1reason >

« Indicators of Exposure

‘.. Topology

To drill-down to lIoE details:

1.

In the Deviances tab, click on the IoE tile below the reason for the deviance.

The Indicator details pane opens with a list of deviant objects and the following information:
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° Name of the IoE

o

The severity of the loE (Critical, High, Medium, Low)

[e]

The IokE status

o

The timestamp of the latest detection

2. Click on any of the following tabs:
° Information — Includes internal and external resources on the IoE.
° Vulnerability details — Provides explanations for the weakness detected in your AD.
° Deviant objects — Includes technical details and a search box to filter for objects.

° Recommendations — Includes tips on how to solve the issue.

Attribute Changes

When the value of an attribute changes, the Trail Flow shows a blue dot before the Attribute

column.

To display the attribute change:
1. In Tenable Identity Exposure, click Trail Flow in the navigation bar on the left.
The Trail Flow page opens with a list of events
2. Hover the blue dot in front of the event line to display the changes.
The color of the Value at event label depends on the changes applied to the attribute:
° Green — Addition

° Red — Deletion
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° Gray — Unchanged

X Otenable identity Exposure 26 {é}gﬂ ] e

Trail Flow Event details X
SOURCE TYPE cLass ON EVENT DATE
25 Ty LDAP dnsNode DC=dc-vm,DC=tenable.ad,CN=Microsoft... 15:11:15, 2023-11-08
GENERAL ————————————— ’
Attributes
2" Dashboards
SYsV
s identity Explorer sysy A o value before event
— Sysv [{"RecordType""A" "Version":5,"Rank":240,"Flags":0,"Serial":6089,"Tt|Seconds"
CCURITY ANALTICS LDAE Q 11200,"Timeout":0,"StartRefreshHr":"static","Data":"10.0.2.34"}]
) a0 O Valueatevent
00 Trail Flow SYSV AT 66896090 CURRENT VALUE
OV O 42603600
¢ Indicators of Exposure SYSV e us
LDAF o
LDAF
dt Addition
% ndicators of Attack LDAF |
LDAF
. dr
o Topology LDAF
LDAF L
ntsecuritydescriptor
o Attack Path ol
LDAF objectcategory
objectclass
MANAGEMENT —————— Lo | )
LDAR objectguid
Q, Accounts LDAF usncreated
LDAF whencreated
LDAF
& System

LDAF

Attribute "ntsecuritydescriptor"

A security descriptor is a data structure that contains security information about an AD object such

as its ownership and permissions. For more details, see Microsoft's online documentation.

To display details of an object security descriptor:
1. In Tenable Identity Exposure, click Trail Flow to open the Trail Flow page.
2. Click to select an entry in the Trail Flow table.
The Event details pane opens.

3. Hover over the ntsecuritydescriptor attribute entry (Value at event or Current value

column) **.

Trail Flow Eventdetails X
7 Type Source 0:5-1-5-32-5440:51-5-32- 544 DAl (D DC 5-1-1-0 ) OALCIO; RF:4C164200-20c0- DN Impacted domains Event date
@ LDAP 11d0-a768-0022006€0529,4828C14-1437-45bC-9b07- 206015 e5F28:5-1-5-32-554) DC-alsidDC=corp Tenable's forest 16:28:42, 2021-06-29

(OACIORP:4CI64200-20c0-11d0-3768-003300660525:bf367aba-0de6-11d0- 4 Tenable's domain
2285-0032003049€2:5-1-5-32-554)( OACIIORP;SF202010-79a5-11d0-9020-

Soure| attributes  Deviances | OUCO4TC204CA826CC14-1437- 45bc-9b0T-ad6T0I5RS28:5-1-5-32-554)

LDAP (OACHO;RP5202010-79a5-11d0-9020-00c04fc2d4cf bf967aba-0de6-11d0-a285-

o 0023D0304962:5-1-5-32-554)(0A:CIIORP:bc03c240-7939-1d0-3020- -

LDAP ATTRIBUTES ODc0&4fc2dact 48280

LoAP

LDAP Q. Search an attribute

LDAP Aftribute vansu svmi Current value

LDAP | » ntsecuritydescriptor 0'5-1-5-12-544G:5-1-5-32-544D Al{D; DC;.5-1-1-0)( O5-1-5-32-544G:5-1-5-32- 544D AI(D;DC;;5-11-0)(

LDAP « usnchanged 44625 54625

LDAP |+ whenchanged 2021-06-29T14:28:41.0000000Z 2021-06-29T14:28:410000000Z
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4. Click on See SDDL Description.
The nSDDL Description pane opens.

5. Click on the arrows on the left of the SDDL (1), DACL (2), and Descriptor (3) to expand the
description:

SDDL DESCRIPTION x

1 K

Copy to dlipboard

6. Browse to an Access Control Entry (ACE)(4) highlighted in color to display the object's access
rights. The color codes indicate:

° Red — Users have dangerous rights assigned to them and they must not have access
rights to the object.

° Orange — Privileged users have dangerous rights assigned to them but they generally
have this type of right (for example: Domain Admins).

- 267 -



O

° Green — There are no dangerous rights.

SDDL DESCRIPTION X

> ACE

> ACE

7. To copy the SDDL description, click Copy to clipboard.

Trail Flow Use Cases

To understand the Trail Flow behavior, two examples illustrate how an operation that you perform in
your Active Directory (AD) interface reflects in the Trail Flow page.

Each example compares data from the administrator's side (in the AD interface) with the data from
the end user's side (in Tenable Identity Exposure). Whether you use an application, API, or service to
carry out an operation on your AD, the result on the Trail Flow is the same.

| Note: These examples are not exhaustive and cannot cover every possible situation.

What happens in the Trail Flow when you create a new AD user account?
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* On the administrator side, you enter various information on the new user account.

j Active Directory Users and Computers —
File Action View Help

L Jalla (WERRENCEETE 7 Ro k- S B @K

] Active Directory Users and Compute|| Name Type Description
» [] Saved Queries

5 et alsid @, Administrator  User Built-in account for ad...
h ;aé“;t cotP H2 Allowed RO...  Security Group... Members in this aroup c...
= 2, Cert Publish... Secur New Object - User %

» [ Computers

5 [ Domain Controllers

» [ ForeignSecurityPrincipals
» [ Managed Service Accounts

82 Cloneable D... Securi
& Defaulthcco.. User
8% Denied ROD... Securi 6 Createin:  esaf.alsid.cop./Users

P s 8 DnsAdmins  Securi
% DnsUpdateP... Securi
B Domain Ad... Secur| Fistmame: \ | wiais: | |

2 pomain Co..  Securi =iee ‘ ‘
82 Domain Con... Securi
8% Domain Gue.. Secur{ Fullname ‘Naw Users| ‘
8 Domain Users  Securi
B Enterprise A, Securf  Doerlegonname

Hh Enterprise K. Secur|  |"eser || @ssa alsid com v
8 Enterprise R...  Securi
82 Group Palic... Securi

User logon name (pre-Windows 2000},

2, uest oo |ESAF\ ‘ ‘newuser ‘

B Key Admins  Securi

2 MyUser User

82 protected Us... Securi < Back Next > Cancel

HERAS and IAS ... Securi - -
8% Read-only D... Security Group.. Members of this group ...
8 Schema Ad...  Security Group... Designated administrato...

R, usert User
2 userio User
2o usernt User
By user12 User
2, user1z User
2 usert4 User
B user’s User
g > || @oicerta User

* On the end-user side, Tenable Identity Exposure updates the Trail Flow page. See the Type
column indicating New object.

x  Otenable identity Exposure @0 ©8n

99+ I
Trail Flow
/| lenz "Newusers"| Type an expression... Y ® | 2021-06-22 2021-06-29 4)4 domains > ®
Load next events
=' Dashboards
Source Type Object Path Domain Date
& Identity Explorer LDAP user Ch=NewUsers 0U=Alsid, DC=alsid, DC=corp A Tenable's domal 16:35:24, 2021-06-29
LDAP user CN=NewUserS,0U=Alsid, DC=alsid, DC=corp A Tenable's domal 16:3524, 2021-06-29
LDAP user CN=NewUsers,0U=Alsid,DC=alsid,DC=corp A Tenable's domal 16:3524, 2021-06-29
LDAP user CN=NewUser5,0U=Alsid,DC=alsid,.DC=corp A Tenable's doma 16:3524, 2021-06-29
00 Trail LDAP New object user CMN=NewlUsers,0U=Alsid, DC=alsid, DC=corp A Tenable's domal 16:35:24, 2021-06-29
« Indicators of Exposure
¥  indicators of Attack
. =d previ ant
s Topology Load previous events

* The Event details page also reflects this change. The blue dots on the left of the attribute
names indicate that an update occurred.

For more details on attributes, see View Event Details.
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Trail Flow

Event details x

;: ‘ @ Source Type Class DN

Source
LDAP
LDAP
LDAP
LDAP
LDAP

LDAP New object user

Attributes

ATTRIBUTES

Q, Search an attribute

Attribute Value at event
. accmuntexpires
* badpasswordtime
s badpwdcount
s
* displayname
+ distinguishedname
* ntsecuritydescriptor
* objectclass
* objectguid
# objectsid
* primarygroupid
* pwdlastset
* scamaccountname
* samaccounttype
* useraccountcontrol
* userprincipalname
* usnchanged
* usncreated
* whenchanged

* whencreated

Current value

What happens in the Trail Flow when you change an AD user's password?
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* On the administrator side, you enter various information to reset a user's password.

Active Directory Us
File Action View Help

x| fF B XEB2 BRI RETER

: Active Directory Users and Compute|| pame Type Description
? Sav:dlq:erles E,Administrator User Built-in account for ad...
v == ; sllt e H% Allowed RO... Security Group... Members in this group c...
j CUI " " %Cer‘t Publish... Security Group... Members of this group ...
omputers
= Dom:in Controllers Egcloneable D... Security Group.. Members of this group t...
[ ForeignSecurityPrincipals &Defaultﬁcco... User A user account manage..
[ Managed Service Accounts %Denied ROD... Security Group.. Members in this group c...
[ Users %Dnsﬁdmins Security Group...  DNS Administrators Gro...
%DnsUpdateP... Security Group...  DNS clients who are per...
%Domain Ad.. Security Group.. Designated administrato...
%Domain Co... Security Group... All workstations and ser...
%Domain Con... Security Group... All domain controllers i...
%Domain Gue... Security Group... All domain guests
%Domain Users Security Group... All domain users
%Enterpriseﬁ... Security Group.. Designated administrato..,
%Enterprise K.. Security Group... Members of this group ...
%Enterprise R.. Security Group... Members of this group ..
%Group Polic... Security Group... Members in this group c...
&Guest User Built-in account for gue...
%Ke}rﬁ\dmins Security Group...  Members of this group ...
&MyUser User
E Reset Password ? *
g
d Mew password: LITITIT T |
E Confirm password: ssnssssncy |
E User must change password at next logon
E The user must logoff and then logon again for the change to take effect.
E Account Lockout Status on this Domain Controller: Unlocked
q [ Unlock the user’s account
< > 4
| QK | Cancel

* On the end-user side, Tenable Identity Exposure updates the Trail Flow page. See the Type
column indicating "Password changed."

Trail Flow
;‘: en: "MyUser"| Type an expression... v ® 2021-06-22 2021-06-29 4f4 domains > (@]
Source Type Object Path . Directory Date
LDAP Password changed user CN=MyUser,CN=Users DC= i 11243,
& LDAP Mew object user Ch=Mylser CN=Users DC= i 21:03:04

oad previous events

* The Event details page also reflects this change with a blue dot on the left of the
whenchanged attribute.
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For more details on attributes, see Event Details.

Trail Flow Event details X
| Source Type Clas DN Created date
.x LDAP Password changed user CN=MyUser,CN=Users,DC=¢
» B

Source
LDAP | ATTRIBUTES INDICATORS
LDAP
LDAP 0, Search an attribute Mo deviances have been detected for this event.
LDAP
L Attribute Value at event Current Value
LDAP

® badpwdcount
LDAP

® pwdlastset 02/24/2019 2212:42 02/24[2019 2212:42
LDAP

® usnchanged

AP
£ » whenchanged
LDAP

accountexpires
LDAP

cn
LDAP

displayname
g distinguishedname
LDAP .

instancetype

AP

LDA ntsecuritydescriptor
LR objectclass
LDAP .

objectquid
e objectsid
LDAP .

primarygroupid
LDAP

samaccountname
LDAP

samaccounttype
LDAP .

useraccountcontrol
LDAP .

userprincipalname
Lhas usncreated
coap whencreated
LDAP

See also

e Search the Trail Flow Manually

e Search the Trail Flow Using the Wizard
e Customize Trail Flow Queries
e Bookmark Queries

Query History

Indicators of Exposure

Tenable ldentity Exposure measures the security maturity of your AD infrastructures through
Indicators of Exposure (IoEs) and assigns severity levels to the flow of events that it monitors and
analyzes. Tenable Identity Exposure triggers alerts when it detects security regressions.
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These loEs are pre-configured, and any deviations from the established norms trigger

corresponding alerts.

To display loEs:
1. In Tenable Identity Exposure, click Indicators of Exposure in the navigation pane.

The Indicators of Exposure pane opens. By default, Tenable Identity Exposure shows only the
loEs that contain deviances.

2. (Optional) To show all loEs, click the Show all indicators toggle to Yes.

Tenable |Identity Exposure loEs come with a range of features designed to boost your investigative

capabilities :

* Searchable and filterable: Effortlessly explore the IoE by applying filters based on forest and

domain.
* Export capability: Deviance object will allow you to export the loE’s in CSV format.

* Action on IoE incidents : Remove an exposure from the whitelist/re-enable it.

The data from the IoE include:

* Information section: This section provides executive summary about each Indicator of
Exposure (IoE), including known attack tools, affected domains, and relevant documentation.

* Vulnerability details:This section provides more in depth information above the

misconfiguration in Active Directory.

* Deviant Objects: This section highlights misconfigurations in Active Directory that may

contribute to broader attack surfaces.

* Recommendation: This section guides you through effective configuration strategies to

minimize your attack surface.

To search for an loE:

1. At the top of The Indicators of Exposure page, type a string in the Search box. This can be
any term related to an loE such as password, user, logon, etc.

2. Press Enter.

The loE page updates with the indicators associated with your search term.
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To filter loEs for a specific forest or domain:
1. Click n/n domain.
A Forest and domains pane opens.
2. Select the forest or domain.

3. Click Filter on selection.

Level of Severity

Severity levels allow you to assess the severity of the detected vulnerabilities and to prioritize
remediation actions.

The Indicators of Exposure pane shows IoEs as follows:
* By severity level using color codes.
* Vertically — from most severe to least severe(red for top priority and blue for least priority).

* Horizontally — from most complex to least complex. Tenable Identity Exposure computes the
complexity indicator dynamically to indicate the level of difficulty to remediate the deviant

loE.

Severity Description

Critical — Red Shows how to prevent attacks and compromise of the Active Directory by
certain unprivileged users.

High — Orange Deals with either post-exploitation techniques leading to credential theft or
security bypass or with exploitation techniques that require chaining to be
dangerous.

Medium — Indicates a limited risk for the Active Directory infrastructure.

Yellow

Low — Blue Shows good security practices. Certain business contexts may allow low-

impact deviances that do not necessarily affect AD security. These
deviances have an impact on the AD only if an administrator makes an error
such as by activating an inactive account.

Deviance Resolution and Detection Date
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Tenable Identity Exposure sometimes uses a different resolution or detection date from the actual
event date. This happens because Tenable Identity Exposure stores the most recent event date
affecting each Active Directory (AD) object during the caching process.

When Tenable Identity Exposure detects and resolves a deviance affecting an AD object, it assigns
the most recent event date for that object as the resolution date.

For instance, when a user's group membership changes, Tenable ldentity Exposure records the
event date for the group, not the user. If the deviance impacting the user gets resolved through a
group membership change, Tenable Identity Exposure will use the user’s last recorded event date,
not the date of the group membership change.

See also

Indicator of Exposure Details

Deviant Objects

Search Deviant Objects

e |gnore a Deviant Object or a Reason (Deviance)

Incriminating Attributes

Indicator of Exposure Details

The details on a specific Indicator of Exposure allow you to review technical information on
detected vulnerabilities, associated deviant objects, and recommendations on remediation.

To display Indicator of Exposure details:
1. In Tenable Identity Exposure, click Indicators of Exposure in the navigation pane.

The Indicators of Exposure pane opens. By default, Tenable Identity Exposure displays only
the loEs that contain deviances.

2. (Optional) To show all loEs, click the Show all indicators toggle to Yes.
3. Click on any Indicators of Exposure tile on the page.

The Indicator details pane opens.
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At the top, the Indicator details pane summarizes the information already provided in the Trail
Flow table:

° The Name of the IoE.
° |ts Severity level (Critical, High, Medium, or Low).

° |ts compliance Status based on the result of the last analysis that Tenable Identity
Exposure ran.

° The Latest detection indicating the last time that Tenable Identity Exposure ran
the analysis.
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4. Click on any of the following tabs provide more details for the IoE:

Tab Description
Information Includes internal and external resources on the lIoE such as:

* Executive Summary — an overview on the issue to help

you make appropriate decisions.
* Documents — links to external resources on the IoE.
* Attacker-known tools — name of the hacking tools.
e A tree structure of the impacted domains.

Vulnerability details Provides explanations for the weakness detected in your AD
and the risks to your Active Directory (AD) if you do not take
remediation actions.

Deviant objects Deviant objects reveal weaknesses or potentially dangerous
behaviors in your AD. You can apply filters to deviant objects to
pinpoint critical issues.

When an loE status is not compliant and includes deviant
objects, you can take remediation actions to correct the
security deficiencies that Tenable Identity Exposure detected.
For more information, see Deviant Objects.

Recommendations Tips on how to restore compliance with your security
requirements and improve the security of your AD:

* An Executive summary gives an overview on the solution
suggested by Tenable Identity Exposure.

* The Details sub-section gives advice on how to implement
the action plan and helps managers initiate the necessary
changes to their AD infrastructures.

* The Documents sub-section provides links to external
resources on the suggested solution or threat.

See also

- 277 -



Indicators of Exposure

Deviant Objects

Search Deviant Objects

e |gnore a Deviant Object or a Reason (Deviance)

Incriminating Attributes

Deviant Objects

Tenable Identity Exposure's Indicators of Exposure (IoE) can flag deviant objects that reveal
weaknesses or potentially dangerous behaviors in an Active Directory (AD). Focusing on these
deviant objects can help you pinpoint critical issues and remediate them. You can do any of the

following:

Search for a deviant object.

* |Ignore a deviant object for a period of time.

Select the forests and domains to search for deviant objects.

Get explanations on the incriminating attributes affecting the IoE.

Download a report showing all deviant objects.

To display deviant objects:
1. In Tenable Identity Exposure, click Indicators of Exposure in the navigation pane.

The page for Indicators of Exposure opens. By default, Tenable Identity Exposure shows only
the loEs that contain deviances.

2. Click on any Indicators of Exposure tile on the page.

The Indicator details pane opens.
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Indicators of Exposure Indicator details X
All Acti Name Severity
Verify Sensitive GPO Objects and Files Permissions » Critical
Q search,
Information Vulnerability details Deviant objects Recommendations
®  Critical
EXECUTIVE SUMMARY
Unsec
CVE-2(  Group Policy Objects (GPOSs) cenfigure Windows systems and perform tasks at a high level of privileges. However, only
andall  legitimate administrative accounts should manage GPOs linked to sensitive containers, such as the ones containing
administrators or domain controllers.
DOCUMENTS
A &do

O Group Policy Object reference

Click on the Deviant objects tab.

Status

Not compliant

IMPACTED DOMAINS

ALSID.CORP Forest (prod) TCORP Forest
L 4 ALSID L 4 TCORP Domain
L & Japan Domain @ Alsid corp

The list of deviant objects associated with the loE appears.

Indicators of Exposure Indicator details X
All Acti @ Name Severity Status
Verify Sensitive GPO Objects and Files Permissions  Critical
Q search
Infarmation Vulnerability details Deviant objects Recommendations
®  Critical
DEVIANT OBJECTS
Unsec|
QVEA | 28 Type an expression 5/5 domains > 2/2 reasons
and al|
Type Object Path Domain Reasons
LDAP organizationalUnit ©U=Domain Controllers,DC=jp,DC=alsid,DC=corp 4 Japan Domain @ Alsid.corp | Unsafe permissions set on the GPO object
LDAP domainDNS DC=alsid,DC=corp A ALSID Unsafe permissions set on the GPO object
a
“dq LDAP organizationalUnit OU=Domain Controllers,DC=alsid,DC=corp A ALSID Unsafe permissions set on the GPO object
LDAP organizationalunit 0U=Alsid.DC=alsid,DC=corp A ALSID Unsafe permissions set on the GPO object
User P N
LDAP organizationalUnit ©U=Domain Controllers,DC=tcorp,DC=local 4 TCORP Domain Unsafe permissions set on the GPO object
Verify| LDAP organizationalUnit ©OU=Domain Controllers,DC=tenable,DC=ad A KHLAB Unsafe permissions set on the GPO object

The deviant objects table includes the following information:

LKHLAE forest

4 KHLAE

> lgnored

Unsafe permissions set on the GPO file
Unsafe permissions set on the GPO file
Unsafe permissions set on the GPO file
Unsafe permissions set on the GPO file.
Unsafe permissions set on the GPO file

Unsafe permissions set on the GPO file

Latest detection
23:40:59, 2023-10-13

Latest detection
23:40:59, 2023-10-19

VVV Y VY

° Type — Indicates the origin of any security-related change in the AD (LDAP or SMB
protocols).

° Object — Indicates the class or file extension associated with an AD object.

° Path — Indicates the full path to an AD object to allow you to identify its unique

location in the AD.

° Domain — Indicates the domain where the change in your AD comes from.

° Reasons — Lists the incriminating attributes affecting deviant objects.

To export the deviant objects report:

1. At the bottom of the Deviant objects page, click Export all.

The Export deviant objects pane appears.
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2. In the Export format box, click the drop-down arrow to select your format.
3. Click Export all.

Tenable Identity Exposure downloads the deviant objects report to your machine.

See also

¢ |ndicators of Exposure

Indicator of Exposure Details

Search Deviant Objects

Ignore a Deviant Object or a Reason (Deviance)

* |ncriminating Attributes

Search Deviant Objects

You can search for deviant objects manually or using the wizard.

Wizard Search
The search wizard allows you to create query expressions.

* When you use frequent expressions in the search box, you can add them to a list of
bookmarks for later use.

* When you enter an expression in the search box, it Tenable Identity Exposure saves this
expression in its History pane for you to reuse.

To search for a deviant object using the wizard:

1. Display the list of Deviant Objects

2. Click on the 7% icon.

The Edit Query Expression pane opens.
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EDIT QUERY EXPRESSION X

CN: |"user"

OR ‘ CN : user |}

I CM Fal
| AdminSDHolder |
B *Ad attributeSchema - OR
adminDescription |

adminDisplayMame

attributeSecurntyGUID

attributeSyntax

isDefunct

isMemberOfPartial AttributeSet

1s5ingleValued

IDAPDIsplayMame

schemaFlagsEx

schemalDGUID

searchFlags

systemFlags

systemOnly
certificationAuthority

cACertificate

cACertificateDN

cACannect -

Cancel Reset Validate

To define the query expression in the panel, click on the AND or the OR operator button (1) to
apply to the first condition.

Select an attribute from the drop-down menu and enter its value (2).
Do any of the following:
° To add an attribute, click + Add a new rule (3).

° To add another condition, click Add a new condition+AND or +OR operator. Select an
attribute from the drop-down menu and enter its value.
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° To restrict the search to deviant objects, click the Deviant only toggle to allow. Select

the +AND or +OR operator to add the condition to the query.

° To delete a condition or rule, click the L icon.
6. Click Validate to run the search or Reset to modify your query expressions.

Manual Search

To filter deviant objects that match specific character strings or patterns, you can type an

expression in the search box to refine results using the Boolean operators *, AND, and OR. You can

encapsulate OR statements with parentheses to modify search priority. The search looks for any

specific value in an Active Directory attribute. To search the Trail Flow manually:

To search for a deviant object manually:

1. Display the list of Deviant Objects.

Indicators of Exposure Indicator details X
Q, Search @ Name Severity Status Latest detection
Accounts with never expiring passwords Medium 12:36:33, 2022-04-29
Information Vulnerability details Deviant objects. Recommendations
A 2do
DEVIANT OBJECTS
Medium
| i ;': en: "tenable" [OR en: "alsid"| Typ 3/2 domains > 1f1reason > Ignored
nsuffi
Ensure Type Object Path Domain Reasons
been d LDAP user CN=alsid (N=Users,DC=tenable,DC=corp ga4saas-dc2 >
LDAP user CN=svc.tenable,CN=Managed Service Accounts DC=tenable,DC=cor... qa4saas-dc2 >
LDAP user CN=alsid CN=Users,DC=child,DC=alsid, DC=corp A qa4saas-dcchild >
A 3do
LDAP user CN=alsid CN=Users,DC=alsid,DC=corp A ga4saas-dc >
LDAP user CN=svc.alsid, CN=Managed Service Accounts,DC=alsid,DC=corp A ga4saas-dc >
Admin
Some (
A 3do

V' Selectcurrent page  0/5 object selected 4. Exportall
® Low

2. In the Search box, type a query expression.
3. You can filter the search results as follows:
° Click on the Calendar box to select a start date and an end date.

° Click on n/n Domains to select forests and domains.
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4. Click Search.

Tenable ldentity Exposure updates the list with the results matching your search criteria.

Grammar and Syntax
A manual query expression uses the following grammar and syntax:
e Grammar: EXPRESSION [OPERATOR EXPRESSION]*
e Syntax: __KEY__ _ SELECTOR__ __ VALUE__
where:

°  KEY__ refersto the AD object attribute to search (such as CN, userAccountControl,

members, etc.)
°©  SELECTOR__ refersto the operator: :, >, <, >=, <=.
© _ VALUE__ refers to value to search for.
You can use more keys to look for specific content:
° isDeviant looks for events that created a deviance.
You can combine multiple Trail Flow query expressions using the AND and OR operators.
Examples:

* Look for all objects containing the string alice into the common name attribute:
cn:"alice"

* Look for all objects containing the string alice in the common name attribute and which

created a specific deviance: isDeviant:"true" and cn:"alice"

* Look for a GPO named Default Domain Policy: objectClass:"groupPolicyContainer" and
displayname:"Default Domain Policy"

* Look for all deactivated accounts with a SID containing S-1-5-21:
userAccountControl:"DISABLE" and objectSid:"S-1-5-21"

* Look forall script.ini filesin SYSVOL: globalpath:"sysvol"” and types:"SCRIPTSini"

| Note: Here, types refers to the object attribute and not the column header.

- 283 -



See also

* Indicators of Exposure

Indicator of Exposure Details

Deviant Objects

e |gnore a Deviant Object or a Reason (Deviance)

Incriminating Attributes

Ignore a Deviant Object or a Reason (Deviance)

In Tenable Identity Exposure, a deviant object refers to any object in the Active Directory (AD) that
exhibits abnormal or risky behaviors, such as improper configurations or permissions, which could
potentially expose security vulnerabilities. These objects are identified through Tenable's Indicators
of Exposure (loE), which identify deviations from best practices and security norms.

A reason, also known as a "deviance," is the specific attribute or factor that makes an object
deviant. Multiple reasons may contribute to why the IoE flagged an object as deviant. For example,
an object could be marked deviant due to incorrect file permissions, misconfigurations, or risky
delegation, each of which represents a distinct "reason.”

In summary:
* Deviant Object: An AD object flagged for risky or abnormal behavior.
* Reason/Deviance: The specific attribute or factor that causes the IoE to flag the object.

These reasons are critical to understanding the underlying security weaknesses associated with
each deviant object.

Ignoring a Deviant Object
When you choose to ignore a deviant object, you also ignore all associated reasons or deviances.

This can be useful for reducing clutter in the interface when certain flagged objects are not of

immediate concern.

However, ignoring these objects does not resolve the underlying issues; it simply prevents them
from appearing in reports or investigation screens for the specified timeframe.

To ignore deviant objects:
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1. In Tenable Identity Exposure, display the list of Deviant Objects

2. Select the check boxes in front of the deviant object to ignore.
3. Optionally, you can also filter for deviant objects to ignore:
° Click the Calendar box to select a start date and an end date.

° Click on n/n Domains to select forests and domains.

Tip: For faster selection, you can check the Select all pages or Select current page box at the
bottom of the page.

Indicators of Exposure | Indicator details X
Al Ac Name Severity Status Latest detection
Verify Permissions Related to Microsoft Entra Connect Accounts  Critical 08:32:36, 2023-04-04
Q  search
Information  Vulnerability details  Deviantobjects  Recommendations
®  (Critical
DEVIANT OBJECTS
Unsec
QUE2l | 2% Type an expression. 5/5 domains > 3/3 reasons » Ignored ()
and all
Type Object Path Domain Reasons
LDAP group A ALSID ADSyncAdmins group. >
LDAP user A ALSID >
| LDAR user 4 ALSID >
LDAP group Solutioncentr Root Domain  Unsafe permi >
| LDAP user Solutioncentr Root Domain | Unsafe permi >
Verify |
4 2do/
Applic
Select current page
select all pages
Unselect all Ignore selected objects
: Stop ignering selectad objects

4. From the drop-down list at the bottom of the page, select Ignore selected objects.
5. Click OK.
The Ignore selected objects pane appears.

6. Click the Ignore until box to display the calendar and select a date until which Tenable Identity
Exposure must ignore the deviant object.

7. Click OK.

Tenable Identity Exposure displays a confirmation message and updates the list of remaining
deviant objects.

To show ignored deviant objects:
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1. Click the Ignored toggle to Yes.
2. At the bottom of the page, click Select all pages.
3. Select Stop ignoring selected objects from the drop-down list.
4. Click OK.
A confirmation pane appears.
5. Click OK to validate your changes.

Tenable Identity Exposure displays the ignored deviant objects.

Ignoring a Reason or Deviance

When you choose to ignore a specific reason (or "deviance") in Tenable |dentity Exposure, the loE
stops alerting you about that particular issue, but it doesn't resolve the problem itself.

The ignored deviance no longer appears in the active monitoring dashboard, effectively silencing
the alert for that specific reason.

However, other deviances related to the same object continue to trigger alerts unless you also
ignored them individually.

To ignore a reason or deviance:

1. In Tenable Identity Exposure, display the list of Deviant Objects

A list of deviant objects appears.
2. ldentify a deviant object and click on the arrow (>) at the end of the line.
The view expands to show the details of the reason.

3. Click the checkbox at the end of the line. If there are several reasons, select the ones to
ignore or click Select all to ignore all associated reasons.
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DEVIANT OBJECTS

#~ | Type an expression. 5/5 domains > Vreason > ignored (] Search
Type Object Path Domain Reasons
Loap user CN=Buck Atwell OU=Alsid DC=alsid DC=corp LALSID v

DANGEROUS PRIMARY GROUP 10:55:39, 2023-03-1 a v
The Buck Atwell account hasits primaryGroupID atiribute st to 519 This value comesponds to the Relative-ID of the Enterprise Admins group onthe ALSID domain. The account having the User type, its value should be 513 . As some Active Directory administrative tools don't take into
account the primaryGroupd attribute, the latter can be used as 2 backdoor. Buck Atwell joining the Enterprise Admins group and obtaining all the accesses assigned to this group won't be visible in these tools.

8 v Uncelectal object selected [ ] o
o2 user CN=3dmin OU=LOCKOUT DC=alsid DC=corp LALSID _ >
LDAP user CN=Melba Serrano,0U=Emplayees 0U=Accounts,DC=tcorp DC=local 4 TCORP Domain Stopignoring selected deviances >
LDaP computer CN=RODCI-VM,0U=W2000,0U=Warkstations,0U=HQ,DC=tenable DC=ad LKHLAB >
LDAP user (CN=Arabella Whitfoot OU=Accounts OU=HQ DC=tenable DC=ad L KHLAB >
LDAP computer CN=RODCI-VM,0U=\W2000,0U=Workstations OU=HQ DC=tk DC=juéu,DC= A TR VAU >

4. Click OK.
The Ignore selected deviances pane appears.

5. Click the Ignore until box to display the calendar and select a date until which Tenable Identity
Exposure must ignore the deviance.

6. Click OK.

Tenable Identity Exposure displays a confirmation message and updates the list of remaining
deviances.

To show ignored deviances:
1. Click the Ignored toggle to Yes.

The list of deviant objects updates with an expanded view for all reasons. The ignored reasons
X,
show the icon.

2. Select the ignored reason and click Stop ignoring selected deviance from the drop-down list.
3. Click OK.

The pane "Stop ignoring selected deviances " appears.
4. Click OK.

Tenable Identity Exposure displays a confirmation message and updates the list of remaining
deviances.

See also

- 287 -



Indicators of Exposure

Indicator of Exposure Details

Deviant Objects

Search Deviant Objects

Incriminating Attributes

Incriminating Attributes

Tenable Identity Exposure displays the incriminating attributes that trigger deviant objects in an

Indicator of Exposure (IoE) and gives reasons for them to help you understand the deviance and

remediate it.

To see incriminating attributes:

1. Display the list of Deviant Objects

Indicaters of Exposure

Al Actl

Q  search|

®  Critical

Unsec/

CvE-Z(
and all

A 4do

User P
Verify |

Indicator details X

Status

Not compliant

55 domains > 2/2 reasons > Ignored

Reasons

A Japan Domain @ Alsid corp | Unsafe permissions set on the GPO object

Name Severity
Verify Sensitive GPO Objects and Files Permissions » Critical
Information Vulnerability details Deviant objects Recommendations
DEVIANT OBJECTS
/% Type an expression.
Type Object Path Domain
LDAP organizationalUnit ©U=Domain Controllers,DC=jp,DC=alsid,DC=corp
LDAP domainDNS DC=alsid,DC=corp A ALSID
LDAP organizationalUnit ©QU=Domain Controllers,DC=alsid DC=corp A ALSID
LDAP organizationalUnit QU=Alsid,DC=alsid,DC=corp A ALSID
LDAP organizationalUnit ©U=Domain Controllers,DC=tcorp,DC=local A TCORP Domain
LDAP organizationalUnit OU=Domain Controllers,DC=tenable DC=ad A KHLAB

2. Click on an entry in the list of deviant objects.
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Unsafe permissions set on the GPO object
Unsafe permissions set on the GPO object
Unsafe permissions set on the GPO object
Unsafe permissions set on the GPO object

Unsafe permissions set on the GPO object

Unsafe permissions set on the GPO file
Unsafe permissions set on the GPO file
Unsafe permissions set on the GPO file.
Unsafe permissions set on the GPO file
Unsafe permissions set on the GPO file

Unsafe permissions set on the GPO file

Latest detection
23:40:59, 2023-10-19
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Tenable Identity Exposure displays a list of incriminating attributes for that deviant object:

Indicators of Exposure Indicator details X
All Acti @ Name Severity Status Latest detection
Verify Sensitive GPO Objects and Files Permissions » Critical 23:40:59, 2023-10-19
Q  search
Informatian Vulnerability details Deviant objects Recommendations
®  Critical
DEVIANT OBJECTS
Unsec
QVEZl | 2% Type an expression. /5 domains > 2/2 reasons > ignored (]
and all
Type Object Path Domain Reasons
LDAP organizationalUnit OU=Domain ControllersDC=jp,DC=alsid, DC=corp 4 Japan Domain @ Alsid.corp | Unsafe permissions set on the GPO object | Unsafe permissions set on the GPO file v
aadg ¥
UNSAFE PERMISSIONS SET ON THE GPO FILE M0116,2022-06-13 | @ v
User P Some dangsrous entries in the security descriptor for the GPO file \\jp.alsid. corp\sysvol\jp.alsid.corp\Policies\{6AC1786C-016F-11D2-945F -08CRAFE984FS} \GPT. INT (related to the sensitive GPO Default Domain

Controllers Policy)allow illegitimate accounts to take malicious actions on this GPO, such as downgrading the security or executing code. Those accounts can then use this access to compromize the domain. Dangerous ACEs are

Verify |
b the following
5-1-5-21-1852920151-1890364782- 4229646978-1548 (alsid.corp\Ben Angel)
« File write
« Append data
a3cd « Write data
Applic &
Some | UNSAFE PERMISSIONS SET ON THE GPO OBJECT M0116,2022-06-13 | @ v
are naf )
Some dangerous entries in the security descriptor for the sensitive GPO Default Domain Controllers Policy (corresponding to the LDAP object C={SAC1786C-816F-11D2-845F-
BBCEATBEBAFD}, CN=Policies ,CN=System,DC=jp,DC=alsid,DC=corp) allow illegitimate accounts to take malicious actions on this GPO. Those accounts can then use this access to compromize the domain. Dangerous ACEs are the
following
5-1-5-21-1852920151-1890364782- 4229646978-1548 (alsid.corp\Ben Angel)
A 5do|
« Create all child objects
» Delete all child objects
Ensurt y
« Write all properties
Contrg

V' Selectcurrent page 0/ object selected L Export all

The list includes the following information:
* Color-coded tags to distinguish the different reasons when there are several.
* Values:
° ? — A missing (empty) attribute value which indicates an abnormal behavior.

° No description is available for this deviance: The detection dates back to
version 2.6 and Tenable Identity Exposure no longer manages this attribute.

To copy the incriminating attribute:

® Select the attribute and click the ﬁ' icon.

See also

¢ |ndicators of Exposure

* Indicator of Exposure Details

e Deviant Objects
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e Search Deviant Objects

e |gnore a Deviant Object or a Reason (Deviance)

RSoP-Based Indicators of Exposure

Tenable Identity Exposure uses a set of RSoP (Resultant Set of Policy) based Indicators of Exposure
(loEs) to assess and ensure the security and compliance of various aspects. This section provides
insights into the current behavior of specific RSoP IoEs and how Tenable Identity Exposure
addresses performance concerns associated with their computations.

The following RSoP-dependent IoEs play a role in Tenable Identity Exposure's security framework:
* Logon Restrictions for Privileged Users

* Dangerous Sensitive Privileges

Application of Weak Password Policies on Users

Insufficient Hardening Against Ransomware

Unsecured Configuration of Netlogon Protocol

These loEs depend on an RSoP computation results cache that is initialized when needed,
computing values that are added upon request rather than relying on pre-existing values.
Previously, changes to AdObjects triggered cache invalidation, leading to frequent re-computation
during the loE's RSoP executions.

Tenable Identity Exposure addresses the performance impact associated with RSoP computations
as follows:

1. Live loE analysis with potentially obsolete data — The computation (input/output event) of
loEs that rely on RSoP takes place in real time as they occur, even if the data used for
processing may not be the most current. Buffered events that have the potential to invalidate
the RSoP cache remain stored until they meet a specific condition, prompting the anticipated
computation.

2. Scheduled RSoP invalidation — Upon meeting the condition for re-computation, the system
invalidates the RSoP cache, taking into account buffered events during the invalidation
process.
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3. Re-execution of loEs with up-to-date cache — Following the cache invalidation, loEs undergo
re-execution with the most recent version of the AdObject from the cache, incorporating
buffered events. Tenable Identity Exposure computes each IoE individually for every buffered
event.

For these reasons, the optimized computation duration for loEs dependent on RSoP results in
slower computation of deviances related to the RSoP.

Enhancements

Tenable Identity Exposure implemented changes to Indicators of Exposure dealing with RSoP tasks
to improve their overall performance and responsiveness.

* Smarter Security Checks — A redesign of how we perform certain security checks (called
RSoP checks) to reduce system slowdowns.

* Adaptive Scheduling — The system will automatically choose the best times to run these
checks based on the current workload.

* Overload Protection — We've implemented new measures to prevent system overload during
busy periods.

* GPO File Security Analysis — Indicators of Exposure that analyze the security of GPO files will
now be processed every 30 minutes, instead of in real-time like other loEs.

Benefits

* Faster Response Times — By optimizing our security check process, you should notice
quicker system responses, especially during peak usage times.

* Improved Reliability — The new adaptive scheduling helps ensure that important security
checks don't interfere with your work.

* Smoother Experience — With better overload protection, the system should maintain
consistent performance even under heavy use.

* Enhanced Platform Stability — These changes will particularly benefit clients with high AD

activity, ensuring more consistent performance.

Technical Aspects
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* RSoP checks and GPO file security analyses run periodically instead of in real time.

* Every 30 minutes, the platform evaluates its workload. If it determines it can handle an
analysis, it proceeds; otherwise, it waits until the load decreases.

* Implementation of an algorithm to detect system overload, considering factors like message
queue length and processing trends.

* During overload periods, non-critical checks get postponed to maintain system

responsiveness.

Remediate Deviances from Indicators of Exposure

Tenable Identity Exposure triggers alerts when an Indicator of Exposure (IoE) encounters deviant
objects which require remediation.

The following are examples showing how to perform a remediation procedure for three specific
loEs.

e AdminCount Attribute Set on Standard Users

e Dangerous Kerberos Delegation

e Ensure SDProp Consistency

For complete information about loEs, see the documentation provided in the Tenable Identity
Exposure user interface.

AdminCount Attribute Set on Standard Users

The adminCount attribute on a user account indicates its past membership in an administrative
group and does not get reset when the account leaves the group. As a result, even old
administrative accounts have this attribute, which blocks the inheritance of Active Directory
permissions. While originally intended to protect administrators, it can create challenging

permission issues.

This medium-level IoE only reports on active user accounts and groups with this attribute and
excludes privileged groups with legitimate members that have the adminCount attribute set to 1.

To remediate a deviant object from the AdminCount Attribute Set on Standard Users IoE:
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1. In Tenable Identity Exposure, click Indicators of Exposure in the navigation pane to open it.
By default, Tenable Identity Exposure shows only the loEs that contain deviant objects.

2. Click on the tile for the AdminCount Attribute Set on Standard Users IoE.

Indicators of Exposure

Medium

Dormant Accounts

Detects unused dormant accounts that can lead ta security
risks.

A 5domains

Complexity )

AdminCount Attribute Set on Standard Users

Checks for the adminCount attribute on decommissioned
accounts leading to permission issues that are difficult to
manage,

A 3 domains

Complexity £

Reversible Passwords

Verifies that the option to store passwords in a reversible
format does not get enabled

Against

Ensures that the domain implemented hardening measures
to protect against ransomware

A 5domains

Complexity 3

User Account Using Old Password

Checks for regular updates of all active account passwords
in Active Directory to reduce credential theft risk

4 5domains Complexity ¢T)

Reversible Passwords in GPO

Checks that GPO preferences do not allow passwords in a
reversible format.

Users Allowed to Join Computers to the Domain

Verify that reqular users cannot join external computers to
the domain.

A 5domains

Complexity §3

Local ini ive Account

Ensures the secure and central management of local
administrative accounts using LAPS.

4 5domains Complexity ¢T)

Accounts With Never Expiring Passwords

Checks for accounts with the DONT_EXPIRE_PASSWORD

Recent Use of the Default Administrator Account

Checks for recent uses of the built-in administrator
account.

A & domains

Complexity §3

Kerberos Configuration on User Account

Detects accounts that use weak Kerberos configuration,

4 5domains Complexity ¢T)

Domain Without Computer-Hardening GPOs

Checks hardening GPOs have been deployed on the
domain.

property flag in the userAccountControl attribute that
allows indefinite use of the same password, bypassing
password renewal policies

A5 domains Complexity ¢} A 2 domains Complexity T} 4 5domains Complexity ¢T) & 5domains Complexity ¢T)

The Indicator details pane opens.

3. Hover over and click on the deviant object to show its details, and note the domain name and
the account. (In this example: Domain = OLYMPUS . CORP and the standard account is unpriv-
usr)

Indicators of Exposure Indicator details X

Checks
permid @ Name Severity Status Latest detection
AdminCount Attribute Set on Standard Users Medium 18:20:34, 2024-02-07

Information Vulnerability details Recommendations
A oLyl
DEVIANT OBJECTS
Recenl .
#’x  Type an expression 11 domain > 1reason > Ignored (]
Checks
accoun
Type Ohject Path Domain Reason:
LDAP user CN=unpriv-usr,CN=Users,DC=OLYMPUS,DC=CORP 4 OLYMPUS.CORP Standard account with adminCount A
1o F STANDARD ACCOUNT WITH ADMINCOUNT 18:20:34,2024-02-07 @ v
The account ntains an adminCount attribute other than 0 and daesn't belong to a privileged group in OLYMPUS . CORP . Due to this flaw, the account bypasses standard access control measures. In particular, access.
Local / rights delegl b the unpriv-usr hierarchy doesn't apply to unpriv-usr , which could lead to the misapplication of security policies to the object.
Ensure

4. In Remote Desktop Manager (or similar tool), locate the domain name and navigate to Users
and the account that Tenable Identity Exposure flagged.
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Required permission: You must have an administrator account on the domain to perform the

procedure.

@ - pc-2022 - 10.0.1.1]
7 Active Directory Users and Computers
File Action View Help

e P 0/ XD EHmTaards

3 Active Directory Users and Computers [DC-2022.0LYMPUS.CORP] || Name

- % Enterprise Read-only Domain Controllers
= 5)& 0“':;:: (er.1d B2 Group Policy Creator Owners

5 [E] CORP

> &) Domain Controllers 2 kobtgt

> [ ForeignSecurityPrincipals ga':':@‘-:;?;:

> 0 Keys o kibtgt.

5 1 LostAndFound & MSOL 44ge643e2245

> anaged Service Accounts 22 My RODC Admins

> rogram Data 82 My RODC Users

v 2 Protected Users

“ AdminSOHolder
] ComPartitions
1 ComPartitionSets
] DomainUpdates
=] IP Security
] Meetings
] MicrosoftDNS.

] RAS and 1S Servers Access Check
] System Management
(] WinsockServices
=] WMIPolicy
£2 Default Domain Policy
] Dfs-Configuration
(] DFSR-GlobalSettings
“ File Replication Service
] FileLinks
| Password Settings Container
1 pses
5] RpeServices

> [ NTDS Quotas
> [ RegisteredDevices
> [Z] TPM Devices

2 RAS and 145 Servers
2 Read-only Domain Controllers
2 Schema Admins

) srv-sccm

5 srv-sql

), std-pso-test
 std-unpriv

h, std-user

h, std-user-test]

) std-user-test2

), std-user-test3

by std-user-testd

hy std-user-tests

h, std-user-tests

), std-user-test?

h, std-user-testd

hy std-user-testd

5 unpriv

) unpriv2
priv-disabled

usr-rodc

Type

Security Group - Universal
Security Group - Global
User

Security Group - Global
User

User

User

User

Security Group - Global
Security Group - Global
Security Group - Global
Security Group - Domain Local
Security Group - Global
Security Group - Universal
User

User

User

User

User

User

User

User

User

User

User

User

User

User

User

User

User

User

Description

Memibers of this group are Read-Only Domain Controllers in the enterprise

Members in this group can modify group policy for the domain

Built-in account for guest access to the computer/demain

Memibers of this group can perform administrative actions on key cbjects within the domain.

Key Distribution Center Service Account

Key Distribution Center service account for read-only domain controlier

Key Distribution Center service account for read-only domain controller

Account created by Microsoft Azure Active Directory Connect with installation identifier 449e648e42454becb7f3764dd760

Members of this group are afforded additional protections against 7 ity . See htp: icrosof]
‘Servers in this group can access remote access properties of users

Memibers of this group are Read-Only Domain Contrellers in the domain

Designated administrators of the schema

@
L

5. Click on the account name to open its Properties dialog box and select the Attribute Editor
tab.

6. From the list of attributes, click on adminCount to open the Integer Attribute Editor dialog
box.
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unpriv-usr Properties ? X

account Expines {never)
adminCount . 1
badPasswordTime (never)
badPwdCount 0

cn unpeiv-usr
codePage 0
countryCode 0

distinguishedMame CN=unpriv-usr CN=Users, DC=OLYMPUS,DC
dSCorePropagationD... 07/02/2024 18:21:40 Romance Standard Ti

instance Type x4 = (WRITE )

lastLogoff Inever)

lastLogon {never)

logonCount 0

name Unpriv-usr v

< >
Edt | | Fiter

Coce | [ e[t
7. In the dialog box, click Clear and OK.

Integer Attribute Editor b4

Adtribute: adminCount
Value:
[D

[ok ] conce

8. In Tenable Identity Exposure, return to the Indicator details pane and refresh the page.

The deviant object no longer appears in the list.

Dangerous Kerberos Delegation

The Kerberos protocol, which is central to Active Directory security, permits select servers to reuse
user credentials. If an attacker compromises one of these servers, they could steal these
credentials and use them to authenticate on other resources.

This critical-level |oE reports all accounts with delegation attributes and excludes disabled
accounts. Privileged users should not have delegation attributes. To protect these user accounts,
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add them to the "Protected Users" group or mark them as "Account is sensitive and cannot be

delegated".

To add the account to the "Protected Group™:

1. In Tenable Identity Exposure, click Indicators of Exposure in the navigation pane to open it.

By default, Tenable Identity Exposure shows only the loEs that contain deviant objects.

2. Click on the tile for the Dangerous Kerberos Delegation IoE.

Indicators of Exposure

Unsecured Configuration of Netlogen Protocol

CVE-2020-1472 ("Zerologon") affects Netlogon protocol
and allows elevation of privilege

A £ domains Complexity (%Y
‘ADCS Dangerous Misconfigurations

List dangerous permissions and misconfigured parameters
related to the Windows Public Key Infrastructure (PKI).

4 2 domains Complexity (T)

Dangerous Kerberos Delegation

Checks for unauthorized Kerberos delegation, and ensures
protection for privileged users against it.

A 5domains Complexity (T

Known Federated Domain Backdoor

Microsoft Entra ID can delegate authentication to another
authentication provider: a feature called federation.
Attackers who gained elevated privileges, can abuse this
legitimate feature, by adding their malicious federated
domain thus enabling pers

) ALSID TESTORG Complexity T

Domain Controllers Managed by lllegitimate Users

Some domain controllers can be managed by non-
administrative users due to dangerous access rights

A 5 domains Complexity ()

Verify Permissions Related to Microsoft Entra Connect
Accounts

Ensure the permissions set on Microsoft Entra Connect
accounts are sane

4 2 domains Complexity (T

Ensure SDProp Consistency

Control that the adminSDHolder object is in a dean state.

A & domains Complexity ¢T3
Use of Weak Cryptography Algorithms in Active
Directory PKI

Identifies waak cryptographic algorithms used in root
certificates deployed on an internal Active Directory PKI.

A KHLAE Complexity )

The Indicator details pane opens.

Verify Sensitive GPO Objects and Files Permissions

Ensures that the permissions assigned to GPO objects and
files linked to sensitive containers, such as the domain
controllers or OU, are appropriate and secure.

A & domains Complexity §)

Application of Weak Password Policies on Users

Some password policies applied on specific user accounts
are not strong enough and can lead to credentials theft.

A 5domains Complexity ¢T)

Native Administrative Group Members

Abnormal accounts in the native administrative groups of
Active Directory

A & domains Complexity T

User Primary Group

Verify users' Primary Group has not been changed

A 2 domains Complexity )
Root Objects Permissions Allowing DCSync-Like
Attacks

Checks for unsafe permissions on root objects that may
enable unauthorized users ta steal authentication
credentials.

4 5 domains Complexity Ty

Privileged Accounts Running Kerberos Services

Detects highly privileged accounts with the Service
Principal Name (SPN) attribute which affects their security.

A 4 domains Complexity (T

3. Hover over and click on the deviant object to show its details, note the domain name and the
account. (In this example: Domain = OLYMPUS.CORP and account = adm-t@)
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Indicators of Exposure Indicator details X
Name Severi Status Latest detection
Q  Search @ v
Dangerous Kerberos Delegation o critical 17:69:39, 2024-02-07
® (Critical
Information Vulnerability details Deviant objects Recommendations
Unsec|

CVE-2l DEVIANT OBJECTS

and all|
4% Type an expression. 111 domain > 1M reason > Ignored (I

k! Objact Dath Iy Iy
A oLt | LDAP user Ch=adm-t0.0U=TO,0U=Users,0U=CORP,DC-OLYMPUS, DCTCORP 4 OLYMPUS.CORP | v
Root ¢ MO‘[ PROTECTED AGAINST DELEGATION 17:49:39,2024-02-07 | @ v
Attack
] ccount is privileged ((CN=Demain Adnins,CN=Users, DC=OLYMPUS, DC=CORP ), but is not part of the Protected Users group nor has the NOT_DELEGATED value in its userAccountControl attribute, This account can
enabld therefore be used to access services using delegation. The services allowed to make the delegation can then intercept the Kerberos ticket of the adm-t® account and thus benefit from the privileges of this account to perform
creder] malicious actions, within the limits of the authorized delegation.

In Remote Desktop Manager (or similar tool), locate the domain name and navigate to the
domain and account that Tenable Identity Exposure flagged.

Required permission: You must have an administrator account on the domain to perform the
procedure.

Click on the account name to open its Properties dialog box and select the Member Of tab.

From the member list, click Add.
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& - oc-2022- 10.0.1.1
j Active Directory Users and Computers

File Action View Help

e 2@ /0 XBEz HE 3 aETa%

5 ] Saved Queries
¢
» | Builtin
» ] Computers
v 3 CORP
» 3] Computers
~v 3] Users
Faf
>ET
>E TR
5 (2] Domain Controllers
» || ForeignSecurityPrincipals
» [ Keys
s ] LostAndFound
» - Managed Service Accounts
» [ ] Program Data
» (] System
] Users
» [ NTDS Quotas
» ] RegisteredDevices
» ] TPM Devices

The Select Groups dialog box appears.

] Active Directory Users and Computers [DC-2022.0LYMPUS.CORP]

Name Type Description
‘ adm-t0 User
adm-t0 Properties ? X
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Adtribute Editor
General Address| = Profile Telephones Organization
Published Cerificates Password Replication Dialin ~ Object
Member of:
Name Active Directory Domain Services Folder
OLYMPUS.CORP/Users
Domain Users OLYMPUS.CORF/Users
Schema Admins OLYMPUS.CORP/Users

Primary group: Domain Users

| There is no need to change Primary group unless
you have Macintosh clients or POSIX-compliant
applications.

-SHPﬂnawGup

ok [ Camcel |

Apply

7. Enter the object name "Protected Users" and click Check Names.
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Select Groups X
Select this object type:

|Gu.psor&.i-i1sa.ﬂyp|i1c’pda | I Object Types... I
Erom this location:

[oLYmPus CoRP || Locations... |

Enter the object names to select (examples):
Protected Users] | Check Names |

Advanced... OKn || Cancel |

8. Click OK to close the dialog box.
9. In the Properties dialog box, click Apply.

The new group appears on the member list.

adm-t0 Properties ? X
Security Environment Sessions Remote control
Remote Desktop Services Profile COM+ Adtribute Editor

General Address  Account Profile Telephones  Organization
Published Cedfficates  Member Of  Password Replication  Dialin  Object

Member of :

MName Active Directory Domain Services Folder
Domain Admins OLYMPUS CORP/Users
Domain Users OLYMPUS.CORP/Users

Protected Users OLYMPUS CORP/Users
Schema Admins OLYMPUS CORP/Users

Primary group: Domain Users

There ig no need to change Prmary group unless
Set Primary Group | have Macintosh clients or POSIX-compliant
applications.

OK || Cancel = Mool | Heb
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10. Click OK to close the dialog box.
11. In Tenable Identity Exposure, return to the Indicator details pane and refresh the page.

The deviant object no longer appears in the list.

To set the account as "cannot be delegated™:

1. In Remote Desktop Manager, locate the domain name and navigate to the domain and account
that Tenable Identity Exposure flagged.

Required permission: You must have an administrator account on the domain to perform the
procedure.

2. Click on the account name to open its Properties dialog box and select the Account tab.

3. From the list of account options, select "Account is sensitive and cannot be delegated" and

click Apply.
. adm-t0 Properties ? X
Securty Environment Sessions Remote control
Remote Desktop Services Profile COM+ Adtribute Editor

Published Cerificates Member Of Password Replication Dialin  Object
General Mamnme Telephones  Organization

0 name:
| |adm-tﬂ |@uhmm365m v

User logon name (pre-Windows 2000):
[OLYMPUS\ | [adm+0
: Logon Hours... Log On To...

Account is senstive and cannot be delegated W

Accourt expires

@Never
() End of: vendredi & mars 2024

ok [ comed || oy || Hee
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4. Click OK to close the dialog box.

5. In Tenable Identity Exposure, return to the Indicator details pane and refresh the page.

The deviant object no longer appears in the list.

Ensure SDProp Consistency

Attackers who compromise an Active Directory domain commonly change the ACL of the
adminSDHolder object, and any permission they add to the ACL gets copied to privileged users,
making it easy to set up backdoors.

This critical-level loE checks that the permissions set on the adminSDHolder object allow only
privileged access to administrative accounts.

To remediate a deviant object from the Ensure SDProp Consistency |oE:
1. In Tenable Identity Exposure, click Indicators of Exposure in the navigation pane to open it.
By default, Tenable Identity Exposure shows only the IoEs that contain deviant objects.
2. Click on the tile for the Ensure SDProp Consistency IoE.

Indicators of Exposure

Q, Search for an indicator

®  (Critical

Unsecured Configuration of Netlogon Protocol

CVE-2020-1472 ("Zerologon") affects Netlogon protocol
and allows elevation of privilege

& OLYMPUS.CORP Complexity §+)

Root Objects Permissions Allowing DCSync-Like
Attacks

Checks for unsafe permissions on root objects that may
enable unauthorized users to steal authentication
credentials.

A OLYMPUS.CORP Complexity 1)

High

Potential Clear-Text Password

Checks for objects containing potential clear-text
passwords in attributes readable by domain users.

A OLYMPUS.CORP Complexity )

Domain Controllers Managed by Illegitimate Users

Some domain controllers can be managed by non-
administrative users due to dangerous access rights.

A OLYMPUS.CORP Complexity §)

Ensure SDProp Consistency

Control that the adminSDHolder object isin a clean state.

A OLYMPUS.CORP Complexity (1)

Last Change of the Microsoft Entra S50 Account
Password

Ensures regular changes to the Microsoft Entra S50
account password.

4 OLYMPUS.CORP Complexity )
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Application of Weak Password Policies on Users.

Some password policies applied on specific user accounts
are not strong enough and can lead to credentials theft.

4 OLYMPUS.CORP Complexity (1)

Native Administrative Group Members

Abnormal accounts in the native administrative groups of
Active Directory

A OLYMPUS.CORP Complexity (1)

Logon Restrictions for Privileged Users

Checks for privileged users who can connect to less
privileged machines leading to a risk of credential theft.

4 OLYMPUS.CORP Complexity >
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The Indicator details pane opens.

3. Hover over and click on the deviant object to show its details. Note the domain name and the
associated permission that Tenable Identity Exposure flagged. (In this example:
OLYMPUS.CORP .\unpriv)

Indicators of Exposure Indicator details X
& Gt @ Name Severity Status Latest detection
Ensure SDProp Consistency ® Critical 18:10:13, 2024-02-07
®  (Critical
Information Vulnerability details Deviant objects Recommendations
Unsec
CVE2{ DEVIANT OBJECTS
and all
#= Type an expression. 1M domain > 11 reason > lgnored (] m
Type Object Path Domain Reasons
A ot LDAP container . CN=AdminSDHalder,CN=System,DC=0LYMPUS DC=CORP ] 4 OLYMPUS.CORP v
Root ¢ UNSAFE PERMISSIONS ON ADMINSDHOLDER 181013, 2024-02-07 @ v
Attack
Checke The ACLs of the AdminSDHolder container are replicated on all of the privileged objects in a periodical manner. Some dangerous entries in the security descriptor of this container allow illegitimate accounts to control
enable privileged objects (like the Domain Admins group) and take control of the OLYMPUS.CORP. domain. Dangerous ACES are the following:
creden §-1-5-21-4089557072-1649072564-1414275508-1123 (OLYMPUS.CORP\unpriv)
+ Modify permissions
A OLY] * Modify owner
* Delete
» Create all child objects
* High » Delete all child objects
+ Delete subtree
Poteni « Wite all properties
Checks * All extended rights
passwi « All validated writes
a oyl v Select current page 0/ object selected L Exportall

4. In Remote Desktop Manager (or similar tool), locate the domain name and navigate to System
> AdminSDHolder.

Required permission: You must have an administrator account on the domain to perform the
procedure.

5. Right-click AdminSDHolder and select Properties from the contextual menu.
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B - pc-2022 - 10.0.1.1
] Active Directory Users and Computers
File Action View Help

oM i0/XEBe= Hm P eaTah

] Active Directory Users and Computers [DC-2022.0LYMPUS.CORP] || Mame Type Description
“ Savnd Oued

There are no itemns to show in this view.

s ] Computers
» (&1 CORP
» [] Domain Controllers
» (] ForeignSecurityPrincipals

> :I qu Admin5DHolder Properties ?
3 [ LestAndFound
» [] Managed Service Accounts General mmm
Group of uSer NAMes_
Hntrar B4 Everyone "
- SELF
y ] ComPartiti Delegate Control... i
5 ) ComPatiti  Find.. Ew Vsers
» ] DomainUp v (OLYMPUS ot
> & IP Security e ’ iumLi&mm : v
» [ Meetings All Tasks »
5 [ MicrosoftD Add. || Remove
» ] Palicies e ’ nbona for E o Deny
3 ) RASand 1A Refresh L N
» [ System Ma Ex ; Full control O |
port List... Read O O
» [ WinsockSe
? = wnaocy g e 0O O
5 {8 Default Doy Create al child objects O O
» B Dfs-Config Help Delete al chid objects O o .
» ] DFSR-GlobalSettings For spacial issions o adv J settings, cick _
3 EX File Replication Service Advanced.
3 ] FileLinks
» ] Password Settings Container
» [ PSPs
> ) RpeServices L 0K || Cancel || sk Help
] Users

» [Z] NTDS Quotas

In the Properties dialog box, select the Security tab and click Advanced.

In the Advanced Security Settings window and in the Permissions tab, select the permission
that raised the alert from the list of permission entries.

Click Remove.
Click Apply and OK to close the settings window.

Click OK to close the Properties window.
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@ - oc-2022- 10011
Advanced Security Settings for AdminSDHolder

Owner: Domain Admins (OLYMPUS\Domain Admins) Change

Pemmissions Auditing  Effective Access

For additional information, double-click 2 pemission entry. To modify a permission entry, select the entry and click Edit (i available).

Permission entries:

Type Principal Access Inherited from Applies to
3 Alow MSOL_449e548e4245 Hone Descendant Group objects
2 Alow MSOL_449¢648e4245 None Descendant User objects
B Allow Cert Publishers (OLYMPUS\Cert Publishers) Mone This ebject only
) Allow Wind Acgess Group (Of Authorizatis None This object only
B Allow Terminal Server Li (OLYMPUS\Terminal icense Servers) Mone This ebject only
B Alow Terminal Server License Servers (OLYMPUS\Terminal Server License Servers) None This sbject only
B Allow Everyone Special MNone This object only
" Allow SELF Special Mone: This object only
B Allow SELF Special Mone This ebject and all descendant objects:
B Allew Domain Admins (OLYMPUS\Domain Admins) Special Mone This ebject only
B Alow 2 a Admins) Special None This object only
3 o APUS\unpriv) This object and all descendant objects
B Allow Pre-Windows 2000 Compstible Access (OLYMPUS\Pre-Windows 2000 Co... Special None This object only
B Allow Administrators (OLYMPUS\Administrators) Special Mone This ebject only
i’ Allow Authenticated Users Speciel None This object only
B Allow SYSTEM Full control Mony This ebject only
Add | Remove ' Edit Restore defaults
Enable inheritance

E Cancl

11. In Tenable Identity Exposure, return to the Indicator details pane and refresh the page.

The deviant object no longer appears in the list.

Indicators of Attack

I Required license: Indicators of Attack

Tenable Identity Exposure 's Indicators of Attack (I0A) give you the ability to detect attacks on your

Active Directory (AD).

A consolidated view of Indicators of Attack shows a timeline and the top 3 incidents that impacted

your AD in real time and the attack distribution in a single pane. You can do the following:

* Visualize every threat from an accurate attack timeline.

¢ Analyze in-depth details about an AD attack.

* Explore MITRE ATT&CK descriptions directly from detected incidents.

For more information about specific loAs, see the Indicators of Attack Reference Guide (requires

Tenable Downloads site login.)

Note: If you observe a high number of detected attacks, verify that your administrator correctly calibrated
the Indicators of Attack by applying the recommended values for the various |oA options. For more

information, see To calibrate loAs.

To show Indicators of Attack:
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In Tenable Identity Exposure, click Indicators of Attack in the navigation pane.

The Indicator of Attacks pane opens.

X Otenable dentity Exposure “o ags # @
i o | v | || wmes 2 o amars > | | ks >
e ——— I8 ' f N ! ' R
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2 tdentity Explorer Sortby | Critcalty Q search a domain or anattack Show only domains under attack
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SECURITY ANALYTICS

CHINA.COM Sz JAPAN.COM Sz THAILAND.COM G2 P cemanv.corp Sz

" Twbo osoo mbo isbo mbo

Top 3 attacks
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« Indicators of Exposure
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e Health Check
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By default, Tenable Identity Exposure shows all your AD forests and domains. To adjust this
view, do any of the following:
° Select the time period to show — Click on Hour, Day (default), Month, or Year.

° Move along the timeline — Click on the left or right arrow to go forward or backward on
the timeline.

° Select a specific time — Click on the date picker to choose an hour, day, month, or
year.

Return to current date and time — Click the G:' icon next to the date picker.
° Select the domains — Click on n/n domains.

a. In the Forest and Domains pane, select the domains.

b. Click Filter on selection.

Tenable Identity Exposure updates the view.
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° Select the IoAs — Click on n/n indicators.
a. Inthe Indicators of Attack pane, select the loAs.
b. Click Filter on selection.
Tenable ldentity Exposure updates the view.

° Sort the loA tiles — In the Sort by box, click the arrow to show a drop-down list of
choices: Domain, Criticality, or Forest.

© Search for a domain or attack — In the Search box, type the domain name or
attack.

° Show only domains under attack — Click the Show only domains under attack
toggle to Yes.

° Export an attack report — Click Export.
The Export Cards pane appears.

a. In the Export format box, click the drop-down list arrow to select a format:
PDF, CSV, or PPTX.

b. Click Export.

Tenable Identity Exposure downloads the report to the local machine.

Level of Severity

Tenable |dentity Exposure detects and assigns severity levels to attacks:

Level Description

Critical — Detected a proven post-exploitation attack that requires domain dominance as
Red a prerequisite.

High — Detected a major attack that allows an attacker to reach domain dominance.
Orange

Medium — The loA is related to an attack that could lead to a dangerous escalation of
Yellow privileges or allow access to sensitive resources.

Low — Blue  Alerts to suspicious behaviors related to reconnaissance actions or low-impact
incidents.
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See also

¢ |ndicator of Attack Details

¢ |ndicators of Attack Incidents

Indicator of Attack Details

The Tenable Identity Exposure's Indicator of Attack pane shows information about attacks that

occurred in your Active Directory.

To view Indicators of Attack:
* In Tenable Identity Exposure, click Indicators of Attack in the navigation pane.

The Indicator of Attacks pane opens.

To show attack information on the timeline:
* Click on any event along the timeline to show:
° The incident detection date and time.
° The severity level of the top 3 attacks.

° The total number of attacks detected on this date and time.

X Otenable entity Exposure 0 @g0 # @

To change the chart type:
1. Click on the Ve icon to edit the domain tile.

The Edit Card Information pane appears.
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2. Select a chart type:
° Attack distribution: Shows the distribution of the attack severity.
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Q
e

Attack distribution

e Critical 5263 % '
* High 526 %
Medium 3158 %

* Low 10.55 % .
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= DCSync 3

Password Guessing 3

° Number of events: Shows the Top 3 attacks and their number of occurrences.
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To