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Welcome to Tenable for Google Cloud Platform

Tenable for Google Cloud Platform (GCP) offers security visibility, auditing, system hardening, and
continuous monitoring that allows you to reduce the attack surface and detect malware across your
GCP deployments.

Additional benefits of integrating Tenable with GCP include:

* Improved ROl due to the removal of manual verification for misconfigurations on cloud virtual
machines

* Reduced security exposure through the prioritization of vulnerable machines and
compromised systems

For information about integrating different Tenable products in a GCP environment, see the
following:

¢ Audit Google Cloud Platform in Tenable Vulnerability Management

e Audit Google Cloud Platform in Tenable Nessus

e Google Cloud Platform (Nessus Compliance Checks)



https://docs.tenable.com/nessus/compliance-checks-reference/Content/GCPAuditComplianceFileReference.htm

Audit Google Cloud Platform

To audit Google Cloud Platform (GCP):

1. Configure GCP for use with a compliance audit, as described in Configure Google Cloud

Platform (Compliance Audit).

2. Create an audit scan with Tenable Vulnerability Management or Tenable Nessus:

* Audit Google Cloud Platform in Tenable Vulnerability Management

¢ Audit Google Cloud Platform in Tenable Nessus

For more information on the Google Cloud Platform audit, see Google Cloud Platform Audit

Compliance Reference in the Compliance Checks Reference.

Configure Google Cloud Platform for a Compliance Audit

To configure Google Cloud Platform (GCP) to support a compliance audit:
Create a new service account to scan Google Cloud Platform.
1. Navigate to IAM & Admin > Service Accounts.

The Service Accounts page appears.


https://docs.tenable.com/nessus/compliance-checks-reference/Content/GCPAuditComplianceFileReference.htm
https://docs.tenable.com/nessus/compliance-checks-reference/Content/GCPAuditComplianceFileReference.htm

Google Cloud Platform &= GCP Nessus Q  Search products and resources

e Create service account

© Service account details

(2] Service account name
[ FETRAEHE ]
'\ Display name for this service account
B Service account ...
gcp-nessus ({@gecp-nessus-317015.iam.gserviceaccount.com »
=]
o Service account description
= Describe what this service account will do
L J
> CREATE AND CONTINUE
& Grant this service account access to project
e (optional)
_ |
© Grant users access to this service account (optional)
-

m CANCEL

Click Create Service Account.

The Create service accounts page appears.
Fill out the Service account details.

Click Create and Continue.

In the optional Grant this service account access to project section, select Project>Viewer
in the Select a role box.
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e Create service account

@& Service account details

o |
aQ Grant this service account access to project
(optional)
& Grant this service account access to GCP Nessus so that it has permission to
= complete specific actions on the resources in your project. Learn more
Select 8 M08 m—— Condition
2 | :
= [Typetofilter
s
Ops Config Browser
L 2 Monitoring
o ) Editor
» Organization Policy
Owner
.| Other .
= Viewer Viewer
Project Read access to all resources.
o O c i

Proximity Beacon

= m Pub/Sub

- Pub/Sub Lite
= MANAGE ROLES
1>

6. Click Done.

The newly created service account appears in a list of available accounts.
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e Service accounts -+ CREATE SERVICE ACCOUNT B DELETE +8 MAMAGE ACCESS

Service accounts for project "GCP Nessus"

e A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn
more about service accounts.

'\ Organization policies can be used to secure service accounts and block risky service account features, such as automatic 1AM Grants, key creation/upload, or the creation
of service accounts entirely. Learn more about service account organization policies.

&

8 = Filter Enter property name or value (2] m

o O Email Status Name Description Key ID Key creation date Actions

[0 3 gep-nessus@gep-nessus- (] gep- No :

4] 317015.iam.gserviceaccount.com nessus keys

L J

»

7. Click on the email of the account you just created.

The selected account's page appears.



Google Cloud Platform & GCP Nessus v Q  Search products and resources

e < gcp-nessus

. DETAILS PERMISSIONS KEYS METRICS LOGS
- —_—
e Keys
aQ Service account keys could pose a security risk if compromised. We recommend you avoid downloading service account keys and instead use
the Workload |dentity Federation . You can learn more about the best way to authenticate service accounts on Google Cloud here .
&
g Add a new key pair or upload a public key certificate from an existing key pair.
Block service account key creation using organization policies.
og . o . :
= Learn more about setting organization policies for service accounts
s ADD KEY ~
@ c
reate new k
& Key creation date Key expiration date
» Upload existing key
&
o
=
1>

8. In the Keys tab, click Add Key and select Create new key from the drop-down.

The Create private key for "your account name” pop-up appears.



Create private key for "gcp-nessus”

Downloads a file that contains the private key. Store the file securely because this key
can't be recovered if lost.

Key type
@ JSON
Recommended

O P12

For backward compatibility with code using the P12 format

9. Select JSON as the key type.
10. Click Create.

The Private key saved to your computer pop-up appears as confirmation.



Private key saved to your computer

A gep-nessus-317015-f5094885f2d9.json allows access to your cloud resources, so store it securely. Learn more

D gcp-nessus-317....json Show All

11. The Private key file will download. This file will be added to the Google Cloud Platform
credentials for the scan in Tenable Vulnerability Management or Tenable Nessus.

Repeat these steps for each project you wish to audit or, alternatively, grant the service account
access.

What to do next:
Create an audit scan in either Tenable Vulnerability Management or Tenable Nessus:

e Audit Google Cloud Platform in Tenable Vulnerability Management

e Audit Google Cloud Platform in Tenable Nessus

Audit Google Cloud Platform in Tenable Vulnerability Management

Tenable offers the ability to audit the Google Cloud Platform (GCP) environment to detect
misconfigurations in the cloud environment and account settings using Tenable Vulnerability
Management. Complete the following steps to audit GCP in Tenable Vulnerability Management.

_]0_
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For more information on the GCP audit, see Google Cloud Platform (Nessus Compliance Checks) in

the Compliance Checks Reference.

Before you begin:

* Configure GCP as described in Configure Google Cloud Platform for a Compliance Audit.

Note: No pre-authorization is needed from Google to perform the audit, but a Google Cloud Platform
account is required.

To audit GCP in Tenable Vulnerability Management:

1. Log in to Tenable Vulnerability Management.
2. Click New Scan.

The My Scans page appears.

tenable@ Vulnerability Management | Dashboards ~ Sams Reports  Settings  New Interface N O a o
|v|y Scans Import New Folder
| & My Scans 2
W test-smj
Name Schedule Last Modified
W Allscans
@ Trash 2 [ nNwm-540 Automatic April 23 x
Basic Scan On Demand February 23
@ Policies
SpectreScan On Demand January 8
© Target Groups
@ Exclusions Test Sean On Demand 12/14/17
© scanners
CyberArk - Linux On Demand 12/08/17
Agents
Test scan On Demand 11/09/17
KitchenSinkScan Disabled 05/06/15
smj-test On Demand N/A
Test Scan On Demand N/A
smj-web-app-overview On Demand N/A

3. Select the Audit Cloud Infrastructure template.

The Audit Cloud Infrastructure page appears.
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tenable@ Vulnerability Management | Dashboards  Scams Reports  Settings  New Interface N © a o

Scan Templates

< Back to Scans

B My Scans
W test-smj .
Scanner Agent Web Application User Defined
W Allscans
@ Trash 2
£ P
] & ' .
O roicies SCAP and OVAL Auditing Advanced Network Scan Audit Cloud Infrastructure Badlock Detection Bash Shellshock Detection
© Target Groups
@ Exclusions
& Scanners M . O ‘ E
ER Agents
Basic Network Scan Credentialed Patch Audit DROWN Detection Host Discovery Intel AMT Security Bypass ...

= 14 i L ]

Internal PCI Network Scan Malware Scan MDM Config Audit Mobile Device Scan Offline Config Audit

= F & &

PCI Quarterly External Scan Policy Compliance Auditing Shadow Brokers Scan Spectre and Meltdown Det... WannaCry Ransomware De...

In the Name box, type a descriptive name for the scan.

(Optional) In the Description box, enter information to describe your scan.
Click Compliance.

Click Google Cloud Platform.

Tenable offers pre-configured compliance checks and provides the ability to upload a custom
GCP audit file.

Note: For information on creating a custom audit, see Google Cloud Platform (Nessus Compliance
Checks) in the Nessus Compliance Checks Reference Guide.

Click each compliance check you want to add to the scan.
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10.

11.

12.

13.

14.
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If you choose to add a custom audit file, click Add File and select the file to upload.

tenable@ Vulnerability Management | Dashboards Scans Reports  Settings Q m

New Scan / Audt Cloud Infrastructure
< Back to Scan Templates

B My Scans
il AllScans
Settings Compliance Credentials

i Trash

e CIS Google Cloud Platform v1.1.0 L1

GOOGLE CLOUD PLATFORM v
a Policies
© Target Groups Upload a custom Google Cloud Platform... @ NOTICE: Google Cloud Platform credentials are required for this audit.
© Exclusions CIS Google Cloud Platform v1.1.0 L2 . .
@ s Organization Domain @myorganization.com

canners

CIS Google Kubernetes Engine (GKE) v1...

EM Agents

CIS Google Kubernetes Engine (GKE) v1... PostgreSQL flag log_hosiname on
MICROSOFT AZURE

OFFICE 365
SQL Server flag user (null|[0-9]+)

RACKSPACE connections

SALESFORCE.COM

m Gancel

Click Credentials.
Click Google Cloud Platform.

Click Add File and select the JSON key file downloaded during step 11 of Configure Google

Cloud Platform for a Compliance Audit.

Configure the credentials for your selected authentication method.

Click Save.
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15. Click the drop-down arrow next to Save and select Launch to initiate the scan.

tenahlew' Vulnerability Management | Dashboards Scans Reports  Settings Q m

New Scan / Audt Cloud Infrastructure
< Back to Scan Templates

W My Scans
i Al Scans
- Settings Compliance Credentials
i Trash
ADD MANAGED CREDENTIALS Google Cloud Platform
a Policies s
Service Account JSON Key File
©® Target Groups g Add File
ADD CREDENTIALS
@ Exclusions
CLOUD SERVICES v
@ Scanners Save to Managed Credentials
Amazon AWS
EM Agents

Microsoft Azure
Office 365
Rackspace

Salesforce.com

m Cancel

Note: For additional information on configuring Tenable Vulnerability Management scans, refer to the
Tenable Vulnerability ManagementUser Guide.

Audit Google Cloud Platform in Tenable Nessus

Tenable offers the ability to audit the Google Cloud Platform (GCP) environment to detect
misconfigurations in the cloud environment and account settings using Tenable Nessus. Complete
the following steps to audit GCP in Tenable Nessus.

For more information on the GCP audit, see Google Cloud Platform (Nessus Compliance Checks) in
the Compliance Checks Reference.

Before you begin:

* Configure GCP as described in Configure Google Cloud Platform for a Compliance Audit.

Note: No pre-authorization is needed from Google to perform the audit, but a Google Cloud Platform
account is required.

To audit GCP in Tenable Nessus:

-14 -
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10.

11.

. Login to Tenable Nessus.

Click Scans.

The My Scans page appears.

Click + New Scan.

The Scan Templates page appears.

In the Compliance section, select the Audit Cloud Infrastructure template.
The Audit Cloud Infrastructure page Settings tab appears.

In the Name box, type a descriptive name for the scan.

(Optional) In the Description box, enter information to describe your scan.
Click the Credentials tab.

In the Categories section, click Google Cloud Platform.

The Google Cloud Platform options appear.

Settings Credentials Compliance Plugins 4
CATEGORIES Cloud Services - Google Cloud Platform  Serice Account: gep_key-1

Service Account JSON Key File  Add File
Amazon AWS
Microsoft Azure
Office 365

Rackspace

Salesforce.com

Click Add File and select the JSON key file downloaded during step 11 of Configure Google

Cloud Platform for a Compliance Audit.

Click Compliance.

Click Google Cloud Platform.
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Tenable offers pre-configured compliance checks and provides the ability to upload a custom
GCP audit file.

Note: For information on creating a custom audit, see Google Cloud Platform (Nessus Compliance
Checks) in the Nessus Compliance Checks Reference Guide.

12. Click each compliance check you want to add to the scan.

13. If you choose to add a custom audit file, click Add File and select the file to upload.

Scans Settings

New Scan / Audit Cloud Infrastructure

_ < Back to Scan Templates
W My Scans ' P
i AllScans
L Settings Credentials Compliance Plugins
@l Trash
CATEGORIES Google Cloud Platform - Upload a custom Google Cloud Platform audit file
a Paolicies ‘
B Flugin Rules @ NOTICE: Google Cloud Platform credentials are required for this audit.
Upload a custom Google Cloud Platform ...
B Customized Reports
CIS Google Cloud Platform v1.1.0 L1 it bEEIFE
CIS Google Cloud Platform v1.1.0 L2
£ Community <
e Research
Plugin Release Notes
=mn -
14. Click Save.

The credential saves and the My Scans page appears.

| Note: For additional information on configuring Nessus scans, refer to the Tenable Nessus User Guide.
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