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Welcome to Tenable for Microsoft Azure

Tenable for Microsoft Azure offers security visibility, auditing, and system hardening that allows you
to reduce the attack surface and detect malware across your Microsoft Azure deployments.
Additional benefits of integrating Tenable with Microsoft Azure include:

* Improved ROI due to the removal of manual verification for misconfigurations on cloud virtual
machines

* Reduced security exposure through the prioritization of vulnerable machines and
compromised systems

For information about integrating different Tenable products in a Microsoft Azure cloud environment,
see the following:

¢ Audit Microsoft Azure

* Tenable Core Nessus (BYOL)

e Tenable Core WAS (BYOL)

* Nessus Agent Scans of Microsoft Azure Cloud Instances

Note: For information on configuring Microsoft Azure Connectors with Tenable Vulnerability Management,
see the Microsoft Azure Connector documentation in the Tenable Vulnerability Management User Guide.



https://docs.tenable.com/tenablecore/Nessus/Content/TenableCore/Deploy_Azure.htm
https://docs.tenable.com/tenable-core/web-app-scanning/Content/TenableCore/Deploy_Azure.htm
https://docs.tenable.com/vulnerability-management/Content/Settings/cloud-connectors/Azure/AzureConnector.htm

Microsoft Azure Sentinel

The Tenable integration for Microsoft Azure Sentinel combines Tenable's Cyber Exposure insights
with Sentinel's collection, detection, and investigation capabilities. This integration supports Tenable
Vulnerability Management and exports asset and vulnerability data from Tenable Vulnerability
Management directly to Microsoft Sentinel.

Microsoft Azure Sentinel is a scalable, cloud-native, security information event management
(SIEM), and security orchestration automated response (SOAR) solution. For more information
about Microsoft Sentinel, see the Microsoft documentation.

Required User Role: Basic User

Note: The Tenable integration with Microsoft Azure Sentinel works with a Basic User if that user
is assigned Can View permissions on the assets they are to export, along with Can Use
permissions on tags the assets are assigned. Without the Can Use tag permissions, the assets
return undefined or the integration fails to export vulnerabilities if a tag filter is used. For more
information on Tenable Vulnerability Management permissions and user roles, refer to
Permissions in the Tenable Developer Portal.

Before you begin:

* You must have a Logs Analytics Workspace with Microsoft Sentinel enabled in your Azure
subscription.

* For assistance with launching Microsoft Sentinel, see the Microsoft Sentinel quick start guide.

I Note: The Microsoft Azure Sentinel integration does not export fixed vulnerabilities.

Create the Log Analytics Workspace.

1. Navigate to Microsoft Sentinel within the Microsoft Azure Portal and click Create Microsoft
Sentinel.

The workspace homepage appears:


https://docs.microsoft.com/en-us/azure/sentinel/overview
https://developer.tenable.com/docs/permissions
https://docs.microsoft.com/en-us/azure/sentinel/quickstart-onboard
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Filear for any fizld. subzaription equals all Resource group equals all Location equals all +‘7 agld filter

Shawing 0 to 0 of O reconds.
Subscr

Resource group T4 Locatian T

Mame T

Mo Microsoft Sentinel to display

Sae and stop threats bafora they cause ham, with SIEM rainvented for 2 modern world, Micrasoft Sentingl is your
birds-eye view across the enterprise

Leam mores

2. Add a workspace for Microsoft Sentinel. Click Create a new workspace.

e e —

Home » Microsoft Sentinel >

Add Microsoft Sentinel to a workspace

-+ Create 2 new workspace () Refresh

o Microsoft Sentinel offers a 31-day free trial. See Microsoft Sentinel pricing for more details.

| Filter by name...

No workspaces found

Create a new workspace
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3. To create the Log Analytics workspace, you must first create a new Resource Group. Click
Create new under Resource Group Connector.
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Microsoft Azure £ Search resources, services, a

Heme » Microscft Sentinel » Add Microsoft Sentinel to a workspace

Create Log Analytics workspace

Basics Tags  Raview + Creats

ﬁ A Log Anal/tics workspace is the basic management unit o° Azure Monitor Logs. There ars spadfic Consicerations
you should take when creating a new Log Analytics workagace. garn morg

With Azure Monitor Logs you can easily store, retain, and query data collected from your monitored resources in Azure
and other erwirenments for valuable insights. A Log Analylics workspace is the logical storage unit where your log data
is collected and storad.

Project details
Salect the subscnption to manage daployed resources and costs Use resource groups like folders to organ@a and
manage all your resourcas.

Subscrpbion ™ (5 Azure subscnption AB o |

— Resource group * (1) -~ |

Create new

A respurce group is a container that holds relatad

Instance details resourcas for an Azure solution.

MHame * (i) :’
Mamz* —I

Fegon® (O | tanabla-intagration| “"’l 3 -

e | e
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4. Input a Name for the instance detail and select the appropriate Azure Region from the drop-

down menu.
Click Review + Create.

The settings are finalized and the page updates:
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Microsoft Azure B Search resources, senice:

Home Mecrosoft sentinel Add Mcrosoft Senbingel to a workspace

Create Log Analytics workspace

ﬂ WValidation passed

Basics Tags Review + Create

@ Log Analytics workspace

by Macrosoft
Basics
Subscription Azure subscnpbon AR
Resource group tenable-integration
MName tenable-integration
Region Australia Southeast
F‘ru:-ng
Pricing ther Pay-as~you-go (Per GB 2018)

The cost of your workspace depends on the volume of data ingested and how long it is retained. Regional pricing details
are available on the Azure Monitar pricing page. You can change to 3 different pricing ther after the workspace is created,
Learm more about Log Analytics pncing modelds.

Tags

Mome

Create Dowrdoad a temiplate four aulomatine

5. Click Create.

The workspace homepage appears with your new Microsoft Sentinel workspace:



Add Microsoft Sentinel to a workspace

Q) Murosoh Sertmel offers a 1-day free trial. See Migr0sgh Senbingl poging for more details

Workspace T Location T4 ResourceGroup T4 subscription T4 Directory *4

o

The Log Analytics Workplace for Microsoft Sentinel has been created.

Note: Navigate to Log Analytics workspace > Network Isolation and ensure that the two Virtual network
access configuration settings (required to accept data ingestion and queries from public networks not
connected through a Private Link Scope) are set to Yes.

Add the Tenable App to Microsoft Sentinel.

-10-
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1. Go to the Content Hub and perform a search for "Tenable."

I - 5

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel

Microsoft Sentinel | Content hub

Selected workspace: ‘tenable- integration

[ search | O Refresh L instalyupdate [ Desete A7 Guides & Feedback

General =

= 4306 HI256 #0  ©O0
e Solutions Standalons contents Instalied Updates

P Logs

@ News & guides [5 Tenable <] satusiAn content type: AN

) Search

Threat management U Content tithe Content source Provider

e [[] = tenable app solution Tenable

# workbooks )

@ Hunting

B Notebooks

® Entity behavior
9

® MITRE ATTACK (Preview)

Threat intelligence

Content management
B content ub

& Repositories (Preview)
& Community
configuration

& Workspace manager (Preview)

B Nata cannectare

Support : All Provider : All

Suppart Category

Tenable

2. Select Tenable App. In the bottom-right corner click Install.

A Microsoft Sentinel | Content hub

Selected warkspace: ten-msftsentinel

L instabyupcate (8 Dot 7 Guides & Feedback

253

Standatone contents

() Refresh

307

Sohutions

£ Semch

@ Logs &0

@ News & guides Inttelted

2 semch
X | sts:AM comentiype: AN
Threat management

& incidents

i workbooks

Content title Content source Provider

— Tenable App Solution Teruble

© Hunting

[+]1]
Updates

Support Al Provider - Al

Support Category

Tenatle

Category : Al

Content sources : All

Status

@ Notebooks 1
& Enty behavior
& Threat inteligence

W MITRE ATTACK (Preview)

Content management
8 conent hub

& Repostories (Prevew)

& Community

Configuration

& Workspace manager Preview)
W Data connectors.

& Ansiytics

B watchist

G Automation

< Previous Next »

page[ 1 Jolt Showing 1 to 1 of 1 results

& Settings

3. Once installed, in the bottom-right corner, click Manage.

-11 -

Category : All

Content sources : All 88 .
Status
x
Jmsns Tenable App
Tenable — Tenable 202
Provider Suppornt Version
Descnption

Powered by Nessus technology and delivered via the cloud Tenable.io
provides the industry's mest comprehensave vulnerabiity management
SORBON WL the abit 10 Predict Which SeCuTity SSues to remediate first
16 reduce your cyber exposure.

This tegration combanas Tenable's Cyber Expoure insights with
Microsoft Sentinel’s collection, detection, and investgation capabikties.
This imtegration supports Tenable 20 and exparts asset and wuinerability
dista from Tenable.o dinectly to Microsoft Sentinel,

Microsoft Sentinel solutions provide a consolidated way 10 scquire
Microsoft Sentinel content including data connectors. workbooks,
analytics, and sutomations in your workipace with a singhe deployment
step.

Learn more about TenableCore with Nessus

Learn mare sboul Nessus and Micresoft Azure

Content type @

m m2 W3
Dota cornector Parser Playbook
Catagory O

Pricing @




A Microsoft Sentinel | Content hub X

Selected workspace: tenabie- ntegration

P Search () Rafresh 4. installiUpdate T te A7 Guides & Feedback
General ‘
3 306 £ 256 -1 Q0

© Overview Sokutians. Standalone contents Installed Updates

#® Logs

& News & guides [ Tenatie w | Status: AN Cootentiype: AN Support:All  Frovider:All  Category:All  Content sources : All 88 H mams Tenable App

£ search
Tenable ~ Teaable ®2o02

Threat management [[] content ue Content source  Provider Support Category Status Erovider Support Version
Description

B incidemts [_] = Tenable App salution Tenable Tensble @ instaea

@ workbooks . ;| Powared by Nessus technology and defivered via the cloud, Tenableio
provides the industry y managy

© Hunting sohBon with the ability 10 predict which security issues to remediate first
to reduce your cyber exposure.

@ Notebooks
“This integration combines Tenable's Cyber Exposure insights with

& Entity behavior Macrosoft Sentinel's collection, detection. and investigition capabiktes
‘This integration supports Tenableio and exports asset and vuinerability

O Threat intelligence data from Tanable 5o Sirectly to Microsoh Sentinel.

™ MITRE ATTRCK (Preview) Mikrosoft Santinel solutions provide a conscidated way to acquire
MKIosoft Sentinel content including dath (CARSCION. workbooks,

Content management analytics, and automations in your workspace with 3 single deployment
step.

B Content hub Learn more about TenableCore with Nessus

@ Repositones (Prevew) Leam more about Nessus and Microsoft Azure

& Community
Content type @

Configuration | - W g

& Workspace manager (Preview) Oute comnector Porzer Naybock

B Data connectors Category @

& Ansytics prcing ©

B wachist <Prvious  Page| ! of 1 Mext>  showing1to1of 1 rewuhs. Manage Actions View details

O sutomation

Deploy the data connector.

1. In your newly created Tenable App, click Tenable.io Vulnerability Management (using Azure
Function) in the content list.
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Home » Microseft Sentingl » Add Microsoft Sentinel to a workspace » Microseft Sentinel | Content hub »

Tenable App

) Refresh @ pelere L Reinstal

8 A4

Installed content items Canfiguration neaded

owwms Tenable App

Tenable = Tenable B 202
Provider support version

Deccription

Powered by Nessus technology and delivered via the cloud, Tenahleio
provides the industry's most comprehensive vulnerability management
solution with the ahility to predict which security issues to remediate first
ta raduce your cyber exposure.

This integration combines Tenable's Cyber Exposura incights with
Microsoft Sentinel's collachion, detection, and nvestigation capzabilitiss,
This integration supports Tenablzio and exports zszet and vulnerzbility
data from Terableds diractly to Microsoft Sentinsl.

Microsoft Sentinel solutions provide a consolidated way 10 acguire
Microsoft Sentinel content including data cannectors, workboaoks,
analytics, and automations in your workspace with a single deployment
step.

Learn more about TenableCore with Nessus

Learn more sbout Nessus and Microsoft Azure

Content type @

B m2 &3
Data connector Parser Playbook
Category O

Pricing @

Manage View details

Content name
" |' Tenabla.o Vulnarability Managemant (using Azure Function) 4
14 Tenable.io - Enrich incident with assat info &
@ Tenable.o - Ennich incident with vulnerability info 4k
W4 Tenableio - Launch Scan A
B TenableiCAssets

B TenzblziOvulnerabilities

Created content Contant type Varsion

1item Data connector 100

- Playbook 10
Playbock 10

- Playbook. 10

1item Parser 100

1item Parcer 100

2. Select the name of the connector and in the bottom-right corner, click Open connector page.

Data connectors

() Retresh v Guades & Feedback
—L.-d E

Tenatie|C4PI < | Proaders: ANl DataTypes : AN
Status. Connector name

[ Tenablelo Vuinerability Management (using Azure Function)
Tenable

Status : Al

3. Deploy the ARM template by clicking Deploy to Azure.
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B Tenable io Vulnerability Management (using Azure ...

Disconnected # Tenable
St Provider Last Log Received

The Tenable ic data connector provides the capability 10 ingest Asset
and Vuinerability data int
from the Tenable.o pla
d tion for more information. The conn
ability 10 get data which helps to examine potential securtty risks, get
insight into your computing assets, diagnose configuration problems
and more

ontent source (3 version
Tenableio 100
pported b
Tenable Tenble
Related content

do

Workbooks
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Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace > Microsoft Sentinel | Content hub > Tenable Ap) ata

Tenable.io Vulnerability Management (using Azure Function)

G Delete

Option 1 - Azure Resource Manager (ARM) Template
B Tenable.io Vulnerability Management (using Azure ...

Use this method for automated deployment of the Tenable.io Vulnerabdlity Management Report data connector using an ARM Template.

1. Clhek the Deploy to Azure bution belo
Disconnected 3 Tenable ' e

Status Prowder Last Log Received

2 Sebect the preterrec Subscription Resource Group and Location
able.io data connector provides the capability to ingest Asset

inerabidity data into Microsoft Sentinel through the REST AP
lejo platform (Managed in the Refer 1o A

1 for more information. The connector provides the 3. €nter the TenableAccessKey and TenableSecratiey and ceploy
ability to get data which helps to examine potential security risks, get

INOTE: Within the same resource Group, you can't mix Windows and Linux 3pps in th 5me region. S/ect existing resource Group without WIndows Spps in it OF CTeEtE new reSOURCE Qroup.

insight into your computing assets. dagnose configuration problems 4 iorcthe chechbor lbaled | agrmn e fivs favms ndl o
and more 5. Click Purchase to deploy.
ast data

Option 2 - Manual Deployment of Azure Functions

Content source (D Use the following step-by-step instructons 10 deploy the Tenable.o Vulnerability Management Report data connector manually with Azure Functions (Deployment via Visual Studio Code)
TenablelO
Author
1. Deploy a Function App
Tenable
NOTE: ou will need to prepa e for Azure function development

Related content

1. Download the Azure Function App file. Extract archwve to your local development computer.
oo 14 40 2. Start VS Code. Choose File in the main menu and select Open Folder.
Workbooks Quenes Analytics rules templates

3. Select the top level folder from extracted files.
Data received Go fo log anahyt 4 Choose the Azure icon In the Activity bar, ther in the Arure: Funetions area, chocse the Deploy to function app button

. f you aren't already signed in choose the Azure icon in the Actity bar, then in the Azure: Functions area choose Sign in to Azure
f you're already signed in, go 1o the next step.

5. Provide the following information at the prompts:
a Sebact folder: Choose a folder from your workspace of browse to one that containg your function app.

b. Select Choose the subscription to use,

¢ Select Creats new Function App In Azure (Don't choose the Advinced option)

4. Select the Resource Group and populate the remaining four fields.

Note: The Tenable export schedule is set for every 24 hours (1440 minutes) by default. This can be
adjusted to suit the requirements needed to gather asset and vulnerability data in a timely manner.

5. Once all fields have been populated, click Review + create.

-14 -



Microsoft Azure P Search resources, services, and

»

Home >

Custom deployment -

Deploy from a customn template

0 Mew! Deployment Stacks let you manage the lifecycle of your deployments, Try it now =
lemplate
Customized template o
B resources _ y Ef ) C&"
Edit template Edit parameters Vigualize

Project details

Selact the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resournces.

Subscription® (O | Azure subscription AR e

Resource group * ) | tenable-integration '

Create new

Instance details

Fegion* (1) | [Asia Pacific) Australia southeast iy
Function Mame | TenzblelO vy
V;Drkspace |D * | A EERIATE ARSI RE AR R AP R R AR AR R \/|
Warkspace Kay * | R AR AR AR R AR ARy
TI':"I'IEIJ|E Arroess KI':"}' * ':_;:' | AR A AR A IR A IR AR RN R AR AR A R E R R A RN AR RN \/|
TE'I'IEIJ'E Secret KE}"* | A EEEIEIEAEEE I EEEEEIErEIEIEAEEEETEIEIEEEEEEEEEEEETE RS EEEEEEE v-’|
Tenable Expeort Schadule In Minutes | 70 o

e ] o) T

6. The fields are finalized. Click Create.

-15-
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Microsoft Azure X Saarch resources, services, and do

Home >

Custom deployment

Deploy from a custom template

Terms

szure Marketplace Terme  Azure Markeiplace

By clicking “Creata” | (a] agree to the applicable legal terms associated with the offering; (b} authorize Microsoft to
charge or bill my current payment method for the fees aszociated the offering(s], induding applicable taxes, with the
zame billing frequency as my Azure subscription, until | discontinue use of the offering(s); and () agree that, if the
deployment involeas 3rd party offerings, Microsoft may share my contact information and other details of such
deployment with the publisher of that offering.

Microsoft assumes no responsibility for any actions performed by third-party templates and does not provide rights for
third-party products or services, 5ee the Azure Marketplace Terms for addtional terms.

Deploying this template will create one or maore Azure resources or Marketplace offerings. You acknowledge that you
are responsible for reviewing the applicable pnong and legal terms assocated with all resources and offenngs deployed
as part of this template. Pnces and associated legal terms for any Marketplace offerings can be found inthe &zure
Marketplace: both are subject to change at any time prior to deployment.

Merther subscription credits nor monetany commitment funds may be used to purchase non-Microsoft offerings. These
purchazes are billzd separately.

If army Microsoft products are included i a Marketplace offering [e.g. Windows Server or 301 Serven), such products are
[icensed by Microsoft and not by any third party.

Basics

Subscription Azure subscription &B

Resource group tenzble-integration

R=gion Australia South=ast

Funchon Mame Tenablel

Workspace ID -

Workspace Key oo e
Tenable Acrecs Ky e e B e P e e e e e e e o o o e e - et e e e

Tenable Socret K'E'_l,.' e e e 8 e e P e o it e o A e i

Tenable Export Schedule In Minutes TI0

(e ][ ik

Check for the resources.

-16 -
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1. Once the deployment has been completed, click Go to Resource Group to see the resources
that have been created.

S

Home >

w Microsoft.Template-20230903191657 | Overview =

¥ Depioyment

|f—‘ Search | « ]E[ Delete "\;‘ Cancel "t Redeploy L Download 'i'_: Refresh

ol Overview

& Your deployment is complete

=
5 Inputs
m Deployment name @ Microsoft. Template-20230903181657 Start time 1 9/3/2023, T:17:00 PM
= Outputs Subscription 1 Azure subscription AB Correlation ID @ 57cc79d2-d756-4abb-25b6-5daf86fas884
E] Template Resource group  : tenable-integration

> Deployment details

~  Mextsteps

Go to resource group

Give feedback

A Tell us about your experience with deployment

2. The app populates the following resources:

Note: The app may take up to ten minutes to populate the resources.

) ove s o)

Home > Microsoft.Template-20230903191657 | Overview >

[ 4] tenable-integration #

Resource group

P search « t creste & Mansgeview ~ [ Delele resource group () Refresh & Exportto SV %% Openquery | 0 Assionlans Y Move v Delete L Exporttemplate [ Openinmabile

() Cveniew A Essentials
i ubscription (move) : Azure subseription Deployments : 5 Succeede:
Activity log Subscription (move) : A b AB Depk ts 155 dad
subscription D ¢ 260bB2dd-272b-412-23b0-3605¢¢ T6352¢ Location  : Australis Southeast
a Access control (1AM) bscript bE2d4-ef: b 1 h
€ Tags Tags (edit) : Addtags

I Resource visualizer
Resources  Recommendations
Everts

Settings Filter for any feld, Type equals all < Location equelsall X T Add filter
& pepioyments Showing 110 8 of 8 records. [_] Show hidden types @ No grouping

@ Ssecurity

] Name * Type T4 Location 4
@ Deployment stacks
. ] BA application Insights Smart Detaction Action group Global

Policies

O & rustraliasoutheastlinuxDynzmicelan App Service plan australia Southeast
il Properties
- [] MB Failure Anomalies - tenableicflefzguergaq smart detactor alert rule Globzl
& Locks

O & sccurityinsightsiienable-integration Solution Australia Southesst
Cost Management & tenable-integratior Log Anahics workspace Australia Southesst
%, Cost analysis [ @ wenadleoizfgrerges Application nsights australia Southesst
BN Cost alerts (prauiew) D == tenableioflefigxie7geq Storage account Australia Southeast
® Budgets [ 4> tenableiofiefrgrie7ges Function App Australia Southeast

& Agvisor recommendztions

3. Inthe Function App, verify that you can see the listed functions:

-17 -



> tenableiowp6klcSukgmme  #
Functon App.

|0 sewrch ] «
4 Overview

& actiity log

A Access control (1AM)

® np

& Disgnose and solve problems
@ Wicrosoh Defender for Cloud
£ pvents {preview)

Functions

T Appheps

W App fies

&
@ Application Insights
t

& Bacuugp
= Custom domains
W Cortificates.

+ Create () Setup local environment () Refresh

= £ Filter by name...

Name

Tenabie ASSEXpONMOnChastratos

TenabisAssel ExponstatuiAndsendChunks

TenatséeCleanTables

TerublaClaanUpOrchestrotor

TenabieExportsOrehestator

TenabloExportStarter

TenablaGenerateiobStats

Tenabie#rocesths it ChunkFromGnese

TenabieProcessFailedaisetC hunkFromQueue

TenabiProcestFailedVUINChUNKFrOmCuewe

TenableProcessulnChunks romGuese.

TerubleStarthssetEsportiod

TenableStartVulnErportioh

TenabievulnEsporQrcheitraton

TenablevuintaportStatus AndSendChunis
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@ trabied
@ tnabled
© trabied
© ensbied
© enabled
@ crabled
© erabled
@ Erabled

@ tnabled

Monitor

Crchastraticn information

Invocations and mare

Invecations. and mare

Crchastration information

Orehestration information

Invocations and mare

Ivocations and mare

Invecations and mare

Invocations and more

Invocations and mare

Invecations and mare

Invecations and mare

Invocations and more

Orchestiation information

Invocations and more




Audit Microsoft Azure

To audit Microsoft Azure, do the following:

* Configure Microsoft Azure for use with a compliance audit, as described in Configure Azure

(Compliance Audit).

* Create an audit scan with Tenable Vulnerability Management or Tenable Nessus:

¢ Audit Microsoft Azure in Tenable Vulnerability Management

¢ Audit Microsoft Azure in Tenable Nessus

For more information on the Microsoft Azure audit, see Microsoft Azure Audit Compliance
Reference in the Compliance Checks Reference.

-19-


https://docs.tenable.com/nessus/compliance-checks-reference/Content/MSAzureAuditComplianceFileReference.htm
https://docs.tenable.com/nessus/compliance-checks-reference/Content/MSAzureAuditComplianceFileReference.htm

O
Configure Azure for a Compliance Audit

The Tenable integration for Microsoft Azure supports two parallel methods for creating and
registering the application: Key Authentication and Password Authentication. Choose either of the
authentication methods, then complete the setup with the Assign API Permissions steps.

Key Authentication Method
Register Application: Key
1. Click Microsoft Entra ID > App Registrations.
2. Click the New Registrations application.
3. Give the application a name.
4. Choose the supported account types for your environment.
5. Choose Public Client/Native for the redirect URI type.
6. (Optional) Add a redirect URI.

7. Click Register.
Create Application Client Secret
1. Click your registered application in Microsoft Entra ID > App Registrations.
2. Click Certificates and Secrets.
3. Click + New client secret.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password

-+ New client secret

4. Give the secret a name and click Add.

| Tip Copy the secret somewhere safe for use in authenticating during a scan.

Assign the Application to the Reader Role

-20-
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O

. Click Subscriptions > Your Subscription > Access Control (IAM) > Role Assignments > +

Add.

. Add the Reader role to the application you previously created for scanning.

Select Reader from the Role drop-down menu.

. Assign access to User, Group, or Service Principal.

In the Select field, type the name of your created application.
Select the application.

Click Save.

Password Authentication Method

Create Microsoft Entra ID User Account

Create a new user to scan in the Microsoft Entra ID. See the Microsoft Azure documentation for

steps to add a new user.

Assign User the Reader Role

1.

2.

Click Subscriptions > Your Subscription > Access Control (IAM) > Role Assignments > +
Add.

Add the Reader role to the user account you created for scanning.

Register Application: Password

-21-


https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/add-users-azure-active-directory

O

1. Click on Microsoft Entra ID > App registrations.

_22.



Azure Active Directory
O Overview
Preview features

/. Diagnose and solve prablems

Manage

ﬂ, Users

&2 Groups

§E External Identities

i'. Roles and administrators
-l Administrative units

i Enterprise applications

LW Devices

. App registrations

(&) |dentity Governance

i Application proxy

Licenses

Azure AD Connect

Custom domain names

2 Mobility (MDM and MAM)
Password reset

Il Company branding

J -23-
&3 User settings



2. Click New Registrations application.

3. Give the application a name.

4. Choose the supported account types for your environment.
5. Click Register.

6. Click Authentication.

7. Choose Yes for Default Client Type/Treat application as a public client.
API Permissions

Assign API Permissions

1. Click your registered application in Microsoft Entra ID > App Registrations > Your
Application > API| Permissions.

Call APIs
a E & &
B =9

Build more powerful apps with rich user and business data
from Microsoft services and your own company's data
sOurces.

View APl Permissions

Sign in users in 5 minutes

2. Select Microsoft Graph.

Note: If adding permissions for Key Authentication, then select Application permissions. If adding
permissions for Password Authentication, then select Delegated permissions.

3. Inthe Configured permissions section, click Add a permission.
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4. Add the following permissions:

* Azure Service Management — user_impersonation

* Microsoft Graph — Calendars.Read

* Microsoft Graph — DeviceManagementApps.Read.All

* Microsoft Graph — DeviceManagementConfiguration.Read.All

* Microsoft Graph — Directory.Read.All

* Microsoft Graph — Policy.Read.All

* Microsoft Graph — Reports.Read.All

* Microsoft Graph — User.Read.All

Scanning Microsoft 365 environment:

* Microsoft Graph — SecurityEvents.Read.All

Scanning Microsoft Intune:

* Microsoft Graph — DeviceManagementApps.Read.All

* Microsoft Graph — DeviceManagementManagedDevices.Read.All

APl / Permissions name Type

“ Azure Service Management (1)
user_impersonation Delegated

~ Microsoft Graph (7)
Calendars.Read Application
DeviceManagementApps.Reac Application
DeviceManagementConfigural Application
Directory.Read.All Application
Policy.Read All Application
Reports.Read.All Application

User.Read All Application

5. Click Grant admin consent.

6. Click Add permissions.

What to do next:

Description

Admin consent req...

Access Azure Service Management as organization use... -

Read calendars in all mailboxes

Read Microsoft Intune apps

Read Microsoft Intune device configuration and policies
Read directory data

Read your organization's policies

Read all usage reports

Read all users’ full profiles
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Yes

Status

@ Granted for Bob Corp
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@ Granted for Bob Corp
@ Granted for Bob Corp
@ Granted for Bob Corp
@ Granted for Bob Corp
@ Granted for Bob Corp

@ Granted for Bob Corp
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Create an audit scan in either Tenable Vulnerability Management or Tenable Nessus:

¢ Audit Microsoft Azure in Tenable Vulnerability Management

¢ Audit Microsoft Azure in Tenable Nessus
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Audit Microsoft Azure in Tenable Vulnerability Management

Tenable offers the ability to audit the Microsoft Azure Cloud environment to detect misconfigurations
in the cloud environment and account settings using Tenable Vulnerability Management. Complete
the following steps to Audit Microsoft Azure in Tenable Vulnerability Management.

For more information on the Microsoft Azure audit, see the Microsoft Azure Audit Compliance

Reference in the Compliance Checks Reference.

Before you begin:

* Configure Azure as described in Configure Azure for a Compliance Audit.

Note: No pre-authorization is needed from Microsoft to perform the audit, but a Microsoft Azure account is
required.

To audit Microsoft Azure in Tenable Vulnerability Management:

1. Log in to Tenable Vulnerability Management.

2. Inthe upper-left corner, click the = button.

The left navigation plane appears.
3. Inthe left navigation plane, in the Vulnerability Management section, click Scans.

The Scans page appears.

4. Inthe upper-right corner of the page, click @ Create a Scan.

The Select a Scan Template page appears.
5. Select the Audit Cloud Infrastructure template.
The Audit Cloud Infrastructure page appears.
6. Inthe Name box, type a descriptive name for the scan.
7. (Optional) In the Description box, enter information to describe your scan.
8. Click Compliance.

9. Click Microsoft Azure.
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10.

11.

12.

13.

O

Tenable offers pre-configured compliance checks and provides the ability to upload a custom

Azure audit file.

Note: For information on creating a custom audit, see the Microsoft Azure Audit Compliance Reference in

the Nessus Compliance Checks Reference Guide.

Click each compliance check you want to add to the scan.
If you choose to add a custom audit file, click Add File and select the file to upload.
Click Credentials.

Click Microsoft Azure.

Note: See the Required User Privileges section in the Nessus User Guide for the required Microsoft
Azure privileges.

. Click the Authentication Method drop-down menu to select your preferred authentication
method: key or password.

Configure the credentials for your selected authentication method.
To configure key authentication:

Option Description Required

Tenant ID The Tenant ID or Directory ID for your Azure Yes
environment.

Application ID The application ID (also known as client ID) for your Yes
registered application.

Client Secret The secret key for your registered application. Yes
Subscription List of subscription IDs to scan, separated by a No
IDs comma. If this field is blank, all subscriptions are

audited.

To configure password authentication:

Option Description Required
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Username The username required to log in to Microsoft Azure. Yes
Password The password associated with the username. Yes
Client ID The application ID (also known as client ID) for your Yes

registered application.

Subscription List of subscription IDs to scan, separated by a No
IDs comma. If this field is blank, all subscriptions are
audited.

15. Do one of the following:
* Click Save.

* Click the drop-down arrow next to Save and select Launch to initiate the scan.

Note: For additional information on configuring Tenable Vulnerability Management scans, refer to the
Tenable Vulnerability Management User Guide.
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Audit Microsoft Azure in Tenable Nessus

Tenable offers the ability to audit the Microsoft Azure Cloud environment to detect misconfigurations
in the cloud environment and account settings using Tenable Nessus. Complete the following steps

to Audit Microsoft Azure in Tenable Nessus.

For more information on the Microsoft Azure audit, see the Microsoft Azure Audit Compliance

Reference in the Compliance Checks Reference.

Before you begin:

* Configure Azure as described in Configure Azure for a Compliance Audit.

Note: No pre-authorization is needed from Microsoft to perform the audit, but a Microsoft Azure account is

required.

To Audit Microsoft Azure in Tenable Nessus:

1.

2.

Log in to Tenable Nessus.

In the upper-left corner, click the = button.

The left navigation plane appears.
In the left navigation plane, in the Vulnerability Management section, click Scans.

The Scans page appears.

In the upper-right corner of the page, click @ Create a Scan.

The Select a Scan Template page appears.

In the Compliance section, select the Audit Cloud Infrastructure template.
The Audit Cloud Infrastructure page Settings tab appears.

In the Name box, type a descriptive name for the scan.

(Optional) In the Description box, enter information to describe your scan.
Click the Credentials tab.

In the Categories section, click Microsoft Azure.
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The Microsoft Azure options appear.

10. Click the Authentication Method drop-down menu to select your preferred authentication
method: key or password.

11. Configure the credentials for your selected authentication method.

To configure key authentication:

Option Description Required

Tenant ID The Tenant ID or Directory ID for your Azure Yes
environment.

Application ID The application ID (also known as client ID) for your Yes
registered application.

Client Secret The secret key for your registered application. Yes
Subscription List of subscription IDs to scan, separated by a No
IDs comma. If this field is blank, all subscriptions are

audited.

To configure password authentication:

Option Description Required
Username The username required to log in to Microsoft Azure. Yes
Password The password associated with the username. Yes
Client ID The application ID (also known as client ID) for your Yes

registered application.

Subscription List of subscription IDs to scan, separated by a No
IDs comma. If this field is blank, all subscriptions are
audited.

12. Click Compliance.

13. Click Microsoft Azure.
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Tenable offers pre-configured compliance checks and provides the ability to upload a custom
Azure audit file.

Note: For information on creating a custom audit, see the Microsoft Azure Audit Compliance Reference in
the Nessus Compliance Checks Reference Guide.

14. Click each compliance check you want to add to the scan.
15. If you choose to add a custom audit file, click Add File and select the file to upload.
16. Click Save.

The credential saves and the My Scans page appears.

Note: For additional information on configuring Tenable Nessus scans, refer to the Tenable Nessus User
Guide.
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Tenable Vulnerability Management

View the following sections for steps on how to configure Tenable Vulnerability Management with
Microsoft Azure.

* Requirements

e Create a Scan

* Nessus Agent Scan

¢ Deploy a Nessus Agent
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Integration Requirements

To integrate Tenable Vulnerability Management with Microsoft Azure, you need the following:
* Tenable Vulnerability Management account

To purchase a Tenable Vulnerability Management account or set up a free evaluation, visit
http://www.tenable.com/products/tenable-io

¢ Azure account

To create a free account, visit https://azure.microsoft.com/en-us/free/

¢ |nternet connection

You must have a <user>@<somedomain>.onmicrosoft.com account.
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Create a Scan

Create a Tenable Vulnerability Management Scan

For instructions on creating a scan, see Create a Scan in the Tenable Vulnerability Management
User Guide.

Create an Agent Scan

For instructions on creating an Agent scan, see Create an Agent Scan in the Tenable Vulnerability
Management User Guide.
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Nessus Agent Scan of Azure Virtual Instances

Tenable‘s Nessus Agents provide the ability to perform local scans on instances within the Microsoft
Azure cloud environment. Nessus Agent Scans, which are configured, managed, and updated
through Tenable Vulnerability Management or Tenable Nessus Manager, help identify
vulnerabilities, compliance violations, misconfigurations, and malware.

Download Nessus Agents from the Tenable Downloads site, install it on an instance running in the

Microsoft Azure cloud environment, and link it to Tenable Vulnerability Management or Nessus
Manager.

Note: Agents can be installed on your targets manually, via Group Policy, SCCM, or other third-party
software deployment applications.

Nessus Agents are linked to Tenable Vulnerability Management or Nessus Manager in the same
manner as linking to a secondary scanner. Before installing Nessus Agents, you must acquire the
Agent Key from within Tenable Vulnerability Management or Nessus Manager.

1. To acquire the Agent Key, log in to Tenable Vulnerability Management or Nessus Manager.
2. Click Settings > Scanners > Agents > Linked.

3. Akey is generated for the Nessus Agents to link to the scanner.

Nessus())
Agents
& My Scans
B 6.10.-scans 2 . )
Linked Agents Agent Groups Blackout Windows Agent Settings
B cen7-1722616.224
] 1t6-172.26.17.40
cen Agents can be linked to Nessus using the following setup instructions. Once linked, they will

& scans 3 - automatically download all necessary plugins. This process takes several minutes and is required before
| e - an agent will return results.
W Ub16-172.26.18.225 Linking Key:
& uploads
B winl0x-172.2618.2...
_ Filter ~
B win732-17226.. 1
L) CleG-iRZ3-. o Name Status 1P Address Platform Groups Version Last Plugin Update Last Scanned
i Al Scans

8bae4bcd-4al0-44al-..  Offline N/A N/A N/A N/A N/A
M Trash

9488f67c-d668-41f2-8... Offline N/A ‘Windows (win-x86-64) N/A N/A N/A N/A
© rolicies Server2012R2 Offline 172.2638.65 Windows (win-x86-64)  qa-agent, windows ag... N/A N/A April 6
Plugin Rules
© scamers WingL Offline 172263779 Windows (win-x86-64)  ga-agent, windows ag.. N/A N/A April 6

| (REFEIS WINDOWS10ANNIVE Offline 172.26.36.82 Windows (win-x86-64) ga-agent, windows ag.. N/A N/A Aer 6
WINDOWS732 Offline 1722636.216 Windows (win-x36) qe-agent, windows ag... N/A N/A April 6

For more information on installing and configuring Nessus Agents, refer to the Nessus User Guide.
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Deploy a Nessus Agent

For instructions on deploying a Nessus Agent, see the Nessus Agent Deployment section in the

Nessus Agent and Deployment and User Guide.
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Tenable Web App Scanning

View the following sections for steps on how to configure Tenable Web App Scanning with Microsoft
Azure.

* Provision Tenable Core Web Application Scanner (BYOL) in Azure Marketplace

* Create a Tenable Web App Scanning Scan
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Provision Tenable Core Web Application Scanner (BYOL)

Tenable Core Web Application Scanner Bring Your Own License (BYOL) is an instance of a Tenable
Vulnerability Management Web Application Scanner installed in Microsoft Azure that allows you to
scan internal-facing web applications deployed in Microsoft Azure. The Tenable Core Web
Application Scanner (BYOL) is used to perform vulnerability assessments of web applications.

To provision a Tenable Core Web Application Scanner BYOL instance:
1. Log in to the Microsoft Azure portal.
2. Inthe left-hand menu, click + Create a resource.
The New page appears.
3. Inthe search box, type TenableCore WAS (BYOL).
As you type, Tenable options appear.
4. Selectthe TenableCore WAS (BYOL) option or press enter.

The TenableCore WAS (BYOL) page appears.

i Search , services, and docs (G - ? 9
Microsoft Azure £ Search resources, services, and docs (G+/) & ® ] © TENABE NG @
« Home > New > TenableCore WAS (BYOL)
- Create a resource TenableCore WAS (BYOL) » X
Tenable
A Home
[= Dashboard TenableCore WAS (BYOL) | © saveforiater
‘= Allservices Tenable
ERVORITES 4 [ start with a pre-set configuration |
A EEIES N Want to deploy programmatically? Get started
() Resource groups N
= Tenable.io Web Application Scanning delivers safe and automated vulnerabili io. Through comprehensive and accurate web
V& App Services icati p y
& application scanning as part of a complete vulnerability management solution, you can see and manage your security exposure across all types of assets and fully protect your
<% Function App organt
o TenableCore is the virtual appliance platform we use as the base for many of our applications. TenableCore is a lightly customized version of Cent0S 7. It has these major
B sQL databases features:
& Azure Cosmos DB o SELinux Enabled
. . e Configuration to meet some elements of the CIS Level 1 Benchmarks
KA virtual machines N i
« AGUI for configuration of a number of application and /5 features.
@ Load bolancers Learn more about TenableCore for Web Application Scanning
= storage accounts Learn more about TenableCore and Microsoft Azure
< Virtual networks Useful Links
@ o Find a Tenable Reseller
bR BEEE Tenable Community Forums
) Monitor Tenable Web Application Scanning Documentation
Tenable Store
& Advisor Tenable Video Tutorials
TenableCore with WAS
O security Center
€ Cost Management + Bill...
D Help + support
https//portal.azure.com/# v 4 »
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5. Click the Create button.

O

The Create a virtual machine page appears.

6. On the Basics tab, enter the required information for each option in the Project details,

Instance details, and Administrator account sections.

Option Description

Project Details

Subscription

Resource Group

Instance Details

Virtual machine name

Region

Availability options

Image

The account through which resources are reported and
services are billed.

The collection of resources that share the same lifecycle,
permissions, and policies.

The name used for both, the virtual machine and host
name.

Note: The virtual machine name cannot be changed after
the virtual machine is created. You can change the host
name when you log into the virtual machine.

The regional location most suitable for you and your
customers.

Note: Some virtual machine sizes are not available in
certain regions.

(Optional) Additional options to help manage availability
and resilience of your applications. Provides options to
use replicated virtual machines in availability zones or
availability settings to protect your applications and data
from outages and maintenance events.

The base operating system or application for the virtual
machine.
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Size

Administrator Account

Authentication Type

Username

SSH Key

Password

Confirm Password

7. Click the Disks tab.

The Disks page appears.

O

The virtual machine size to support the workload you
want to run.

The type of authentication the administrator uses - SSH
or password.

The administrator username for the virtual machine.

(Only available when you select SSH for Authentication
Type) The single-line RSA public key or multi-line PEM
certificate.

For additional information on setting up your SSH
account, see Create a Password for the Initial

Administrator User Account.

(Only available when you select Password for
Authentication Type) The administrator password for the
virtual machine.

(Only available when you select Password for
Authentication Type) Verification for the administrator
password for the virtual machine.
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- " a ®
e e e e - 2:‘63 (? @ = Hie o
«  Home > New > TenableCore WAS (BYOL) > Create a virtual machine
- Create a resource Create a virtual machine X
M Home
[E pashboard Basics | Disks | Networking Management Advanced Tags Review + create
‘= Allservices ) . " )
Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
AVORIIES The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more
All resources = Disk options
() Resource groups * Osdisk type @ Standard SSD v
18 App Services Enable Ultra Disk compa
) bility is not available for this VM
<% Function App
B SQL databases Data disks
& Azure Cosmos DB You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.
K3 virtual machines LN NAME SIZE (GIB) DISK TYPE HOST CACHING
4P Load balancers
Create and attach anew disk  Attach an existing disk
= storage accounts
4+ Virtual networks
B Azure Active Directory v Advanced
= Monitor
R Advisor
O security Center
© cost Management + Bill.. [ «<Previous | [ Next:Networking >
2 Help + support
AR | »

On the Disks page, in the Disks option section, select an OS disk type from the drop-down.

(Optional) In the Data disks section, you can add and configure additional data disks or attach
existing disks.

Click the Networking tab.

The Networking page appears.
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11.

12.

13.

14.

15.

16.

17.

Microsoft Azure O Search resources, services, and docs (G+/) T Q0 & 7?7 ©

« Home > New > TenableCore WAS (BYOL) > Create a virtual machine

- Create a resource Create a virtual machine

M Home

& pashboard Basics  Disks | Networking | Management Advanced Tags  Review + create
‘= Allservices

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
FAVORITES ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.

All resources
Network interface
() Resource groups

When creating a virtual machine, a network interface will be created for you.

18 App Services

* Virtual network @ [ Fitter virtual networks

<% Function A
L2 Create new

B SQL databases

Public 1P @ [ None
& Azure Cosmos DB Create new
K3 virtual machines NIC network security group @ O None () Basic

4P Load balancers
= storage accounts

€2 Virtual networks

) Advanced

@ This VM image has preconfigured NSG rules

@ Azure Active Directory * Configure network security group [
Create new
= Monitor
Accelerated networking @ on (@ off
@ Advisor

O security Center

© cost Management + Bill.. [ <Previous | [ Next:Management >

2 Help + support

The selected image does not support accelerated networking.

In the Virtual Network drop-down box, select a network.

(Optional) Select a Public IP and NIC network security group.

In the Configure network group drop-down box, select a resource group.

o
TENABLE, INC. @

I Note: You can create a new group by clicking the Create new link beneath the drop-down box.

(Optional) Enable or disable Accelerated networking option.

(Optional) In the Load balancing option, select to place the virtual machine behind an existing

load balancing solution.
Click the Management tab.
The Management page appears.

Enter your management preferences.

Options Description

Monitoring

Boot diagnostics
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(Optional) Enable to capture the serial



18.

19.

20.

21.

22.

OS guest diagnostics

Diagnostic storage account
Identity

System assigned managed identity

Microsoft Entra ID

Login with AAD credentials (preview)

Auto-shutdown

Enable auto-shutdown

(Optional) Click the Advanced tab.

The Advanced page appears.

(Optional) On the Advanced page, enter information for the Extenstions, Cloud init, Host, and

VM generation sections.
(Optional) Click the Tags tab.

The Tags page appears.

(Optional) On the Tags page, use the drop-down boxes to create tags to help categorize your

resources.

Click Review + Create.
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console output and screenshots of the
virtual machine running on a host.

(Optional) Enable to receive metrics for
your virtual machine.

The account used to store your metrics.

(Optional) Enable to grant permissions
using the Azure role-based access
control.

(Optional) Enable to use your corporate

Active Directory credentials to log in to the
virtual machine, enforce MFA, and enable

access via RBAC roles.

(Optional) Enable to automatically
shutdown your virtual machine daily.



O

The Create a virtual machine page appears, and the system begins a validation process.
After the validation completes, a success message appears at the top of the screen.
23. Click Create.
Azure begins the virtual machine deployment.
After the validation completes, a success message appears.

The TenableCore WAS (BYOL) virtual machine is added to your Resource Groups.

What to do next:

* To complete the configuration, see Deploy Tenable Core + Tenable Web App Scanning in

Microsoft Azure in the Tenable Core for Tenable Web App Scanning user guide.

Note: Microsoft does not require pre-approval to conduct vulnerability scans against Azure
resources.
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Web Application Scan

For instructions on creating a scan, see the Create a Scan section in the Tenable Web App

Scanning User Guide.
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Deploy a Tenable Nessus Scanner

View the following links for steps on how to deploy a Tenable Nessus Scanner with Microsoft Azure.

* Provision Tenable Core for Nessus (BYOL) in Azure Marketplace

¢ |nstall Nessus on an Azure virtual machine

* Deploy One-Click Nessus Agent

-47 -



O

Provision Tenable Core Nessus (BYOL) in Azure Marketplace

Tenable Core Nessus Bring Your Own License (BYOL) is an instance of Nessus installed in
Microsoft Azure that allows you to scan Azure cloud environments and assets. Tenable Core
Nessus (BYOL) features include vulnerability detection, compliance misconfiguration detection, and
malware detection.

To provision a Tenable Core Nessus (BYOL) instance:
1. Log in to the Microsoft Azure portal.
2. Inthe left-hand menu, click + Create a resource.
The New page appears.
3. Inthe search box, type TenableCore Nessus (BYOL).
As you type, Tenable options appear.
4. Select the TenableCore Nessus (BYOL) option or press enter.

The TenableCore Tenable Nessus (BYOL) page appears.

Microsoft Azure O Search resources, services, and docs (G+/) @ 72 0O

- Create a resource

A Home

[E pashboard

= Allservices
FAVORITES
Allresources

() Resource groups

1 App Services

<% Function App

Bl SQL databases

& Azure Cosmos DB

I virtual machines

4p Load balancers

= storage accounts

4 Virtual networks

4D Azure Active Directory

= Monitor

R Advisor

O security Center

@ Cost Management + Bill...

B Help + support

[
TENABLE WAA DIRECTORY @

Home > New > TenableCore Nessus (BYOL)
TenableCore Nessus (BYOL) ®» X
Tenable

TenableCore Nessus (BYOL) © save forlater
Tenable
4 [ start with a pre-set configuration |

Want to deploy programmatically? Get started

With more than one
identifying the vuln

ment product. Nessus prevents attacks by

e world's most widely-deployed , confi and compliance
ues and malware that hackers could use to penetrate your network.

With a continuously updated library of vulnerabilities and configuration issues, and the support of Tenable’s expert security research team, Nessus delivers accuracy to the
marketplace.

TenableCore is the virtual appliance platform we use as the base for many of our applications. TenableCore is  lightly customized version of Cent0S 7. It has these major
features:

* SELinux Enabled
« Configuration to meet some elements of the CIS Level 1 Benchmarks
* AGUI for configuration of a number of application and 0/ features.

Learn more about TenableCore with Nessus

Learn more about Nessus and Microsoft Azure

Useful Links

Find a Tenable Reseller
Tenable Community Forums
Tenable Nessus documentation
Tenable Store

Tenable Video Tutorials
TenableCore with Nessus
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5. Click the Create button.

O

The Create a virtual machine page appears.

6. On the Basics tab, enter the required information for each option in the Project details,

Instance details, and Administrator account sections.

Option Description

Project Details

Subscription

Resource Group

Instance Details

Virtual machine name

Region

Availability options

Image

The account through which resources are reported and
services are billed.

The collection of resources that share the same lifecycle,
permissions, and policies.

The name used for both, the virtual machine and host
name.

Note: The virtual machine name cannot be changed after
the virtual machine is created. You can change the host
name when you log into the virtual machine.

The regional location most suitable for you and your
customers.

Note: Some virtual machine sizes are not available in
certain regions.

(Optional) Additional options to help manage availability
and resilience of your applications. Provides options to
use replicated virtual machines in availability zones or
availability settings to protect your applications and data
from outages and maintenance events.

The base operating system or application for the virtual
machine.
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Size

Administrator Account

Authentication Type

Username

SSH Key

Password

Confirm Password

7. Click the Disks tab.

The Disks page appears.

O

The virtual machine size to support the workload you
want to run.

The type of authentication the administrator uses - SSH
or password.

The administrator username for the virtual machine.

(Only available when you select SSH for Authentication
Type) The single-line RSA public key or multi-line PEM
certificate.

For additional information on setting up your SSH
account, see Create a Password for the Initial

Administrator User Account.

(Only available when you select Password for
Authentication Type) The administrator password for the
virtual machine.

(Only available when you select Password for
Authentication Type) Verification for the administrator
password for the virtual machine.
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- " a ®
e e e e - 2:‘63 (? @ = Hie o
«  Home > New > TenableCore Nessus (BYOL) > Create a virtual machine
- Create a resource Create a virtual machine X
M Home
[E pashboard Basics | Disks | Networking Management Advanced Tags Review + create
‘= Allservices ) . " )
Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
AVORIIES The size of the VM determines the type of storage you can use and the number of data disks allowed. Learn more
All resources = Disk options
() Resource groups * Osdisk type @ Standard SSD v
18 App Services Enable Ultra Disk compa
) bility is not available for this VM
<% Function App
B SQL databases Data disks
& Azure Cosmos DB You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk.
K3 virtual machines LN NAME SIZE (GIB) DISK TYPE HOST CACHING
4P Load balancers
Create and attach anew disk  Attach an existing disk
= storage accounts
4+ Virtual networks
B Azure Active Directory v Advanced
= Monitor
R Advisor
O security Center
© cost Management + Bill.. [ «<Previous | [ Next:Networking >
2 Help + support
AR | »

On the Disks page, in the Disks option section, select an OS disk type from the drop-down.

(Optional) In the Data disks section, you can add and configure additional data disks or attach
existing disks.

Click the Networking tab.

The Networking page appears.
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11.

12.

13.

14.

15.

16.

17.

& S e e A (5] o & 7 0
« Home > New > TenableCore Nessus (BYOL) > Create a virtual machine
- Create a resource Create a virtual machine
M Home
[E pashboard Basics Disks | Networking | Management Advanced Tags Review + create
*= All services . L . .
Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
OIS ports, inbound and outbound cannectivity with security group rules, or place behind an existing load balancing solution.

All resources
Network interface
() Resource groups

When creating a virtual machine, a network interface will be created for you.

18 App Services

* Virtual network @ [ Fitter virtual networks

<% Function A
L2 Create new

B SQL databases

Public 1P @ [ None
& Azure Cosmos DB Create new
K3 virtual machines NIC network security group @ O None () Basic

4P Load balancers
= storage accounts

€2 Virtual networks

) Advanced

@ This VM image has preconfigured NSG rules

@ Azure Active Directory * Configure network security group [
Create new
= Monitor
Accelerated networking @ on (@ off
@ Advisor

O security Center

© cost Management + Bill.. [ <Previous | [ Next:Management >

2 Help + support

The selected image does not support accelerated networking.

In the Virtual Network drop-down box, select a network.

(Optional) Select a Public IP and NIC network security group.

In the Configure network group drop-down box, select a resource group.

o
TENABLE, INC. @

I Note: You can create a new group by clicking the Create new link beneath the drop-down box.

(Optional) Enable or disable Accelerated networking option.

(Optional) In the Load balancing option, select to place the virtual machine behind an existing

load balancing solution.
Click the Management tab.
The Management page appears.

Enter your management preferences.

Options Description

Monitoring

Boot diagnostics
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(Optional) Enable to capture the serial



18.

19.

20.

21.

OS guest diagnostics

Diagnostic storage account
Identity

System assigned managed identity

Microsoft Entra ID

Login with AAD credentials (preview)

Auto-shutdown

Enable auto-shutdown

(Optional) Click the Advanced tab.

The Advanced page appears.

(Optional) On the Advanced page, enter information for the Extenstions, Cloud init, Host, and

VM generation sections.
(Optional) Click the Tags tab.

The Tags page appears.

(Optional) On the Tags page, use the drop-down boxes to create tags to help categorize your

resources.
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console output and screenshots of the
virtual machine running on a host.

(Optional) Enable to receive metrics for
your virtual machine.

The account used to store your metrics.

(Optional) Enable to grant permissions
using the Azure role-based access
control.

(Optional) Enable to use your corporate

Active Directory credentials to log in to the
virtual machine, enforce MFA, and enable

access via RBAC roles.

(Optional) Enable to automatically
shutdown your virtual machine daily.
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22. Click Review + Create.

The Create a virtual machine page appears, and the system begins a validation process.
23. Click Create.

Azure begins the virtual machine deployment.

After the validation completes, a success message appears.

The TenableCore Tenable Nessus (BYOL) virtual machine is added to your Resource
Groups.

What to do next:

* To complete the configuration, see Deploy Tenable Core + Nessus in Microsoft Azure in the

Tenable Core + Nessus user guide.

Note: Microsoft does not require pre-approval to conduct vulnerability scans against Azure
resources.
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O

Install Nessus on an Azure Virtual Machine

For instructions on installing Nessus, see the Install Nessus section in the Nessus User Guide.
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O
Deploy One-Click Tenable Nessus Agent

Tenable now supports a one-click deployment of the Tenable Nessus Agent via the Microsoft Azure
portal. This solution provides an easy way to install the latest version of Tenable Nessus Agent on
Azure virtual machines (whether Linux or Windows) by either clicking on an icon within the Microsoft
Azure Portal, or by writing a few lines of PowerShell script.

Before you begin:

* Ensure you have a Tenable Vulnerability Management (formerly known as Tenable.io), or
Nessus Manager account.

* Ensure you have a Microsoft Azure account with one or more Windows or Linux virtual
machines.

Deploy with the Microsoft Azure Portal and Tenable Vulnerability
Management user interface:

1. Log in to Microsoft Azure.

2. Select one of your virtual machines.
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3. Inthe left column click Extensions + applications.
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4. Click + Add.

5. Inthe gallery, scroll down to N (for Nessus Agent) or type nessus in the search bar.

Home > canary-ubuntu20 | Extensions + applications >

Install an Extension

[ Nessus Agent x

Nessus Agent
O Nessus Agent

Publisher: Tenable, Inc.

Tenable, Inc. overview

Nessus Agents help organizations meet the challenges of an increasingly mobile workforce by providing visibility into parts of an organization's network
that would have previously been difficult or impossible to scan like transient devices and other remote assets that intermittently connect to the internet,
Agents provide increased flexibility and scan accessibility, while giving organizations options for scanning their networks and deploying Nessus. Combining
traditional scanning with agent-based scanning ensures you have full visibiity into all your T assets to minimize cyber isk.

Collect vulnerability, compliance and
system data and report that
information back to a manager.

6. Select the Nessus Agent tile and click Next.

7. Enter configuration parameters in the Configure Nessus Agent Extension user interface.
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Home > canary-ubuntu20 | Extensions + applications > Install an Extension >

Configure Nessus Agent Extension

Create Review + create

Agent Linking

Nessus Linking Key * © I c7eaddd7f16f0249fcd7e9591b74c3027f3768c738cbfe3ace6410a1553f...

Link to: © O Nessus Manager
@ Tenable Vulnerability Management Y

TVM Network © [ test V]

Agent Identity

Agent Name © I NA_name1 ¢|

Agent Group © l GROUP1 \/I

o] (o) IR

8. Click Review + create.

Deploy from the command-line interface:

You can deploy from the command-line interface available through PowerShell. For example, you
can type:

PS> $publisherName="Tenable.NessusAgent"

PS> $typeName="Linux" (or $typeName="Windows")
PS> $name = $publisherName + + $typeName
PS> $version="1.0"
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PS> $Settings = @{"nessusManagerApp" = "Cloud"; "nessusAgentName" = "examplel";
"nessusAgentGroup" = "EXAMPLE1"}

PS> $ProtectedSettings = @{"nessusLinkingKey" =
"abcd1234vxyz5678abcd1234vxyz5678abcd1234vxyz5678abcd1234vxyz5678" }

PS> Set-AzVMExtension -ResourceGroupName "EXAMPLE-resource-group" -Location "East US 2"
-VMName "canary-example" -Name $name -Publisher $publisherName -ExtensionType $typeName
-TypeHandlerVersion $version -Settings $Settings -ProtectedSettings $ProtectedSettings

Note:Lines 1-4 identify the one-click agent extension. Lines 5-6 in the PowerShell example are equivalent
to Step 5 in the user interface procedure. This is where you enter your configuration parameters for your
Nessus Agent installation.

Nessus Linking Key

The most important field is the Nessus Linking Key (nessusLinkingKey). It is always required. For
information on where to find the linking key, see Retrieve the Tenable Nessus Agent Linking Key. In
the PowerShell interface, specify nessusLinkingKey under -ProtectedSettings so that Azure
encrypts it. All other fields are passed unencrypted through -Settings. You can choose whether to
link with Tenable Nessus Manager or Tenable Vulnerability Management (formerly known as

Tenable.io). Do this by setting nessusManagerApp (nessusManagerApp) to cloud, orto local in
the command-line interface. You have the following two choices:

* If you choose Tenable Nessus Manager, you must provide the Tenable Nessus Manager host
(nessusManagerHost) and port number (nessusManagerPort). The extension accepts an IP
address or fully qualified domain name.

* If you choose Tenable.io (Tenable Vulnerability Management), there is an optional field called
tenableloNetwork.

The Agent Name (nessusAgentName) and Agent Group (nessusAgentGroup) are always optional.

| Note: Both Agent Name and Agent Group are each a comma-separated list of group names.

For more definitions of these parameters, see Nessuscli Agent.

Parameters

Parameter names Equivalent Nessuscli parameters Required
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nessusLinkingKey
nessusManagerApp
nessusManagerHost
nessusManagerPort
tenableIoNetwork
nessusAgentName

nessusAgentGroup

--key

N/A (unique to One-Click Agent)
--host

--port

--network

--name

--groups
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no

no



About Tenable

Tenable transforms security technology for the business needs of tomorrow through comprehensive
solutions that provide continuous visibility and critical context, enabling decisive actions to protect
your organization. Tenable eliminates blind spots, prioritizes threats, and reduces exposure and
loss. With more than one million users and more than 20,000 enterprise customers worldwide,
organizations trust Tenable for proven security innovation. Tenable's customers range from Fortune
Global 500 companies, to the U.S. Department of Defense, to mid-sized and small businesses in all
sectors, including finance, government, healthcare, higher education, retail, and energy. Transform
security with Tenable, the creators of Nessus and leaders in continuous monitoring, by visiting
tenable.com.
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