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Welcome to Tenable for Microsoft Azure

Tenable for Microsoft Azure offers security visibility, auditing, and system hardening that allows you
to reduce the attack surface and detect malware across your Microsoft Azure deployments.
Additional benefits of integrating Tenable with Microsoft Azure include:

* Improved ROI due to the removal of manual verification for misconfigurations on cloud virtual
machines

* Reduced security exposure through the prioritization of vulnerable machines and
compromised systems

For information about integrating different Tenable products in a Microsoft Azure cloud environment,
see the following:

¢ Audit Microsoft Azure

* Tenable Core Nessus (BYOL)

e Tenable Core WAS (BYOL)

* Nessus Agent Scans of Microsoft Azure Cloud Instances

Note: For information on configuring Microsoft Azure Connectors with Tenable Vulnerability Management,
see the Microsoft Azure Connector documentation in the Tenable Vulnerability Management User Guide.



https://docs.tenable.com/tenablecore/Nessus/Content/TenableCore/Deploy_Azure.htm
https://docs.tenable.com/tenable-core/web-app-scanning/Content/TenableCore/Deploy_Azure.htm
https://docs.tenable.com/vulnerability-management/Content/Settings/cloud-connectors/Azure/AzureConnector.htm
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Install the Tenable App for Microsoft Sentinel

Required User Role: Basic User

Note: The Tenable integration with Microsoft Sentinel works with a Basic User if that user is assigned Can
View permissions on the assets they are to export, along with Can Use permissions on tags the assets are
assigned. Without the Can Use tag permissions, the assets return undefined or the integration fails to
export vulnerabilities if a tag filter is used. For more information on Tenable Vulnerability Management
permissions and user roles, refer to Permissions in the Tenable Developer Portal.

The Tenable App for Microsoft Sentinel combines Tenable's Cyber Exposure insights with Sentinel's
collection, detection, and investigation capabilities. This integration supports Tenable Vulnerability
Management and exports asset and vulnerability data from Tenable Vulnerability Management
directly to Microsoft Sentinel.

Microsoft Sentinel is a scalable, cloud-native, security information event management (SIEM), and
security orchestration automated response (SOAR) solution. For more information about Microsoft
Sentinel, see the Microsoft documentation.

Before you begin:

* You must have a Logs Analytics Workspace with Microsoft Sentinel enabled in your Azure
subscription.

* For assistance with launching Microsoft Sentinel, see the Microsoft Sentinel quick start guide.

* Resource Group (This requires Microsoft Sentinel Contributor Role at Subscription Level.)

Caution: Tenable recommends you deploy the latest version of the Tenable App (v3.1.0) in a new Microsoft
Sentinel workspace rather than upgrading the existing one. Version 3.1.0 supports the Log Ingestion API,
which requires the use of Data Collection Rules (DCR) and Data Collection Endpoints (DCE). Since table
names are tied to specific DCRs, the tables used in the previous app version cannot be reused.

(If upgrading to v3.1.0) Delete the existing Function App and associated resources



https://developer.tenable.com/docs/permissions
https://docs.microsoft.com/en-us/azure/sentinel/overview
https://docs.microsoft.com/en-us/azure/sentinel/quickstart-onboard
https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal
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1. Inthe Azure portal, navigate to Resource Group and select your resource group.
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2. Inthe Resources section search for the currently running Tenable function app name and
select all the resources for that function app.
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3. After clicking on the delete button, the portal will ask for confirmation. Write delete in the
textbox and click on the delete button.

Enter "delete” to confirm deletion *

delete
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I Note: For more information, refer to the Microsoft documentation.

Assign the role of Microsoft Sentinel Contributor to an application in Microsoft Entra ID

10.

11.

. In the Azure portal, navigate to Resource Group and select your resource group.

In the left menu, click Access control (IAM).

Click Add.

Select Add role assignment.

Select Microsoft Sentinel Contributor.

Click Next.

In Assign access to, select either User, Group, or Service Principal.
Click Add members.

Type the name of the application you created, and select it.

Click Review + assign.

A new window appears.

In the new window, again click Review + assign.

I Note: For more information, refer to the Microsoft documentation.

Create the Log Analytics Workspace

1.

Navigate to Microsoft Sentinel within the Microsoft Azure Portal and click Create Microsoft
Sentinel.

The workspace homepage appears:


https://learn.microsoft.com/azure/role-based-access-control/role-assignments-portal
https://learn.microsoft.com/azure/role-based-access-control/role-assignments-portal
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2. Add a workspace for Microsoft Sentinel. Click Create a new workspace.
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3. To create the Log Analytics workspace, you must first create a new Resource Group. Click
Create new under Resource Group Connector.



O

Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace

Create Log Analytics workspace

Basics | Tags  Review + Create

b
B ALog Analyties workipsee is the basic managenent unit of Azure Monitor Logs. Thine sne spedific considerstions

you should take when créating a new Log Anabytics workspace. Learn more

‘With Azure Monitor Logs you can easily store, retain, and query data collected from your monitoned resowrces in Azure
and ather environments for valuable insights. A Log Analytics workspace is the logical storage unit where your log data
is collected and stored.

Project details

Select the subscription to manage deployed resources and costs. Use resowrce groups like folders to organize and
manage all your resources.

Subsecription * (0 | COS_R15_Sub |
Resowrce group * (0 | |
Craate miw
Instance details
Mame * {0 l
Region * @ | EastUs v |

4. Input a Name for the instance detail and select the appropriate Azure Region from the drop-
down menu.

Click Review + Create.

The settings are finalized and the page updates:
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Home > Microsoft Sentinel > Add Microsoft Sentinel to a workspace >

Create Log Analytics workspace
@ validation passed
Basics Tags  Review + Create

1] Log Analytics workspace

= by Microsoft

Basics

Subscription CDS5_R15_Sub1

Resource group  —
Marme Temable

Reqgion East US

Pricing

Pricing tier Pay-as-you-go (Per GB 2018)

The cost of your workspace depends on the volume of data ingested and how long it is retained, Regional pricing details
are available on the Azure Monitor pricing page. You can change to a different pricing tier after the workspace is
created. Learn more about Log Analytics pricing madels.

Tags

MNone

[ Create | Download a template for automation

5. Click Create.

The workspace homepage appears with your new Microsoft Sentinel workspace:
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The Log Analytics Workplace for Microsoft Sentinel has been created.

6. Inthe workspace, click Add to add Microsoft Sentinel to a workspace.

Agkd Mcrosott Seatinel to 2 worksgaos

Note: Navigate to Log Analytics workspace > Network Isolation and ensure that the two Virtual network
access configuration settings (required to accept data ingestion and queries from public networks not
connected through a Private Link Scope) are set to Yes.

-10-



Add the Tenable App to Microsoft Sentinel

Caution: Tenable recommends you deploy the latest version of the Tenable App (v3.1.0) in a new Microsoft
Sentinel workspace rather than upgrading the existing one. Version 3.1.0 supports the Log Ingestion API,
which requires the use of Data Collection Rules (DCR) and Data Collection Endpoints (DCE). Since table
names are tied to specific DCRs, the tables used in the previous app version cannot be reused. Follow the
steps in the Delete the existing Function App and associated resources section before proceeding.

1. Login to the Microsoft Azure portal and search for "Microsoft Sentinel" in the search box.

€ <+ ©G 5 portalazure.com/#home

£ microsoft Sentine]

Azu AN Services (31) Markesplace (31) Documentation (99+) Resources (0) Resource Grougs (0)

Microsaft Entra ID (0]

Services St al
L

i G Microsaft Sentinel . Microsoft Entra Authentication Strengths
B Microseft Entra ID & Microsoft Enra Conditional Access
Rest 4 microssft Entra Connect £ Microsofi Entra Cormect Health

B Microsaft Entra authentication methods @ Microsoft Entra Domain Services

Rec

2. Select Microsoft Sentinel.

3. Select your workspace and navigate to Content Hub.
4. Inthe search box, type "Tenable App."

5. Select Tenable App.

6. Click View Details.

-11 -



https://learn.microsoft.com/en-us/azure/azure-monitor/logs/tutorial-logs-ingestion-portal
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Mecrpsoft Sentinel
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A confirmation screen appears:

Tenable App for Microsoft Sentinel =

Tenable

Tenable App for Microsoft Sentinel < ads o ravorites

Tenable | Azure Application
* 2.3 (3 ratings)

Plan

Tenable App for Microsoft Sentinel R |

7. Fillin the details of the Workspace and Resource group.
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Home > Microsoft Sentinel | Content hub > Tenable App for Microsoft Sentinel >

Create Tenable App for Microsoft Sentinel

PN TR e ADE SUIULIOTT PUOVIUES LS CERMLNILY W NS ASDEL ATIL WVIUITISTQINLY Wdid 1ML IVIILT LU DETILNS Lnraugn
the REST API from the Tenable platform (Managed in the cloud). Refer to APl documentation for more information.

Underlying Microsoft Technologies used:

This solution takes a dependency on the following technologies, and some of these dependencies either may be in
Preview state or might result in additional ingestion or operational costs:

a. Azure Monitor HTTP Data Collector API
b. Azure Functions

Data Connectors: 2, Parsers: 3, Workbooks: 2, Analytic Rules: 12, Custom Azure Logic Apps Connectors: 2,
Playbooks: 3

Learn more about Microsoft Sentinel | Learn more about Solutions

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * (D | CDS_R15_Sub1 >

Resource group * (1) ™ |

Create new

Instance details

Workspace * @ Select a workspace A4

8. Click Review + Create.

9. Click Create.

-13-
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Basics  Data Connectors  Workbooks  Analytics  Playbooks  Review + create

o View automation template

Price

Tenable App for Microsoft Sentinel
by Tenable
Terms of use | Privacy policy

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s),
with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage
and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Microsoft does not provide rnights for third-party offerings. See the Azure Marketplace Terms for additional
details.

Name |

Preferred e-mail address [

Preferred phone number [

Previous | | Next ]

The integration installs the solution into the Microsoft Sentinel workspace.

Home >

& tenable.tenable-sentinel-integration-20250526115119 | Overview

Deployment
£ Bearch X e [ Oelete (%) Cancel 7 Redeplay 4 Downlosd () Refresh
—— Your depl i |

'our de ment 1s complete

D bpus o ploy p
) Deployrent name | tanable tensble-sentinel-integration- 202505261 15119 Santime  : 260572025 11:5644
&= Oupis Subscripticn © CD5_R15 Sub Commelation 10 : hi3Bad5e1-0821-4191-B4id-d2b05b32T12
S Template Resource group

% Deployment details

' Mext steps

GO 10 IESCUTTE QIoUP

Give feedback

A Tell s about your experience with deployment

-14 -
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10. In Microsoft Sentinel (the workspace you just created) > Content Hub, search for the solution
that you have installed and click Manage.

o] Microsoft Sentinel | Content hub *
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What to do next (do one of the following):
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¢ Configure the Tenable Vulnerability Management data collector app.

e Configure the Tenable Identity Exposure syslog collector app.

Configure the Tenable Data Collector App

Required User Role: Basic User

Note: The Tenable integration with Microsoft Sentinel works with a Basic User if that user is assigned Can
View permissions on the assets they are to export, along with Can Use permissions on tags the assets are
assigned. Without the Can Use tag permissions, the assets return undefined or the integration fails to
export vulnerabilities if a tag filter is used. For more information on Tenable Vulnerability Management
permissions and user roles, refer to Permissions in the Tenable Developer Portal.

You can configure the Microsoft Sentinel data collector to allow you to bring in Tenable Vulnerability
Management assets and vulnerabilities into Sentinel for better risk management. This integration
uses the Microsoft Sentinel data collector framework and Azure functions to collect and insert data
into Sentinel.

Microsoft Sentinel is a scalable, cloud-native, security information event management (SIEM), and
security orchestration automated response (SOAR) solution. For more information about Microsoft
Sentinel, see the Microsoft documentation.

Before you begin:

¢ Install the Tenable App for Microsoft Sentinel.

* You must have a Logs Analytics Workspace with Microsoft Sentinel enabled in your Azure
subscription.

* For assistance with launching Microsoft Sentinel, see the Microsoft Sentinel quick start guide.

* Microsoft EntralD Application (The Azure account user must have an Application Developer or
Application Owner role at subscription level to create a Microsoft EntralD Application.)

| Note: The Microsoft Azure Sentinel integration does not export fixed vulnerabilities.

Data Connector Usage and Functionality

The Tenable VM Data Connector ingests following five types of data via various functions: Tenable
VM Assets, Tenable VM Vulnerabilities, Tenable VM Compliance, Tenable WAS Assets, and
Tenable WAS Vulnerabilities.

-16 -
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Based on the input you provide, the Function App fetches data periodically for the selected inputs
from the Tenable platform. The collected data is then ingested into the MS Sentinel Tables. The

following data types provide the flow of execution for all the functions (for asset type) and a similar

flow is executed for all the other types of data.

TenableExportStarter
TenableExportOrchestrator
TenableStartAssetExportJob
TenableAssetExportStatusAndSendChunks
TenableAssetDownloadChunkOrchestrator

TenableAssetDownloadAndProcessChunks

Cleanup and stats functions running in the background:

TenableCleanUpOrchestrator
TenableGenerateJobStats

TenableCleanTables

App Registration steps for the Application in Microsoft Entra ID

This integration requires an App Registration in the Azure Portal. To create a new application in
Microsoft Entra ID:

Note: If you already have an application and have the Client ID and Client Secret ready, you can skip this
section.

. Signin to the Azure Portal.

Search for and select Microsoft Entra ID.
Navigate to Manage, select App registrations.

Click New Registration.

-17 -



O

g CREST DATA S¥FSTEME PRIVATE LIMITED | A2p registrahions

& .
m i e e B
ES
D iepd Caona
-4
& R
[
A 1 bt . s e o duir,
a T 8 vt b iy |
L]
L a
a . N

5. Enter a Display Name for your application.

6. Click Register to complete the initial app registration.

Once the registration is complete, the Azure Portal displays the App Registration Overview pane.

There you can find the Application (Client) ID and Tenant ID, both required as configuration

parameters in the Tenable VM MS Sentinel Data Connector.

Add a client secret for application in Microsoft Entra ID

To create a new Client Secret (also known as an application password) for the Tenable VM MS

Sentinel Data Connector:

1.

Sign in to the Azure Portal.

. Navigate to App registrations and select your application.

Go to Certificates & secrets > Client secrets > New client secret.

. Enter a description for your client secret.

Choose an expiration period or specify a custom lifetime (maximum limit is 24 months).

To generate the client secret, Click Add.

-18-
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Note: Make sure to record the client secret's value, as it will not be displayed again once you leave
this page. The client secret value is a required configuration parameter for the Tenable VM MS
Sentinel Data Connector.

Obtain the Entra Object ID, Client ID and Tenant ID

1. Signin to the Azure Portal.
2. Navigate to Microsoft Entra ID and click App Registrations.
3. From the list of applications, search for the application you created and click it.

The Client ID, Tenant ID and Entra Object ID appears in the window

Assign role of Microsoft Sentinel Contributor to application in Microsoft Entra ID

-19-
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1. Navigate to Resource Group and select your resource group.
2. Inthe left menu, click Access control (IAM).

3. Click Add.

4. Choose Add role assignment.

5. Select Microsoft Sentinel Contributor as the role.

6. Click Next.

7. In Assign access to, select User, Group, or Service Principal.

8. Click Add members.
9. Type the name of the application you created, and select it.
10. Click Review + assign.
A new window appears.

11. In the new window, again click Review + assign.

Configure the data connector

1. Go to Microsoft Sentinel, select the Workspace where the solution was installed,

2. Navigate to Data Connectors, search for "Tenable Vulnerability Management Data

Connector."

3. Click Open Connector Page.

- -_-
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4. On the connector page, scroll down the right-side section, locate and click the Deploy to
Azure button.

Tenable Vulnerability Management (using Azure Functions)
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g Matroriom Sentinl uding TVM REST APH. Refid 10 4 STEP § - Cheeie OME from the followieg twe deployment apticnd 1o deploy the connector and the associsted Azure Function Agp
dacun 1 fior emore: invicernation. The connecton peovides the

ey

ged data whach heips to examine potential securily nsks, get
Iresight indo yoUr OmERIGNG Jsets, dagnase configuration protiems Opfion 1 - Azure Resource Manager (AAM] Template
e more
Wi 1P et For Bntnsupbindd Gapioymrent Of the Tenable'yh Wilnerabeity Misdoermen] REport dils connecton uiang ba ARM Templite
1. Chick the Deploy to Azume bution below,
Terabie App 100

2 Select the prefered Subscription. Resource Group. Funcilondpp Name and Location

3. Erfer the below information ©

A pop-up to Open external website? appears.
5. Click Yes.

You are redirected to the configuration screen for the Tenable Vulnerability Management Data
Connector.

6. Once all fields have been populated, click Review + create.

Parameter o
Description
Name
Resource Resource group of your azure account in which you want to configure this
Group data connector.
Function Name of the Function App Name.
Name

I Note: Keep the default name

Workspace Log analytics workspace name. Can be found under Log analytics >

Name Settings.
Tenable Access key for using the Tenable API.
Access Key
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Parameter
Name

Tenable
Secret Key

Location

Azure Client
Id

Azure Client
Secret

Tenant Id

Azure Entra
Object Id

Lowest
Severity to
Store

Compliance
Data
Ingestion

WAS Asset
Data
Ingestion

WAS
Vulnerabilit
y Data
Ingestion

Lowest

Description

Secret key for using the Tenable API.

The location in which the data collection rules and data collection
endpoints should be deployed.

Provide Azure Client Id that you created during App Registration in the
Microsoft Entra ID.

Provide the Azure Client Secret that you created when creating the client
secret in the App Registered in the Microsoft Entra ID.

Provide Tenant |d of your Microsoft Entra ID.

Provide Object id of your Microsoft Entra App.

The lowest vulnerability severity to store. If you select ANY, then the
selected severity, and all greater severities are considered to collect
vulnerability data.

Select true if you want to enable Compliance data ingestion from Tenable

VM. (Default is false.)

Select true if you want to enable WAS Asset data ingestion from Tenable
VM. (Default is false.)

Select true if you want to enable WAS Vulnerability data ingestion from

Tenable VM. (Default is false.)

The lowest vulnerability severity to store for WAS. If you select ANY, then
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Parameter
Name

Severity to
Store for
WAS

Tenable
Export
Schedule In
Minutes

Asset Table
Name

Vuln Table
Name

Compliance
Table Name

WAS Asset
Table Name

WAS Vuln
Table Name

App
Insights
Workspace
Resource
ID

Description

the selected severity, and all greater severities are considered to collect
WAS Vuln data.

Schedule in minutes to create a new export job from Tenable VM.

Enter name of the table used to store Asset Data logs.

| Note: Leaving this field empty causes a validation error. ’

Enter name of the table used to store Vulnerability Data logs.

| Note: Leaving this field empty causes a validation error. ’

Enter name of the table used to store Compliance Data logs.

| Note: Leaving this field empty causes a validation error. ’

Enter name of the table used to store WAS Asset Data logs.

| Note: Leaving this field empty causes a validation error. ’

Enter name of the table used to store WAS Vulnerability Data logs.

| Note: Leaving this field empty causes a validation error. ’

Migrate Classic Application Insights to Log Analytic Workspace (going
end-of life by 29 February 2024). Use the Log Analytic Workspace >
Properties setting with the Resource ID property value. This is a fully
qualified resourceld in the following format: ' /subscriptions/
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Parameter

Description

Name

{subscriptionId}/resourceGroups/
{resourceGroupName}/providers/Microsoft.Operationallnsight
s/workspaces/{workspaceName}

You can find ApplnsightsWorkspaceResourcelD in your Log Analytics Workspace under
Properties.

| lenableVWéak | Froperlies  »

7. The fields are finalized. Click Create.
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Microsoft Azure X Saarch resources, services, and do

Home >

Custom deployment

Deploy from a custom template

Terms

szure Marketplace Terme  Azure Markeiplace

By clicking “Creata” | (a] agree to the applicable legal terms associated with the offering; (b} authorize Microsoft to
charge or bill my current payment method for the fees aszociated the offering(s], induding applicable taxes, with the
zame billing frequency as my Azure subscription, until | discontinue use of the offering(s); and () agree that, if the
deployment involeas 3rd party offerings, Microsoft may share my contact information and other details of such
deployment with the publisher of that offering.

Microsoft assumes no responsibility for any actions performed by third-party templates and does not provide rights for
third-party products or services, 5ee the Azure Marketplace Terms for addtional terms.

Deploying this template will create one or maore Azure resources or Marketplace offerings. You acknowledge that you
are responsible for reviewing the applicable pnong and legal terms assocated with all resources and offenngs deployed
as part of this template. Pnces and associated legal terms for any Marketplace offerings can be found inthe &zure
Marketplace: both are subject to change at any time prior to deployment.

Merther subscription credits nor monetany commitment funds may be used to purchase non-Microsoft offerings. These
purchazes are billzd separately.

If army Microsoft products are included i a Marketplace offering [e.g. Windows Server or 301 Serven), such products are
[icensed by Microsoft and not by any third party.

Basics

Subscription Azure subscription &B

Resource group tenzble-integration

R=gion Australia South=ast

Funchon Mame Tenablel

Workspace ID -

Workspace Key oo e
Tenable Acrecs Ky e e B e P e e e e e e e o o o e e - et e e e

Tenable Socret K'E'_l,.' e e e 8 e e P e o it e o A e i

Tenable Export Schedule In Minutes TI0

(e ][ ik

8. Once the deployment has been completed, click Go to Resource Group to see the resources
that have been created.
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SRS

Home >
w Microsoft.Template-20230903191657 | Overview =

Deployment
|fo Search | « @[ Delete “\:V‘ Cancel "f Redeploy £ Download 'C Refresh
o Overview .

& Your deployment is complete

= Inputs
_ m Deployment name : Microsoft. Template-20230903181857 Start time : 9/3/2023,7:17:00 PM
¥= Outputs Subscription + Azure subscription AB Correlation ID @ 57cc7902-0755-4abb-2506-5clafestasasd
2 Template Resource group  : tenable-integration

»  Deployment details

~  Mextsteps

Go to resource group

Give feedback

A Tell us about your experience with deployment

The Data Connector is now available under Function App.

9. Navigate to Function App by searching for it in the search box.

[y pr L e S ]

P dqni = = 5 =
m = - _ CEETHLACKTTILOON FERENTRL *

Azure senid ail S G2l tobari i | Doy wsrdalas [ R i (18 R LT L L]
Rk ([nta ID £
Seecdd
LE;
45 Fandticn App B Seice ot wurapid sgaiicaion e
@ Azp ey BB V1 apphcatioa debsbons
Riesourcas G rattak Fesdton Dol e [P
otk [ omoveen Swb it o3 1 fpa Cordgue o
Erceni [} Ak L N
Kas=iples
Mura
2 ) Farction Apg

10. Locate the installed Function App using the name provided during configuration

' i -
., o, 0, S i M D B, L0 Do 0 Sk B i
. . il ks il | | D Wi el . | Lbiiee kil i Bl
[ [ [P Frarg le g L N i dpp Ve
¥ | | ]

11. Click the Tenable Function App.
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The associated Azure Functions responsible for ingesting data into Microsoft Sentinel appear.

Once the integration is set up, data starts flowing into Microsoft Sentinel through the configured
Function App. You can view this data in the Log Analytics Workspace tables specified during setup
or use the parsers deployed during installation.

Configure the Tenable Identity Exposure Syslog Collector App

Required User Role: Basic User

Note: The Tenable integration with Microsoft Azure Sentinel works with a Basic User if that user is
assigned Can View permissions on the assets they are to export, along with Can Use permissions on tags
the assets are assigned. Without the Can Use tag permissions, the assets return undefined or the
integration fails to export vulnerabilities if a tag filter is used. For more information on Tenable Vulnerability
Management permissions and user roles, refer to Permissions in the Tenable Developer Portal.

The TIE syslog collector allows you to send TIE syslog messages to Microsoft Azure Sentinel for
centralized alerting and reporting.

Microsoft Azure Sentinel is a scalable, cloud-native, security information event management
(SIEM), and security orchestration automated response (SOAR) solution. For more information
about Microsoft Sentinel, see the Microsoft documentation.

Note: This data connector depends on afad_parser based on a Kusto function to work as expected. This is
deployed with the Microsoft Sentinel solution.

Before you begin:
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I Note: Tenable Identity Exposure currently does not support the Azure Monitor Agent (AMA).

¢ |nstall Microsoft Azure Sentinel.

* You must have a Logs Analytics Workspace with Microsoft Sentinel enabled in your Azure
subscription.

* For assistance with launching Microsoft Sentinel, see the Microsoft Sentinel quick start guide.

Configure the Syslog server

Note: You need a Linux Syslog server that TenablelE can send logs to. Typically, you can run rsyslog on
Ubuntu. You can then configure this server as you wish, but Tenable recommends that you ensure that you
are able to output TenablelE logs in a separate file.

Configure rsyslog to accept logs from your Tenable |IE IP address by running the following
commands:

1. Set TenableIE source IP address:

""" shell

sudo -i

# Set TenableIE source IP address
export TENABLE_IE IP={Enter your IP address}

2. Create rsyslog configuration file:

# Create rsyslog configuration file

cat > /etc/rsyslog.d/80-tenable.conf << EOF

\$ModLoad imudp

\$UDPServerRun 514

\$ModLoad imtcp\n\\$InputTCPServerRun 514

\$AllowedSender TCP, 127.0.0.1, $TENABLE_IE_IP
\$AllowedSender UDP, 127.0.0.1, $TENABLE_IE_IP

\$template MsgTemplate, \"%TIMESTAMP:: :date-rfc3339% %HOSTNAME%
%programname%[%procid%] :%msgk%\
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\Il

\$template remote-incoming-logs, \"/var/log/%PROGRAMNAME%.log\"
*.* ?remote-incoming-logs;MsgTemplate

EOF

3. Restartrsyslog:

# Restart rsyslog\nsystemctl restart rsyslog

""" shell

sudo -i
4. SetTenable IE source IP:

# Set Tenable IE source IP address
export TENABLE_IE IP={Enter your IP address}

5. Create the rsyslog configuration:

# Create rsyslog configuration file

cat > /etc/rsyslog.d/80-tenable.conf << EOF

$ModLoad imudp

$UDPServerRun 514

$ModLoad imtcp

$AllowedSender TCP, 127.0.0.1, $TENABLE_IE_IP

$AllowedSender UDP, 127.0.0.1, $TENABLE IE IP

$template MsgTemplate, \"%TIMESTAMP:::date-rfc3339% %HOSTNAME%
%programname%[%procid%] :%msgk\

"\$template remote-incoming-logs, \"/var/log/%PROGRAMNAME%.log\"
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*, % ?remote-incoming-logs;MsgTemplate
EOF

6. Restartrsyslog:

# Restart rsyslog

systemctl restart rsyslog

Install and onboard the Microsoft agent for Linux

Note: The OMS agent receives the TenablelE syslog events and publish them in Microsoft Sentinel
instructions.

1. Choose where to install the agent:
a. Install agent on Azure Linux Virtual Machine
i. Select the machine to install the agent on and then click Connect.
ii. Findthis URL: InstallAgentOnLinuxVirtualMachine
b. Install agent on a non-Azure Linux Machine
i. Download the agent on the relevant machine and follow the instructions

ii. Findthis URL: InstallAgentOnLinuxNonAzure

Check agent logs on the Syslog server

"7 shell
tail -f /var/opt/microsoft/omsagent/log/omsagent.log

Configure TenablelE to send logs to your Syslog server
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. In your TenablelE portal, go to System > Configuration > Syslog.

. Create a new Syslog alert toward your Syslog server.

Check that the logs are correctly gathered on your server in a separate file (you can use the
Test the configuration button in the Syslog alert configuration in TenablelE).

Note: If you used the Quickstart template, the Syslog server listens by default on port 514 in UDP
and 1514 in TCP, without TLS.

Configure the agent to collect the custom logs

10.

11.

. In Microsoft Sentinel, go to Configuration > Settings > Workspace settings > Custom logs.

Click Add custom log.

Upload a sample TenablelE.log Syslog file from the Linux machine running the Syslog server.
Click Next.

Set the record delimiter to New Line (if not already set).

Click Next.

Select Linux and enter the file path to the Syslog file and click the + icon.

Click Next.

Note: The default location of the fileis /var/log/TenableIE.log if you have a Tenable version
<3.1.0, you must also add this Linux file location /var/log/AlsidForAD. log.

Set the Name to Tenable_IE_CL.

Note: Azure automatically adds "_CL" at the end of the name. There must be only one addition, so
make sure the name is not Tenable |IE_CL_CL.

Click Next.

Click Create.
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Audit Microsoft Azure

To audit Microsoft Azure, do the following:

* Configure Microsoft Azure for use with a compliance audit, as described in Configure Azure
(Compliance Audit).

* Create an audit scan with Tenable Vulnerability Management or Tenable Nessus:

¢ Audit Microsoft Azure in Tenable Vulnerability Management

¢ Audit Microsoft Azure in Tenable Nessus

For more information on the Microsoft Azure audit, see Microsoft Azure Audit Compliance

Reference in the Compliance Checks Reference.

Configure Azure for a Compliance Audit

The Tenable integration for Microsoft Azure supports multiple methods for creating and registering
the application: Key Authentication, Password Authentication, and Certificate Authentication.
Choose either of the authentication methods, then complete the setup with the Assign API
Permissions steps.

Key Authentication Method
Register Application: Key
1. Click Microsoft Entra ID > App Registrations.
2. Click the New Registrations application.
3. Give the application a name.
4. Choose the supported account types for your environment.
5. Choose Public Client/Native for the redirect URI type.
6. (Optional) Add a redirect URI.

7. Click Register.

Create Application Client Secret
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. Click your registered application in Microsoft Entra ID > App Registrations.

. Click Certificates and Secrets.

Click + New client secret.

Client secrets

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

-+ New client secret

. Give the secret a name and click Add.

l Tip Copy the secret somewhere safe for use in authenticating during a scan.

Assign the Application to the Reader Role

1.

7.

Click Subscriptions > Your Subscription > Access Control (IAM) > Role Assignments > +
Add.

Add the Reader role to the application you previously created for scanning.
Select Reader from the Role drop-down menu.

Assign access to User, Group, or Service Principal.

In the Select field, type the name of your created application.

Select the application.

Click Save.

Password Authentication Method

Create Microsoft Entra ID User Account

Create a new user to scan in the Microsoft Entra ID. See the Microsoft Azure documentation for

steps to add a new user.

Assign User the Reader Role
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1. Click Subscriptions > Your Subscription > Access Control (IAM) > Role Assignments > +
Add.

2. Add the Reader role to the user account you created for scanning.

Register Application: Password
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1. Click on Microsoft Entra ID > App registrations.
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2. Click New Registrations application.

3. Give the application a name.

4. Choose the supported account types for your environment.
5. Click Register.

6. Click Authentication.

7. Choose Yes for Default Client Type/Treat application as a public client.
Certificate Authentication Method

Register Application: Certificate
1. Click Microsoft Entra ID > App Registrations.
2. Click the New Registrations application.
3. Give the application a name.
4. Choose the supported account types for your environment.
5. Choose Public Client/Native for the redirect URI type.
6. (Optional) Add a redirect URI.
7. Click Register.

Generate a Certificate

Execute the following PowerShell commands, replacing the appropriate values:

1.
$certname = "{certificateName}" ## Replace {certificateName}

2.
$cert = New-SelfSignedCertificate -Subject "CN=$certname" -CertStorelLocation
"Cert:\CurrentUser\My" -KeyExportPolicy Exportable -KeySpec Signature
-KeyLength 2048 -KeyAlgorithm RSA -HashAlgorithm SHA256

3.
Export-Certificate -Cert $cert -FilePath
"C:\Users\admin\Desktop\$certname.cer" ## Specify your preferred location

Add Certificate
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. Click your registered application in Microsoft Entra ID > App Registrations.

. Click Certificates and Secrets.

Click Certificates.

. Click Upload certificate.

Select the certificate file you exported.

Give the certificate a description and click Add.

Assign the Application to the Reader Role

1.

7.

Click Subscriptions > Your Subscription > Access Control (IAM) > Role Assignments > +
Add.

Add the Reader role to the application you previously created for scanning.
Select Reader from the Role drop-down menu.

Assign access to User, Group, or Service Principal.

In the Select field, type the name of your created application..

Select the application.

Click Save.

APl Permissions

Assign API Permissions

1.

Click your registered application in Microsoft Entra ID > App Registrations > Your
Application > API| Permissions.
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2. Select Microsoft Graph.

Note: If adding permissions for Key Authentication, then select Application permissions. If adding
permissions for Password Authentication, then select Delegated permissions.

3. Inthe Configured permissions section, click Add a permission.
4. Add the following permissions:
* Azure Service Management — user_impersonation
* Microsoft Graph — Calendars.Read
* Microsoft Graph — DeviceManagementApps.Read.All
* Microsoft Graph — DeviceManagementConfiguration.Read.All
* Microsoft Graph — Directory.Read.All
* Microsoft Graph — Policy.Read.All
* Microsoft Graph — Reports.Read.All
* Microsoft Graph — User.Read.All

Scanning Microsoft Intune:
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* Microsoft Graph — DeviceManagementApps.Read.All

* Microsoft Graph — DeviceManagementManagedDevices.Read.All

APl / Permissions name Type

“ Azure Service Management (1)
user_impersonation Delegated

~ Microsoft Graph (7)
Calendars.Read Application
DeviceManagementApps.Reac Application
DeviceManagementConfigural Application
Directory.Read.All Application
Policy.Read All Application
Reports.Read.All Application

User.Read All Application

5. Click Grant admin consent.

6. Click Add permissions.

Description

Admin consent req...

Access Azure Service Management as organization use... -

Read calendars in all mailboxes

Read Microsoft Intune apps

Read Microsoft Intune device configuration and policies
Read directory data

Read your organization's policies

Read all usage reports

Read all users’ full profiles

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Status

@ Granted for Bob Corp

@ Granted for Bob Corp
@ Granted for Bob Corp
@ Granted for Bob Corp
@ Granted for Bob Corp
@ Granted for Bob Corp
@ Granted for Bob Corp

@ Granted for Bob Corp

Note: Additional configuration is required to perform a ScubaGear audit against a Microsoft 365
environment. Refer to Configure Azure for ScubaGear Audit.

What to do next:

Create an audit scan in either Tenable Vulnerability Management or Tenable Nessus:

¢ Audit Microsoft Azure in Tenable Vulnerability Management

¢ Audit Microsoft Azure in Tenable Nessus

Configure Azure for Microsoft 365 and ScubaGear Audits

Additional configurations are required to perform a ScubaGear audit against a Microsoft 365

environment:

Assign API Permissions

1. Click your registered application in Microsoft Entra ID > App Registrations > Your

Application > API| Permissions.
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. Select Microsoft Graph.
When adding permissions for Certificate Authentication, select Application permissions.
. In the Configured permissions section, click Add a permission.
. Add the following permissions:
* Microsoft Graph

° Directory.Read.All

° GroupMember.Read.All

° Organization.Read.All,

° Policy.Read.All,

° RoleManagement.Read.Directory,

° User.Read.All

° PrivilegedEligibilitySchedule.Read.AzureADGroup
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PrivilegedAccess.Read.AzureADGroup

RoleManagementPolicy.Read.AzureADGroup
AuditLog.Read.All

Calendars.Read
DeviceManagementApps.Read.All
DeviceManagementConfiguration.Read.All
Directory.Read.All

GroupMember.Read.All
Organization.Read.All
OrgSettings-AppsAndServices.Read.All
OrgSettings-Forms.Read.All

Policy.Read.All
PrivilegedAccess.Read.AzureADGroup
PrivilegedEligibilitySchedule.Read.AzureADGroup
Reports.Read.All
RoleManagement.ReadWrite.Exchange
RoleManagementPolicy.Read.AzureADGroup
SecurityActions.Read.All
SecurityAlert.Read.All
SecurityEvents.Read.All
SharePointTenantSettings.Read.All
Sites.Read.All

User.Read
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* Microsoft Teams Services

° AdminAppCatalog.Read.All
» Office 365 Exchange Online

° Exchange.ManageAsApp
* SharePoint

° Sites.FullControl.All

Configure Microsoft Entra ID Roles
1. In the Manage section of Microsoft Entra ID, click Roles and administrator.
2. Click the Global Reader role,
3. Click Add assignments.

4. Select the application you created, and click Add.

Configure Power Platform

* As an account with Power Platform Administrator, or Global Administrator roles, register the
service principal:

Add-PowerAppsAccount -Endpoint prod -TenantID <tenant id>

Audit Microsoft Azure in Tenable Vulnerability Management

Tenable offers the ability to audit the Microsoft Azure Cloud environment to detect misconfigurations
in the cloud environment and account settings using Tenable Vulnerability Management. Complete
the following steps to Audit Microsoft Azure in Tenable Vulnerability Management.

For more information on the Microsoft Azure audit, see the Microsoft Azure Audit Compliance
Reference in the Compliance Checks Reference.

Before you begin:

* Configure Azure as described in Configure Azure for a Compliance Audit.
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Note: No pre-authorization is needed from Microsoft to perform the audit, but a Microsoft Azure account is
required.

To audit Microsoft Azure in Tenable Vulnerability Management:

—

10.
11.
12.

13.

. Log in to Tenable Vulnerability Management.

In the upper-left corner, click the = button.

The left navigation plane appears.

. In the left navigation plane, in the Vulnerability Management section, click Scans.

The Scans page appears.

In the upper-right corner of the page, click @ Create a Scan.

The Select a Scan Template page appears.

Select the Audit Cloud Infrastructure template.

The Audit Cloud Infrastructure page appears.

In the Name box, type a descriptive name for the scan.

(Optional) In the Description box, enter information to describe your scan.
Click Compliance.

Click Microsoft Azure.

Tenable offers pre-configured compliance checks and provides the ability to upload a custom
Azure audit file.

Note: For information on creating a custom audit, see the Microsoft Azure Audit Compliance Reference in
the Nessus Compliance Checks Reference Guide.

Click each compliance check you want to add to the scan.
If you choose to add a custom audit file, click Add File and select the file to upload.
Click Credentials.

Click Microsoft Azure.
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Note: See the Required User Privileges section in the Nessus User Guide for the required Microsoft
Azure privileges.

14. Click the Authentication Method drop-down menu to select your preferred authentication
method: key, password, or certificate.

Configure the credentials for your selected authentication method.
To configure key authentication:

Option Description Required

Tenant ID The Tenant ID or Directory ID for your Azure Yes
environment.

Application ID The application ID (also known as client ID) for your Yes
registered application.

Client Secret The secret key for your registered application. Yes
Subscription List of subscription IDs to scan, separated by a No
IDs comma. If this field is blank, all subscriptions are

audited.

To configure password authentication:

Option Description Required
Username The username required to log in to Microsoft Azure. Yes
Password The password associated with the username. Yes
Client ID The application ID (also known as client ID) for your Yes

registered application.

Subscription List of subscription IDs to scan, separated by a No
IDs comma. If this field is blank, all subscriptions are
audited.

To configure certificate authentication:
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Option Description Required

Tenant ID The Tenant ID or Directory ID for your Azure Yes
environment.

Application ID The application ID (also known as client ID) for your Yes
registered application.

Private Key A PEM formatted 2048-bit RSA private key and Yes
certificate.
Config File Additional configuration parameters. Currently only No

applicable for SCuBA scans.

Subscription List of subscription IDs to scan, separated by a No
IDs comma. If this field is blank, all subscriptions are
audited.

15. Do one of the following:
* Click Save.

* Click the drop-down arrow next to Save and select Launch to initiate the scan.

Note: For additional information on configuring Tenable Vulnerability Management scans, refer to the
Tenable Vulnerability Management User Guide.

Audit Microsoft Azure in Tenable Nessus

Tenable offers the ability to audit the Microsoft Azure Cloud environment to detect misconfigurations
in the cloud environment and account settings using Tenable Nessus. Complete the following steps
to Audit Microsoft Azure in Tenable Nessus.

For more information on the Microsoft Azure audit, see the Microsoft Azure Audit Compliance

Reference in the Compliance Checks Reference.

Before you begin:

* Configure Azure as described in Configure Azure for a Compliance Audit.

- 46 -


https://docs.tenable.com/vulnerability-management/Content/Settings/cloud-connectors/Azure/Configuration/TenantID.htm
https://docs.tenable.com/vulnerability-management/Content/getting-started/Welcome.htm
https://docs.tenable.com/nessus/compliance-checks-reference/Content/MSAzureAuditComplianceFileReference.htm
https://docs.tenable.com/nessus/compliance-checks-reference/Content/MSAzureAuditComplianceFileReference.htm

O

Note: No pre-authorization is needed from Microsoft to perform the audit, but a Microsoft Azure account is
required.

To Audit Microsoft Azure in Tenable Nessus:

1.

N

10.

11.

Log in to Tenable Nessus.

In the upper-left corner, click the = button.

The left navigation plane appears.

. In the left navigation plane, in the Vulnerability Management section, click Scans.

The Scans page appears.

In the upper-right corner of the page, click @ Create a Scan.

The Select a Scan Template page appears.

In the Compliance section, select the Audit Cloud Infrastructure template.
The Audit Cloud Infrastructure page Settings tab appears.

In the Name box, type a descriptive name for the scan.

(Optional) In the Description box, enter information to describe your scan.
Click the Credentials tab.

In the Categories section, click Microsoft Azure.

The Microsoft Azure options appear.

Click the Authentication Method drop-down menu to select your preferred authentication
method: key, password, or certificate.

Configure the credentials for your selected authentication method.
To configure key authentication:

Option Description Required

Tenant ID The Tenant ID or Directory ID for your Azure Yes
environment.

_47 -


https://docs.tenable.com/vulnerability-management/Content/Settings/cloud-connectors/Azure/Configuration/TenantID.htm

O

Application ID The application ID (also known as client ID) for your Yes
registered application.

Client Secret The secret key for your registered application. Yes
Subscription List of subscription IDs to scan, separated by a No
IDs comma. If this field is blank, all subscriptions are

audited.

To configure password authentication:

Option Description Required
Username The username required to log in to Microsoft Azure. Yes
Password The password associated with the username. Yes
Client ID The application ID (also known as client ID) for your Yes

registered application.

Subscription List of subscription IDs to scan, separated by a No
IDs comma. If this field is blank, all subscriptions are
audited.

To configure certificate authentication:

Option Description Required

Tenant ID The Tenant ID or Directory ID for your Azure Yes
environment.

Application ID The application ID (also known as client ID) for your Yes
registered application.

Private Key A PEM formatted 2048-bit RSA private key and Yes
certificate.
Config File Additional configuration parameters. Currently only No

applicable for SCuBA scans.
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Subscription List of subscription IDs to scan, separated by a No
IDs comma. If this field is blank, all subscriptions are
audited.

12. Click Compliance.
13. Click Microsoft Azure.

Tenable offers pre-configured compliance checks and provides the ability to upload a custom
Azure audit file.

Note: For information on creating a custom audit, see the Microsoft Azure Audit Compliance Reference in
the Nessus Compliance Checks Reference Guide.

14. Click each compliance check you want to add to the scan.
15. If you choose to add a custom audit file, click Add File and select the file to upload.
16. Click Save.

The credential saves and the My Scans page appears.

Note: For additional information on configuring Tenable Nessus scans, refer to the Tenable Nessus User
Guide.
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Tenable Vulnerability Management

View the following sections for steps on how to configure Tenable Vulnerability Management with
Microsoft Azure.

* Requirements

e Create a Scan

* Nessus Agent Scan

¢ Deploy a Nessus Agent

Integration Requirements

To integrate Tenable Vulnerability Management with Microsoft Azure, you need the following:
* Tenable Vulnerability Management account

To purchase a Tenable Vulnerability Management account or set up a free evaluation, visit
http://www.tenable.com/products/tenable-io

e Azure account

To create a free account, visit https://azure.microsoft.com/en-us/free/

¢ |nternet connection

You must have a <user>@<somedomain>.onmicrosoft.com account.

Create a Scan

Create a Tenable Vulnerability Management Scan

For instructions on creating a scan, see Create a Scan in the Tenable Vulnerability Management
User Guide.

Create an Agent Scan

For instructions on creating an Agent scan, see Create an Agent Scan in the Tenable Vulnerability
Management User Guide.
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Nessus Agent Scan of Azure Virtual Instances

Tenable‘s Nessus Agents provide the ability to perform local scans on instances within the Microsoft
Azure cloud environment. Nessus Agent Scans, which are configured, managed, and updated
through Tenable Vulnerability Management or Tenable Nessus Manager, help identify
vulnerabilities, compliance violations, misconfigurations, and malware.

Download Nessus Agents from the Tenable Downloads site, install it on an instance running in the

Microsoft Azure cloud environment, and link it to Tenable Vulnerability Management or Nessus
Manager.

Note: Agents can be installed on your targets manually, via Group Policy, SCCM, or other third-party
software deployment applications.

Nessus Agents are linked to Tenable Vulnerability Management or Nessus Manager in the same
manner as linking to a secondary scanner. Before installing Nessus Agents, you must acquire the
Agent Key from within Tenable Vulnerability Management or Nessus Manager.

1. To acquire the Agent Key, log in to Tenable Vulnerability Management or Nessus Manager.
2. Click Settings > Scanners > Agents > Linked.

3. Akey is generated for the Nessus Agents to link to the scanner.

Nessus@))

My Scans

6.10. - scans 2 ., ) X
Linked Agents Agent Groups Blackout Windows Agent Settings

cen7-172.26.16.224

16-172.26.17.40 . . .
cen Agents can be linked to Nessus using the following setup instructions. Once linked, they will

scans 3 - automatically download all necessary plugins. This process takes several minutes and is required before
an agent will return results.

L
8
]
1

ub16-172.26.18.225 Linking Key:

uploads

Wwinl0x-172.26.18.2...

_ Filter ¥
W win732-172.26.... 1
L) wivE-eat- Name Status 1P Address Platform Groups Version Last Plugin Update Last Scanned
W Allscans
8baed6cd-4al0-44al-..  Offline N/A Windows (win-x86-64)  N/A N/A N/A N/A
il Trash
9488f67¢-d668-4112-8...  Offline N/A Windows (win-x86-64)  N/A N/A N/A N/A
© rolicies Server2012R2 Offine 172.26.38.65 Windows (win-x86-64)  qa-agent, windows ag... N/A N/A April 6
Plugin Rul
@ Scanners Win81 Offline 172.26.37.79 ‘Windows (win-x86-64) ga-agent, windows ag... N/A N/A April 6
EB Agent ) ) ) A
| L) AT WINDOWS10ANNIVE Offline 172.2636.82 Windows (win-x86-64)  qa-agent, windows ag... N/A N/A April 6
WINDOWS732 Offiine 172.2636.216 Windows (win-x86) qa-agent, windows ag... N/A N/A April 6

For more information on installing and configuring Nessus Agents, refer to the Nessus User Guide.
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Deploy a Nessus Agent

For instructions on deploying a Nessus Agent, see the Nessus Agent Deployment section in the

Nessus Agent and Deployment and User Guide.
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Tenable Web App Scanning

View the following sections for steps on how to configure Tenable Web App Scanning with Microsoft
Azure.

* Provision Tenable Core Web Application Scanner (BYOL) in Azure Marketplace

* Create a Tenable Web App Scanning Scan

Provision Tenable Core Web Application Scanner (BYOL)

Tenable Core Web Application Scanner Bring Your Own License (BYOL) is an instance of a Tenable
Vulnerability Management Web Application Scanner installed in Microsoft Azure that allows you to
scan internal-facing web applications deployed in Microsoft Azure. The Tenable Core Web
Application Scanner (BYOL) is used to perform vulnerability assessments of web applications.

To provision a Tenable Core Web Application Scanner BYOL instance:
1. Log in to the Microsoft Azure portal.
2. Inthe left-hand menu, click + Create a resource.
The New page appears.
3. Inthe search box, type TenableCore WAS (BYOL).
As you type, Tenable options appear.

4. Selectthe TenableCore WAS (BYOL) option or press enter.
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The TenableCore WAS (BYOL) page appears.

Microsoft Azure £ Search resources, services, and docs (G+/) & & £ 2?2 © e ‘
«  Home > New > TenableCore WAS (BYOL)
- Create a resource TenableCore WAS (BYOL) X
Tenable
A Home
@ oasttoars TenableCore WAS (BYOL) & c.ciiis
‘= Allservices Tenable
FAVORITES @ | Startwith a pre-set configuration |
Al resources a Want to deploy programmatically? Get started
) Resource groups A
&= Tenable.io Web Application Scanning delivers safe and automated vulnerability scanning that covers your entire online portfolio. Through comprehensive and accurate web
& App Services application scanning as part of a complete vulnerability management solution, you can see and manage your security exposure across all types of assets and fully protect your
F Function App organization.
o TenableCore is the virtual appliance platform we use as the base for many of our applications. TenableCore is a lightly customized version of Cent0S 7. It has these major
& SQL databases fontures:
& Azure Cosmos DB o SELinux Enabled
. . * Configuration to meet some elements of the CIS Level 1 Benchmarks
K3 virtual machines o -
A GUI for configuration of a number of application and O/S features.
P L0sd bolancers Learn more about TenableCore for Web Application Scanning
[ storage accounts Learn more about TenableCore and Microsoft Azure
<+ Virtual networks Useful Links
o Find a Tenable Reseller
& Azure Active Directory Tenable Community Forums
B Monitor Tenable Web Application Scanning Documentation
Tenable Store
@ Advisor Tenable Video Tutorials
TenableCore with WAS
O security Center
© Cost Management + Bill...
2 Help + support
hittps//portalazure.com/# - q y

5. Click the Create button.
The Create a virtual machine page appears.

6. On the Basics tab, enter the required information for each option in the Project details,
Instance details, and Administrator account sections.

Option Description

Project Details

Subscription The account through which resources are reported and
services are billed.

Resource Group The collection of resources that share the same lifecycle,
permissions, and policies.

Instance Details

Virtual machine name The name used for both, the virtual machine and host
name.
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Region

Availability options

Image

Size

Administrator Account

Authentication Type

Username

SSH Key

Password

O

Note: The virtual machine name cannot be changed after
the virtual machine is created. You can change the host
name when you log into the virtual machine.

The regional location most suitable for you and your
customers.

Note: Some virtual machine sizes are not available in
certain regions.

(Optional) Additional options to help manage availability
and resilience of your applications. Provides options to
use replicated virtual machines in availability zones or
availability settings to protect your applications and data
from outages and maintenance events.

The base operating system or application for the virtual
machine.

The virtual machine size to support the workload you
want to run.

The type of authentication the administrator uses - SSH
or password.

The administrator username for the virtual machine.

(Only available when you select SSH for Authentication
Type) The single-line RSA public key or multi-line PEM
certificate.

For additional information on setting up your SSH
account, see Create a Password for the Initial

Administrator User Account.

(Only available when you select Password for
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Authentication Type) The administrator password for the
virtual machine.

Confirm Password (Only available when you select Password for
Authentication Type) Verification for the administrator
password for the virtual machine.

7. Click the Disks tab.

The Disks page appears.

- i 5] ) [
e e e e e {L—‘v - 5:‘63 () @ (e n B

& Home > New > TenableCore WAS (BYOL) > Create a virtual machine

- Create a resource Create a virtual machine X
A Home
[ Dashboard Basics | Disks | Networking Management Advanced Tags Review + create
“= Allservices ) . » )
Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
OIS The size of the VM determines the type of storage you can use and the number of data disks allowed. Leam more
All resources ~  Diskoptions
() Resource groups *Osdisktype @ Standard SSD v
1 App Services Enable Ultra Disk compatibility (Preview) @ () Yes (®) No
tra Disk compatibility is not available for this VM size and location
<% Function App
B SQL databases Data disks
& Azure Cosmos DB You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk
K3 virtual machines LN NAME SIZE (GIB) DISKTYPE HOST CACHING

<p Load balancers
Create and attach anew disk  Attach an existing disk
= storage accounts
<+ Virtual networks
4P Azure Active Directory v Advanced
= Monitor

R Advisor

@ Security Center

@ Cost Management + Bill... [ <Previous | [ Next:Newworking >

2 Help + support

8. On the Disks page, in the Disks option section, select an OS disk type from the drop-down.

9. (Optional) In the Data disks section, you can add and configure additional data disks or attach
existing disks.

10. Click the Networking tab.

The Networking page appears.
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11.

12.

13.

14.

15.

16.

17.

Microsoft Azure O Search resources, services, and docs (G+/) T Q0 & 7?7 ©

« Home > New > TenableCore WAS (BYOL) > Create a virtual machine

- Create a resource Create a virtual machine

M Home

& pashboard Basics  Disks | Networking | Management Advanced Tags  Review + create
‘= Allservices

Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
FAVORITES ports, inbound and outbound connectivity with security group rules, or place behind an existing load balancing solution.

All resources
Network interface
() Resource groups

When creating a virtual machine, a network interface will be created for you.

18 App Services

* Virtual network @ [ Fitter virtual networks

<% Function A
L2 Create new

B SQL databases

Public 1P @ [ None
& Azure Cosmos DB Create new
K3 virtual machines NIC network security group @ O None () Basic

4P Load balancers
= storage accounts

€2 Virtual networks

) Advanced

@ This VM image has preconfigured NSG rules

@ Azure Active Directory * Configure network security group [
Create new
= Monitor
Accelerated networking @ on (@ off
@ Advisor

O security Center

© cost Management + Bill.. [ <Previous | [ Next:Management >

2 Help + support

The selected image does not support accelerated networking.

In the Virtual Network drop-down box, select a network.

(Optional) Select a Public IP and NIC network security group.

In the Configure network group drop-down box, select a resource group.

o
TENABLE, INC. @

I Note: You can create a new group by clicking the Create new link beneath the drop-down box.

(Optional) Enable or disable Accelerated networking option.

(Optional) In the Load balancing option, select to place the virtual machine behind an existing

load balancing solution.
Click the Management tab.
The Management page appears.

Enter your management preferences.

Options Description

Monitoring

Boot diagnostics
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18.

19.

20.

21.

22.

OS guest diagnostics

Diagnostic storage account
Identity

System assigned managed identity

Microsoft Entra ID

Login with AAD credentials (preview)

Auto-shutdown

Enable auto-shutdown

(Optional) Click the Advanced tab.

The Advanced page appears.

(Optional) On the Advanced page, enter information for the Extenstions, Cloud init, Host, and

VM generation sections.
(Optional) Click the Tags tab.

The Tags page appears.

(Optional) On the Tags page, use the drop-down boxes to create tags to help categorize your

resources.

Click Review + Create.
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console output and screenshots of the
virtual machine running on a host.

(Optional) Enable to receive metrics for
your virtual machine.

The account used to store your metrics.

(Optional) Enable to grant permissions
using the Azure role-based access
control.

(Optional) Enable to use your corporate

Active Directory credentials to log in to the
virtual machine, enforce MFA, and enable

access via RBAC roles.

(Optional) Enable to automatically
shutdown your virtual machine daily.
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The Create a virtual machine page appears, and the system begins a validation process.
After the validation completes, a success message appears at the top of the screen.
23. Click Create.
Azure begins the virtual machine deployment.
After the validation completes, a success message appears.

The TenableCore WAS (BYOL) virtual machine is added to your Resource Groups.

What to do next:

* To complete the configuration, see Deploy Tenable Core + Tenable Web App Scanning in

Microsoft Azure in the Tenable Core for Tenable Web App Scanning user guide.

Note: Microsoft does not require pre-approval to conduct vulnerability scans against Azure
resources.

Web Application Scan

For instructions on creating a web application scan, see the Create a Scan section in the Tenable

Vulnerability ManagementUser Guide.
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Deploy a Tenable Nessus Scanner

View the following links for steps on how to deploy a Tenable Nessus Scanner with Microsoft Azure.

* Provision Tenable Core for Nessus (BYOL) in Azure Marketplace

¢ |nstall Nessus on an Azure virtual machine

* Deploy One-Click Nessus Agent

Provision Tenable Core Nessus (BYOL) in Azure Marketplace

Tenable Core Nessus Bring Your Own License (BYOL) is an instance of Nessus installed in
Microsoft Azure that allows you to scan Azure cloud environments and assets. Tenable Core
Nessus (BYOL) features include vulnerability detection, compliance misconfiguration detection, and
malware detection.

To provision a Tenable Core Nessus (BYOL) instance:
1. Log in to the Microsoft Azure portal.
2. Inthe left-hand menu, click + Create a resource.
The New page appears.
3. Inthe search box, type TenableCore Nessus (BYOL).
As you type, Tenable options appear.

4. Select the TenableCore Nessus (BYOL) option or press enter.
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The TenableCore Tenable Nessus (BYOL) page appears.

Microsoft Azure

- Create a resource

A Home

& Dashboard

“= Allservices
FAVORITES
Allresources

() Resource groups

(& App Services

<% Function App

B SQL databases

& Azure Cosmos DB

3 virtual machines

& Load balancers

= storage accounts

<+ Virtual networks

b Azure Active Directory

) Monitor

® Advisor

O security Center

@ Cost Management + Bill...

2 Help + support

Search . services, and docs (G 5] ? o
O Search resources, services, and docs (G+/) 5 ® (OB - o vt IS

Home > New > TenableCore Nessus (BYOL)

TenableCore Nessus (BYOL) * X
Tenable

TenableCore Nessus (BYOL) © sov forlater
Tenable
| Startwith a pre-set configuration |

£ | Start with a pre-set configuration |

Want to deploy programmatically? Get started

With more than one million users, Nessus is the world’s most widely-deployed vulnerability, configuration and compliance assessment product. Nessus prevents attacks by
identifying the vulnerabilities, configuration issues and malware that hackers could use to penetrate your network.

With a continuously updated library of vulnerabilities and configuration issues, and the support of Tenable's expert security research team, Nessus delivers accuracy to the
marketplace.

TenableCore is the virtual appliance platform we use as the base for many of our applications. TenableCore is a lightly customized version of Cent0S 7. It has these major
features:

o SELinux Enabled
« Configuration to meet some elements of the CIS Level 1 Benchmarks
« AGUIfor configuration of a number of application and 0/S features.

Learn more about TenableCore with Nessus

Learn more about Nessus and Microsoft Azure

Useful Links

Find a Tenable Reseller
Tenable Community Forums
Tenable Nessus documentation
Tenable Store

Tenable Video Tutorials
TenableCore with Nessus

5. Click the Create button.

The Create a virtual machine page appears.

6. On the Basics tab, enter the required information for each option in the Project details,
Instance details, and Administrator account sections.

Option Description

Project Details

Subscription

The account through which resources are reported and
services are billed.

Resource Group The collection of resources that share the same lifecycle,

permissions, and policies.

Instance Details

Virtual machine name The name used for both, the virtual machine and host

name.
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Region

Availability options

Image

Size

Administrator Account

Authentication Type

Username

SSH Key

Password

O

Note: The virtual machine name cannot be changed after
the virtual machine is created. You can change the host
name when you log into the virtual machine.

The regional location most suitable for you and your
customers.

Note: Some virtual machine sizes are not available in
certain regions.

(Optional) Additional options to help manage availability
and resilience of your applications. Provides options to
use replicated virtual machines in availability zones or
availability settings to protect your applications and data
from outages and maintenance events.

The base operating system or application for the virtual
machine.

The virtual machine size to support the workload you
want to run.

The type of authentication the administrator uses - SSH
or password.

The administrator username for the virtual machine.

(Only available when you select SSH for Authentication
Type) The single-line RSA public key or multi-line PEM
certificate.

For additional information on setting up your SSH
account, see Create a Password for the Initial

Administrator User Account.

(Only available when you select Password for
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Authentication Type) The administrator password for the
virtual machine.

Confirm Password (Only available when you select Password for
Authentication Type) Verification for the administrator
password for the virtual machine.

7. Click the Disks tab.

The Disks page appears.

- i 5] ) [
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«  Home > New > TenableCore Nessus (BYOL) > Create a virtual machine
- Create a resource Create a virtual machine X
A Home
[ Dashboard Basics | Disks | Networking Management Advanced Tags Review + create
“= Allservices ) . » )
Azure VMs have one operating system disk and a temporary disk for short-term storage. You can attach additional data disks.
OIS The size of the VM determines the type of storage you can use and the number of data disks allowed. Leam more
All resources ~  Diskoptions
() Resource groups *Osdisktype @ Standard SSD v
1 App Services Enable Ultra Disk compatibility (Preview) @ () Yes (®) No
) tra Disk compatibility is not available for this VM size and location
<% Function App
B SQL databases Data disks
& Azure Cosmos DB You can add and configure additional data disks for your virtual machine or attach existing disks. This VM also comes with a
temporary disk
K3 virtual machines LN NAME SIZE (GIB) DISKTYPE HOST CACHING

<p Load balancers
Create and attach anew disk  Attach an existing disk
= storage accounts
<+ Virtual networks
4P Azure Active Directory v Advanced
= Monitor

R Advisor

@ Security Center

@ Cost Management + Bill... [ <Previous | [ Next:Newworking >

2 Help + support

8. On the Disks page, in the Disks option section, select an OS disk type from the drop-down.

9. (Optional) In the Data disks section, you can add and configure additional data disks or attach
existing disks.

10. Click the Networking tab.

The Networking page appears.
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11.

12.

13.

14.

15.

16.

17.

& S e e A (5] o & 7 0
« Home > New > TenableCore Nessus (BYOL) > Create a virtual machine
- Create a resource Create a virtual machine
M Home
[E pashboard Basics Disks | Networking | Management Advanced Tags Review + create
*= All services . L . .
Define network connectivity for your virtual machine by configuring network interface card (NIC) settings. You can control
OIS ports, inbound and outbound cannectivity with security group rules, or place behind an existing load balancing solution.

All resources
Network interface
() Resource groups

When creating a virtual machine, a network interface will be created for you.

18 App Services

* Virtual network @ [ Fitter virtual networks

<% Function A
L2 Create new

B SQL databases

Public 1P @ [ None
& Azure Cosmos DB Create new
K3 virtual machines NIC network security group @ O None () Basic

4P Load balancers
= storage accounts

€2 Virtual networks

) Advanced

@ This VM image has preconfigured NSG rules

@ Azure Active Directory * Configure network security group [
Create new
= Monitor
Accelerated networking @ on (@ off
@ Advisor

O security Center

© cost Management + Bill.. [ <Previous | [ Next:Management >

2 Help + support

The selected image does not support accelerated networking.

In the Virtual Network drop-down box, select a network.

(Optional) Select a Public IP and NIC network security group.

In the Configure network group drop-down box, select a resource group.

o
TENABLE, INC. @

I Note: You can create a new group by clicking the Create new link beneath the drop-down box.

(Optional) Enable or disable Accelerated networking option.

(Optional) In the Load balancing option, select to place the virtual machine behind an existing

load balancing solution.
Click the Management tab.
The Management page appears.

Enter your management preferences.

Options Description

Monitoring

Boot diagnostics
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18.

19.

20.

21.

OS guest diagnostics

Diagnostic storage account
Identity

System assigned managed identity

Microsoft Entra ID

Login with AAD credentials (preview)

Auto-shutdown

Enable auto-shutdown

(Optional) Click the Advanced tab.

The Advanced page appears.

(Optional) On the Advanced page, enter information for the Extenstions, Cloud init, Host, and

VM generation sections.
(Optional) Click the Tags tab.

The Tags page appears.

(Optional) On the Tags page, use the drop-down boxes to create tags to help categorize your

resources.
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console output and screenshots of the
virtual machine running on a host.

(Optional) Enable to receive metrics for
your virtual machine.

The account used to store your metrics.

(Optional) Enable to grant permissions
using the Azure role-based access
control.

(Optional) Enable to use your corporate

Active Directory credentials to log in to the
virtual machine, enforce MFA, and enable

access via RBAC roles.

(Optional) Enable to automatically
shutdown your virtual machine daily.
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22. Click Review + Create.

The Create a virtual machine page appears, and the system begins a validation process.
23. Click Create.

Azure begins the virtual machine deployment.

After the validation completes, a success message appears.

The TenableCore Tenable Nessus (BYOL) virtual machine is added to your Resource
Groups.

What to do next:

* To complete the configuration, see Deploy Tenable Core + Nessus in Microsoft Azure in the

Tenable Core + Nessus user guide.

Note: Microsoft does not require pre-approval to conduct vulnerability scans against Azure
resources.

Install Nessus on an Azure Virtual Machine

For instructions on installing Nessus, see the Install Nessus section in the Nessus User Guide.

Deploy One-Click Tenable Agent

Tenable now supports a one-click deployment of the Tenable Agent via the Microsoft Azure portal.
This solution provides an easy way to install the latest version of Tenable Agent on Azure virtual
machines (whether Linux or Windows) by either clicking on an icon within the Microsoft Azure Portal,
or by writing a few lines of PowerShell script.

Before you begin:

* Ensure you have a Tenable Vulnerability Management or Nessus Manager account.

* Ensure you have a Microsoft Azure account with one or more Windows or Linux virtual
machines.

Deploy with the Microsoft Azure Portal and Tenable Vulnerability
Management user interface:
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1. Log in to Microsoft Azure.
2. Select one of your virtual machines.

3. Inthe left column click Extensions + applications.
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4. Click + Add.

5. Inthe gallery, scroll down to N (for Nessus Agent) or type nessus in the search bar.

Home > canary-ubuntu20 | Extensions + applications >

Install an Extension

[ Nessus Agent x

Nessus Agent
O Nessus Agent

Publisher: Tenable, Inc.

Tenable, Inc. overview

Nessus Agents help organizations meet the challenges of an increasingly mobile workforce by providing visibility into parts of an organization's network
that would have previously been difficult or impossible to scan like transient devices and other remote assets that intermittently connect to the internet,
Agents provide increased flexibility and scan accessibility, while giving organizations options for scanning their networks and deploying Nessus. Combining
traditional scanning with agent-based scanning ensures you have full visibiity into all your T assets to minimize cyber isk.

Collect vulnerability, compliance and
system data and report that
information back to a manager.

6. Select the Nessus Agent tile and click Next.

7. Enter configuration parameters in the Configure Nessus Agent Extension user interface.

- 69 -



O

Home > canary-ubuntu20 | Extensions + applications > Install an Extension >

Configure Nessus Agent Extension

Create Review + create

Agent Linking

Nessus Linking Key * © I c7eaddd7f16f0249fcd7e9591b74c3027f3768c738cbfe3ace6410a1553f...

Link to: © O Nessus Manager
@ Tenable Vulnerability Management Y

TVM Network © [ test V]

Agent Identity

Agent Name © I NA_name1 ¢|

Agent Group © l GROUP1 \/I

o] (o) IR

8. Click Review + create.

Deploy from the command-line interface:

You can deploy from the command-line interface available through PowerShell. For example, you
can type:

PS> $publisherName="Tenable.NessusAgent"

PS> $typeName="Linux" (or $typeName="Windows")
PS> $name = $publisherName + + $typeName
PS> $version="1.0"
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PS> $Settings = @{"nessusManagerApp" = "cloud"; "nessusAgentName" = "examplel";
"nessusAgentGroup" = "EXAMPLE1"}

PS> $ProtectedSettings = @{"nessusLinkingKey" =
"abcd1234vxyz5678abcd1234vxyz5678abcd1234vxyz5678abcd1234vxyz5678" }

PS> Set-AzVMExtension -ResourceGroupName "EXAMPLE-resource-group" -Location "East US 2"
-VMName "canary-example" -Name $name -Publisher $publisherName -ExtensionType $typeName
-TypeHandlerVersion $version -Settings $Settings -ProtectedSettings $ProtectedSettings

Note:Lines 1-4 identify the one-click agent extension. Lines 5-6 in the PowerShell example are equivalent
to Step 5 in the user interface procedure. This is where you enter your configuration parameters for your
Nessus Agent installation.

Nessus Linking Key

The most important field is the Nessus Linking Key (nessusLinkingKey). It is always required. For
information on where to find the linking key, see Retrieve the Tenable Nessus Agent Linking Key. In
the PowerShell interface, specify nessusLinkingKey under -ProtectedSettings so that Azure
encrypts it. All other fields are passed unencrypted through -Settings. You can choose whether to
link with Tenable Nessus Manager or Tenable Vulnerability Management (formerly known as

Tenable.io). Do this by setting nessusManagerApp (nessusManagerApp) to cloud, orto local in
the command-line interface. You have the following two choices:

* If you choose Tenable Nessus Manager, you must provide the Tenable Nessus Manager host
(nessusManagerHost) and port number (nessusManagerPort). The extension accepts an IP
address or fully qualified domain name.

* If you choose Tenable.io (Tenable Vulnerability Management), there is an optional field called
tenableloNetwork.

The Agent Name (nessusAgentName) and Agent Group (nessusAgentGroup) are always optional.

| Note: Both Agent Name and Agent Group are each a comma-separated list of group names.

For more definitions of these parameters, see Nessuscli Agent.

Parameters

Parameter names Equivalent Nessuscli parameters Required
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nessusLinkingKey
nessusManagerApp
nessusManagerHost
nessusManagerPort
tenableIoNetwork
nessusAgentName

nessusAgentGroup

--key

N/A (unique to One-Click Agent)
--host

--port

--network

--name

--groups
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About Tenable

Tenable transforms security technology for the business needs of tomorrow through comprehensive
solutions that provide continuous visibility and critical context, enabling decisive actions to protect
your organization. Tenable eliminates blind spots, prioritizes threats, and reduces exposure and
loss. With more than one million users and more than 20,000 enterprise customers worldwide,
organizations trust Tenable for proven security innovation. Tenable's customers range from Fortune
Global 500 companies, to the U.S. Department of Defense, to mid-sized and small businesses in all
sectors, including finance, government, healthcare, higher education, retail, and energy. Transform
security with Tenable, the creators of Nessus and leaders in continuous monitoring, by visiting
tenable.com.
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