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Welcome to Tenable Nessus 10.5.x

If you are new to Tenable Nessus®, see Get Started with Tenable Nessus.

To get started with creating a scan, see Create a Scan.

* To create a host discovery scan, see Create a Host Discovery Scan.

* To create a compliance scan, configure Compliance settings for the scan.

l Tip: The Tenable Nessus User Guide is available in English and Japanese.

Tenable Nessus Solutions
Tenable Nessus Professional

Tenable Nessus Professional, the industry’'s most widely deployed vulnerability assessment solution
helps you reduce your organization’s attack surface and ensure compliance. Tenable Nessus
features high-speed asset discovery, configuration auditing, target profiling, malware detection,
sensitive data discovery, and more.

Tenable Nessus supports more technologies than competitive solutions, scanning operating
systems, network devices, hypervisors, databases, web servers, and critical infrastructure for
vulnerabilities, threats, and compliance violations.

With the world’s largest continuously updated library of vulnerability and configuration checks, and
the support of Tenable, Inc.’s expert vulnerability research team, Tenable Nessus sets the standard
for vulnerability scanning speed and accuracy.

Tenable Nessus Professional Product Page

Tenable Nessus Expert

Tenable Nessus Expert combines the industry’'s most widely deployed vulnerability assessment
solution with new features and functionality that are specifically engineered to address the
extended modern attack surface. With Nessus Expert you can not only reduce your organization’s
IP-based attack surface and ensure compliance, but also identify vulnerabilities and policy
violations in Infrastructure as Code (laC) and identify previously unknown internet-facing assets.
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Tenable Nessus Expert supports more technologies than competitive solutions, scanning operating
systems, network devices, |aC repositories, hypervisors, databases, web servers, and critical
infrastructure for vulnerabilities, threats, and compliance violations.

With the world’s largest continuously updated library of vulnerability and configuration checks, and
the support of Tenable's expert vulnerability research team, Tenable Nessus Expert sets the
standard for vulnerability scanning speed, accuracy, and is the only tool designed to address today’s
modern attack surface.

Nessus Expert Product Page

Tenable Nessus Manager

Note:Tenable Nessus Manager is no longer sold as of February 1, 2018. For existing standalone Tenable
Nessus Manager customers, Tenable continues to provide service through the duration of your contract.
Tenable continues to support and provision Tenable Nessus Manager for the purpose of managing agents.

Nessus Manager combines the powerful detection, scanning, and auditing features of Nessus, the
world's most widely deployed vulnerability scanner, with extensive management and collaboration
functions to reduce your attack surface.

Nessus Manager enables the sharing of resources including Nessus scanners, scan schedules,
policies, and scan results among multiple users or groups. Users can engage and share resources
and responsibilities with their co-workers; system owners, internal auditors, risk and compliance
personnel, IT administrators, network admins, and security analysts. These collaborative features
reduce the time and cost of security scanning and compliance auditing by streamlining scanning,
malware and misconfiguration discovery, and remediation.

Nessus Manager protects physical, virtual, mobile, and cloud environments. Nessus Manager is
available for on-premises deployment or from the cloud, as Tenable Vulnerability Management.
Nessus Manager supports the widest range of systems, devices and assets, and with both agent-
less and Tenable Agent deployment options, easily extends to mobile, transient, and other hard-to-
reach environments.

Tenable Agent

For Tenable Agent documentation, see the Tenable Agent User Guide.
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Tenable Agents, available with Tenable Vulnerability Management and Nessus Manager, increase
scan flexibility by making it easy to scan assets without needing ongoing host credentials or assets
that are offline, and enable large-scale concurrent scanning with little network impact.

Tenable Agents are lightweight, low-footprint programs that you install locally on hosts to
supplement network-based scanning or to provide visibility into gaps that network scanning misses.
Tenable Agents collect vulnerability, compliance, and system data, and report that information back
to a manager for analysis. With Tenable Agents, you extend scan flexibility and coverage. You can
scan hosts without using credentials, and offline assets and endpoints that intermittently connect
to the internet. You can also run large-scale concurrent agent scans with little network impact.

Tenable Agents help you address the challenges of network-based scanning, specifically for the
assets where it's impossible or nearly impossible to consistently collect information about your
organization's security posture. Network scanning typically occurs at selected intervals or during
designated windows and requires systems to be accessible when a scan is executed. If laptops or
other transient devices are not accessible when a scan is executed, they are excluded from the
scan, leaving you blind to vulnerabilities on those devices. Tenable Agents help reduce your
organization’s attack surface by scanning assets that are off the network or powered-down during
scheduled assessments or by scanning other difficult-to-scan assets.

Once installed on servers, portable devices, or other assets found in today's complex IT
environments, Tenable Agents identify vulnerabilities, policy violations, misconfigurations, and
malware on the hosts where you install them and report results back to the managing product. You
can manage Tenable Agents with Tenable Nessus Manager or Tenable Vulnerability Management.

Tenable Agent Product Page

Tenable Vulnerability Management

Tenable Vulnerability Management is a subscription-based license and is available at the Tenable
Store.

Tenable Vulnerability Management enables security and audit teams to share multiple Tenable
Nessus scanners, scan schedules, scan policies and most importantly scan results among an
unlimited set of users or groups.

By making different resources available for sharing among users and groups, Tenable Vulnerability
Management allows for endless possibilities for creating highly customized work flows for your
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vulnerability management program, regardless of locations, complexity, or any of the numerous
regulatory or compliance drivers that demand keeping your business secure.

In addition, Tenable Vulnerability Management can control multiple Tenable Nessus scanners,
schedule scans, push policies and view scan findings—all from the cloud, enabling the deployment
of Nessus scanners throughout your network to multiple physical locations, or even public or
private clouds.

The Tenable Vulnerability Management subscription includes:

* Unlimited scanning of your perimeter systems

Web application audits

Ability to prepare for security assessments against current PCl standards

Up to two quarterly report submissions for PCI ASV validation through Tenable, Inc.

24/7 access to the Tenable Community site for Tenable Nessus knowledge base and support
ticket creation

Tenable Vulnerability Management Product Page

Tenable Vulnerability Management User Manual

System Requirements

You can run Tenable Nessus in the following environments.

Environment More Information

Tenable Core Virtual VMware Requirements in the Tenable Core User Guide
Microsoft
Hyper-V
Cloud Microsoft
Azure
Hardware
Other Virtual VMware Hardware Requirements and Software
platforms Requirements
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Hardware Hardware Requirements and Software

Requirements

For information about license requirements, see Licensing Requirements.

Hardware Requirements

Enterprise networks can vary in performance, capacity, protocols, and overall activity. Resource
requirements to consider for Tenable Nessus deployments include raw network speed, the size of
the network, and the configuration of Tenable Nessus.

The following recommendations are guidelines for the minimum hardware allocations. Certain types
of scans are more resource intensive. If you run complex scans, especially those with credentials,
you may require more disk space, memory, and processing power.

Tip: For information on maximizing your scan performance and scan configuration tips, see the Tenable
Nessus Scan Tuning Guide.

I Note: For Linux environments, the disk space requirements apply to the /opt folder.

Note: In addition to the minimum recommended disk spaces listed in the following sections, consider how
much additional disk space your organization needs to store Tenable Nessus log files. By default,
nessusd.dump and nessusd.messages can store up to 50 GB of log files each, but you can configure this
size to be larger or smaller depending on your organization's needs. For more information, see the
dumpfile _max_files, dumpfile_max_size, logfile _max_files, and logfile_max_size settingsin
the Tenable Nessus User Guide Advanced Logging Settings.

Tenable Nessus Scanners and Tenable Nessus Professional

The following table lists the hardware requirements for Tenable Nessus scanners and Tenable
Nessus Professional.

Scenario Minimum Recommended Hardware

Scanning up to 50,000 CPU — 4 2GHz cores
host
osts per scan Memory — 4 GB RAM (8 GB RAM recommended)

Disk space — 30 GB, not including space used by the host
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Scenario Minimum Recommended Hardware

operating system

Note: Your usage (for example, scan results, plugin updates, and logs)
increases the amount of disk space needed over time.

Scanning more than CPU — 8 2GHz cores

AU 1S e el Memory — 8 GB RAM (16 GB RAM recommended)

Disk space — 30 GB, not including space used by the host
operating system

Note: Your usage (for example, scan results, plugin updates, and logs)
increases the amount of disk space needed over time.

Tenable Nessus Manager

The following table lists the hardware requirements for Tenable Nessus Manager.

Note: To view the hardware requirements for Nessus Manager clustering, see Clustering System
Requirements.

Scenario Minimum Recommended Hardware

Tenable Nessus Manager with 0-10,000 CPU — 4 2GHz cores
agents

Memory — 16 GB RAM

Disk space — 5 GB per 5,000 agents per concurrent
scan

Note: Scan results and plugin updates require more
disk space over time.

Tenable Nessus Manager with 10,001- CPU — 8 2GHz cores
20, t
HtegEnE Memory — 32 GB RAM

Disk space — 5 GB per 5,000 agents per concurrent
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Scenario Minimum Recommended Hardware

SCan

Notes:

» Scan results and plugin updates require
more disk space over time.

« Engage with your Tenable representative
for large deployments.

Storage Requirements

Tenable recommends a minimum of 5,000 MB of temporary space for the Tenable Nessus scanner
to run properly.

Tenable recommends installing Tenable Nessus scanners and Tenable Nessus Manager on direct-
attached storage (DAS) devices for non-virtualized hosts. For virtualized hosts, Tenable
recommends installing Tenable Nessus Manager on storage area networks (SANs) with a storage
latency of 10 milliseconds or less.

Tenable does not support installing Tenable Nessus Manager on network-attached storage (NAS),
including network filesystems such as NFS.

Note:Tenable Nessus is a CPU-intensive application. If you deploy Tenable Nessus in a virtualized
infrastructure, take care to avoid running Tenable Nessus in a manner in which it may attempt to draw on
oversubscribed resources, especially CPU. Refer to your vendor-specific virtualized infrastructure
documentation for guidance on optimizing virtual infrastructure resource allocation.

NIC Requirements

Tenable recommends you configure the following, at minimum, to ensure network interface
controller (NIC) compatibility with Tenable Nessus:

* Disable NIC teaming or assign a single NIC to Tenable Nessus.
* Disable IPv6 tunneling on the NIC.

* Disable packet capture applications that share a NIC with Tenable Nessus.
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* Avoid deploying Tenable Nessus in a Docker container that shares a NIC with another Docker

container.

For assistance confirming if other aspects of your NIC configuration are compatible with Tenable
Nessus, contact Tenable Support.

Virtual Machines

Tenable Nessus can be installed on a virtual machine that meets the same requirements. If your
virtual machine is using Network Address Translation (NAT) to reach the network, many of the
Tenable Nessus vulnerability checks, host enumeration, and operating system identification are
negatively affected.

Note: Only one virtualized Tenable Nessus scanner can be run on any physical host. Tenable Nessus relies
on low-level network operations and requires full access to the host's network interface controller (NIC). In
a virtualization environment (for example, Hyper-V, Docker), this can cause incorrect scanner behavior, or
host instability, if more than one virtualized Tenable Nessus scanner attempts to share a single physical
NIC.

Note:Tenable Nessus is a CPU-intensive application. If you deploy Tenable Nessus in a virtualized
infrastructure, take care to avoid running Tenable Nessus in a manner in which it may attempt to draw on
oversubscribed resources, especially CPU. Refer to your vendor-specific virtualized infrastructure
documentation for guidance on optimizing virtual infrastructure resource allocation.

Software Requirements

Important: You currently cannot install Tenable Nessus on macOS 15.6 due to a known issue. Tenable is
working with Apple to resolve the issue.

Tenable Nessus supports the following Linux, Windows, and macOS operating systems:

Tenable Nessus 10.9

Operating

Supported Versions

System

Linux Amazon Linux 2 (x86_64, AArch64)
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Operating

Supported Versions
System

Amazon Linux 2023

CentOS Stream 9 (x86_64)

Debian 11and 12 / Kali Linux 2020 (AMD64)
Fedora 41 and 42 (x86_64)

Raspberry Pi OS (ARMHF)

Red Hat ES 7/ Oracle Linux 7 (including Unbreakable Enterprise Kernel) (x86_
64)

Red Hat ES 8 / Oracle Linux 8 (including Unbreakable Enterprise Kernel) /
Rocky Linux 8 (x86_64, AArch64)

Red Hat ES 9/ Oracle Linux 9 (including Unbreakable Enterprise Kernel) /
Rocky Linux 9 / Alma Linux 9 (x86_64, AArch64)

SUSE 12 SP5, SUSE Enterprise 15 SP3 and later (x86_64)

Ubuntu 16.04 (i386)

Ubuntu 16.04, 18.04, 20.04, 22.04, and 24.04 (AMD6B4)

Ubuntu 18.04, 20.04, 22.04, and 24.04 (AArch64, Graviton2)
Windows Windows 10 (i386)

Windows 10, 11, Server 2012 and 2012 R2 , Server 2016, Server 2019, Server
2022, and Server 2025 (x86_64)

macOS macO0S 13, 14, and 15 (x86_64, Apple Silicon)

Tenable Nessus 10.8

Operating

Supported Versions

System

Linux Amazon Linux 2 (x86_64, AArch64)
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Operating

Supported Versions
System

Amazon Linux 2023

CentOS Stream 9 (x86_64)

Debian 11and 12 / Kali Linux 2020 (AMD64)
Fedora 38 and 39 (x86_64)

Raspberry Pi OS (ARMHF)

Red Hat ES 7/ Oracle Linux 7 (including Unbreakable Enterprise Kernel) (x86_
64, AArchB4)

Red Hat ES 8 / Oracle Linux 8 (including Unbreakable Enterprise Kernel) /
Rocky Linux 8 (x86_64, AArch64)

Red Hat ES 9/ Oracle Linux 9 (including Unbreakable Enterprise Kernel) /
Rocky Linux 9 / Alma Linux 9 (x86_64, AArch64)

SUSE 12 SP5, SUSE Enterprise 15 SP2 and later (x86_64)

Ubuntu 16.04 (i386)

Ubuntu 16.04, 18.04, 20.04, 22.04, and 24.04 (AMD6B4)

Ubuntu 18.04, 22.04, and 24.04 (AArch64, Graviton2)
Windows Windows 10 (i386)

Windows 10, 11, Server 2012 and 2012 R2 , Server 2016, Server 2019, Server
2022 (x86_64)

macOS mac0S 12, 13, 14, and 15 (x86_64, Apple Silicon)

Tenable Nessus 10.7

Operating

Supported Versions

System

Linux Amazon Linux 2 (x86_64, AArch64)
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Operating

Supported Versions
System

Amazon Linux 2023

CentOS Stream 9 (x86_64)

Debian 11and 12 / Kali Linux 2020 (AMD64)
Fedora 38 and 39 (x86_64)

Raspberry Pi OS (ARMHF)

Red Hat ES 6 / Oracle Linux 6 (including Unbreakable Enterprise Kernel) (x86_
64)

Red Hat ES 7/ Oracle Linux 7 (including Unbreakable Enterprise Kernel) (x86_
64, AArch64)

Red Hat ES 8 / Oracle Linux 8 (including Unbreakable Enterprise Kernel) /
Rocky Linux 8 (x86_64, AArch64)

Red Hat ES 9/ Oracle Linux 9 (including Unbreakable Enterprise Kernel) /
Rocky Linux 9/ Alma Linux 9 (x86_64, AArch64)

FreeBSD 12 (AMD64)
SUSE 12 SP5, SUSE Enterprise 15 SP2 and later (x86_64)
Ubuntu 14.04 and 16.04 (i386)
Ubuntu 14.04, 16.04, 18.04, 20.04, and 22.04 (AMDB4)
Ubuntu 18.04 (AArch64, Graviton2)

Windows Windows 10 (i386)

Windows 10, 11, Server 2012 and 2012 R2 , Server 2016, Server 2019, Server
2022 (x86_64)

macOS macO0S 12, 13, and 14 (x86_64, Apple Silicon)

Tenable Nessus 10.6
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Operating

Supported Versions

System

Linux Amazon Linux 2 (x86_64, AArch64)
Debian 11/ Kali Linux 2020 (AMD64)
Fedora 34, 35 (x86_64)
Raspberry Pi OS (ARMHF)

Red Hat ES 6 / Oracle Linux 6 (including Unbreakable Enterprise Kernel) (x86_
64)

Red Hat ES 7/ Oracle Linux 7 (including Unbreakable Enterprise Kernel) (x86_
64, AArchB4)

Red Hat ES 8 / Oracle Linux 8 (including Unbreakable Enterprise Kernel) /
Rocky Linux 8 (x86_64, AArch64)

Red Hat ES 9/ Oracle Linux 9 (including Unbreakable Enterprise Kernel) /
Rocky Linux 9/ Alma Linux 9 (x86_64, AArch64)

FreeBSD 12 (AMD64)
SUSE Enterprise 15 SP1and later (x86_64)
Ubuntu 14.04 and 16.04 (i386)
Ubuntu 14.04, 16.04, 18.04, and 20.04 (AMDB4)
Ubuntu 18.04 (AArchB4, Graviton2)

Windows Windows 10 (i386)

Windows 10, 11, Server 2012 and 2012 R2 , Server 2016, Server 2019, Server
2022 (x86_64)

mac0S mac0S 11, 12, and 13 (x86_64, Apple Silicon)

Tenable Nessus 10.5
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System

Linux

Windows

mac0S

Supported Versions

Amazon Linux 2 (x86_64, AArch64)
Debian 11/ Kali Linux 2020 (AMD64)
Fedora 34, 35 (x86_64)

Raspberry Pi OS (ARMHF)

Red Hat ES 6 (x86_64)

Red Hat ES 7/ Oracle Linux 7 (including Unbreakable Enterprise Kernel) (x86_
64, AArchB4)

Red Hat ES 8 / Oracle Linux 8 (including Unbreakable Enterprise Kernel) /
Rocky Linux 8 (x86_64, AArch64)

Red Hat ES 9/ Oracle Linux 9 (including Unbreakable Enterprise Kernel) /
Rocky Linux 9 / Alma Linux 9 (x86_64, AArch64)

FreeBSD 12 (AMD64)

SUSE Enterprise 15 SP1and later (x86_64)
Ubuntu 14.04 and 16.04 (i386)

Ubuntu 14.04, 16.04, 18.04, 20.04 (AMDB4)
Ubuntu 18.04 (AArch64, Graviton2)
Windows 10 (i386)

Windows 10, 11, Server 2012 and 2012 R2 , Server 2016, Server 2019, Server
2022 (x86_64)

macO0S 11, 12, and 13 (x86_64, Apple Silicon)

Tip: For information about Tenable Core + Nessus, see System Requirements in the Tenable Core User

Guide.
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Note: Microsoft Visual C++ Redistributable 14.22 is included as part of a bundled license package with
Tenable Nessus.

Supported Browsers

Tenable Nessus supports the following browsers:
* Google Chrome (76+)
e Apple Safari (10+)
* Mozilla Firefox (50+)

* Microsoft Edge (102+)

PDF Reports

The Tenable Nessus PDF report generation feature requires the latest version of Oracle Java or
OpendDK.

If your organization requires PDF reports, you must install Oracle Java or OpendDK before installing
Tenable Nessus. If you install Oracle Java or OpendDK after installing Tenable Nessus, you need to
reinstall Tenable Nessus for the PDF report feature to function properly.

SELinux Requirements

Tenable Nessus supports disabled, permissive, and enforcing mode Security-Enhanced Linux
(SELinux) policy configurations.

* Disabled and permissive mode policies typically do not require customization to interact with
Tenable Nessus.

* Enforcing mode policies require customization to interact with Tenable Nessus. For more
information, see Customize SELinux Enforcing Mode Policies.

| Note: Tenable recommends testing your SELinux configurations before deploying on a live network.

Customize SELinux Enforcing Mode Policies

Security-Enhanced Linux (SELinux) enforcing mode policies require customization to interact with
Tenable Nessus.
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Tenable Support does not assist with customizing SELinux policies, but Tenable recommends
monitoring your SELinux logs to identify errors and solutions for your policy configuration.

Before you begin:

* Install the SELinux sealert tool in a test environment that resembles your production
environment.

To monitor your SELinux logs to identify errors and solutions:

1. Run the sealert tool, where /var/log/audit/audit.log is the location of your SELinux
audit log:

sealert -a /var/log/audit/audit.log

The tool runs and generates a summary of error alerts and solutions. For example:

SELinux is preventing /usr/sbin/sshd from write access on the sock _file /dev/log
SELinux is preventing /usr/libexec/postfix/pickup from using the rlimitinh access

on a process.

2. Execute the recommended solution for each error alert.
3. Restart Tenable Nessus.

4. Run the sealert tool again to confirm you resolved the error alerts.
Licensing Requirements

This topic explains how to license Tenable Nessus and lists its features.

Licensing Tenable Nessus

You can manage Tenable Nessus in Tenable Security Center or run it as a a standalone subscription

product. To purchase a subscription, go to the Tenable website or work with a Tenable partner.

Tenable Nessus has two versions:

* Tenable Nessus Professional — A single subscription price.
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* Tenable Nessus Expert — A subscription price plus any additional web application scanning or
external attack surface scanning (EASM) domains beyond five per quarter.

Plugin Feed Activation Code

Wherever you manage Tenable Nessus, you need a plugin feed activation code, which identifies
which version you are licensed for—and, if applicable, how many IP addresses you can scan, how
many remote scanners you can link, and how many Tenable Agents you can link to Tenable Nessus
Manager. Where you enter this code depends on how you manage Tenable Nessus.

* Tenable Nessus Subscription — Manage your activation code in Tenable Nessus, as described

in Manage Activation Code.

l Tip: To set up Tenable Nessus offline, see Manage Tenable Nessus Offline.

* Tenable Nessus in Tenable Security Center — Manage your activation code (and plugin
updates) in Tenable Security Center. When you register Tenable Nessus, start it before
Tenable Security Center and select Managed by SecurityCenter. For more information, see
Apply a New License in the Tenable Security Center User Guide.

Manage Tenable Nessus with Tenable Vulnerability Management

If you are using Tenable Vulnerability Management to manage your Tenable Nessus scanners, the
plugin and software updates are managed from Tenable Vulnerability Management. For more
information, see Tenable Nessus Plugin and Software Updates in the Tenable Nessus User Guide.

Tenable Vulnerability Management includes the ability to link unlimited Tenable Nessus scanners as

a default component.

For more information about Tenable Vulnerability Management licensing, see Tenable Vulnerability

Management Licensing in the Tenable Licensing Guide.

Manage Tenable Nessus with Tenable Security Center

If you are using Tenable Security Center to manage your Tenable Nessus scanners, the activation
code and plugin updates are managed from Tenable Security Center. For more information, see
Tenable Nessus Plugin and Software Updates in the Tenable Nessus User Guide.
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You must start Tenable Nessus before it communicates with Tenable Security Center, which it
normally does not do without a valid activation code and plugins. To have Tenable Nessus ignore
this requirement and start (so that it can get the information from Tenable Security Center), when
you register your scanner, select Managed by SecurityCenter.

For more information about Tenable Security Center licensing, see Tenable Security Center

Licensing in the Tenable Licensing Guide.

Tenable Nessus Versions

Tenable Nessus Professional and Tenable Nessus Expert have the following features.

Tenable Nessus

Feature . Tenable Nessus Expert
Professional

Nessus Live Results Yes Yes

Vulnerability scanning Yes Yes

Compliance scanning Yes Yes

Dynamic Application Security Testing No Five web applications per

(DAST) web application scanning quarter (purchase more as
needed)

External attack surface scanning No Five domains per quarter

(purchase more as needed)

Scan Infrastructure as Code No Yes

Deployment Considerations

When deploying Tenable Nessus, knowledge of routing, filters, and firewall policies is often helpful.
Deploying behind a NAT device is not desirable unless it is scanning the internal network. Anytime a
vulnerability scan flows through a NAT device or application proxy of some sort, the check can
distort and a false positive or negative can result.

In addition, if the system running Tenable Nessus has personal or desktop firewalls in place, these
tools can drastically limit the effectiveness of a remote vulnerability scan. Host-based firewalls can
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interfere with network vulnerability scanning. Depending on your firewall's configuration, it may
prevent, distort, or hide the probes of a Tenable Nessus scan.

Certain network devices that perform stateful inspection, such as firewalls, load balancers, and
Intrusion Detection/Prevention Systems, may react negatively when Tenable Nessus conducts a
scan through them. Tenable Nessus has several tuning options that can help reduce the impact of
scanning through such devices, but the best method to avoid the problems inherent in scanning
through such network devices is to perform a credentialed scan.

If you configure Tenable Nessus Manager for agent management, Tenable does not recommend
using Tenable Nessus Manager as a local scanner. For example, do not configure Tenable Security
Center scan zones to include Tenable Nessus Manager and avoid running network-based scans
directly from Tenable Nessus Manager. These configurations can negatively impact agent scan

performance.
This section contains the following deployment considerations:

* Port Requirements

e Host-Based Firewalls

¢ |Pv6 Support

e Network Address Translation (NAT) Limitation

e Antivirus Software

e Security Warnings

Port Requirements

Tenable Nessus port requirements include Tenable Nessus Manager, Tenable Nessus Professional,
Tenable Nessus Expert, Tenable Nessus Essentials, Tenable Nessus scanners, and Tenable Nessus
cluster node-specific requirements and Tenable Agent-specific requirements.

Tenable Nessus Manager, Tenable Nessus Professional, Tenable Nessus Expert, Tenable
Nessus Essentials, Tenable Nessus Scanners, and Tenable Nessus Cluster Nodes

Your Tenable Nessus instances require access to specific ports for inbound and outbound traffic.

Inbound Traffic
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You must allow inbound traffic to the following ports.

Port Traffic

TCP 8834 Accessing the Tenable Nessus interface.
Communicating with Tenable Security Center.

Interacting with the API.

Outbound Traffic

You must allow outbound traffic to the following ports.

Port Traffic

TCP 25 Sending SMTP email notifications.

TCP Communicating with Tenable Vulnerability Management (sensor.cloud.tenable.com
443 or sensor.cloud.tenablecloud.cn).

Communicating with the plugins.nessus.org server for plugin updates.

UDP 53 Performing DNS resolution.

Tenable Nessus Agents

Your Tenable Agents require access to specific ports for outbound traffic.

Outbound Traffic

You must allow outbound traffic to the following ports.

Port Traffic

TCP 443 Communicating with Tenable Vulnerability Management.

TCP Communicating with Tenable Nessus Manager.
8834

Note: The default Tenable Nessus Manager port is TCP 8834. However, this port is
configurable and may be different for your organization.

UDP 53 External DNS support for the host that Tenable Agent is installed on. Several
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Port Traffic

plugins use DNS resolution in their operation.

Note: Operating system installation commands, such as dnf install, may require other connections
besides Tenable Vulnerability Management or Tenable Nessus Manager. Consult your operating system
administrator for more information.

Host-Based Firewalls

Port 8834

The Nessus user interface uses port 8834. If not already open, open port 8834 by consulting your
firewall vendor's documentation for configuration instructions.

Allow Connections

If you configured the Nessus server on a host with 3rd-party firewall such as ZoneAlarm or Windows
firewall, you must configure it to allow connections from the IP addresses of the clients using
Nessus.

Nessus and FirewallD

You can configure Tenable Nessus to work with FirewallD. When you install Tenable Nessus using
firewalld, you can configure firewalld with the Nessus service and Nessus port.

To open the ports required for Nessus, use the following commands:

>> firewall-cmd --permanent --add-service=nessus
>> firewall-cmd --reload

IPv6 Support

Nessus supports scanning of IPv6 based resources. Many operating systems and devices ship with
IPv6 support enabled by default. To perform scans against IPv6 resources, you must configure at
least one IPv6 interface on the host where Nessus is installed, and Nessus must be on an IPv6
capable network (Nessus cannot scan IPv6 resources over IPv4, but it can enumerate IPv6
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interfaces via credentialed scans over IPv4). Both full and compressed IPv6 notation are supported
when initiating scans.

Nessus does not support scanning IPv6 Global Unicast IP address ranges unless you enter the IPs
separately (in list format). Nessus does not support ranges expressed as hyphenated ranges or CIDR
addresses. Nessus supports Link-local ranges with the link6 directive as the scan target or local
link with ethO.

Network Address Translation (NAT) Limitation

If your virtual machine uses Network Address Translation (NAT) to reach the network, many of
Nessus vulnerability checks, host enumeration, and operating system identification are negatively
affected.

Antivirus Software

Due to the large number of TCP connections generated during a scan, some anti-virus software
packages may classify Tenable Nessus as a worm or a form of malware. Antivirus software may
increase your scan processing times.

* |f your anti-virus software warns you, select Allow to let Tenable Nessus continue scanning.

* |f your anti-virus package gives you the option to add processes to an exception list, add

nessusd.exe, hessus-service.exe, and nessuscli.exe.

For more information about allowlisting Tenable Nessus folders, files, and processes in security
products, see File and Process Allowlist.

Security Warnings

By default, Tenable Nessus is installed and managed using HTTPS and SSL uses port 8834. The
default installation of Tenable Nessus uses a self-signed SSL certificate.

During the web-based portion of the Tenable Nessus installation, the following message regarding
SSL appears:

You are likely to get a security alert from your browser saying that the SSL certificate is
invalid. You may either choose to accept the risk temporarily, or you can obtain a valid SSL

certificate from a registrar.
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This information refers to a security-related message you encounter when accessing the Tenable
Nessus user interface (https://[server IP]:8834).

Example Security Warning

* A connection privacy problem
e An untrusted site
e An unsecure connection

Because Tenable Nessus is providing a self-signed SSL certificate, this is normal behavior.

Bypassing SSL Warnings

Based on the browser you are using, use the following steps to proceed to the Tenable Nessus login
page.

Browser Instructions

Google Select Advanced, and then Proceed to example.com (unsafe).

Chrome and

Microsoft Note: Some instances of Google Chrome and Microsoft Edge do not allow you to

4 proceed. If this happens, Tenable recommends using a different browser, such as
ge

Safari or Mozilla Firefox.

Mozilla Firefox Select I Understand the Risks, and then select Add Exception.

Next select Get Certificate, and finally select Confirm Security Exception.

Get Started with Tenable Nessus

Prepare
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1. Ensure that your setup meets the minimum system requirements:

e Hardware Requirements

e Software Requirements

2. Obtain your Activation Code for Tenable Nessus.

Install and Configure Tenable Nessus

1. Follow the installation steps depending on your Tenable Nessus software and operating
system, as described in Install Tenable Nessus.

2. Perform the initial configuration steps.

Create and Configure Scans

1. Run a host discovery scan to identify assets on your network.

2. Create a scan.
3. Select a scan template that fits your needs.

e Use a Tenable-provided scanner template.

* (Tenable Nessus Manager only) Use a Tenable-provided Agent template.

* Create and use a user-defined template by creating a policy.

4. Configure the scan:
* Configure the scan settings available for your template.

For information about scan targets, see Scan Targets.

(Optional) To configure live results, see Live Results.

(Optional) If you are running a credentialed scan, configure credentials.

(Optional) If you are running a compliance scan, select the compliance audits your scan

includes.

(Optional) If you are using an advanced scan template, select what plugins your scan
includes.
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5. Launch the scan.

View and Analyze Scan Results
* View scan results.

* View and manage vulnerabilities.

* Manage scan folders.

* Create a scan report or export.

Refine Tenable Nessus Settings

* Adjust scan settings to address warning messages.

e Monitor scanner health.

* Configure Tenable Nessus advanced settings.

Navigate Tenable Nessus

The top navigation bar shows links to the two main pages: Scans and Settings. You can perform all
Tenable Nessus primary tasks using these two pages. Click a page name to open the corresponding

page.

Ness uso- Scans Settings 4  admin o

Item Description

4 Toggles the Notifications box, which shows a list of

notifications, successful or unsuccessful login attempts,
errors, and system information generated by Tenable Nessus.

Username Shows a drop-down box with the following options: My
Account, What's New, Documentation, and Sign Out.

Install Tenable Nessus

This section includes information and steps required for installing Nessus on all supported
operating systems.
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e |nstall Tenable Nessus on macQOS

¢ |nstall Tenable Nessus on Linux

¢ |nstall Tenable Nessus on Windows

¢ |nstall Tenable Nessus on Raspberry Pi

e Deploy or Install Tenable Core+ Tenable Nessus

* Deploy Tenable Nessus as a Docker Image

Download Tenable Nessus

Download Tenable Nessus from the Tenable Downloads site.

When you download Tenable Nessus, ensure the package selected is specific to your operating
system and processor.

There is a single Tenable Nessus package per operating system and processor. Tenable Nessus
Manager, Tenable Nessus Professional, and Tenable Nessus Expert do not have different packages:
your activation code determines which Tenable Nessus product is installed.

Install Tenable Nessus

To install Tenable Nessus, download Tenable Nessus from the Tenable Downloads site.

When you download Tenable Nessus, ensure the package selected is specific to your operating
system and processor.

There is a single Tenable Nessus package per operating system and processor. Tenable Nessus
Manager, Tenable Nessus Professional, and Tenable Nessus Expert do not have different packages:
your activation code determines which Tenable Nessus product is installed.

Once you download Tenable Nessus, use one of the following procedures to install Tenable Nessus
on your operating system:

e Linux

e Windows

e macOS

* Raspberry Pi
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e Tenable Core+ Tenable Nessus

* Deploy Tenable Nessus as a Docker Image

Install Tenable Nessus on Linux

Caution: If you install a Tenable Agent, Tenable Nessus Manager, or Tenable Nessus scanner on a system
with an existing Tenable Agent, Tenable Nessus Manager, or Tenable Nessus scanner running nessusd, the
installation process terminates all other nessusd processes. You may lose scan data as a result.

| Note: Tenable Nessus does not support using symbolic links for /opt/nessus/

Before you begin:

To install Nessus on Linux:

1. Download the Tenable Nessus package file.

2. From the command line, run the Tenable Nessus installation command specific to your
operating system.

Example Tenable Nessus install commands:
Debian/Kali and Ubuntu

# dpkg -i Nessus-<version number>-debian6 amd64.deb
FreeBSD

# pkg add Nessus-<version number>-fbsdl0-amd64.txz
Red Hat

# dnf install Nessus-<version number>-el8.x86 64.rpm

SUSE

# sudo zypper install Nessus-<version number>-susel2.x86 64.rpm

3. From the command line, restart the nessusd daemon.
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Example Tenable Nessus daemon start commands:

Cent0S, Debian/Kali, Fedora, Oracle Linux, Red Hat, SUSE, and Ubuntu
# systemctl start nessusd

FreeBSD

# service nessusd start
4. Open Tenable Nessus in your browser.

* To access a remotely installed Tenable Nessus instance, go to https://<remote IP
address>:8834 (for example, https://111.49.7.180:8834).

* To access a locally installed Tenable Nessus instance, go to https://localhost:8834.

5. Perform the remaining Tenable Nessus installation steps in your browser.

Install Tenable Nessus on Windows

Caution: If you install a Tenable Agent, Tenable Nessus Manager, or Tenable Nessus scanner on a system
with an existing Tenable Agent, Tenable Nessus Manager, or Tenable Nessus scanner running nessusd, the
installation process terminates all other nessusd processes. You may lose scan data as a result.

| Note: Tenable Nessus does not support using symbolic links for /opt/nessus/.

| Note: You may be required to restart your computer to complete installation.

Download Nessus Package File

Download Tenable Nessus from the Tenable Downloads site.

Start Tenable Nessus Installation

1. Navigate to the folder where you downloaded the Tenable Nessus installer.

2. Next, double-click the file name to start the installation process.

Complete the Windows InstallShield Wizard
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1. First, the Welcome to the InstallShield Wizard for Tenable, Inc. Nessus screen appears.
Select Next to continue.

2. On the License Agreement screen, read the terms of the Tenable Nessus software license
and subscription agreement.

3. Select the | accept the terms of the license agreement option, and then click Next.

4. On the Destination Folder screen, select the Next button to accept the default installation
folder. Otherwise, select the Change button to install Tenable Nessus to a different folder.

5. On the Ready to Install the Program screen, select the Install button.

The Installing Tenable, Inc. Nessus screen appears and a Status indication bar shows the
installation progress. The process may take several minutes.

After the InstallShield Wizard completes, the Welcome to Nessus page loads in your default
browser.

If the page does not load, do one of the following steps to open Tenable Nessus in your browser.

* To access a remotely installed Tenable Nessus instance, go to https://<remote IP
address>:8834 (for example, https://111.49.7.180:8834).

* To access a locally installed Tenable Nessus instance, go to https://localhost:8834.

Perform the remaining Tenable Nessus installation steps in your web browser.

Install Tenable Nessus on macOS

Caution: If you install a Tenable Agent, Tenable Nessus Manager, or Tenable Nessus scanner on a system
with an existing Tenable Agent, Tenable Nessus Manager, or Tenable Nessus scanner running nessusd, the
installation process terminates all other nessusd processes. You may lose scan data as a result.

I Note: Tenable Nessus does not support using symbolic links for /opt/nessus/.

Download Tenable Nessus Package File

Download the Tenable Nessus package file.

To install Nessus with the GUI installation package:
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Extract the Nessus Files

Double-click the Nessus-<version number>.dmg file.

Start Nessus Installation

Double-click Install Nessus.pkg.

Complete the Tenable, Inc. Nessus Server Install

When the installation begins, the Install Tenable, Inc. Nessus Server screen appears and provides

an interactive navigation menu.

Introduction

The Welcome to the Tenable, Inc. Nessus Server Installer window provides general information

about the Nessus installation.
1. Read the installer information.

2. To begin, select the Continue button.

License

1. On the Software License Agreement screen, read the terms of the Tenable, Inc. Nessus

software license and subscription agreement.
2. OPTIONAL: To retain a copy of the license agreement, select Print or Save.
3. Next, select the Continue button.

4. To continue installing Nessus, select the Agree button, otherwise, select the Disagree button

to quit and exit.

Installation Type
On the Standard Install on <DriveName> screen, choose one of the following options:

* Select the Change Install Location button.

* Select the Install button to continue using the default installation location.

_49_



O
Installation

When the Preparing for installation screen appears, you are prompted for a username and

password.
1. Enter the Name and Password of an administrator account or the root user account.
2. On the Ready to Install the Program screen, select the Install button.

Next, the Installing Tenable, Inc. Nessus screen appears and shows a Status indication bar for the
remaining installation progress. The process may take several minutes.

Summary

1. When the installation is complete, the The installation was successful screen appears. After

the installation completes, select Close.
2. Open Tenable Nessus in your browser.

* To access a remotely installed Nessus instance, go to https://<remote IP address>:8834
(for example, https://111.49.7.180:8834).

* To access a locally installed Nessus instance, go to https://localhost:8834.

3. Perform the remaining Nessus installation steps in your browser.

To install Nessus from the command line:

1. Open Terminal.
2. Run the following commands in the listed order:
a. sudo hdiutil attach <Nessus .dmg package>

b. sudo installer -package /Volumes/Nessus\ Install/Install\ Nessus.pkg -
target /

C. sudo hdiutil detach /Volumes/Nessus\ Install

3. Open Tenable Nessus in your browser.
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* To access a remotely installed Nessus instance, go to https://<remote IP address>:8834
(for example, https://111.49.7.180:8834).

* To access a locally installed Nessus instance, go to https://localhost:8834.

4. Perform the remaining Nessus installation steps in your browser.

Install Tenable Nessus on Raspberry Pi

Tenable Nessus 10.0.0 and later supports scanning on the Raspberry Pi 4 Model B with a minimum
of 8GB memory.

1. Download the Tenable Nessus Raspberry Pi OS package file from the Tenable Downloads site.

2. From a command prompt or terminal window, run the Tenable Nessus installation command:

dpkg -i Nessus-<version>-raspberrypios_armhf.deb

3. From a command prompt or terminal window, start the nessusd daemon by running the
following command:

/bin/systemctl start nessusd.service

4. Open Tenable Nessus in your browser.

* To access a remotely installed Tenable Nessus instance, go to https://<remote IP
address>:8834 (for example, https://111.49.7.180:8834).

* To access a locally installed Tenable Nessus instance, go to https://localhost:8834.

5. Perform the remaining Tenable Nessus installation steps in your browser.

Deploy Tenable Nessus as a Docker Image

You can deploy a managed Tenable Nessus scanner or an instance of Tenable Nessus Professional
as a Docker image to run on a container. Tenable provides two base Tenable Nessus images: Oracle
Linux 8 (x86_64 and AArch64) and Ubuntu (x86_64 and AArch64). You can configure the Tenable
Nessus instance with environment variables to configure the image with the settings you configure
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automatically. Using operators and variables, you can deploy the Tenable Nessus image as linked to
Tenable Vulnerability Management or Tenable Security Center.

Tenable does not recommend deploying Tenable Nessus in a Docker container that shares a
network interface controller (NIC) with another Docker container.

Note: Tenable Nessus does not support storage volumes. Therefore, if you deploy a new Tenable Nessus
image, you will lose your data and need to reconfigure Tenable Nessus. However, while deploying the new
image, you can configure any initial user and linking information with environment variables, as described
in step two of the following procedure.

Before you begin:
* Download and install Docker for your operating system.

* Access the Tenable Nessus Docker image from https://hub.docker.com/r/tenable/nessus.

To deploy Tenable Nessus as a Docker image:

1. In your terminal, use the docker pull command to get the image.

$ docker pull tenable/nessus:<version-0S>

For the <version-0S> tag, you must specify the Tenable Nessus version and whether you are
pulling Oracle Linux 8 or Ubuntu. You can use the latest tag in place of a specific Tenable
Nessus version (for example, latest-ubuntu).

2. Use the docker run command to run your image.

* Use the operators with the appropriate options for your deployment, as described in
Operators.

* To preconfigure Tenable Nessus, use the -e operator to set environment variables, as
described in Environment Variables.

Note: Tenable recommends using environment variables to configure your instance of
Tenable Nessus when you run the image. If you do not include environment variables such as
an activation code, username, password, or linking key (if creating a managed Tenable Nessus
scanner), you must configure those items later.
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3. Open Tenable Nessus in your browser:

* To access a remotely installed Tenable Nessus instance, go to https://<remote IP
address>:8834 (for example, https://111.49.7.180:8834).

* To access a locally installed Tenable Nessus instance, go to https:/</localhost>:8834.

4. Perform the remaining Tenable installation steps in your browser. If you did not include

environment variables, complete any remaining configuration steps in the command-line
interface or Tenable Nessus configuration wizard.

To stop and remove Tenable Nessus as a Docker image:

* To stop and remove the container, see Remove Tenable Nessus as a Docker Container.

Operators

Operator Description

--name Sets the name of the container in Docker.

-d Starts a container in detached mode.

-p Publishes to the specified port in the format host port:container port. By
default, the port is 8834:8834.
If you have several Tenable Nessus containers running, use a different host
port. The container port must be 8834 because Tenable Nessus listens on port
8834.

-e Precedes an environment variable.

For descriptions of environment variables you can set to configure settings in
your Tenable Nessus instance, see Environment Variables.

Environment Variables

The required and optional environment variables differ based on your Tenable Nessus license and
whether you are linking to Tenable Vulnerability Management. Click the following bullets to view the
environment variables.
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Deploying a Tenable Nessus image that is linked to Tenable Vulnerability Management

Variable Required? Description
USERNAME Yes Creates the administrator user.
PASSWORD Yes Creates the password for the user.

Linking Options
LINKING_KEY Yes The linking key from the manager.

NAME No The name of the Tenable Nessus scanner that shows in
the manager. By default, the name is the container ID.

MANAGER_HOST No The hostname or IP address of the manager. By default,
the hostname is cloud.tenable.com.

MANAGER_PORT No The port of the manager. By default, the port is 443.

GROUPS No A single group or comma-separated list of groups that the
scanner should be added to. Group names are case-
sensitive.

Proxy Options

PROXY No The hostname or IP address of the proxy server.

PROXY_PORT No The port number of the proxy server.

PROXY_USER No The name of a user account that has permissions to

access and use the proxy server.

PROXY_PASS No The password of the user account that you specified as
the proxy user.

Tenable Nessus Settings

AUTO_UPDATE No Sets whether Tenable Nessus should automatically receive
updates.

Valid values are as follows:
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* all —(Default) Automatically update plugins and
Tenable Nessus software.

* plugins — Only update plugins.
* no — Do not automatically update software or
plugins.

Example: Managed Tenable Nessus scanner linked to Tenable Vulnerability Management

docker run --name "nessus-managed" -d -p 8834:8834 -e LINKING_KEY=<Tenable
Vulnerability Management Linking key> -e USERNAME=admin -e PASSWORD=admin -e MANAGER _
HOST=cloud.tenable.com -e MANAGER_PORT=443 tenable/nessus:<version-0S>

Deploying a Tenable Nessus image that is linked to Tenable Security Center

VELEL Required? Description
USERNAME Yes Creates the administrator user.
PASSWORD Yes Creates the password for the user.

Linking Options

SC_MANAGED Yes If set to yes, starts the container in Tenable Security
Center mode. You must include this operator to deploy the
image as a Tenable Security Center-managed scanner.

NAME No The name of the Tenable Nessus scanner that shows in
the manager. By default, the name is the container ID.

Proxy Options

PROXY-HOST No The hostname or IP address of the proxy server.
PROXY-PORT No The port number of the proxy server.

PROXY - No The name of a user account that has permissions to
USERNAME access and use the proxy server.

-bh -



O

PROXY - No The password of the user account that you specified as

PASSWORD the proxy user.

PROXY-AGENT No The user agent name, if your proxy requires a preset user
agent.

Example: Managed Tenable Nessus scanner linked to Tenable Security Center

docker run --name "nessus-managed" -d -p 8834:8834 -e SC_MANAGED=yes -e USERNAME=admin
-e tenable/nessus:<version-0S>

Deploying a Tenable Nessus Professional image

Variable Required? Description

ACTIVATION_ Yes The activation code to register Tenable Nessus.
CODE

USERNAME Yes Creates the administrator user.

PASSWORD Yes Creates the password for the user.

Example: Tenable Nessus Professional

docker run --name "nessus-pro" -d -p 8834:8834 -e ACTIVATION CODE=<activation code> -e
USERNAME=admin -e PASSWORD=admin tenable/nessus:<version-0S>

Deploying other Tenable Nessus images

Variable Required? Description
USERNAME No Creates the administrator user.
PASSWORD No Creates the password for the user.

Install Tenable Agents

Before you begin the Tenable Agents installation process, you must retrieve the agent linking key
from the Tenable Nessus Manager user interface.
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Once you retrieve the linking key, use the procedures described in the Tenable Agent User Guide to

install the agent and link it to Tenable Nessus Manager.

Once installed and linked, Tenable Agents are linked to Tenable Nessus Manager after a random
delay ranging from zero to five minutes. Enforcing a delay reduces network traffic when deploying
or restarting large amounts of agents, and reduces the load on Tenable Nessus Manager. Linked
agents automatically download plugins from the manager upon connection; this process can take
several minutes and you must perform it before an agent can return scan results.

Retrieve the Tenable Nessus Linking Key

Before you begin the Tenable Agents installation process, you must retrieve the agent linking key
from Tenable Nessus Manager.

Note: You can also retrieve your agent linking key from the nessuscli. For more information, see
nessuscli fix --secure --get agent_linking key in the nessuscli Fix Commands section.

To retrieve the agent linking key:
1. In the top navigation bar, click Sensors.

The Linked Agents page appears. By default, Linked Agents is selected in the left navigation
menu and the Linked Agents tab is active.

2. (Optional) To modify the Linking Key, click the # button next to the linking key.
You may want to modify a linking key if:
* You regenerated your linking key and want to revert to a previous linking key.

* You have a mass deployment script where you want to predefine your linking key.

| Note: The linking key must be a 64-character-alphanumeric string.

3. Record or copy the Linking Key.
What to do next:

¢ |nstall and link Tenable Nessus.

Link an Agent to Tenable Nessus Manager

After you install Tenable Agent, link the agent to Tenable Nessus Manager.
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Before you begin:

* Retrieve the linking key from Tenable Nessus Manager.

* Install Tenable Agent.

To link Tenable Agent to Tenable Nessus Manager:
1. Login to the Tenable Agent from a command terminal.

2. At the agent command prompt, use the command nessuscli agent link using the
supported arguments.

For example:

Linux:

/opt/nessus_agent/sbin/nessuscli agent link
--key=00abcd000Pefgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabco0
--name=LinuxAgent --groups=All --host=yourcompany.com --port=8834

macOS:

# /Library/NessusAgent/run/sbin/nessuscli agent link
--key=00abcdo000efgh1111110k2221mopq3333st4455u66Vv777777w88xy9999zabco0
--name=MyOSXAgent --groups=All --host=yourcompany.com --port=8834

Windows:

# C:\Program Files\Tenable\Nessus Agent\nessuscli.exe agent link
- -key=00abcd0000efgh11111i0k2221mopq3333st4455u66v777777w88xy9999zabco0
--name=WindowsAgent --groups=All --host=yourcompany.com --port=8834

The following table lists the supported arguments for nessuscli agent link:

Argument Required Value

--key yes The linking key that you retrieved from the manager.
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Argument Required Value

--host yes The static IP address or hostname you set during the Tenable
Nessus Manager installation.

--port yes 8834 or your custom port.

--name no A name for your agent. If you do not specify a name for your
agent, the name defaults to the name of the computer where
you are installing the agent.

--ca-path no A custom CA certificate to use to validate the manager's
server certificate.

--groups no One or more existing agent groups where you want to add the
agent. If you do not specify an agent group during the install
process, you can add your linked agent to an agent group
later in Tenable Nessus Manager.

List multiple groups in a comma-separated list. If any group
names have spaces, use quotes around the whole list.

For example: --groups="Atlanta,Global Headquarters"

Note: The agent group name is case-sensitive and must match
exactly. You must encase the agent group name in quotation
marks (for example, --groups="My Group").

--offline- no When enabled, the agent periodically attempts to link to

install Tenable Nessus Manager, even if the agent is not online. If
the agent cannot connect to the controller, it retries every
hour. If the agent can connect to the controller but the link
fails, it retries every 24 hours.

If you do not use this flag, the agent immediately attempts to
link with Tenable Nessus Manager (the agent only attempts
once).

--proxy- no The hostname or IP address of your proxy server.
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Argument Required Value

host

--proxy- no The port number of the proxy server.

port

--proxy- no The password of the user account that you specified as the
password username.

--proxy- no The name of a user account that has permissions to access
username and use the proxy server.

--proxy- no The user agent name, if your proxy requires a preset user
agent agent.

Configure Tenable Nessus

When you access Tenable Nessus in a browser, a warning appears to regard a connection privacy
problem, an untrusted site, an unsecure connection, or a related security certificate issue. This is
normal behavior. Tenable Nessus provides a self-signed SSL certificate.

Refer to the Security Warnings section for steps necessary to bypass the SSL warnings.

| Note: Depending on your environment, plugin configuration and initialization can take several minutes.

To configure Tenable Core + Tenable Nessus, see Deploy or Install Tenable Core in the Tenable

Core+ Tenable Nessus User Guide.

Before you begin:

e |nstall Tenable Nessus.

To configure Tenable Nessus:

1. Follow the Install Tenable Nessus instructions to open to the Welcome to Nessus page in your

browser.

2. On the Welcome to Nessus page, do the following:
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* (Optional) Select Register Offline if you cannot connect Tenable Nessus to the Internet
for installation.

* (Optional) Click Settings to configure the following Tenable Nessus settings manually.

* Proxy Server — Configure a proxy server.

Note: You must enter a proxy server if you want to link the Tenable Nessus scanner
through a proxy server. You can also configure a proxy connection later on in the user
interface. For more information, see Proxy Server and Remote Link.

* Plugin Feed — Enter a custom host for the Tenable Nessus plugin feed. Tenable
Nessus does not interact with the plugin feed if it is in offline mode.

* Encryption Password — Enter a Tenable Nessus encryption a password. Tenable
Nessus enforces the encryption password after you create your user in the user
interface.

If you set an encryption password, Nessus encrypts all policies, scans results, and
scan configurations. You must enter the password when Tenable Nessus restarts.

Caution: If you lose your encryption password, it cannot be recovered by an
administrator or Tenable Support.

l Tip: You can also configure these settings later on in the user interface.

Once you finish, click Save to save the settings and return to the Welcome to Nessus
page.

3. Click Continue.
A new Welcome to Nessus page appears.

4. Do one of the following:

* |f you are installing Tenable Nessus online, follow the configuration steps for your
selected product:

e |nstall Tenable Nessus Essentials, Professional, Expert, or Manager

* Activate a Tenable Nessus Professional or Tenable Nessus Expert Trial
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Link to Tenable Vulnerability Management

Link to Tenable Security Center

Link to Tenable Nessus Manager

Link a Node (Tenable Nessus Manager cluster)

* |f you are installing Tenable Nessus offline, continue at step 1 of Install Tenable Nessus
Offline.

Install Tenable Nessus Essentials, Professional, Expert, or Manager

This option installs a standalone version of Tenable Nessus Essentials, Nessus Professional,
Tenable Nessus Expert, or Nessus Manager. During installation, you must enter your Nessus
Activation Code; this Activation Code determines which product is installed.

For information on activating a Nessus trial, see Activate a Tenable Nessus Professional or Tenable

Nessus Expert Trial.

To configure Tenable Nessus as Tenable Nessus Essentials, Tenable Nessus Professional,
Tenable Nessus Expert, or Tenable Nessus Manager:

1. During the browser portion of the Nessus installation, on the Welcome to Nessus page, click
Continue. Then, on the second Welcome to Nessus screen, do one of the following:

* Select Set up a Nessus purchase to install one of the following Nessus versions:

* Nessus Professional — The de-facto industry standard vulnerability assessment
solution for security practitioners.

* Nessus Expert — The industry-leading vulnerability assessment solution for the
modern attack surface.

* Nessus Manager — The enterprise solution for managing Tenable Agents at scale.

* Select Register for Nessus Essentials to install Tenable Nessus Essentials — The free
version of Nessus for educators, students, and hobbyists.
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2. Click Continue.

* |f you selected Set up a Nessus purchase, the Login page appears. Do one of the

following:

* |f you need an activation code:

a.

b.

e.

f.

On the Login page, enter your email and password.

Click Continue. The Activate Product page appears with your email address
and Tenable customer ID.

In the drop-down menu, select the product and activation code you want to
activate.

. Click Activate Product. The License Information page appears.

Click Continue. The Create a user account screen appears.

Continue the process at step b.

* If you already have an activation code, click Skip.

* |f you selected Register for Nessus Essentials, the Get an activation code screen

appears. Do one of the following:

* |f you need an activation code:

a.

b.

C.

On the Get an activation code screen, type your name and email address.
Click Email.

Check your email for your free activation code.

* If you already have an activation code, click Skip.

The Register Nessus page appears.

3. On the Register Nessus screen, type your Activation Code.

The Activation Code is the code you obtained from your activation email or from the Tenable

Downloads Page.

4. Click Continue.
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The Create a user account screen appears.
5. Create a Tenable Nessus administrator user account that you use to log in to Tenable Nessus:
a. Inthe Username box, enter a username.

b. In the Password box, enter a password for the user account.

I Note: Passwords cannot contain Unicode characters.

6. Click Submit.
Tenable Nessus finishes the configuration process, which may take several minutes.

7. Using the administrator user account you created, Sign In to Tenable Nessus.

Note: When you sign in to Tenable Nessus for the first time, you receive the following message:
Plugins are compiling. Tenable Nessus functionality will be limited until compilation is complete. You
cannot create or launch scans, view or create policies or plugin rules, or use the upgrade assistant
while Tenable Nessus compiles plugins.

Activate a Tenable Nessus Professional or Tenable Nessus Expert Trial

The following topic describes how to activate a seven-day trial of Tenable Nessus Professional or

Tenable Nessus Expert.

Tip: If you forgot to create a user account during activation, you can create an account with the adduser
nessuscli command.

To activate your Tenable Nessus Professional or Tenable Nessus Expert trial:
1. On the Welcome to Nessus screen, select the Tenable Nessus trial you want to activate:
e Start a trial of Nessus Expert
 Start a trial of Nessus Professional
2. Click Continue.

The Get Started page appears.
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3. Enter the email address of your Tenable community account, or the email address you want to
connect to your Tenable community account.

* |f Tenable Nessus recognizes the email address, a page appears saying that Tenable
Nessus found your account.

* |f Tenable Nessus does not recognize the email address, the Create Account page
appears.

a. Enter your new account information.
4. Click Start Trial.

The Trial License Information page appears, and shows your activation code and the ending
date of your trial. Tenable recommends recording your activation code somewhere safe.

5. Click Continue.
The Create a user account screen appears.
6. Create a Tenable Nessus administrator user account that you use to log in to Tenable Nessus:
a. In the Username box, enter a username.

b. In the Password box, enter a password for the user account.

I Note: Passwords cannot contain Unicode characters.

7. Click Submit.

Tenable Nessus finishes the configuration process and signs you into the user interface.

Note: When you sign in to Tenable Nessus for the first time, you receive the following message:
Plugins are compiling. Tenable Nessus functionality will be limited until compilation is complete. You
cannot create or launch scans, view or create policies or plugin rules, or use the upgrade assistant
while Tenable Nessus compiles plugins.

Link to Tenable Vulnerability Management

During initial installation, you can install Tenable Nessus as a remote scanner linked to Tenable
Vulnerability Management. If you choose not to link the scanner during initial installation, you can
link your Tenable Nessus scanner later. Once you link Tenable Nessus to Tenable Vulnerability

Management, it remains linked until you unlink it.
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Note: If you use domain allowlists for firewalls, Tenable recommends adding *.cloud.tenable.com (with the
wildcard character) to the allowlist. This ensures communication with sensor.cloud.tenable.com, which the
scanner uses to communicate with Tenable Vulnerability Management.

Note: If you are connecting to Tenable Vulnerability Management through Tenable Nessus scanners,
Tenable Agents, Tenable Web App Scanning scanners, or Tenable Network Monitors (NNM) located in
mainland China, you must connect through sensor.cloud.tenablecloud.cn instead of sensor.cloud.tenable.com.

Before you begin:

* Configure Tenable Nessus as described in Configure Tenable Nessus.

* |f the Tenable Nessus scanner is or was previously linked to Tenable Vulnerability
Management, Tenable Security Center, or Tenable Nessus Manager, you need to unlink the
scanner or run the nessuscli fix --reset-all command (for more information, see Fix_
Commands).

* View and copy the Tenable Nessus scanner linking key. You need the linking key for step 4 of
the following process. You can find it in the following Tenable Vulnerability Management
menu: Settings > Sensors > Linked Scanners > © Add Nessus Scanner.

To link Tenable Nessus to Tenable Vulnerability Management from the Tenable Nessus
user interface:
1. On the Welcome to Nessus screen, select Link Nessus to another Tenable product.
2. Click Continue.
The Managed Scanner screen appears.
3. From the Managed by drop-down box, select Tenable Vulnerability Management.

4. In the Linking Key box, type the linking key of your Tenable Vulnerability Management
instance.

Note: You can find the Tenable Nessus scanner linking key in the Add Nessus Scanner menu of
Tenable Vulnerability Management (Settings > Sensors > Linked Scanners > @ Add Nessus

Scanner).

5. Click Continue.
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The Create a user account screen appears.
6. Create a Tenable Nessus administrator user account that you use to log in to Tenable Nessus:
a. Inthe Username box, enter a username.

b. In the Password box, enter a password for the user account.

I Note: Passwords cannot contain Unicode characters.

7. Click Submit.
Tenable Nessus finishes the configuration process, which may take several minutes.

8. Using the administrator user account you created, Sign In to Tenable Nessus.

To link Tenable Nessus to Tenable Vulnerability Management from the command-line
interface (CLI):

If you registered or linked Tenable Nessus previously, you need to reset Tenable Nessus before
linking to Tenable Vulnerability Management.

Run the following commands to reset Tenable Nessus and link to Tenable Vulnerability Management
based on your operating system. To retrieve the linking key needed in the following commands, see
Link a Sensor in the Tenable Vulnerability Management User Guide.

Note: The --reset-all command used in the following steps removes any existing users, data, settings,
and configurations. Tenable recommends exporting scan data and creating a backup before resetting. For
more information, see Backing Up Tenable Nessus.

Linux

| Note: You must have root permissions or greater to run the link commands successfully.

1. Open the Linux CLI.

2. Run the following commands in the listed order:

# service nessusd stop
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# cd /opt/nessus/sbin

# ./nessuscli fix --reset-all

3. Do one of the following:

* |f you are linking to a Tenable Vulnerability Management FedRAMP site, run the following
link command:

# /opt/nessus/sbin/nessuscli managed link --key=<key> --
host=fedcloud.tenable.com --port=443

* |f you are not linking to a FedRAMP site, run the following link command:

# ./nessuscli managed link --key=<LINKING KEY> --cloud

Tip: There are many scanner options that you can configure by adding optional parameters to
the managed 1link command (for example, scanner name, custom CA path, and proxy server
information). For more information, see Managed Scanner Commands.

4. Run the following linking command:

# service nessusd start

Windows

| Note: You must have admin permissions to run the link commands successfully.

1. Open the Windows CLI.

2. Run the following commands in the listed order:

net stop "tenable nessus"”

cd C:\Program Files\Tenable\Nessus
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nessuscli fix --reset-all

3. Do one of the following:

¢ If you are linking to a Tenable Vulnerability Management FedRAMP site, run the following

link command:

C:\Program Files\Tenable\Nessus\nessuscli.exe managed link --

key=<key> --host=fedcloud.tenable.com --port=443

* |f you are not linking to a FedRAMP site, run the following link command:

nessuscli managed link --key=<LINKING KEY> --cloud

Tip: There are many scanner options that you can configure by adding optional parameters to
the managed 1link command (for example, scanner name, custom CA path, and proxy server
information). For more information, see Managed Scanner Commands.

4. Run the following command:

net start "tenable nessus"”

macO0S

I Note: You must have admin permissions to run the link commands successfully.

1. Open Terminal.

2. Run the following commands in the listed order:

# launchctl unload -w

/Library/LaunchDaemons/com.tenablesecurity.nessusd.plist

# /Library/Nessus/run/sbin/nessuscli fix --reset-all

3. Do one of the following:
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* |f you are linking to a Tenable Vulnerability Management FedRAMP site, run the following

link command:

# /Library/Nessus/run/sbin/nessuscli managed link --key=<key> --
host=fedcloud.tenable.com --port=443

* |f you are not linking to a FedRAMP site, run the following link command:

# /Library/Nessus/run/sbin/nessuscli managed link --key=<LINKING
KEY> --cloud

Tip: There are many scanner options that you can configure by adding optional parameters to
the managed 1link command (for example, scanner name, custom CA path, and proxy server
information). For more information, see Managed Scanner Commands.

4. Run the following command:

# launchctl load -w
/Library/LaunchDaemons/com.tenablesecurity.nessusd.plist

Link to Tenable Nessus Manager

Note: When deployed for Tenable Agent management in Tenable Security Center, Tenable Nessus Manager
does not support linking Tenable Nessus scanners.

During initial installation, you can install Tenable Nessus as a remote scanner linked to Tenable
Nessus Manager. If you choose not to link the scanner during initial installation, you can link your

Tenable Nessus scanner later.

| Note: Once you link Nessus to Tenable Nessus Manager, it remains linked until you unlink it.

Before you begin:

* Configure Tenable Nessus as described in Configure Tenable Nessus.

* |f the Tenable Nessus scanner is or was previously linked to Tenable Vulnerability
Management, Tenable Security Center, or Tenable Nessus Manager, you need to unlink the
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scanner or run the nessuscli fix --reset-all command (for more information, see Fix
Commands).

To link Nessus to Tenable Nessus Manager:

1.

2.

10.

On the Welcome to Nessus screen, select Link Nessus to another Tenable product.
Click Continue.

The Managed Scanner screen appears.

From the Managed by drop-down box, select Nessus Manager (Scanner).

In the Host box, type Tenable Nessus Manager host.

In the Port box, type the Tenable Nessus Manager port.

In the Linking Key box, type the linking key from Tenable Nessus Manager.

Click Continue.

The Create a user account screen appears.

Create a Tenable Nessus administrator user account, which you use to log in to Tenable
Nessus:

a. In the Username box, enter a username.

b. In the Password box, enter a password for the user account.

I Note: Passwords cannot contain Unicode characters.

Click Submit.
Tenable Nessus finishes the configuration process, which may take several minutes.

Using the administrator user account you created, Sign In to Tenable Nessus.

Link to Tenable Security Center

During initial installation, you can install Tenable Nessus as a remote scanner linked to Tenable

Security Center. If you choose not to link the scanner during initial installation, you can link your

Tenable Nessus scanner later.

| Note: Once you link Tenable Nessus to Tenable Security Center, it remains linked until you unlink it.
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Note: Tenable Security Center does not send plugins to linked Nessus Managers. Nessus Manager pulls

p

lugins directly from Tenable's plugin sites. Therefore, to update plugin sets, Nessus Manager needs

access to the internet and Tenable's plugin sites (for more information, see the Which Tenable sites should |
allow? community article). If your Nessus Manager does not have internet access, you can manually update

it

s version and plugins offline (for more information, see Manage Nessus Offline).

Before you begin:

To

1.

2.

* Configure Tenable Nessus as described in Configure Tenable Nessus.

* |If the Tenable Nessus scanner is or was previously linked to Tenable Vulnerability
Management, Tenable Security Center, or Tenable Nessus Manager, you need to unlink the
scanner or run the nessuscli fix --reset-all command (for more information, see Fix_
Commands).

link Nessus to Tenable Security Center:

On the Welcome to Nessus, select Link Nessus to another Tenable product.
Click Continue.

The Managed Scanner screen appears.

From the Managed by drop-down box, select Tenable.sc.

Click Continue.

The Create a user account screen appears.

5. Create a Tenable Nessus administrator user account, which you use to log in to Tenable

Nessus:
a. In the Username box, enter a username.

b. In the Password box, enter a password for the user account.

I Note: Passwords cannot contain Unicode characters.

6. Click Submit.

Tenable Nessus finishes the configuration process, which may take several minutes.

7. Using the administrator user account you created, Sign In to Tenable Nessus.
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What to do next:

* Add the Tenable Nessus scanner to Tenable Security Center as described in Add a Nessus

Scanner in the Tenable Security Center User Guide.

Manage Activation Code

Note:Tenable Nessus allows you to generate an activation code during the installation process. For more
information, see Install Tenable Nessus Essentials, Professional, Expert, or Manager.

The following topic provides Tenable Nessus licensing information.

Licensing Tenable Nessus

You can manage Tenable Nessus in Tenable Vulnerability Management or Tenable Security Center or
run it as a standalone subscription product. To purchase a subscription and receive an activation
code, go to the Tenable website or work with a Tenable partner.

Tenable Nessus Activation Code

Tenable Nessus requires a plugin feed activation code to operate in subscription mode. This code
identifies which version of Tenable Nessus that Tenable licensed you to install and use, and if
applicable, how many IP addresses you can scan, how many remote scanners you can link to
Tenable Nessus, and how many Tenable Agents you can link to Tenable Nessus Manager. Tenable
Nessus Manager licenses are specific to your deployment size, especially for large deployments or
deployments with multiple Tenable Nessus Manager instances. Discuss your requirements with your
Tenable Customer Success Manager.

Your activation code:

* is a one-time code, unless your license or subscription changes, at which point Tenable
issues you a new activation code. Alternatively, you can transfer an existing activation code to
a different system. For more information, see Transfer Activation Code .

e must be used with the Tenable Nessus installation within 24 hours.
e cannot be shared between scanners.
¢ is not case-sensitive.

* isrequired to manage Tenable Nessus offline.
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Note: For more information about managing Tenable Nessus offline, see Manage Tenable Nessus
Offline.

I Note: See the Obtain an activation code page for instructions on how to obtain and use an activation code.

Manage Tenable Nessus with Tenable Vulnerability Management

If you are using Tenable Vulnerability Management to manage your Tenable Nessus scanners, the
plugin and software updates are managed from Tenable Vulnerability Management. For more
information, see Tenable Nessus Plugin and Software Updates in the Tenable Nessus User Guide.

Tenable Vulnerability Management includes the ability to link unlimited Tenable Nessus scanners as

a default component.

For more information about Tenable Vulnerability Management licensing, see Tenable Vulnerability

Management Licensing in the Tenable Licensing Guide.

Manage Tenable Nessus with Tenable Security Center

If you are using Tenable Security Center to manage your Tenable Nessus scanners, the activation
code and plugin updates are managed from Tenable Security Center. For more information, see
Tenable Nessus Plugin and Software Updates in the Tenable Nessus User Guide.

You must start Tenable Nessus before it communicates with Tenable Security Center, which it
normally does not do without a valid activation code and plugins. To have Tenable Nessus ignore
this requirement and start (so that it can get the information from Tenable Security Center), when
you register your scanner, select Managed by SecurityCenter.

For more information about Tenable Security Center licensing, see Tenable Security Center

Licensing in the Tenable Licensing Guide.
To manage your activation code, use the following topics:

¢ View Activation Code

e Update Activation Code

e Transfer Activation Code

View Activation Code
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View on Tenable Community

View your activation code on the Tenable Community site, as described in the Tenable Community

Guide.

View in Tenable Nessus

1. Login to Tenable Nessus.
2. In the top navigation bar, click Settings.
The About page appears.

3. In the Overview tab, view your Activation Code.

Note: If you are using Tenable Nessus Scanner, the License Expiration and Activation Code values on the
About page show as N/A.

View from Command Line

Use the nessuscli fetch --code-in-use command specific to your operating system.

Platform Command

Windows C:\Program Files\Tenable\Nessus>nessuscli.exe fetch --code-in-
use

macO0S # /Library/Nessus/run/sbin/nessuscli fetch --code-in-use

Linux # /opt/nessus/sbin/nessuscli fetch --code-in-use

FreeBSD # /usr/local/nessus/sbin/nessuscli fetch --code-in-use

Update Activation Code

When you receive a new license with a corresponding activation code, you must register the new
activation code in Tenable Nessus.

| Note: If you are working with Tenable Nessus offline, see Manage Tenable Nessus Offline.

User Interface
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1. In Tenable Nessus, in the top navigation bar, click Settings.

2. In the Overview tab, click the # button next to the activation code.

3. Type the activation code and click Activate.

The license is now active on this instance of Tenable Nessus.

Note: If you are using Tenable Nessus Scanner, the License Expiration and Activation Code values on the
About page show as N/A.

Command Line Interface

1. On the system running Tenable Nessus, open a command prompt.

2. Runthe nessuscli fetch --register <Activation Code> command specific to your

operating system.

Platform Command

Linux # /opt/nessus/sbin/nessuscli fetch --register xxxx-xxxx-
XXXX = XXXX
FreeBSD # /usr/local/nessus/sbin/nessuscli fetch --register xxxx-

XXXX = XXXX = XXXX

Windows C:\Program Files\Tenable\Nessus>nessuscli.exe fetch --

register XXXX = XXXX = XXXX = XXXX

mac0S # /Library/Nessus/run/sbin/nessuscli fetch --register

XXXX = XXXX = XXXX=XXXX

Tenable Nessus downloads and installs the Tenable Nessus engine and the latest Tenable
Nessus plugins, and then restarts.

Note: To register Tenable Nessus without automatically downloading and installing the latest
updates, use the command nessuscli fetch --register-only.

Transfer Activation Code
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In Tenable Nessus Professional and Tenable Nessus Expert, you can use an activation code on
multiple systems. This allows you to transfer a Tenable Nessus license from one system to another
easily and without resetting your activation code each time.

When you transfer the activation code to a system, it becomes the active instance of Nessus for
that license. Only the most recently activated system can receive plugin updates. All previous
instances of Nessus with that activation code still function, but cannot receive plugin updates. On
inactive instances, the following error message appears: Access to the feed has been denied,
likely due to an invalid or transferred license code.

To transfer an activation code, use one of the following procedures on the system that you want to
make the active instance of Nessus.

Nessus User Interface
Activate a new Nessus instance

1. Install Nessus as described in the appropriate procedure for your operating system.

2. Access the system in a browser.
3. In the Create an account window, type a username and password.
4. Click Continue.

5. In the Register your scanner window, in the Scanner Type drop-down box, select Tenable
Nessus Essentials, Professional, or Manager.

6. In the Activation Code box, type your activation code.
7. Click Continue.

Nessus finishes the installation process, which may take several minutes. Once installation is
complete, the license is active on this instance of Nessus.

Update an existing Nessus instance

1. Access the system on which you want to activate Nessus.
2. In the top navigation bar, click Settings.

3. In the Overview tab, click the “ button next to the activation code.
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4. Type the activation code and click Activate.

The license is now active on this instance of Nessus.

Note: If you are using Tenable Nessus Scanner, the License Expiration and Activation Code values on the
About page show as N/A.

Command Line Interface
Perform the following procedure as root, or use sudo as a non-root user.
1. On the system on which you want to activate Nessus, open a command prompt.

2. Runthe nessuscli fetch --register <Activation Code> command specific to your
operating system.

Platform Command

Linux # /opt/nessus/sbin/nessuscli fetch --register xxxx-xxxx-
XXXX = XXXX
FreeBSD # /usr/local/nessus/sbin/nessuscli fetch --register xxxx-

XXXX = XXXX = XXXX

macOS # /Library/Nessus/run/sbin/nessuscli fetch --register

XXXX = XXXX = XXXX=XXXX

Windows C:\Program Files\Tenable\Nessus>nessuscli.exe fetch --

register XXXX-XXXX-XXXX-XXXX

Nessus downloads and installs the Nessus engine and the latest Nessus plugins, and then

restarts.

Tenable Nessus Plugin and Software Updates

The following topic describes how Tenable Nessus receives plugin and software updates based on
configuration and license type. Tenable Nessus plugins and software updates differently depending
on how it is configured during the initial setup.

Tenable Nessus )
Plugin Updates Software Updates

Configuration
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By default, standalone Tenable
Nessus is configured to receive
plugins from plugins.nessus.org

automatically on a daily interval.

You can also trigger a manual
update by navigating to the
Settings > About page and
clicking © next to the Last
Updated section. You can check
the current installed plugin set in
the same section.

For offline devices, you need to
install plugins manually. For

more information, see Update
Plugins Offline.

Tenable Nessus receives plugins
from Tenable Security Center.
Tenable Security Center checks
in with Tenable Nessus every 15
minutes to see if the Tenable
Nessus plugin set matches the
Tenable Security Center set. If it
does not match, then Tenable
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By default, Tenable Nessus receives
software updates from
downloads.nessus.org automatically.

If the following criteria is met, there
is a banner at the top of the Tenable
Nessus user interface when an

update is available:

* Automatic updates are not
configured.

* Automatic updates are
configured but the version
Tenable Nessus downloaded
needs to do a service restart to
complete.

To configure automatic updates, see
Update Tenable Nessus Software.

For offline devices, you need to
upgrade the Tenable Nessus
software manually with the upgrade
method dependent on the operating
system that Tenable Nessus is
installed on. For more information,

see Update Tenable Nessus Manager

Manually on an Offline System.

Tenable Nessus scanners managed
by Tenable Security Center do not
update their software automatically.
The only exception to this is if
Tenable Nessus is installed on
Tenable Core and automatic updates

are enabled.


http://plugins.nessus.org/
http://downloads.nessus.org/
InstallPluginsManually.htm
https://docs.tenable.com/tenable-core/Nessus/Content/TenableCore/UpdateManagement.htm

Tenable Nessus
linked to Tenable
Vulnerability
Management

Tenable Agents
managed by
Tenable Nessus
Manager

Tenable Agents
managed by
Tenable
Vulnerability

Management

O

Security Center provides a new
set of plugins.

Devices linked to Tenable
Vulnerability Management
receive plugins from
cloud.tenable.com.

Tenable Agents receive plugins
from their Tenable Nessus
Manager. Once deployed, agents
download a full plugin set from
their Tenable Nessus Manager
instance. Once the agent
downloads a full plugin set, it
downloads differential plugin

sets from its manager moving
forward, unless the set becomes
more than 5 days out of date.

Tenable Agents receive plugins
from Tenable Vulnerability
Management.

Agents remain without plugin
sets until an agent needs plugin
sets for scanning. When the
agent needs to scan for the first
time and the agent does not
have plugin sets, the agent
downloads the plugin set needed
for the requested scan type (this
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Tenable Nessus linked to Tenable
Vulnerability Management receives
software updates from
cloud.tenable.com automatically.

Tenable Nessus checks in to Tenable
Vulnerability Management once every
24 hours for core software updates
by default.

Tenable Agents receive software
updates from their Tenable Nessus
Manager. Agents check in for core
software updates every 24 hours,
dependent on when the agent was
deployed. If the agent is offline at its
usual update time, such as if the
agent host is off, it checks for
software updates when it comes
back online, and that becomes the
agent's new update time.

Tenable Agents receive software
updates from Tenable Vulnerability
Management. Agents check in for
core software updates every 24
hours, dependent on when the agent
was deployed. If the agent is offline
at its usual update time, such as if
the agent host is off, it checks for
software updates when it comes
back online, and that becomes the
agent's new update time.
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can be the full vulnerability

plugin set or the inventory plugin
set).

After the initial scan, the agent
performs a differential plugin

update when any of the agent
plugin sets are 15 days or less
behind the Tenable Vulnerability
Management plugin sets.

The agent also performs a full
plugin update when any of the
agent plugin sets are more than
15 days behind the Tenable
Vulnerability Management plugin
sets.

The agent deletes unused plugin
sets after a configurable amount
of time (for more information,

see the days to keep unused

plugins advanced setting).
After the amount of time passes,
the agent deletes the unused
plugin sets.

Manage Tenable Nessus Offline

To manage Tenable Nessus offline, you need two computers: the Tenable Nessus server, which is
not connected to the internet, and another computer that is connected to the internet. Use the
following procedures to manage your offline Tenable Nessus server:
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¢ |nstall Tenable Nessus Offline

e Update License Offline

e Update Plugins Offline

e Update Tenable Nessus Manager Manually on an Offline System

e Update the Audit Warehouse Manually

Install Tenable Nessus Offline

A Tenable Nessus Offline registration is suitable for computers that run Tenable Nessus, but are
not connected to the internet.

To ensure that Tenable Nessus has the most up-to-date plugins, use the following procedure to
register Tenable Nessus servers not connected to the internet.

This process requires the use of two computers: the computer where you are installing Tenable
Nessus, which is not connected to the internet, and another computer that is connected to the
internet.

For the following instructions, we use computers A (offline Tenable Nessus server) and B (online
computer) as examples.

| Note: Tenable Nessus Essentials does not support offline installation.

Install Tenable Nessus

1. During the browser portion of the Nessus installation, on the Welcome to Nessus page, select
Register Offline.

2. Click Continue.

3. Select the Tenable Nessus type that you want to deploy: Tenable Nessus Expert, Tenable
Nessus Professional, Tenable Nessus Manager, or Managed Scanner.

4. Click Continue.

5. (Managed Scanner only) If you select Managed Scanner, the Managed Scanner page appears.
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a. For Managed by, select the product you want to link Tenable Nessus to.
b. For Linking Key, enter your linking key.

c. Click Continue.

6. A unique Challenge Code appears. In the following example, the challenge code is:

aaaaaallb2222cc33d44e5f6666a777b8cc99999.

Generate the License

1.

2.

On a system with internet access (B), navigate to the Nessus Offline registration page.

In the top field, type the challenge code shown on the Nessus Product Registration screen.
Example challenge code: aaaaaallb2222cc33d44e5f6666a777b8cc99999

Next, where prompted, type your Tenable Nessus activation code.

Example activation code: AB-CDE-1111-F222-3E4D-55E5-CD6F

Click the Submit button.

The offline update page appears and includes the following elements:

¢ Custom URL — The custom URL displayed downloads a compressed plugins file. This file

is used by Nessus to obtain plugin information. This URL is specific to your Nessus
license and must be saved and used each time plugins need to be updated.

Caution:Tenable highly recommends saving the Custom URL before continuing. The URL is
only shown once after registration. If you close the registration window and forget the URL,
you have to restart the registration process to generate a new URL.

and ends with ===== END Tenable, Inc. LICENSE----- is your Nessus product license
information. Tenable uses this text-string to confirm your product license and
registration.

nessus.license file — At the bottom of the web page, there is an embedded file that
includes the license text-string.

Download and Copy Latest Plugins
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1.

While you are still using the computer with internet access (B), select the Custom URL.

A compressed TAR file downloads.

2. Copy the compressed TAR file to the Nessus offline (A) system.

Use the directory specific to your operating system:

Platform Command

Windows C:\Program Files\Tenable\Nessus
mac0S # /Library/Nessus/run/sbin/
Linux # /opt/nessus/sbin/

FreeBSD # /usr/local/nessus/sbin/

Copy and Paste License Text

1.

While still using the computer with internet access (B), copy the complete text string starting
with ===--- BEGIN Tenable, Inc. LICENSE----- and ends with ===-- END Tenable, Inc. LICENSE----

Select Continue.
Tenable Nessus finishes the installation process; this may take several minutes.

Using the system administrator account you created during setup, Sign In to Tenable Nessus.

Update License Offline

If you have an existing Tenable Nessus server that is offline, and you want to update Tenable

Nessus with a new license, use the following procedure. You can use the procedure to update new

and existing licenses.

To manage Tenable Nessus offline, you need two computers: the Tenable Nessus server, which is

not connected to the internet, and another computer that is connected to the internet.

To update an offline Tenable Nessus server's license:
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1.

Generate a Tenable Nessus challenge code on the offline system running Tenable Nessus.

Before performing offline update operations, you may need to generate a unique challenge

code on the Tenable Nessus server.

Whereas you use an activation code when performing Tenable Nessus operations while

connected to the internet, you use a license when performing offline operations; the

generated challenge code enables you to view and use your license for offline operations.

Use one of the following procedures to generate the challenge code:

Generate a challenge code in the Tenable Nessus user interface

a.

b.

C.

On the offline system running Tenable Nessus, log in to Tenable Nessus.
Click Settings.

Click the pencil icon next to the activation code.

The Update Activation Code window appears.

In the Registration drop-down menu, select Offline.

Click Activate.

The challenge code appears in the window.

Copy the alphanumeric challenge code to your machine.

Example challenge code: aaaaaallb2222cc33d44e5f6666a777b8cc99999

Generate a challenge code from the command line interface

a.

b.

On the offline system running Tenable Nessus, open a command prompt.

Use the nessuscli fetch --challenge command specific to your operating

system.

Platform Command

Windows C:\Program Files\Tenable\Nessus>nessuscli.exe fetch --

_85_



challenge
mac0S # /Library/Nessus/run/sbin/nessuscli fetch --challenge
Linux # /opt/nessus/sbin/nessuscli fetch --challenge
FreeBSD # /usr/local/nessus/sbin/nessuscli fetch --challenge

c. Copy the alphanumeric challenge code to your machine.
Example challenge code: aaaaaallb2222cc33d44e5f6666a777b8cc99999
2. Copy your Tenable Nessus activation code on the offline system running Tenable Nessus.

To generate a Tenable Nessus license, you must enter your activation code. To view your
activation code, use one of the following procedures:

View your activation code in the Nessus user interface

1. Login to Tenable Nessus.
2. In the top navigation bar, click Settings.
The About page appears.
3. In the Overview tab, view your Activation Code.

Copy the activation code to your machine.

View your activation code in the command line interface

Use the nessuscli fetch --code-in-use command specific to your operating

system.
Windows C:\Program Files\Tenable\Nessus>nessuscli.exe fetch --
code-in-use
macO0S # /Library/Nessus/run/sbin/nessuscli fetch --code-in-
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Platform Command

use
Linux # /opt/nessus/sbin/nessuscli fetch --code-in-use
FreeBSD # /usr/local/nessus/sbin/nessuscli fetch --code-in-use

Copy the activation code to your machine.
3. Generate the license in the Tenable Nessus user interface on a system with internet access.

By default, when you install Tenable Nessus, your license is hidden and automatically
registered. You cannot view this license.

However, if your Tenable Nessus server is not connected to the internet (in other words, it is
offline), you must generate a license. This license is unique to your Tenable Nessus product,

and you cannot share it.

Your license is a text-based file that contains a string of alphanumeric characters. The license
is created and based on your unique challenge code.

Generate the license in the Nessus user interface

a. On a system with internet access, navigate to the Tenable Nessus offline registration

page.

b. Where prompted, type in your challenge code.
Example challenge code: aaaaaallb2222cc33d44e5f6666a777b8cc99999
c. Next, where prompted, enter your Tenable Nessus activation code.
Example activation code: AB-CDE-1111-F222-3E4D-55E5-CD6F
d. Select Submit.

At the bottom of the resulting web page, an embedded nessus.license file that
includes the license text string appears.

4. Download and copy the license file (nessus.license)on a system with internet access.
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After you have generated your Tenable Nessus license, you now need to download and then
copy the license to the offline system running Tenable Nessus.

Download and copy the license file

a. At the Tenable Nessus offline registration page, while still using the computer with

internet access, select the on-screen nessus.license link.
The link downloads the nessus.license file.
b. Copy the nessus.license file to the system running Tenable Nessus.

Use the directory specific to your operating system:

Platform Directory

Windows C:\ProgramData\Tenable\Nessus\conf
macO0S # /Library/Nessus/run/etc/nessus
Linux # /opt/nessus/etc/nessus/

FreeBSD # /usr/local/nessus/etc/nessus

5. Register your license on the offline system running Tenable Nessus.

Once you download and copy the nessus.license file to your offline Tenable Nessus server,
use the nessuscli fetch --register command that corresponds to your operating
system.

Register your license offline

a. On the offline system running Tenable Nessus, open the command line interface.

b. Use the nessuscli fetch --register-offline command specific to your operating

system.
Platform Command
Windows C:\Program Files\Tenable\Nessus>nessuscli.exe fetch --

register-offline
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"C:\ProgramData\Tenable\Nessus\conf\nessus.license"

macOS # /Library/Nessus/run/sbin/nessuscli fetch --register-

offline /Library/Nessus/run/etc/nessus/nessus.license

Linux # /opt/nessus/sbin/nessuscli fetch --register-offline

/opt/nessus/etc/nessus/nessus.license

FreeBSD # /usr/local/nessus/sbin/nessuscli fetch --register-

offline /usr/local/nessus/etc/nessus/nessus.license

Update Plugins Offline

Use this procedure to update an existing offline Tenable Nessus server's plugins. The following
steps assume that you have already completed steps to Install Tenable Nessus Offline.

Note: Tenable recommends that you only use this process to update offline Tenable Nessus instances. All
online instances of Tenable Nessus receive automatic plugin updates. For information on how your
Tenable Nessus instances receive plugin updates, see Plugins and the following Tenable knowledge base

article.

Note: You cannot update Tenable Nessus Expert web application scanning plugins when Tenable Nessus is
offline.

To update plugins for an offline Tenable Nessus instance:

1. Using the computer with internet access, open the Custom URL that you saved during the

initial Tenable Nessus license generation process.

The Tenable Nessus plugins TAR file downloads to your machine.

2. Do one of the following:
Install plugins TAR file via the Tenable Nessus user interface

a. On the offline Tenable Nessus system, in the top navigation bar of the Tenable Nessus
user interface, click Settings.

The About page appears.

b. Click the Software Update tab.

_89_


https://community.tenable.com/s/article/How-Nessus-Receives-Plugins-and-Software-Updates
https://community.tenable.com/s/article/How-Nessus-Receives-Plugins-and-Software-Updates

O

c. Inthe upper-right corner, click the Manual Software Update button.
The Manual Software Update dialog box appears.

d. In the Manual Software Update dialog box, select Upload your own plugin archive, and
then select Continue.

e. Navigate to the compressed TAR file you downloaded, select it, then click Open.

Tenable Nessus updates with the uploaded plugins.
Install plugins TAR file via the command line interface

a. Copy the compressed TAR file to the offline Tenable Nessus system.

Use the directory specific to your operating system:

Platform Command

Windows C:\Program Files\Tenable\Nessus
macO0S # /Library/Nessus/run/sbin/
Linux # /opt/nessus/sbin/

FreeBSD # /usr/local/nessus/sbin/

b. On the offline system, open a command prompt.

c. Use the nessuscli update <tar.gz file name> command specific to your
operating system.

Platform Command

Windows C:\Program Files\Tenable\Nessus>nessuscli.exe update

<tar.gz file name>

macOS # /Library/Nessus/run/sbin/nessuscli update <tar.gz

file name>

Linux # /opt/nessus/sbin/nessuscli update <tar.gz file name>
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Platform Command

FreeBSD # /usr/local/nessus/sbin/nessuscli update <tar.gz file
name>

Update Tenable Nessus Manager Manually on an Offline System

On Tenable Nessus Manager, you can manually update software on an offline system in two ways.
* Option 1: Use the Manual Software Update feature in the Nessus user interface.
* Option 2: Use the command-line interface and the nessuscli update command.

Option 1: Manual Software Update via the User Interface

1. Download the file nessus-updates-x.x.x.tar.gz, where x.x.x is the version number, from

https://www.tenable.com/downloads/nessus.

2. 0On the offline system running Nessus (A), in the top navigation bar, select Settings.
3. From the left navigation menu, select Software Update.
4. Select the Manual Software Update button.

5. In the Manual Software Update dialog box, select Upload your own plugin archive, and then
select Continue.

6. Navigate to the directory where you downloaded the compressed TAR file.
7. Select the compressed TAR file and then select Open.

Nessus updates with the uploaded plugins.

Option 2: Update via the Command Line

1. Download the file nessus-updates-x.x.x.tar.gz, where x.x.x is the version number, from

https://www.tenable.com/downloads/nessus.

2. On the offline system running Nessus (A), open a command prompt.

3. Use the nessuscli update <tar.gz file name> command specific to your operating
system.
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Platform Command

Windows C:\Program Files\Tenable\Nessus>nessuscli.exe update

<tar.gz file name>

macO0S # /Library/Nessus/run/sbin/nessuscli update <tar.gz file
name>

Linux # /opt/nessus/sbin/nessuscli update <tar.gz file name>

FreeBSD # /usr/local/nessus/sbin/nessuscli update <tar.gz file
name >

Update the Audit Warehouse Manually

The audit warehouse, which contains all currently published audits, updates automatically when you
upgrade to a new version of Tenable Nessus. You can perform an offline update to update the audit
warehouse without upgrading to a new version of Tenable Nessus.

Before you begin:

* Download the audit warehouse archive file from the Tenable audits page.

To update the audit warehouse manually using the Tenable Nessus user interface:

Note: You cannot use this procedure to update Tenable Vulnerability Management or Tenable Security
Center-managed scanners.

1. In Tenable Nessus, in the top navigation bar, click Settings.
The About page appears.

2. Click the Software Update tab.

3. In the upper-right corner, click the Manual Software Update button.
The Manual Software Update dialog box appears.

4. In the Manual Software Update dialog box, select Upload your own plugin archive, and then

click Continue.
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5. Navigate to the compressed TAR file you downloaded, select it, and then click Open.
Tenable Nessus updates with the uploaded audit files.
To update the audit warehouse manually using the command-line interface:

1. On the system running Tenable Nessus, open a command prompt.

2. Use the nessuscli update <tar.gz file name> command specific to your operating

system.

Platform Command

Windows C:\Program Files\Tenable\Nessus>nessuscli.exe update

<tar.gz file name>

mac0S # /Library/Nessus/run/sbin/nessuscli update <tar.gz file
name >

Linux # /opt/nessus/sbin/nessuscli update <tar.gz file name>

FreeBSD # /usr/local/nessus/sbin/nessuscli update <tar.gz file
name>

Tenable Nessus updates with the uploaded audit files.

Upgrade Tenable Nessus and Tenable Agents

This section included information for upgrading Tenable Nessus and Tenable Agents on all

supported operating systems.

e Upgrade Nessus

e Upgrade from Evaluation

e Update Tenable Nessus Software

Upgrade Nessus on macOS

Upgrade Nessus on Linux

Upgrade Nessus on Windows
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e Update a Tenable Agent

* Downgrade Tenable Nessus Software

Upgrade Nessus
This section includes information for updating and upgrading Nessus.

e Update Tenable Nessus Software

e Upgrade from Evaluation

e Upgrade Nessus on Linux

e Upgrade Nessus on Windows

e Upgrade Nessus on macQOS

Upgrade from Evaluation

If you used an evaluation version of Nessus and are now upgrading to a full-licensed version of
Tenable Nessus, type your full-version activation code on the Settings page, on the About tab.

Note: If you are using Tenable Nessus Scanner, the License Expiration and Activation Code values on the
About page show as N/A.

To update the activation code:

1. Select the # button next to the Activation Code.

2. In the Registration box, select your Nessus type.
3. In the Activation Code box, type your new activation code.
4. Click Activate.

Nessus downloads and install the Nessus engine and the latest Nessus plugins, and then
restarts.

For information about viewing, resetting, updating, and transferring activation codes, see Manage

Activation Code.

Update Tenable Nessus Software
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Note: For information about upgrading an offline Tenable Nessus Manager that manages Tenable Nessus
scanners, see Update Tenable Nessus Manager Manually on an Offline System.

As an administrator user, you can configure how Tenable Nessus updates software components and

plugins. You can configure the Nessus update settings to update your Nessus version and plugins

automatically, or you can manually update the Nessus version and plugins.

To configure Tenable Nessus software update settings:

1.

In Nessus, in the top navigation bar, click Settings.
The About page appears.
Click the Software Update tab.

(Tenable Nessus Professional, Tenable Nessus Expert, and Tenable Nessus Manager only) In
the Automatic Updates section, select one of the following options:

* Update all components: Tenable Nessus automatically updates its software and engine
and downloads the latest plugin set.

In Tenable Nessus Professional and managed Tenable Nessus scanners, Tenable Nessus
updates the software version according to your Nessus Update Plan setting.

* Update plugins: Tenable Nessus automatically downloads the latest plugin set.
* Disabled: Tenable Nessus does not perform any automatic updates.

(Tenable Nessus Professional and Tenable Nessus Expert only) If you enabled automatic
updates, in the Update Frequency section, do one of the following:

* |f you want to set a standard update interval, from the drop-down box, select Daily,
Weekly, or Monthly.

« If you want to set a custom update frequency in hours, click the # button, then type the

number of hours.

(Tenable Nessus Professional, Tenable Nessus Expert, and Tenable Vulnerability Management-
managed Tenable Nessus scanners only) Set the Nessus Update Plan to determine what
version Tenable Nessus automatically updates to:
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Note: If you change your update plan and have automatic updates enabled, Tenable Nessus may
immediately update to align with the version represented by your selected plan. Tenable Nessus may
either upgrade or downgrade versions.

Option Description

Update to the latest Automatically updates to the latest Tenable Nessus version
GA release when it is made generally available (GA).
(Default)

Note: This date is the same day the version is made
generally available.

Opt in to Early Automatically updates to the latest Tenable Nessus version as
Access releases soon as it is released for Early Access (EA), typically a few
weeks before general availability.

Delay updates, Does not automatically update to the latest Tenable Nessus
staying on an older version. Remains on an earlier version of Tenable Nessus set by
release Tenable, usually one release older than the current

generally available version, but no earlier than 8.10.0. When
Tenable Nessus releases a new version, your Tenable Nessus
instance updates software versions, but stays on a version prior
to the latest release.

6. (Optional) Only if instructed to by Tenable Support, in the Update Server box, type the server
from which you want Nessus to download plugins.

7. Click the Save button.

Nessus downloads any available updates automatically according to your settings.

To download updates manually:

Note: You cannot use this procedure to update Tenable Vulnerability Management or Tenable Security
Center-managed scanners.

1. In the top navigation bar, click Settings.

The About page appears.
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2. Click the Software Update tab.

3. In the upper-right corner, click Manual Software Update.
A window appears.

4. In the window, select one of the following options:

* Update all components: Tenable Nessus updates Nessus software and engine and
downloads the latest plugin set.

In Tenable Nessus Professional and Tenable Nessus Expert, Tenable Nessus updates the
software version according to your Nessus Update Plan setting.

Note: If you change your update plan, Tenable Nessus may immediately update to align with
the version represented by your selected plan. Nessus may either upgrade or downgrade
versions.

* Update plugins: Tenable Nessus downloads the latest plugin set.

* Upload your own plugin archive: Tenable Nessus downloads plugins from a file that you
upload.

5. Click the Continue button.

6. If you selected Upload your own plugin archive, browse for your file and select it.

Nessus downloads any available updates.

Upgrade Nessus on Linux

Download Nessus

From the Tenable Downloads Page, download the latest, full-license version of Nessus.

Use Commands to Upgrade Nessus

From a command prompt, run the Nessus upgrade command.

| Note: Nessus automatically stops nessusd when you run the upgrade command.

Red Hat 6 and 7, CentOS 6 and 7, Oracle Linux 6 and 7
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# yum upgrade Nessus-<version number and 0S>.rpm

Red Hat 8 and later, CentOS 8 and later, Oracle Linux 8 and later, Fedora
# dnf upgrade Nessus-<version number and 0S>.rpm

SLES/SUSE
# zypper in Nessus-<version number and OS>.rpm

Debian/Kali and Ubuntu

# dpkg -i Nessus-<version number and 0S>.deb

Start the Nessus Daemon

From a command prompt, restart the nessusd daemon.
Red Hat, Cent0S, Oracle Linux, Fedora, SUSE, FreeBSD
# service nessusd start
Debian/Kali and Ubuntu

# /etc/init.d/nessusd start

This completes the process of upgrading Nessus on a Linux operating system.

Upgrade Nessus on Windows

Download Nessus

From the Tenable Downloads Page, download the latest, full-license version of Nessus. The

download package is specific the Nessus build version, your platform, your platform version, and
your CPU.

Example Nessus Installer Files

Nessus-<version number>-Win32.msi
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Nessus-<version number>-x64.msi

Start Nessus Installation

1. Navigate to the folder where you downloaded the Nessus installer.

2. Next, double-click the file name to start the installation process.

Complete the Windows InstallShield Wizard

1. At the Welcome to the InstallShield Wizard for Tenable, Inc. Nessus screen, select Next.

2. Onthe License Agreement screen, read the terms of the Tenable, Inc. Nessus software
license and subscription agreement.

3. Select the | accept the terms of the license agreement option, and then select the Next
button.

4. On the Destination Folder screen, select the Next button to accept the default installation
folder. Otherwise, select the Change button to install Nessus to a different folder.

5. On the Ready to Install the Program screen, select the Install button.

The Installing Tenable, Inc. Nessus screen appears and a Status indication bar shows the
upgrade progress.

6. On the Tenable Nessus InstallShield Wizard Completed screen, select the Finish button.

Nessus loads in your default browser, where you can log in.

Upgrade Nessus on macOS

The process of upgrading Nessus on macQOS using the Nessus installation GUI is the same process

as a new Mac Install.

Update a Tenable Agent

After you install an agent, Tenable Nessus Manager automatically updates the agent software based
on the agent update plan. For more information on configuring the agent update plan, see Agent

Updates.
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Note: In addition to using the agent update plan, you can manually update agents through the command
line. For more information, see the Tenable Agent User Guide.

Downgrade Tenable Nessus Software

Tenable Nessus 8.10.0 and later supports the ability to downgrade Tenable Nessus to a previous
version of Tenable Nessus. You cannot downgrade to a version before 8.10.0.

You can downgrade Tenable Nessus software manually, or, for you can configure the Nessus
Update Plan to automatically downgrade to an older release.

Before you begin:

* Tenable recommends that you create a Tenable Nessus backup file.

* |f Tenable Nessus has an encryption password, you cannot downgrade by changing the
Tenable Nessus update plan. Remove the encryption password from Tenable Nessus before
you downgrade, then set the encryption password again after the downgrade is complete.

To remove the Tenable Nessus encryption password, see the How to remove the encryption

password (formerly master password) through the command-line knowledge base article. To

set the Tenable Nessus encryption password after downgrading, see Set an Encryption

Password.

To downgrade Tenable Nessus manually on Linux or macOS:

I Note: To manually downgrade Tenable Nessus on Windows, contact Tenable support.

1. Turn off automatic software updates by doing either of the following:

* Change your Tenable Nessus software update plan as described in Update Tenable

Nessus Software, set Automatic Updates to Disabled.

* Modify the advanced setting Automatically Update Nessus (auto_update ui) as
described in Advanced Settings.

2. Use one of the following procedures depending on your operating system:

Linux
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a. Download the Tenable Nessus version you want to install.

b. Manually install the Tenable Nessus version. Force install the new Tenable Nessus rpm
file over the current rpm file.

mac0S

a. Download the Tenable Nessus version you want to install.

b. Manually install the Tenable Nessus version. Replace the current Tenable Nessus pkg file

with the new pkg file.

To configure Tenable Nessus to downgrade automatically (Tenable Nessus
Professional, Tenable Nessus Expert, and Tenable Vulnerability Management-
managed Tenable Nessus scanners only):

1. In Tenable Nessus, in the top navigation bar, click Settings.
The About page appears.
2. Click the Software Update tab.

3. Set the Nessus Update Plan to determine what version Tenable Nessus automatically updates
to. To automatically downgrade, select Delay updates, staying on an older release.

Note: If you change your update plan and have automatic updates enabled, Tenable Nessus may
immediately update to align with the version represented by your selected plan. Tenable Nessus may
either upgrade or downgrade versions.

Option Description

Update to the latest Automatically updates to the latest Tenable Nessus version
GA release when it is made generally available (GA).
(Default)

Note: This date is the same day the version is made
generally available.

Opt in to Early Automatically updates to the latest Tenable Nessus version as
Access releases soon as it is released for Early Access (EA), typically a few
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weeks before general availability.

Delay updates, Does not automatically update to the latest Tenable Nessus
staying on an older version. Remains on an earlier version of Tenable Nessus set by
release Tenable, usually one release older than the current

generally available version, but no earlier than 8.10.0. When
Tenable Nessus releases a new version, your Tenable Nessus
instance updates software versions, but stays on a version prior
to the latest release.

4. Click the Save button.

Tenable Nessus saves the update plan.

Back Up Tenable Nessus

Using the Nessus CLI, you can back up your Tenable Nessus to restore it later on any system, even

if it is a different operating system. When you back up Tenable Nessus, your license information
and settings are preserved. Tenable Nessus does not back up scan results.

Note: Nessus automatically creates a backup file every 24 hours, and you can configure how many daily
backup files Nessus stores before discarding them. For more information, see the Backup Days To Keep
logging setting.

Note: If you perform a cross-platform backup and restore between Linux and Windows systems, after you
restore Tenable Nessus, you must reconfigure any Tenable Nessus configurations that use schedules.
Schedules do not transfer correctly across these platforms because the operating systems use different
timezone names.

To back up Tenable Nessus:
1. Access Tenable Nessus from a command terminal.

2. Create the Tenable Nessus backup file by running the following command:

> nessuscli backup --create <backup_filename>

Tenable Nessus creates the backup file in the following directory:
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e Linux: /opt/nessus/var/nessus
¢ Windows: C:\ProgramData\Tenable\Nessus\nessus
* macO0S: /Library/Nessus/run/var/nessus
The backup file includes the following files:
* /nessus/var/nessus/migrate.db
* /nessus/var/nessus/tenable-plugins-a-20210201.pem
* /nessus/var/nessus/log.json
* /nessus/var/nessus/master.key
* /nessus/var/nessus/tenable-plugins-b-20210201.pem
* /nessus/var/nessus/tenable-plugins-20210201.pem
* /nessus/var/nessus/nessus_org.pem
* /nessus/var/nessus/users/admin/auth/hash
* /nessus/var/nessus/users/admin/auth/admin
* /nessus/var/nessus/users/admin/auth/rules
* /nessus/var/nessus/users/admin/policies.db
* /nessus/var/nessus/terrascan.db
* /nessus/var/nessus/uuid
* /nessus/var/nessus/backups/
* /nessus/etc/nessus/nessusd.conf.imported
* /nessus/etc/nessus/nessusd.rules
* /nessus/etc/nessus/nessusd.db
* /nessus/etc/nessus/nessus-fetch.db

* /nessus/com/nessus/CA/servercert.pem
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/nessus/com/nessus/CA/cacert.pem

* /nessus/var/nessus/CA/cakey.pem

/nessus/var/nessus/CA/serverkey.pem
* /nessus/var/nessus/global.db
3. (Optional) Move the Tenable Nessus backup file to a backup location on your system.
What to do next:

e Restore Tenable Nessus

Restore Tenable Nessus

Using the Nessus CLI, you can use a previous backup of Tenable Nessus to restore later on any

system, even if it is a different operating system. When you back up Tenable Nessus, your license
information and settings are preserved. Tenable Nessus does not restore scan results.

You can restore a backup even if it was created on an earlier version of Tenable Nessus. For
example, if you are on Tenable Nessus 10.5.1, you can restore a backup from Tenable Nessus 10.4.0.

Note: If you perform a cross-platform backup and restore between Linux and Windows systems,
after you restore Tenable Nessus, you must reconfigure any Tenable Nessus configurations that
use schedules. Schedules do not transfer correctly across these platforms because the
operating systems use different timezone names.

Note: If you restore a Tenable Nessus Manager backup on a different device or MAC address,
the license does not validate properly.

To fix this issue, Tenable recommends that you run the nessuscli fix --reset command,
then run the nessuscli fetch --register command to register Tenable Nessus Manager on
the new device or MAC address. Alternatively, you can reset the license via your license portal.

This issue only applies to Tenable Nessus Manager when clustering is not enabled; the license
validates successfully when restoring Tenable Nessus Manager with clustering enabled.

Before you begin:

* Back Up Tenable Nessus
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To restore Tenable Nessus:
1. Access Tenable Nessus from a command terminal.
2. Stop your Tenable Nessus service.
Tenable Nessus terminates all processes.

3. Restore Tenable Nessus from the backup file you previously saved by running the following
command:

> nessuscli backup --restore path/to/<backup_filename>

Tenable Nessus restores your backup.

4. Stop and start your Tenable Nessus service.

Tenable Nessus begins initializing and uses the license information and settings from the
backup.

Remove Nessus
This section includes information for uninstalling and removing Nessus.

¢ Uninstall Nessus on Linux

e Uninstall Tenable Nessus on Windows

¢ Uninstall Nessus on macQOS

¢ Remove Tenable Nessus as a Docker Container

Uninstall Nessus on Linux

Use the following procedure to uninstall Tenable Nessus on Linux.

Before you begin:
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1. (Optional) Export your scans and policies.

2. Stop Tenable Nessus.

3. Uninstall Tenable Nessus using the following steps:

To uninstall Tenable Nessus from Linux:

1. In Tenable Nessus, verify that any running scans have completed.
2. From a command prompt, stop the nessusd daemon.

Examples: Nessus Daemon Stop Commands
Debian/Kali and Ubuntu
# /etc/init.d/nessusd stop
FreeBSD
# service nessusd stop
Red Hat, Cent0S, and Oracle Linux
# /sbin/service nessusd stop
SUSE

# /etc/rc.d/nessusd stop
3. Run the remove Tenable Nessus command specific to your Linux-style operating system.

Examples: Nessus Remove Commands
Debian/Kali and Ubuntu

# dpkg -r Nessus
FreeBSD

# pkg delete Nessus
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Red Hat 6 and 7, CentOS 6 and 7, Oracle Linux 6 and 7

# yum remove Nessus

Red Hat 8 and later, CentOS 8 and later, Oracle Linux 8 and later, Fedora

# dnf remove Nessus
SUSE

# sudo zypper remove Nessus

4. Using the command specific to your Linux-style operating system, remove remaining files that
were not part of the original installation.

Examples: Nessus Remove Command
FreeBSD

# rm -rf /usr/local/nessus/bin
Linux

# rm -rf /opt/nessus

Uninstall Tenable Nessus on Windows

Use the following procedure to uninstall Tenable Nessus on Windows.
Before you begin:

1. (Optional) Export your scans and policies.

2. Stop Tenable Nessus.

3. Uninstall Tenable Nessus from the Windows user interface or the command line using the
following steps:

To uninstall Tenable Nessus from the Windows user interface:
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1. Navigate to the portion of Windows that allows you to Add or Remove Programs or Uninstall

or change a program.
2. Inthe list of installed programs, select the Tenable Nessus product.
3. Click Uninstall.

A dialog box appears, confirming your selection to remove Tenable Nessus.
4. Click Yes.

Windows uninstalls Tenable Nessus.
To uninstall Tenable Nessus from the Windows CLI:

1. Open PowerShell with administrator privileges.

2. Run the following command:

msiexec.exe /x <path to Nessus installer package>

Note: For information about optional msiexec /x parameters, see msiexec in the Microsoft
documentation.

Uninstall Nessus on macOS
Use the following procedure to uninstall Tenable Nessus on macOS.
Before you begin:

1. (Optional) Export your scans and policies.

2. Stop Nessus.

3. Uninstall Nessus from the macOS user interface using the following steps:

To uninstall Tenable Nessus from the macOS user interface:

1. In System Preferences, select the Nessus button.
2. Onthe Nessus.Preferences screen, select the lock to make changes.

3. Next, enter your username and password.
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4. Select the Stop Nessus button.

The Status becomes red and shows as Stopped.
5. Finally, exit the Nessus.Preferences screen.
6. Remove the following Tenable Nessus directories, subdirectories, and files:
e /Library/Nessus
e /Library/LaunchDaemons/com.tenablesecurity.nessusd.plist
* /Library/PreferencePanes/Nessus Preferences.prefPane
* /Applications/Nessus

7. To prevent the macOS from trying to start the now non-existent service, type the following
command from a command prompt to disable the Tenable Nessus service:

$ sudo launchctl remove com.tenablesecurity.nessusd

If prompted, provide the administrator password.

Remove Tenable Nessus as a Docker Container

When you remove Tenable Nessus running as a Docker container, you lose the container data.

To remove Tenable Nessus as a docker container:

1. In your terminal, stop the container from running using the docker stop command.

$ docker stop <container name>

2. Remove your container using the docker rm command.

$ docker rm <container name>
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Scans

Note: You cannot create and launch scans, create or view policies or plugin rules, or use the upgrade
assistant while Tenable Nessus compiles plugins.

On the Scans page, you can create, view, and manage scans and resources. To access the Scans
page, in the top navigation bar, click Scans. The left navigation bar shows the Folders and
Resources sections.

Scans Settings

@ My Scans

i Al Scans

i Trash
Name Schedule Last Modified

u Poi 6.10.7 - Advance - 85 - Cred On Demand June 16 at 6:36 PM

olicies

B Piugin Rules 6.10.7 - Advance - Cred - B4 On Demand June 16 at 6:09 PM

@a Scanners

Agents Active sync On Demand June 28 at 11:47 AM
Agent Scan Disabled June 28 at 10:39 AM
Agent Scan Disabled June 28 at 10:35 AM
AlX 7.1 - Borken Policy On Demand June 30 at 11:07 AM
AlX 7.1 - working On Demand June 30 at 10:04 AM
<script>alert('lol)</script> Disabled June 28 at 4:31 PM
<script=alert('lol)</script> On Demand June 28 at 12:33 PM
apple PM On Demand June 28 at 11:31 AM
Example 2 On Demand July 26 at 10:28 AM

For more information on scans, see the following topics:

e Scan Templates

* Create and Manage Scans

* Scan Results
* Scan Folders
* Policies
* Plugins

e Customized Reports
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e Scanners

* Agents

Scan Templates

You can use scan templates to create custom policies for your organization. Then, you can run
scans based on Tenable's scan templates or your custom policies' settings. For more information,
see Create a Policy.

When you first create a scan or policy, the Scan Templates section or Policy Templates section
appears, respectively. Tenable Nessus provides separate templates for scanners and agents,
depending on which sensor you want to use for scanning:

e Scanner Templates

* Agent Templates (Tenable Nessus Manager only)

If you have custom policies, they appear in the User Defined tab.

When you configure a Tenable-provided scan template, you can modify only the settings included
for the scan template type. When you create a user-defined scan template, you can modify a
custom set of settings for your scan.

For descriptions of all the scanner and agent template settings, see Settings.

Note: If a plugin requires authentication or settings to communicate with another system, the
plugin is not available on agents. This includes, but is not limited to:

e Patch management
e Mobile device management
¢ (Cloud infrastructure audit

¢ Database checks that require authentication

Scanner Templates

There are three scanner template categories in Tenable Nessus:
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* Discovery — Tenable recommends using discovery scans to see what hosts are on your
network, and associated information such as IP address, FODN, operating systems, and open

ports, if available. After you have a list of hosts, you can choose what hosts you want to target

in a specific vulnerability scan.

* Vulnerabilities — Tenable recommends using vulnerability scan templates for most of your

organization's standard, day-to-day scanning needs. Tenable also publishes vulnerability scan
templates that allow you to scan your network for a specific vulnerability or group of
vulnerabilities. Tenable frequently updates the Tenable Nessus scan template library with
templates that detect the latest vulnerabilities of public interest, such as Log4Shell.

* Compliance — Tenable recommends using configuration scan templates to check whether
host configurations are compliant with various industry standards. Compliance scans are
sometimes referred to as configuration scans. For more information about the checks that
compliance scans can perform, see Compliance and SCAP Settings.

The following table describes the available scanner templates.

l Tip: In the Tenable Nessus user interface, use the search box to find a template quickly.

Note: If you configure Tenable Nessus Manager for agent management, Tenable does not recommend
using Tenable Nessus Manager as a local scanner. For example, do not configure Tenable Security Center
scan zones to include Nessus Manager and avoid running network-based scans directly from Tenable
Nessus Manager. These configurations can negatively impact agent scan performance. In most cases, use
agent scan templates when working in Tenable Nessus Manager.

Template Description

Discovery

Attack Surface (Tenable Nessus Expert only) Uses Bit Discovery to scan a list of high-level

Discovery domains and extract subdomains and DNS-related data. For more
information, see Create an Attack Surface Discovery Scan with Bit
Discovery.

Host Discovery Performs a simple scan to discover live hosts and open ports.

Launch this scan to see what hosts are on your network and associated
information such as IP address, FQODN, operating systems, and open ports,
if available. After you have a list of hosts, you can choose what hosts you
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Ping-Only
Discovery

Vulnerabilities

Basic Network
Scan

Credential
Validation

Advanced Scan

Advanced
Dynamic Scan

want to target in a specific vulnerability scan.

Tenable recommends that organizations who do not have a passive
network monitor, such as Tenable Network Monitor, run this scan weekly
to discover new assets on your network.

| Note: Assets identified by discovery scans do not count toward your license.

A simple scan to discover live hosts with minimal network traffic.

Performs a full system scan that is suitable for any host. Use this template
to scan an asset or assets with all of Nessus's plugins enabled. For
example, you can perform an internal vulnerability scan on your

organization's systems.

A lightweight scan template used to verify that host credential pairs for
Windows and Unix successfully authenticate to scan targets. Use this
scan template to quickly diagnose credential pair issues in your network.

The most configurable scan type. You can configure this scan template to
match any policy. This template has the same default settings as the basic
scan template, but it allows for additional configuration options.

Note: Advanced scan templates allow you to scan more deeply using custom
configuration, such as faster or slower checks, but misconfigurations can
cause asset outages or network saturation. Use the advanced templates with
caution.

Note: Tenable automatically updates this template with any newly-released
plugin families in which plugins rely on network traffic for detection.

An advanced scan without any recommendations, where you can
configure dynamic plugin filters instead of manually selecting plugin
families or individual plugins. As Tenable releases new plugins, any plugins
that match your filters are automatically added to the scan or policy. This
allows you to tailor your scans for specific vulnerabilities while ensuring
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Malware Scan

Nessus 10.8.0 /
10.8.1 Agent
Reset

Mobile Device
Scan

that the scan stays up to date as new plugins are released.
Scans for malware on Windows and Unix systems.

Tenable Nessus detects malware using a combined allow list and block list
approach to monitor known good processes, alert on known bad
processes, and identify coverage gaps between the two by flagging

unknown processes for further inspection.

Scan to find, reset, and update Tenable Agents on versions 10.8.0 and
10.8.1. For more information, see the upgrade notes of the Tenable Agent

10.8.2 release notes.

(Tenable Nessus Manager only)
Assesses mobile devices via Microsoft Exchange or an MDM.

Use this template to scan what is installed on the targeted mobile devices
and report on the installed applications or application versions'
vulnerabilities.

The Mobile Device Scan plugins allow you to obtain information from
devices registered in a Mobile Device Manager (MDM) and from Active
Directory servers that contain information from Microsoft Exchange

Servers.

* To query for information, the Tenable Nessus scanner must be able
to reach the Mobile Device Management servers. Ensure no
screening devices block traffic to these systems from the Nessus
scanner. In addition, you must give Tenable Nessus administrative
credentials (for example, domain administrator) to the Active
Directory servers.

* To scan for mobile devices, you must configure Tenable Nessus with
authentication information for the management server and the
mobile plugins. Since Tenable Nessus authenticates directly to the
management servers, you do not need to configure a scan policy to
scan specific hosts.

* For ActiveSync scans that access data from Microsoft Exchange
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Credentialed
Patch Audit

Active Directory
Starter Scan

Find Al

Remote
Monitoring and
Management

Compliance

Audit Cloud
Infrastructure

servers, Tenable Nessus retrieves information from phones that
have been updated in the last 365 days.

Authenticates hosts and enumerates missing updates.

Use this template with credentials to give Tenable Nessus direct access
to the host, scan the target hosts, and enumerate missing patch updates.

Scans for misconfigurations in Active Directory.

Use this template to check Active Directory for Kerberoasting, Weak
Kerberos encryption, Kerberos pre-authentication validation, non-expiring
account passwords, unconstrained delegation, null sessions, Kerberos
KRBTGT, dangerous trust relationships, Primary Group ID integrity, and
blank passwords.

Scans for Al, LLM, and ML-related vulnerabilities.

Identifies assets within your environment that are used for remote
monitoring and management. Remote monitoring and management assets
are often targeted in cyber attacks to gain local access to systems via
remote control.

Note: This template disables port scanning by default, and you cannot
enable port scanning settings for it. Plugins included in this template
contain their own target port information.

When you run a scan based on this template, Plugin 19506 (Nessus
Scan Information) shows the following output warning:

WARNING: No port scanner was enabled during the scan. This may lead
to incomplete results.

This warning is expected and does not indicate an error. You can
safely ignore it.

Audits the configuration of third-party cloud services.

You can use this template to scan the configuration of Amazon Web
Service (AWS), Google Cloud Platform, Microsoft Azure, Rackspace,
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Internal PCI
Network Scan

MDM Config Audit

Offline Config
Audit

PCI Quarterly
External Scan

Salesforce.com, and Zoom, given that you provide credentials for the
service you want to audit.

Performs an internal PCI DSS (11.2.1) vulnerability scan.

This template creates scans that you can use to satisfy internal (PClI DSS
11.2.1) scanning requirements for ongoing vulnerability management
programs that satisfy PCl compliance requirements. You can use these
scans for ongoing vulnerability management and to perform rescans until
passing or clean results are achieved. You can provide credentials to
enumerate missing patches and client-side vulnerabilities.

Note: While the PCI DSS requires you to provide evidence of passing or "clean”
scans on at least a quarterly basis, you must also perform scans after any
significant changes to your network (PCI DSS 11.2.3).

Audits the configuration of mobile device managers.

The MDM Config Audit template reports on a variety of MDM
vulnerabilities, such as password requirements, remote wipe settings, and

the use of insecure features, such as tethering and Bluetooth.
Audits the configuration of network devices.

Offline configuration audits allow Tenable Nessus to scan hosts without
the need to scan over the network or use credentials. Organizational
policies may not allow you to scan devices or know credentials for devices
on the network for security reasons. Offline configuration audits use host
configuration files from hosts to scan instead. Through scanning these
files, you can ensure that devices' settings comply with audits without the
need to scan the host directly.

Tenable recommends using offline configuration audits to scan devices
that do not support secure remote access and devices that scanners
cannot access.

Performs quarterly external scans as required by PCI.

You can use this template to simulate an external scan (PCI DSS 11.2.2) to
meet PCI DSS quarterly scanning requirements. However, you cannot
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Policy
Compliance
Auditing

SCAP and OVAL
Auditing

submit the scan results from this template to Tenable for PCI Validation.
Only Tenable Vulnerability Management customers can submit their PCI
scan results to Tenable for PCI ASV validation.

Audits system configurations against a known baseline.

Note: The maximum number of audit files you can include in a single Policy
Compliance Auditing scan is limited by the total runtime and memory that the
audit files require. Exceeding this limit may lead to incomplete or failed scan
results. To limit the possible impact, Tenable recommends that audit selection
in your scan policies be targeted and specific for the scan's scope and
compliance requirements.

The compliance checks can audit against custom security policies, such
as password complexity, system settings, or registry values on Windows
operating systems. For Windows systems, the compliance audits can test
for a large percentage of anything that can be described in a Windows
policy file. For Unix systems, the compliance audits test for running
processes, user security policy, and content of files.

Audits systems using SCAP and OVAL definitions.

The National Institute of Standards and Technology (NIST) Security
Content Automation Protocol (SCAP) is a set of policies for managing
vulnerabilities and policy compliance in government agencies. It relies on
multiple open standards and policies, including OVAL, CVE, CVSS, CPE,
and FDCC policies.

* SCAP compliance auditing requires sending an executable to the
remote host.

e Systems running security software (for example, McAfee Host
Intrusion Prevention), may block or quarantine the executable
required for auditing. For those systems, you must make an
exception for either the host or the executable sent.

* When using the SCAP and OVAL Auditing template, you can perform
Linux and Windows SCAP CHECKS to test compliance standards as
specified in NIST's Special Publication 800-126.
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Agent Templates (Tenable Nessus Manager only)
There are two agent template categories in Tenable Nessus Manager:

* Vulnerabilities — Tenable recommends using vulnerability scan templates for most of your

organization's standard, day-to-day scanning needs.

e Compliance — Tenable recommends using configuration scan templates to check whether
host configurations are compliant with various industry standards. Compliance scans are
sometimes referred to as configuration scans. For more information about the checks that
compliance scans can perform, see Compliance and SCAP Settings.

The following table describes the available agent templates.

l Tip: In the Tenable Nessus user interface, use the search box to find a template quickly. ’

Template Description

Vulnerabilities

Basic Agent Performs a full system scan that is suitable for any host. Use this template
Scan to scan an asset or assets with all of Nessus's plugins enabled. For example,
you can perform an internal vulnerability scan on your organization's

systems.
Advanced The most configurable scan type. You can configure this scan template to
Agent Scan match any policy. This template has the same default settings as the basic

scan template, but it allows for additional configuration options.

Note: Advanced scan templates allow you to scan more deeply using custom
configuration, such as faster or slower checks, but misconfigurations can cause
asset outages or network saturation. Use the advanced templates with caution.

Malware Scan Scans for malware on Windows and Unix systems.

Tenable Agent detects malware using a combined allow list and block list
approach to monitor known good processes, alert on known bad processes,
and identify coverage gaps between the two by flagging unknown processes
for further inspection.
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Log4Shell

Compliance

Policy
Compliance
Auditing

SCAP and
OVAL Auditing

O

Detects the Log4Shell vulnerability (CVE-2021-44228) in Apache Log4j via
local checks.

Audits system configurations against a known baseline.

Note: The maximum number of audit files you can include in a single Policy
Compliance Auditing scan is limited by the total runtime and memory that the
audit files require. Exceeding this limit may lead to incomplete or failed scan
results. To limit the possible impact, Tenable recommends that audit selection in
your scan policies be targeted and specific for the scan's scope and compliance
requirements.

The compliance checks can audit against custom security policies, such as
password complexity, system settings, or registry values on Windows
operating systems. For Windows systems, the compliance audits can test
for a large percentage of anything that can be described in a Windows policy
file. For Unix systems, the compliance audits test for running processes,
user security policy, and content of files.

Audits systems using SCAP and OVAL definitions.

The National Institute of Standards and Technology (NIST) Security Content
Automation Protocol (SCAP) is a set of policies for managing vulnerabilities
and policy compliance in government agencies. It relies on multiple open

standards and policies, including OVAL, CVE, CVSS, CPE, and FDCC policies.

* SCAP compliance auditing requires sending an executable to the
remote host.

* Systems running security software (for example, McAfee Host
Intrusion Prevention), may block or quarantine the executable required
for auditing. For those systems, you must make an exception for either
the host or the executable sent.

* When using the SCAP and OVAL Auditing template, you can perform
Linux and Windows SCAP CHECKS to test compliance standards as
specified in NIST's Special Publication 800-126.
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Scan and Policy Settings

Scan settings enable you to refine parameters in scans to meet your specific network security
needs. The scan settings you can configure vary depending on the Tenable-provided template on

which a scan or policy is based.

You can configure these settings in individual scans or in policy from which you create individual

scans.

Tenable Nessus organizes scan settings into the following categories:

* Basic Settings for Scans

e Basic Settings for Policies

* Discovery Settings

* Assessment Settings

* Report Settings

e Advanced Settings

Settings in Policies
When configuring settings for policies, note the following:

* |f you configure a setting in a policy, that setting applies to any scans you create based on

that policy.

* You base a policy on a Tenable-provided template. Most of the settings are identical to the
settings you can configure in an individual scan that uses the same Tenable-provided

template.

However, certain Basic settings are unique to creating a policy, and do not appear when
configuring an individual scan. For more information, see Basic Settings for Policies.

* You can configure certain settings in a policy, but cannot modify those settings in an
individual scan based on a policy. These settings include Discovery, Assessment, Report,

Advanced, Compliance, SCAP, and Plugins. If you want to modify these settings for individual

scans, create individual scans based on a Tenable-provided template instead.
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* If you configure Credentials in a policy, other users can override these settings by adding
scan-specific or managed credentials to scans based on the policy.

Basic Settings for Scans

Note: This topic describes Basic settings you can set in scans. For Basic settings in policies, see Basic
Settings for Policies.

The Basic scan settings are used to specify certain organizational and security-related aspects of
the scan, including the name of the scan, its targets, whether the scan is scheduled, and who has
access to the scan, among other settings.

Configuration items that are required by a particular scan are indicated in the Tenable Nessus
interface.

The Basic settings include the follow sections:

The following tables list all available Basic settings by section.

General

Setting Description

Name None Specifies the name of the scan. This value is shown on the
Tenable Nessus interface.

Description None (Optional) Specifies a description of the scan.

Folder My Scans Specifies the folder where the scan appears after being
saved.

Dashboard Disabled (Tenable Nessus Manager only) (Optional) Determines

whether the scan results page defaults to the interactive
dashboard view.

Agent Groups None (Agent scans only) Specifies the agent group or groups you
want the scan to target. Select an existing agent group from
the drop-down box, or create a new agent group. For more

-121-



Setting

Scan Window

Scanner

Policy

Default
Value

1 hour

Auto-Select

None

Description

information, see Create a New Agent Group.

(Agent scans only) (Required) Specifies the time frame
during which agents must report in order to be included and
visible in vulnerability reports. Use the drop-down box to
select an interval of time, or click # to type a custom scan
window.

(Tenable Nessus Manager only) Specifies the scanner that
performs the scan.

The scanners you can select for this parameter depend on
the scanners and scanner groups configured for your
Tenable Vulnerability Management instance, as well as your
permissions for those scanners or groups.

This setting appears only when the scan owner edits an
existing scan that is based on a policy.

Note: After scan creation, you cannot change the Tenable-
provided template on which a scan is based.

In the drop-down box, select a policy on which to base the
scan. You can select policies for which you have Can View or
higher permissions.

In most cases, you set the policy at scan creation, then keep
the same policy each time you run the scan. However, you
may want to change the policy when troubleshooting or
debugging a scan. For example, changing the policy makes it
easy to enable or disable different plugin families, change
performance settings, or apply dedicated debugging policies
with more verbose logging.

When you change the policy for a scan, the scan history
retains the results of scans run under the previously-
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Target URL

Targets

Upload Targets

Default
Value

None

None

None

Description

assigned policy.

(Web App templates only) Specifies the URL for the target
you want to scan, as it appears on your Tenable Nessus Web
Application Scanning license. Regular expressions and
wildcards are not allowed. Targets must start with the
http:// or https:// protocol identifier.

Note: If the URL you type in the Target box has a different
FODN host from the URL that appears on your license, and your
scan runs successfully, the new URL you type counts as an
additional asset on your license.

Note: If you create a user-defined scan template, the target
setting is not saved to the template. Type a target each time
you create a new scan.

Specifies one or more targets to be scanned. If you select a
target group or upload a targets file, you are not required to
specify additional targets.

Targets can be specified using a number of different

formats.

Tip: You can force Tenable Nessus to use a given host name
for a server during a scan by using the hostname[ip] syntax
(e.g., www.example.com[192.168.1.1]).

Uploads a text file that specifies targets.

The targets file must be formatted in the following manner:
e ASCII file format
* Only one target per line

* No extra spaces at the end of a line
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Setting Val Description
alue

* No extra lines following the last target

| Note: Unicode/UTF-8 encoding is not supported.

Show Off Select this check box to show a scan dashboard as the
Dashboard scan's default landing page.
Schedule

By default, scans are not scheduled. When you first access the Schedule section, the Enable

Schedule setting appears, set to Off. To modify the settings listed on the following table, click the

Off button. The rest of the settings appear.

Setting Default Value Description

Frequency Once Specifies how often the scan is launched.

Once: Schedule the scan at a specific time.

Daily: Schedule the scan to occur every 1-20 days,
at a specific time.

Weekly: Schedule the scan to occur every 1-20
weeks, by time and day or days of the week.

Monthly: Schedule the scan to occur every 1-20
months, by:

* Day of Month: The scan repeats monthly on a
specific day of the month at the selected
time. For example, if you select a start date
of October 3, the scan repeats on the 3rd of
each subsequent month at the selected
time.

* Week of Month: The scan repeats monthly
on a specific day of the week. For example, if
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Starts

Timezone

Repeat Every

Repeat On

Repeat By

Default Value

Varies

America/New
York

Varies

Varies

Day of the Month

O

Description

you select a start date of the first Monday of
the month, the scan runs on the first Monday
of each subsequent month at the selected
time.

Note: If you schedule your scan to repeat monthly,
Tenable recommends setting a start date no later
than the 28th day. If you select a start date that
does not exist in some months (for example, the
29th), Tenable Nessus cannot run the scan on those
days.

* Yearly: Schedule the scan to occur every year, by
time and day, for up to 20 years.

Specifies the exact date and time when a scan launches.

The starting date defaults to the date when you are
creating the scan. The starting time is the nearest half-
hour interval. For example, if you create your scan on
09/18/2023 at 9:17 AM, the default starting date and time
is set to 09/18/2023 at 09:30 AM.

Specifies the timezone of the value set for Starts.

Specifies the interval at which a scan is relaunched. The
default value of this item varies based on the frequency
you choose.

Specifies what day of the week a scan repeats. This
item appears only if you specify Weekly for Frequency.

The value for Repeat On defaults to the day of the week
on which you create the scan.

Specifies when a monthly scan is relaunched. This item
appears only if you specify Monthly for Frequency.
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Setting Default Value

Summary N/A

Notifications

O

Description

Provides a summary of the schedule for your scan based
on the values you have specified for the available
settings.

Description

) Default
Setting
Value
Email None
Recipient(s)

Attach Report Off

Report Type Nessus

Max 25

Attachment

Size

Result Filters None
Permissions

Specifies zero or more email addresses, separated by
commas, that are alerted when a scan completes and the
results are available.

(Tenable Nessus Professional only) Specifies whether you
want to attach a report to each email notification. This option
toggles the Report Type and Max Attachment Size settings.

(Tenable Nessus Professional only) Specifies the report type
(CSV, Nessus, or PDF) that you want to attach to the email.

(Tenable Nessus Professional only) Specifies the maximum
size, in megabytes (MB), of any report attachment. If the
report exceeds the maximum size, then it is not attached to
the email. Tenable Nessus does not support report
attachments larger than 50 MB.

Defines the type of information to be emailed.

Using settings in the Permissions section, you can assign various permissions to groups and

individual users. When you assign a permission to a group, that permission applies to all users

within the group. The following table describes the permissions that can be assigned.

Tip: Tenable recommends assigning permissions to user groups, rather than individual users, to minimize
maintenance as individual users leave or join your organization.
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Permission Description

No Access Groups and users set to No Access cannot interact with the scan in any way.
When you create a scan, by default no other users or groups have access to
it.

Can View Groups and users set to Can View can view the results of the scan.

Can Control Groups and users set to Can Control can launch, pause, and stop a scan, as
well as view its results.

Can Configure Groups and users set to Can Configure can modify the configuration of the
scan in addition to all other permissions.
Scan Targets

You can specify the targets of a scan using several different formats. The following table explains
target types, examples, and a short explanation of what occurs when that Tenable Nessus scans

that target type.

Target _

_ Example Explanation
Description
A single IPv4 192.168.0.1 Tenable Nessus scans the
address single IPv4 address.
A single IPv6 2001:db8::2120:17ff:feb6:333b Tenable Nessus scans the
address single IPv6 address.
A single link fe80:0:0:0:216:cbff:fe92:88d0%eth0 Tenable Nessus scans the
local IPv6 single IPv6 address.

address with a
Tenable Nessus does not

scope . .
support using the interface
identifier ) )
names instead of interface
indexes for the scope identifier
on Windows platforms.
A small list of 192.168.0.1, 192.169.1.1 Tenable Nessus scans the list of
IPv4 or IPvb addresses. Separate each
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Target

Description

addresses

An IPv4 range
with a start
and end
address

An IPv4
address with
one or more
octets
replaced with
numeric

ranges

An IPv4 subnet
with CIDR
notation

An IPv4 subnet
with netmask

notation

A host

Example

192.168.0.1-192.168.0.255

192.168.0-1.3-5

192.168.0.0/24

192.168.0.0/255.255.255.128

www.yourdomain.com
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address with a comma or a new
line; otherwise, Nessus cannot
read the list.

Tenable Nessus scans all IPv4
addresses between the start
address and end address,
including both addresses.

The example expands to all
combinations of the values
given in the octet ranges:
192.168.0.3, 192.168.0.4,
192.168.0.5, 192.168.1.3,
192.168.1.4 and 192.168.1.5.

Tenable Nessus scans all
addresses within the specified
subnet. The address given is
not the start address.
Specifying any address within
the subnet with the same CIDR
scans the same set of hosts.

Tenable Nessus scans all
addresses within the specified
subnet. The address is not a
start address. Specifying any
address within the subnet with
the same netmask scans the
same hosts.

Tenable Nessus scans the



Target

Description

resolvable to
either an IPv4
or an IPv6
address

A host
resolvable to
an IPv4
address with
CIDR notation

A host
resolvable to
an IPv4
address with
netmask

notation

The text 'link6'
optionally
followed by an
IPv6 scope
identifier

Example

www.yourdomain.com/24

www.yourdomain.com/255.255.252.0

link6 or link6%16
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single host. If the hostname
resolves to multiple addresses
the address to scan is the first
IPv4 address or if it did not
resolve to an IPv4 address, the
first IPv6 address.

Tenable Nessus resolves the
hostname to an IPv4 address
and then treats it like any other
IPv4 address with CIDR target.

Tenable Nessus resolves the
hostname to an IPv4 address
and then treats it like any other
IPv4 address with netmask

notation.

Tenable Nessus sends out
multicast ICMPv6 echo requests
on the interface specified by
the scope identifier to the
ff02::1 address. Tenable Nessus
scans all hosts that respond to
the request. If you do not
provide a IPv6 scope identifier,
Tenable Nessus sends out the
requests on all interfaces.

Tenable Nessus does not
support using the interface
names instead of interface



Target )
Example Explanation

Description

indexes for the scope identifier
on Windows platforms.

Some text with "Test Host 1[10.0.1.1]" or "Test Host 2 Tenable Nessus scans the IPv4
either a single [2001:db8::abcd]" or IPv6 address within the

IPv4 or IPv6 brackets like a normal single
address within target.

square

brackets

Tip: You can process hostname targets that look like either a link6 target (start with the text "link6") or like
one of the two IPv6 range forms as a hostname by putting single quotes around the target.

Basic Settings for Policies

Note: This topic describes Basic settings you can set in policies. For Basic settings in individual scans, see
Basic Settings for Scans.

You can use Basic settings to specify basic aspects of a policy, including who has access to the
policy.

The Basic settings include the following sections:

General

The general settings for a policy.

Setting Default Value Description

Name None Specifies the name of the policy.

Description None (Optional) Specifies a description of the policy.
Permissions
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You can share the policy with other users by setting permissions for users or groups. When you
assign a permission to a group, that permission applies to all users within the group.

Permission Description

No Access (Default user only) Groups and users set to this permission cannot interact
with the policy in any way.

Can Use Groups and users with this permission can view the policy configuration and
use the policy to create scans.

Can Edit In addition to viewing the policy and using the policy to create scans, groups
and users with this permission can modify any policy settings except user
permissions. However, they cannot export or delete the policy.

I Note: Only the policy owner can export or delete a policy.

Discovery Scan Settings

Note: If a scan is based on a policy, you cannot configure Discovery settings in the scan. You can only
modify these settings in the related policy.

| Note: Tenable Nessus indicates the settings that are required by a particular scan or policy.

The Discovery settings relate to discovery and port scanning, including port ranges and methods.

Certain Tenable-provided scanner templates include preconfigured discovery settings.

If you select the Custom preconfigured setting option, or if you are using a scanner template that
does not include preconfigured discovery settings, you can manually configure Discovery settings
in the following categories:

Note: The following tables include settings for the Advanced Scan template. Depending on the template
you select, certain settings may not be available, and default values may vary.

Host Discovery

By default, Tenable Nessus enables some settings in the Host Discovery section. When you first
access the Host Discovery section, the Ping the remote host item appears and is set to On.
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The Host Discovery section includes the following groups of settings:

e (General Settings

Ping Methods

Fraqgile Devices

* Wake-on-LAN
. Default ..
Setting Description
Value
Ping the remote On If set to On, the scanner pings remote hosts on multiple
host ports to determine if they are alive. Additional options

General Settings and Ping Methods appear.

If set to Off, the scanner does not ping remote hosts on
multiple ports during the scan.

Note: To scan VMware guest systems, Ping the remote
host must be set to Off.

Scan unresponsive Disabled Specifies whether the Nessus scanner scans hosts that
hosts do not respond to any ping methods. This option is only
available for scans using the PCI Quarterly External Scan

template.
General Settings
Test the local Enabled When enabled, includes the local Nessus host in the
Nessus host scan. This is used when the Nessus host falls within the

target network range for the scan.

Use Fast Network Disabled When disabled, if a host responds to ping, Tenable

Discovery Nessus attempts to avoid false positives, performing
additional tests to verify the response did not come
from a proxy or load balancer. These checks can take
some time, especially if the remote host is firewalled.

When enabled, Tenable Nessus does not perform these
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Ping Methods

ARP

TCP

Destination ports
(TCP)

ICMP

Assume ICMP
unreachable from
the gateway
means the host is

down

Maximum number
of retries

Enabled

Enabled

built-in

Enabled

Disabled

O

checks.

Ping a host using its hardware address via Address
Resolution Protocol (ARP). This only works on a local

network.
Ping a host using TCP.

Destination ports can be configured to use specific
ports for TCP ping. This specifies the list of ports that
are checked via TCP ping.

Type one of the following: built-in, a single port, or a
comma-separated list of ports.

For more information about which ports built-in
specifies, see the knowledge base article.

Ping a host using the Internet Control Message Protocol
(ICMP).

Assume ICMP unreachable from the gateway means the
host is down. When a ping is sent to a host that is down,
its gateway may return an ICMP unreachable message.
When this option is enabled, when the scanner receives
an ICMP Unreachable message, it considers the targeted
host dead. This approach helps speed up discovery on
some networks.

Note: Some firewalls and packet filters use this same
behavior for hosts that are up, but connected to a port or
protocol that is filtered. With this option enabled, this
leads to the scan considering the host is down when it is
indeed up.

Specifies the number of attempts to retry pinging the
remote host.
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UDP

Fragile Devices

Scan Network
Printers

Scan Novell
Netware hosts

Scan Operational
Technology
devices

Wake-on-LAN

List of
MAC Addresses

Boot time wait (in

Disabled

Disabled

Disabled

Disabled

None

Ping a host using the User Datagram Protocol (UDP). UDP
is a stateless protocol, meaning that communication is
not performed with handshake dialogues. UDP-based
communication is not always reliable, and because of
the nature of UDP services and screening devices, they
are not always remotely detectable.

When enabled, the scanner scans network printers.

When enabled, the scanner scans Novell NetWare hosts.

When enabled, the scanner performs a full scan of
Operational Technology (OT) devices such as
programmable logic controllers (PLCs) and remote
terminal units (RTUs) that monitor environmental factors
and the activity and state of machinery.

When disabled, the scanner uses ICS/SCADA Smart
Scanning to cautiously identify OT devices and stops
scanning them once they are discovered.

The Wake-on-LAN (WOL) menu controls which hosts to
send WOL magic packets to before performing a scan.

Hosts that you want to start prior to scanning are
provided by uploading a text file that lists one MAC
address per line.

For example:

33:24:4C:03:CC:C7
FF:5C:2C:71:57:79

The amount of time to wait for hosts to start before
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minutes) performing the scan.

Port Scanning

The Port Scanning section includes settings that define how the port scanner behaves and which

ports to scan.
The Port Scanning section includes the following groups of settings:
* Ports

e [ocal Port Enumerators

e Network Port Scanners

) Default ..

Setting Description
Value

Ports
Consider Disabled When enabled, if a port is not scanned with a selected port
Unscanned scanner (for example, the port falls outside of the specified
Ports as range), the scanner considers it closed.
Closed
Port Scan Default Specifies the range of ports to be scanned.
Range

The supported ranges are:

e default — Instructs the scanner to scan approximately
4,790 commonly used ports specified in the nessus-
services file. You can also combine the default
keyword with other ports and port ranges.

Note: You can convert the nessus-services file to
a custom list of ports by performing four
consecutive regular expression (regex) replace-all
operations in a text editor that supports such
operations:

o K\s+(\d+)\/(tcp|udp)(\r\n|\r|\n) to
$1\/%$2,
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) Default ..
Setting Val Description
alue

o (\d+)\/(tcp|udp) to $2:%$1
e tcp to T
e udp to U

You can find the nessus-services file in the
following directories, depending on your operating
system:

e Linux — /opt/nessus/var/nessus/nessus-
services

e Windows —
C:\ProgramData\Tenable\Nessus\nessus\ness
us-services

e macOS —
/Library/Nessus/run/var/nessus/nessus-
services

* all — Instructs the scanner to scan all 65,536 ports,
including port 0. You cannot combine the all keyword
with other ranges.

* A comma-separated list of ports (for example,
21,23,25,80,110), port ranges (for example, 1-1024,9000-
9200 or 1-65535 to scan all ports but 0 and T:1-
1024,U:300-500 or 1-1024,T:1024-65535,U:1025 to scan
separate or overlapping TCP and UDP port ranges), or
combinations thereof.

If you disable the UDP, SYN, or TCP port scanner settings in
the scan policy Discovery settings, those ports are not
scanned despite what range of ports you specify. The UDP
and TCP port scanner settings are disabled by default; the
SYN port scanner setting is enabled by default.

Local Port Enumerators
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Default
Value

Setting

SSH (netstat) Enabled

WMI (netstat) Enabled
SNMP Enabled
Only run Enabled
network port

scanners if

local port

enumeration
failed

Description

When enabled, the scanner uses netstat to check for open
ports from the local machine. It relies on the netstat
command being available via an SSH connection to the target.
This scan is intended for Linux-based systems and requires
authentication credentials. To use this setting, you must first
configure SSH Credentials.

When enabled, the scanner uses netstat to determine open
ports while performing a WMI-based scan.

In addition, the scanner:

* Ignores any custom range specified in the Port Scan
Range setting.

* Continues to treat unscanned ports as closed if the
Consider unscanned ports as closed setting is enabled.

If any port enumerator (netstat or SNMP) is successful, the
port range becomes all. To use this setting, you must first
configure Windows Credentials.

When enabled, if the appropriate credentials are provided by
the user, the scanner can better test the remote host and
produce more detailed audit results. For example, there are
many Cisco router checks that determine the vulnerabilities
present by examining the version of the returned SNMP string.
This information is necessary for these audits.

When this setting is enabled, the scanner relies on local port
enumeration before relying on network port scans. If a local
port enumerator runs, all network port scanners are disabled
for the asset.

When this setting is disabled, the scanner performs network
port scans regardless of the local port enumeration status.
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Default
Value

Setting

Verify open Disabled
TCP ports

found by local

port

enumerators

Network Port Scanners

TCP Disabled
SYN Enabled
Override Disabled
automatic

firewall

detection

Description

When enabled, if a local port enumerator (for example, WMI or
netstat) finds a port, the scanner also verifies that the port is
open remotely. This approach helps determine if some form
of access control is being used (for example, TCP wrappers or
a firewall).

Use the built-in Tenable Nessus TCP scanner to identify open
TCP ports on the targets, using a full TCP three-way
handshake. If you enable this option, you can also set the
Override Automatic Firewall Detection option.

Use the built-in Tenable Nessus SYN scanner to identify open
TCP ports on the target hosts. SYN scans do not initiate a full
TCP three-way handshake. The scanner sends a SYN packet
to the port, waits for SYN-ACK reply, and determines the port
state based on a response or lack of response.

If you enable this option, you can also set the Override
Automatic Firewall Detection option.

This setting can be enabled if you enable either the TCP or
SYN option.

When enabled, this setting overrides automatic firewall
detection.

This setting has three options:

* Use aggressive detection attempts to run plugins even
if the port appears to be closed. It is recommended that
this option not be used on a production network.

* Use soft detection disables the ability to monitor how
often resets are set and to determine if there is a
limitation configured by a downstream network device.
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Setting Val Description
alue

* Disable detection disables the firewall detection
feature.

UDP Disabled This option engages the built-in Tenable Nessus UDP scanner
to identify open UDP ports on the targets.

Due to the nature of the protocol, it is generally not possible
for a port scanner to tell the difference between open and
filtered UDP ports. Enabling the UDP port scanner may
dramatically increase the scan time and produce unreliable
results. Consider using the netstat or SNMP port enumeration
options instead if possible.

Service Discovery

The Service Discovery section includes settings that attempt to map each open port with the
service that is running on that port.

The Service Discovery section includes the following groups of settings:

* General Settings

e Search for SSL/TLS Services

Default

Setting Val Description
alue

General Settings

Probe all ports Enabled When enabled, the scanner attempts to map each open port
to find with the service that is running on that port, as defined by
services the Port scan range option.

Caution: In some rare cases, probing might disrupt some
services and cause unforeseen side effects.

Search for SSL On Controls how the scanner tests SSL-based services.
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Default

Setting Tt Description
alue

based services Caution: Testing for SSL capability on all ports may be

disruptive for the tested host.

Search for SSL/TLS/DTLS Services (enabled)

Search for Known Specifies which ports on target hosts the scanner searches
SSL/TLS on SSL/TLS for SSL/TLS services.
ports

This setting has three options:

* None

Note: Setting this option to None enables the global_
settings/disable_test_ssl_based_services KB item.

* Known SSL/TLS ports
* Al TCP ports

Search for None Specifies which ports on target hosts the scanner searches
DTLS On for DTLS services.

This setting has the following options:
* None
* Known DTLS ports

* AIll UDP ports

ldentify 60 When enabled, the scanner identifies SSL and TLS
certificates certificates that are within the specified number of days of
expiring within expiring.

x days

Enumerate all True When enabled, the scanner ignores the list of ciphers

SSL ciphers advertised by SSL/TLS services and enumerates them by

attempting to establish connections using all possible
ciphers.
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Default

Setting Description

Value
Enable CRL False When enabled, the scanner checks that none of the
checking identified certificates have been revoked.

(connects to
internet)

ldentity

The Identity section allows you to enable or disable the collection of Active Directory data.

I Note: This section is only applicable in Tenable One Enterprise environments.

Default

Setting o Description
alue

General Settings

Collect Identity Disabled Enable this setting to allow Tenable Nessus to gather user,
Data from computer, and group objects from Active Directory.
Active

This setting requires that you specify an Active Directory
user account for the scan. You also need to enable LDAPS
on the Domain Controller that the scan is targeting.

Directory

Preconfigured Discovery Scan Settings

Certain Tenable-provided scanner templates include preconfigured discovery settings, described in
the following table. The preconfigured discovery settings are determined by both the template and

the Scan Type that you select.

Template Scan Type Preconfigured Settings
Discovery
Host Discovery Host enumeration (default) * General Settings:

° Always test the local
Nessus host
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° Use fast network
discovery

Ping hosts using:
° TCP
° ARP

° |CMP (2 retries)

OS Identification General Settings:

° Always test the local
Nessus host

° Use fast network
discovery

Ping hosts using:
° TCP
° ARP

° ICMP

Port scan (common ports) General Settings:

° Always test the local
Nessus host

° Use fast network
discovery

Port Scanner Settings:
° Scan common ports

° Use netstat if
credentials are provided

° Use SYN scanner if
necessary
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Vulnerabilities

Basic Network Scan

Port scan (all ports)

Custom

Port scan (common ports)
(default)
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* Ping hosts using:

@ P

° ARP

° ICMP (2 retries)
* General Settings:

° Always test the local
Nessus host

° Use fast network
discovery

e Port Scanner Settings:
° Scan all ports (1-65535)

° Use netstat if
credentials are provided

° Use SYN scanner if
necessary

* Ping hosts using:
° TCP
° ARP
° ICMP (2 retries)

All defaults

* General Settings:

° Always test the local
Nessus host

° Use fast network
discovery



e Port Scanner Settings:
° Scan common ports

° Use netstat if
credentials are provided

° Use SYN scanner if
necessary

* Ping hosts using:
° TCP
° ARP
° ICMP (2 retries)
Port scan (all ports) * General Settings:

° Always test the local
Nessus host

° Use fast network
discovery

e Port Scanner Settings:
° Scan all ports (1-65535)

° Use netstat if
credentials are provided

° Use SYN scanner if

necessary
* Ping hosts using:
° TCP
° ARP

° |CMP (2 retries)
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Use fast network discovery Use fast network discovery
Advanced Scan - All defaults
Advanced Dynamic - All defaults
Scan
Malware Scan Host enumeration (default) * General Settings:

° Always test the local
Nessus host

° Use fast network
discovery

Ping hosts using:
° TCP
° ARP

° |CMP (2 retries)

Host enumeration (include General Settings:

fragile host
ragile hosts) ° Always test the local

Nessus host

° Use fast network
discovery

Ping hosts using:
° TCP
° ARP

° |CMP (2 retries)

Scan all devices, including:
° Printers

° Novell Netware hosts
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Mobile Device Scan

Web Application Tests

Custom

Port scan (common ports)
(default)

Port scan (all ports)
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All defaults

* General Settings:

° Always test the local
Nessus host

° Use fast network

discovery
e Port Scanner Settings:
° Scan common ports

° Use netstat if
credentials are provided

° Use SYN scanner if

necessary
* Ping hosts using:

° TCP

° ARP

° ICMP (2 retries)
* General Settings:

° Always test the local
Nessus host

° Use fast network

discovery
e Port Scanner Settings:
° Scan all ports (1-65535)

° Use netstat if
credentials are provided



° Use SYN scanner if
necessary

* Ping hosts using:
° TCP
° ARP

° |CMP (2 retries)

Custom All defaults
Credentialed Patch Port scan (common ports) * General Settings:
Audit (default)

° Always test the local
Nessus host

° Use fast network
discovery

e Port Scanner Settings:
° Scan common ports

° Use netstat if
credentials are provided

° Use SYN scanner if
necessary

* Ping hosts using:
° TCP
° ARP
° ICMP (2 retries)
Port scan (all ports) * General Settings:

° Always test the local
Nessus host

° Use fast network
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Badlock Detection

Custom

Normal (default)

Quick
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discovery
* Port Scanner Settings:
° Scan all ports (1-65535)

° Use netstat if
credentials are provided

° Use SYN scanner if
necessary

* Ping hosts using:
° TCP
° ARP
° ICMP (2 retries)
All defaults
* General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

» Service Discovery Settings:

© Scan the default Nessus
port range

° Detect SSL/TLS on
ports where it is
commonly used

* General Settings:

° Ping the remote host



Bash Shellshock
Detection

Thorough

Custom

Normal (default)
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° Always test the local
Nessus host

° Use fast network
discovery

» Service Discovery Settings:

° Scan TCP ports 23, 25,
80, and 443

° Detect SSL/TLS on
ports where it is

commonly used
* General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

* Service Discovery Settings:
© Scan all TCP ports

° Detect SSL on all open
ports

All defaults
* General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery



e Service Discovery Settings:

° Scan the default Nessus
port range

© Detect SSL/TLS on
ports where it is
commonly used

e Scan all devices, including:
° Printers
° Novell Netware hosts
Quick * General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

* Service Discovery Settings:

° Scan TCP ports 23, 25,
80, and 443

° Detect SSL/TLS on
ports where it is
commonly used

* Scan all devices, including:
° Printers
° Novell Netware hosts
Thorough * General Settings:

° Ping the remote host
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DROWN Detection

Custom

Normal (default)

Quick
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° Always test the local
Nessus host

° Use fast network
discovery

» Service Discovery Settings:
° Scan all TCP ports

° Detect SSL on all open
ports

* Scan all devices, including:
° Printers
° Novell Netware hosts
All defaults
* General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

* Service Discovery Settings:

° Scan the default Nessus
port range

© Detect SSL/TLS on
ports where it is
commonly used

* General Settings:

° Ping the remote host



Intel AMT Security
Bypass

Thorough

Custom

Normal (default)
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° Always test the local
Nessus host

° Use fast network
discovery

» Service Discovery Settings:

° Scan TCP ports 23, 25,
80, and 443

° Detect SSL/TLS on
ports where it is

commonly used
* General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

* Service Discovery Settings:
© Scan all TCP ports

° Detect SSL on all open
ports

All defaults
* General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery



e Service Discovery Settings:

° Scan the default Nessus
port range

© Detect SSL/TLS on
ports where it is
commonly used

Quick * General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

e Service Discovery Settings:

° Scan TCP ports 16992,
16993, 623, 80, and 443

° Detect SSL/TLS on
ports where it is

commonly used
Thorough * General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

» Service Discovery Settings:
© Scan all TCP ports

° Detect SSL on all open
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ports
Custom All defaults
Shadow Brokers Scan Normal (default) * General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

» Service Discovery Settings:

° Scan the default Nessus
port range

° Detect SSL/TLS on
ports where it is
commonly used

* Scan all devices, including:
° Printers
° Novell Netware hosts
Thorough * General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

» Service Discovery Settings:
° Scan all TCP ports

° Detect SSL on all open
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* Scan all devices, including:
° Printers
° Novell Netware hosts
Custom All defaults
Spectre and Meltdown Normal (default) * General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

e Service Discovery Settings:

° Scan the default Nessus
port range

© Detect SSL/TLS on
ports where it is
commonly used

Thorough * General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

» Service Discovery Settings:
° Scan all TCP ports

° Detect SSL on all open
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ports
Custom All defaults
WannaCry Normal (default) * General Settings:
Ransomware

° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

» Service Discovery Settings:

° Scan the default Nessus
port range

° Detect SSL/TLS on
ports where it is
commonly used

Quick * General Settings:
° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

* Service Discovery Settings:

° Scan TCP ports 139 and
445

° Detect SSL/TLS on
ports where it is
commonly used

Thorough * General Settings:
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Log4Shell

Custom

Normal

Quick
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° Ping the remote host

° Always test the local
Nessus host

° Use fast network
discovery

e Service Discovery Settings:
© Scan all TCP ports

° Detect SSL on all open
ports

All defaults
* General Settings:
° Ping the remote host

° Always test the local
Tenable Nessus host

° Use fast network
discovery

* Service Discovery Settings:

© Scan the default
Tenable Nessus port
range

° Detect SSL/TLS on
ports where it is
commonly used

* Do not scan fragile devices.
* General Settings:

° Ping the remote host



° Always test the local
Tenable Nessus host

° Use fast network
discovery

» Service Discovery Settings:

° Scan TCP ports 80 and
443

° Detect SSL/TLS on
ports where it is
commonly used

* Do not scan fragile devices.
Thorough (default) * General Settings:
° Ping the remote host

° Always test the local
Tenable Nessus host

° Use fast network
discovery

e Service Discovery Settings:
© Scan all TCP ports

° Detect SSL on all open
ports

* Do not scan fragile devices.
Custom All defaults
Log4Shell Remote Normal (default) * General Settings:
Checks

° Ping the remote host

° Always test the local
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Tenable Nessus host

° Use fast network
discovery

» Service Discovery Settings:

° Scan the default
Tenable Nessus port
range

° Detect SSL/TLS on
ports where it is

commonly used
* Do not scan fragile devices.
Quick * General Settings:
° Ping the remote host

° Always test the local
Tenable Nessus host

° Use fast network
discovery

e Service Discovery Settings:

° Scan TCP ports 80 and
443

© Detect SSL/TLS on
ports where it is
commonly used

* Do not scan fragile devices.
Thorough * General Settings:
° Ping the remote host

° Always test the local
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Log4Shell Vulnerability
Ecosystem

Custom

Normal

Quick
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Tenable Nessus host

° Use fast network
discovery

» Service Discovery Settings:
© Scan all TCP ports

° Detect SSL on all open
ports

* Do not scan fragile devices.
All defaults
* General Settings:
° Ping the remote host

° Always test the local
Tenable Nessus host

° Use fast network
discovery

» Service Discovery Settings:

° Scan the default
Tenable Nessus port
range

© Detect SSL/TLS on
ports where it is
commonly used

* Do not scan fragile devices.
* General Settings:
° Ping the remote host

° Always test the local



Tenable Nessus host

° Use fast network
discovery

» Service Discovery Settings:

° Scan TCP ports 80 and
443

° Detect SSL/TLS on
ports where it is
commonly used

* Do not scan fragile devices.
Thorough (default) * General Settings:
° Ping the remote host

° Always test the local
Tenable Nessus host

° Use fast network
discovery

e Service Discovery Settings:
© Scan all TCP ports

° Detect SSL on all open
ports

* Do not scan fragile devices.

Custom All defaults
Compliance
Audit Cloud - -
Infrastructure
Internal PCI Network Port scan (common ports) * General Settings:
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Scan (default) ° Always test the local

Nessus host

° Use fast network
discovery

e Port Scanner Settings:
° Scan common ports

° Use netstat if
credentials are provided

° Use SYN scanner if
necessary

* Ping hosts using:
° TCP
° ARP
° ICMP (2 retries)
Port scan (all ports) e General Settings:

° Always test the local
Nessus host

° Use fast network
discovery

* Port Scanner Settings:
° Scan all ports (1-65535)

° Use netstat if
credentials are provided

° Use SYN scanner if

necessary

* Ping hosts using:
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MDM Config Audit
Offline Config Audit

PCI Quarterly External
Scan

Policy Compliance
Auditing

SCAP and OVAL
Auditing

° TCP
° ARP
° |CMP (2 retries)

Custom All defaults

- Scan unresponsive hosts default

Default (default) * General Settings:
° Ping the remote host

° Always test the local
Nessus host

e Scan all devices, including:
° Printers
° Novell Netware hosts
Custom All defaults
Host enumeration (default) * General Settings:

° Always test the local
Nessus host

° Use fast network
discovery

* Ping hosts using:
° TCP
° ARP

° |CMP (2 retries)
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Custom All defaults

Assessment Scan Settings

Note: If a scan is based on a policy, you cannot configure Assessment settings in the scan. You can only
modify these settings in the related policy.

You can use Assessment settings to configure how a scan identifies vulnerabilities, as well as what
vulnerabilities are identified. This includes identifying malware, assessing the vulnerability of a
system to brute force attacks, and the susceptibility of web applications.

Certain Tenable-provided scanner templates include preconfigured assessment settings.

If you select the Custom preconfigured setting option, or if you are using a scanner template that
does not include preconfigured assessment settings, you can manually configure Assessment
settings in the following categories:

Note: The following tables include settings for the Advanced Scan template. Depending on the template
you select, certain settings may not be available, and default values may vary.

General

The General section includes the following groups of settings:
* Accuracy
* Antivirus

e SMTP

Setting Default Value Description

Accuracy

Override Disabled In some cases, Tenable Nessus cannot remotely determine

normal whether a flaw is present or not. If report paranoia is set to

Accuracy Show potential false alarms, a flaw is reported every time,
even when there is a doubt about the remote host being
affected. Conversely, a paranoia setting of Avoid potential
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Perform
thorough
tests (may
disrupt your
network or
impact scan

speed)
Antivirus

Antivirus
definition
grace period
(in days)

SMTP

Third party
domain

From
address

To address

Brute Force

false alarms causes Tenable Nessus to not report any flaw
whenever there is a hint of uncertainty about the remote
host. As a middle ground between these two settings,
disable this setting.

Disabled Causes various plugins to work harder. For example, when
looking through SMB file shares, a plugin can analyze 3
directory levels deep instead of 1. This could cause much
more network traffic and analysis sometimes. By being
more thorough, the scan is more intrusive and is more likely
to disrupt the network, while potentially providing better
audit results.

0 Configure the delay of the Antivirus software check for a

set number of days (0-7). The Antivirus Software Check
menu allows you to direct Tenable Nessus to allow for a
specific grace time in reporting when antivirus signatures
are considered out of date. By default, Tenable Nessus
considers signatures out of date if they are more than one
day old. You can configure this setting to allow for up to 7
days before reporting them out of date.

Tenable Nessus attempts to send spam through each SMTP device to the
address listed in this field. This third-party domain address must be outside
the range of the site Tenable Nessus is scanning or the site performing the
scan. Otherwise, the SMTP server might abort the test.

The test messages sent to the SMTP server or servers appear as if they
originated from the address specified in this field.

Tenable Nessus attempts to send messages addressed to the mail recipient
listed in this field. The postmaster address is the default value since it is a
valid address on most mail servers.
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The Brute Force section includes the following groups of settings:

e (General Settings

¢ QOracle Database

* Hydra

Default
Value

Setting

Description

General Settings

Only use Enabled
credentials

provided by the

user

Oracle Database

Test default Disabled
accounts (slow)

Hydra

In some cases, Tenable Nessus can test default accounts
and known default passwords. This can lock out an account
if too many consecutive invalid attempts trigger security
protocols on the operating system or application. By
default, this setting is enabled to prevent Tenable Nessus
from performing these tests.

Test for known default accounts in Oracle software.

Note: Hydra options only appear when Hydra is installed on the same computer as the scanner or

agent executing the scan.

Always enable Disabled
Hydra (slow)

Logins file

Enables Hydra whenever Tenable Nessus performs the

Scan.

A .txt file that contains usernames that Hydra uses during
the scan.

You must enter one username per line, and you must end
the file with an empty line. For example:

<usernamel>
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Passwords file

Number of
parallel tasks

Timeout (in
seconds)

Try empty
passwords

Try login as
password

Stop brute
forcing after
the first
success

Add accounts
found by other
plugins to the
login file

PostgreSOL
database name

16

Enabled

Enabled

Disabled

Enabled

O

<username2>
<username3>

A .txt file that contains passwords for user accounts that
Hydra uses during the scan.

You must enter one password per line, and you must end

the file with an empty line. For example:

<passwordl>
<password2>
<password3>

The number of simultaneous Hydra tests that you want to
execute. By default, this value is 16.

The number of seconds per login attempt.

If enabled, Hydra tries usernames without using a
password.

If enabled, Hydra tries a username as the corresponding
password.

If enabled, Hydra stops brute forcing user accounts after
the first time an account is successfully accessed.

If disabled, Tenable Nessus only uses the usernames
specified in the logins file for the scan. Otherwise, Tenable
Nessus discovers more usernames using other plugins and

adds them to the logins file to use for the scan.

The database that you want Hydra to test.
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SAP R/3 Client

ID (0 - 99)

Windows Local
accounts to accounts
test

Interpret Disabled

passwords as
NTLM hashes

Cisco login
password

Web page to
brute force

HTTP proxy
test website

LDAP DN

SCADA

The ID of the SAP R/3 client that you want Hydra to test.

You can set this to Local accounts, Domain Accounts, or
Either.

If enabled, Hydra interprets passwords as NTLM hashes.

You use this password to log in to a Cisco system before
brute forcing enable passwords. If you do not enter a
password here, Hydra attempts to log in using credentials
that were successfully brute forced earlier in the scan.

Enter a web page protected by HTTP basic or digest
authentication. If you do not enter a web page here, Hydra
attempts to brute force a page discovered by the Tenable
Nessus web crawler that requires HTTP authentication.

If Hydra successfully brute forces an HTTP proxy, it
attempts to access the website provided here via the
brute-forced proxy.

The LDAP Distinguish Name scope that Hydra authenticates
against.
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Default
Value

Description

Modbus/TCP Coil Access Modbus uses a function code of 1to read coils in a Modbus
server. Coils represent binary output settings and are typically
mapped to actuators. The ability to read coils may help an
attacker profile a system and identify ranges of registers to alter

via a write coil message.

Start at 0 The register at which to start scanning.

Register

End at 16 The register at which to stop scanning.

Register

ICCP/COTP TSAP The ICCP/COTP TSAP Addressing menu determines a
Addressing Weakness Connection-Oriented Transport Protocol (COTP) Transport

Service Access Points (TSAP) value on an ICCP server by trying
possible values.

Start COTP 8 Specifies the starting TSAP value to try.

TSAP

Stop COTP 8 Specifies the ending TSAP value to try. Tenable Nessus tries all
TSAP values between the Start and Stop.

Web Applications

By default, Tenable Nessus does not scan web applications. When you first access the Web
Application section, the Scan Web Applications setting appears and is Off. To modify the Web
Application settings listed on the following table, click the Off button. The rest of the settings
appear.

The Web Applications section includes the following groups of settings:

e (General Settings

e Web Crawler

e Application Test Settings
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Setting Default Value

Use a custom Mozilla/4.0 (compatible; MSIE
8.0; Windows NT 5.1;

Trident/4.0)

User-Agent

Web Crawler

Start crawling /
from

Excluded
pages (regex)

/server_privileges\.phpllogout

Maximum 1000
pages to crawl

Maximum 6
depth to crawl

Follow Disabled
dynamic

pages
Application Test Settings

Enable Disabled
generic web
application

tests
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Description

Specifies which type of browser Tenable

Nessus impersonates while scanning.

The URL of the first page that Tenable
Nessus tests. If you want to test multiple
pages, use a colon delimiter to separate
them (for example, /:/php4:/base).

Specifies portions of the web site to
exclude from being crawled. For example,
to exclude the /manual directory and all
Perl CGlI, set this field to: (*/manual) <>
(\.pl(\?.*¥)?S).

Tenable Nessus supports POSIX regular
expressions for string matching and
handling and Perl-compatible reqular
expressions (PCRE).

The maximum number of pages to crawl.

Limit the number of links Tenable Nessus
follows for each start page.

If you enable this setting, Tenable Nessus
follows dynamic links and may exceed the
parameters set above.

Enables the following Application Test
Settings.



Setting

Abort web
application
tests if HTTP
login fails

Try all HTTP
methods

Attempt HTTP
Parameter
Pollution

Test
embedded
web servers

Default Value

Disabled

Disabled

Disabled

Disabled
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Description

If Tenable Nessus cannot log in to the
target via HTTP, then do not run any web
application tests.

This option instructs Tenable Nessus to
use POST requests for enhanced web form
testing. By default, the web application
tests only use GET requests, unless you
enable this option. Generally, more
complex applications use the POST
method when a user submits data to the
application. This setting provides more
thorough testing, but may considerably
increase the time required. When
selected, Tenable Nessus tests each script
or variable with both GET and POST
requests. This setting provides more
thorough testing, but may considerably
increase the time required.

When performing web application tests,
attempt to bypass filtering mechanisms by
injecting content into a variable while also
supplying the same variable with valid
content. For example, a normal SQL
injection test may look like
/target.cqi?a='"&b=2. With HTTP Parameter
Pollution (HPP) enabled, the request may
look like /target.cgi?a='&a=1&b=2.

Embedded web servers are often static
and contain no customizable CGl scripts. In
addition, embedded web servers may be



Setting Default Value
Test more Disabled
than one

parameter at
a time per
form
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Description

prone to crash or become non-responsive
when scanned. Tenable recommends
scanning embedded web servers
separately from other web servers using
this option.

This setting manages the combination of
argument values used in the HTTP
requests. The default, without checking
this option, is testing one parameter at a
time with an attack string, without trying
non-attack variations for additional
parameters. For example, Tenable Nessus
would attempt
/test.php?argl=XSS&b=1&c=1, where b
and c allow other values, without testing
each combination. This is the quickest
method of testing with the smallest result
set generated.

This setting has four options:

* Test random pairs of parameters:
This form of testing randomly checks
a combination of random pairs of
parameters. This is the fastest way
to test multiple parameters.

* Test all pairs of parameters (slow):
This form of testing is slightly slower
but more efficient than the one value
test. While testing multiple
parameters, it tests an attack string,
variations for a single variable and
then use the first value for all other



Setting

Default Value
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Description

variables. For example, Tenable
Nessus would attempt
/test.php?a=XSS&b=1&c=18&d=1
and then cycle through the variables
so that one is given the attack string,
one is cycled through all possible
values (as discovered during the
mirror process) and any other
variables are given the first value. In
this case, Tenable Nessus would
never test for
/test.php?a=XSS&b=3&c=3&d=3
when the first value of each variable
is 1.

Test random combinations of three
or more parameters (slower): This
form of testing randomly checks a
combination of three or more
parameters. This is more thorough
than testing only pairs of
parameters. Increasing the amount
of combinations by three or more
increases the web application test
time.

Test all combinations of parameters
(slowest): This method of testing
checks all possible combinations of
attack strings with valid input to
variables. Where all pairs testing
seeks to create a smaller data set as
a tradeoff for speed, all
combinations makes no compromise



Setting Default Value

Do not stop Stop after one flow is found
after first flaw per web server (fastest)

is found per

web page

174 -

Description

on time and uses a complete data
set of tests. This testing method
may take a long time to complete.

This setting determines when a new flaw is
targeted. This applies at the script level.
Finding an XSS flaw does not disable
searching for SQL injection or header
injection, but unless otherwise specified,
there is at most one report for each type
on a given port. Note that several flaws of
the same type (for example, XSS or SQLi)
may be reported if they were caught by the
same attack.

If this option is disabled, as soon as a flaw
is found on a web page, the scan moves on
to the next web page.

If you enable this option, select one of the
following options:

» Stop after one flaw is found per
web server (fastest) — (Default) As
soon as a flaw is found on a web
server by a script, Tenable Nessus
stops and switches to another web
server on a different port.

* Stop after one flaw is found per
parameter (slow) — As soon as one
type of flaw is found in a parameter
of a CGI (for example, XSS), Tenable
Nessus switches to the next
parameter of the same CGI, the next
known CGl, or to the next port or



Setting Default Value Description
server.

* Look for all flaws (slowest) —
Perform extensive tests regardless
of flaws found. This option can
produce a very verbose report and is

not recommend in most cases.

URL for http://rfi.nessus.org/rfi.txt During Remote File Inclusion (RFI) testing,
Remote File this setting specifies a file on a remote
Inclusion host to use for tests. By default, Tenable

Nessus uses a safe file hosted by Tenable,
Inc. for RFI testing. If the scanner cannot
reach the internet, you can use an
internally hosted file for more accurate RFI

testing.
Maximum run 5 This option manages the amount of time in
time (min) minutes spent performing web application

tests. This option defaults to 60 minutes
and applies to all ports and CGls for a given
website. Scanning the local network for
web sites with small applications typically
completes in under an hour, however web
sites with large applications may require a
higher value.

Windows
The Windows section contains the following groups of settings:

e (General Settings

e User Enumeration Methods

Default

Setting oy Description
alue
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General Settings

Request Disabled If enabled, the sensor queries domain users instead of
information local users. Enabling this setting allows plugins 10892 and
about the SMB 10398 to run and plugins 72684 and 10907 to query domain
Domain users.

User Enumeration Methods
You can enable as many of the user enumeration methods as appropriate for user discovery.

SAM Registry Enabled Tenable Nessus enumerates users via the Security
Account Manager (SAM) registry.

ADSI Query Enabled Tenable Nessus enumerates users via Active Directory
Service Interfaces (ADSI). To use ADSI, you must configure
credentials under Credentials > Miscellaneous > ADSI.

WMI Query Enabled Tenable Nessus enumerates users via Windows
Management Interface (WMI).

RID Brute Disabled Tenable Nessus enumerates users via relative identifier

Forcing (RID) brute forcing. Enabling this setting enables the
Enumerate Domain Users and Enumerate Local User
settings.

Enumerate Domain Users (available with RID Brute Forcing enabled)

Start UID 1000 The beginning of a range of IDs where Tenable Nessus
attempts to enumerate domain users.

End UID 1200 The end of a range of IDs where Tenable Nessus attempts
to enumerate domain users.

Enumerate Local User (available with RID Brute Forcing enabled)

Start UID 1000 The beginning of a range of IDs where Tenable Nessus
attempts to enumerate local users.

End UID 1200 The end of a range of IDs where Tenable Nessus attempts
to enumerate local users.
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Malware

The Malware section contains the following groups of settings:

* General Settings

¢ Hash and Allow List Files

* File System Scanning

Setting

Description

Hash and Allowlist Files

Custom Netstat IP None
Threat List

Provide your own list ~ None
of known bad MDb5
hashes

Provide your own list None
of known good MDb5
hashes

A text file that contains a list of known bad IP addresses
that you want to detect.

Each line in the file must begin with an IPv4 address.
Optionally, you can add a description by adding a
comma after the |IP address, followed by the
description. You can also use hash-delimited comments
(e.g., #) in addition to comma-delimited comments.

Note: Tenable does not detect private IP ranges in the
text file.

You can upload any additional bad MD5 hashes via a text
file that contains one MD5 hash per line. Optionally, you
can include a description for a hash by adding a comma
after the hash, followed by the description. If Tenable
Nessus finds any matches while scanning a target, the
description appears in the scan results. You can use
standard hash-delimited comments (for example, #) in
addition to the comma-separated comments.

You can upload any additional good MDb5 hashes via a
text file that contains one MDb5 hash per line. It is
possible to (optionally) add a description for each hash
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#MAGeneralSettings

Hosts file allowlist None
Yara Rules
Yara Rules None

File System Scanning

Scan file system Off

Windows Directories

Scan Off
% Systemroot %
Scan Off

%ProgramFiles %

O

in the uploaded file. This is done by adding a comma
after the hash, followed by the description. If Tenable
Nessus finds any matches while scanning a target, and a
description was provided for the hash, the description
appears in the scan results. You can use standard hash-
delimited comments (for example, #) in addition to the
comma-separated comments.

Tenable Nessus checks system hosts files for signs of a
compromise (for example, Plugin ID 23910 titled
Compromised Windows System (hosts File Check). This
option allows you to upload a file containing a list of IPs
and hostnames that Tenable Nessus will ignore during
the scan. Include one IP and one hostname (formatted
identically to your hosts file on the target) per line in a
reqular text file.

A .yar file containing the YARA rules to be applied in
the scan. You can only upload one file per scan, so
include all rules in a single file. For more information,
see yara.readthedocs.io.

Enabling this option allows you to scan system
directories and files on host computers.

Caution: Enabling this setting in scans targeting 10 or
more hosts could result in performance degradation.

Enables file system scanning to scan %Systemroot%.

Enables file system scanning to scan %ProgramFiles%.
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Scan %ProgramFiles Off Enables file system scanning to scan %ProgramFiles
(x86)% (x86)%.

Scan Off Enables file system scanning to scan %ProgramData%.
%ProgramData%

Scan User Profiles Off Enables file system scanning to scan user profiles.

Linux Directories

Scan SPATH Off Enable file system scanning to scan for SPATH
locations.
Scan /home Off Enable file system scanning to scan /home.

MacOS Directories

Scan SPATH Off Enable file system scanning to scan SPATH locations.
Scan /Users Off Enable file system scanning to scan /Users.

Scan /Applications Off Enable file system scanning to scan /Applications.
Scan /Library Off Enable file system scanning to scan /Library.

Custom Directories

Custom Filescan None A custom file that lists directories to be scanned by

Directories malware file scanning. In the file, list each directory on a
new line. Tenable Nessus does not accept root
directories (such as C:\ or /) or variables (such as
%Systemroot¥%).

Databases

Setting Description

Oracle Database

Use Disabled When enabled, if at least one host credential and one

detected SIDs Oracle database credential are configured, the scanner
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authenticates to scan targets using the host credentials,
and then attempts to detect Oracle System IDs (SIDs)
locally. The scanner then attempts to authenticate using
the specified Oracle database credentials and the
detected SIDs.

If the scanner cannot authenticate to scan targets using
host credentials or does not detect any SIDs locally, the
scanner authenticates to the Oracle database using the
manually specified SIDs in the Oracle database
credentials.

Preconfigured Assessment Scan Settings

Certain Tenable-provided scanner templates include preconfigured assessment settings, described
in the following table. The preconfigured assessment settings are determined by both the template
and the Scan Type that you select.

Template Scan Type Preconfigured Settings
Discovery
Host Discovery - -
Vulnerabilities
Basic Network Default (default) * General Settings:
Sean ° Avoid false alarms
° Disable CGI scanning

* Web Applications:

° Disable web application
scanning

Scan for known web * General Settings:

vulnerabilities ) )
° Avoid potential false alarms
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Enable CGIl scanning

* Web Applications:

(¢]

Start crawling from "/"
Crawl 1000 pages (max)

Traverse 6 directories (max)

Test for known
vulnerabilities in commonly
used web applications

Generic web application
tests disabled

Scan for all web * General Settings:

vulnerabilities (quick)

[e]

o

Avoid potential false alarms

Enable CGIl scanning

* Web Applications:

o

Start crawling from "/"
Crawl 1000 pages (max)

Traverse 6 directories (max)

Test for known
vulnerabilities in commonly
used web applications

Perform each generic web
app test for 5 minutes
(max)

Scan for all web * General Settings:
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Advanced Scan

Advanced Dynamic
Scan

Malware Scan
Mobile Device Scan

Web Application
Tests

vulnerabilities (complex) ©

Custom

Scan for known web
vulnerabilities

o

[e]

Avoid potential false alarms

Enable CGI scanning

Perform thorough tests

* Web Applications:

[e]

All defaults

Start crawling from "/"
Crawl 1000 pages (max)

Traverse 6 directories (max)

Test for known
vulnerabilities in commonly
used web applications

Perform each generic web
app test for 10 minutes
(max)

Try all HTTP methods

Attempt HTTP Parameter
Pollution

Malware Settings defaults

* General Settings:

o
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Scan for all web
vulnerabilities (quick)
(Default)
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Enable CGI scanning

* Web Applications:

o

Start crawling from "/"
Crawl 1000 pages (max)

Traverse 6 directories (max)

Test for known
vulnerabilities in commonly
used web applications

Generic web application
tests disabled

* General Settings:

[e]

o

Avoid potential false alarms

Enable CGI scanning

* Web Applications:

o

Start crawling from "/"
Crawl 1000 pages (max)

Traverse 6 directories (max)

Test for known
vulnerabilities in commonly

used web applications

Perform each generic web
app test for 5 minutes
(max)
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Credentialed Patch
Audit

Badlock Detection

Bash Shellshock
Detection

DROWN Detection

Scan for all web

vulnerabilities (complex)

Custom
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* General Settings:

° Avoid potential false alarms

° Enable CGI scanning

° Perform thorough tests
* Web Applications:

° Start crawling from "/"

° Crawl 1000 pages (max)

° Traverse 6 directories (max)

° Test for known
vulnerabilities in commonly
used web applications

° Perform each generic web
app test for 10 minutes
(max)

° Try all HTTP methods

° Attempt HTTP Parameter
Pollution

All defaults

Brute Force, Windows, and Malware

defaults

Web Crawler defaults




Intel AMT Security
Bypass

Log4Shell

Log4Shell Remote
Checks

Log4Shell
Vulnerability
Ecosystem

Shadow Brokers
Scan

Spectre and
Meltdown

WannaCry
Ransomware

Default

Default

Default
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General Settings
° Avoid potential false alarms
° Disable CGIl scanning

Web Applications

° Disable web application
scanning

General Settings
° Avoid potential false alarms
° Disable CGIl scanning

Web Applications

° Disable web application

scanning
General Settings
° Avoid potential false alarms
° Disable CGI scanning
Web Applications

° Disable web application
scanning



Compliance

Audit Cloud
Infrastructure

Internal PCI
Network Scan

Default

Scan for known web
vulnerabilities

Scan for all web

vulnerabilities (quick)
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o

o

o

o

o

General Settings:

Avoid false alarms

Disable CGI scanning

Web Applications:

Disable web application

scanning

General Settings:

Avoid potential false alarms

Enable CGI scanning

Web Applications:

Start crawling from "/"
Crawl 1000 pages (max)

Traverse 6 directories (max)

Test for known
vulnerabilities in commonly
used web applications

Generic web application
tests disabled

* General Settings:

e}

Avoid potential false alarms



Scan for all web
vulnerabilities (complex)
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Enable CGIl scanning

* Web Applications:

(¢]

Start crawling from "/"
Crawl 1000 pages (max)

Traverse 6 directories (max)

Test for known
vulnerabilities in commonly
used web applications

Perform each generic web
app test for 5 minutes

(max)

* General Settings:

o

o

¢}

Avoid potential false alarms

Enable CGI scanning

Perform thorough tests

* Web Applications:

¢}

Start crawling from "/"
Crawl 1000 pages (max)

Traverse 6 directories (max)

Test for known
vulnerabilities in commonly

used web applications

Perform each generic web
app test for 10 minutes



Custom
MDM Config Audit -
Offline Config Audit -

PCI Quarterly -
External Scan

Policy Compliance -
Auditing

SCAP and OVAL -
Auditing

Report Scan Settings

(max)
° Try all HTTP methods

° Attempt HTTP Parameter
Pollution

All defaults

The Report scan settings include the following groups of settings:

* Processing

¢ Qutput

Default
Value

Setting

Description

Processing

Override normal Disabled
verbosity

When disabled, provides the standard level of plugin activity
in the report. The output does not include the informational
plugins 56310, 64582, and 58651.

When enabled, this setting has two options:

* | have limited disk space. Report as little information
as possible — Provides less information about plugin
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Setting

Show missing
patches that
have been
superseded

Hide results
from plugins
initiated as a
dependency

Output

Allow users to
edit scan
results

Designate
hosts by their
DNS name

Display hosts
that respond to
ping

Display
unreachable
hosts

Default
Value

Enabled

Enabled

Enabled

Disabled

Disabled

Disabled

Description

activity in the report to minimize impact on disk
space.

* Report as much information as possible — Provides
more information about plugin activity in the report.
When this option is selected, the output includes the
informational plugins 56310, 64582, and 58651.

When enabled, includes superseded patch information in
the scan report.

When enabled, the list of dependencies is not included in
the report. If you want to include the list of dependencies in
the report, disable this setting.

When enabled, allows users to delete items from the report.
When performing a scan for regulatory compliance or other
types of audits, disable the setting to show that the scan
was not tampered with.

Uses the host name rather than IP address for report
output.

Reports hosts that successfully respond to a ping.

When enabled, hosts that did not reply to the ping request
are included in the security report as dead hosts. Do not
enable this option for large IP blocks.
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Default

Setting Description

Value
Display Unicode Disabled When enabled, Unicode characters appear in plugin output
characters such as usernames, installed application names, and SSL

certificate information.

Note: Plugin output may sometimes incorrectly parse or
truncate strings with Unicode characters. If this issue causes
problems with regular expressions in plugins or custom audits,
disable this setting and scan again.

Advanced Scan Settings

Note: If a scan is based on a policy, you cannot configure Advanced settings in the scan. You can only
modify these settings in the related policy.

The Advanced settings provide increased control over scan efficiency and the operations of a scan,
as well as the ability to enable plugin debugging.

Certain Tenable-provided scanner templates include preconfigured advanced settings.

If you select the Custom preconfigured setting option, or if you are using a Nessus Scanner
template that does not include preconfigured advanced settings, you can manually configure
Advanced settings in the following categories:

e (General Settings

e Performance

e Unix Find Command Exclusions

* Agent Performance (Agent scans only)

¢ Windows File Search Options

e Debug Settings

e Stagger Scan Start
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e Compliance Output Options

e Vulnerability Options

Note: The following tables include settings for the Advanced Scan template. Depending on the template
you select, certain settings may not be available, and default values may vary.

Setting Default Value

General Settings

Enable Safe Enabled
Checks
Stop scanning Disabled

hosts that become
unresponsive
during the scan

Scan IP addresses Disabled
in a random order

Automatically Disabled
accept detected

SSH disclaimer

prompts

Description

When enabled, disables all plugins that may have an
adverse effect on the remote host.

When enabled, Tenable Nessus stops scanning if it
detects that the host has become unresponsive. This
may occur if users turn off their PCs during a scan, a
host has stopped responding after a denial of service
plugin, or a security mechanism (for example, an IDS)
has started to block traffic to a server. Normally,
continuing scans on these machines sends
unnecessary traffic across the network and delay the
scan.

By default, Tenable Nessus scans a list of IP addresses
in sequential order. When this option is enabled,
Tenable Nessus scans the list of hosts in a random
order within an IP address range. This approach is
typically useful in helping to distribute the network
traffic during large scans.

When enabled, if a credentialed scan tries to connect
via SSH to a host that presents a disclaimer prompt,
the scanner provides the necessary text input to
accept the disclaimer prompt and continue the scan.

When disabled, credentialed scans on hosts that
present a disclaimer prompt fail because the scanner
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Scan targets with
multiple domain

names in parallel

Trusted CAs

Performance

Slow down the

scan when

Default Value

Disabled

none

Disabled

Description

cannot connect to the device and accept the
disclaimer. The error appears in the plugin output.

When disabled, to avoid overwhelming a host, Tenable
Nessus prevents against simultaneously scanning
multiple targets that resolve to a single IP address.
Instead, Tenable Nessus scanners serialize attempts to
scan the IP address, whether it appears more than
once in the same scan task or in multiple scan tasks on
that scanner. Scans may take longer to complete.

When enabled, a Tenable Nessus scanner can
simultaneously scan multiple targets that resolve to a
single IP address within a single scan task or across
multiple scan tasks. Scans complete more quickly, but
hosts could potentially become overwhelmed, causing
timeouts and incomplete results.

Determines the certificate authorities (CAs) that
Tenable Nessus allows for the scan. In the Trusted CAs
box, enter the text of your CA or CAs.

Note: Include the beginning text ----- BEGIN
CERTIFICATE----- and ending text ----- END
CERTIFICATE----- .

Tip: You can save more than one certificate in a single
text file, including the beginning and ending text for each
one.

You can also determine trusted CAs at the scanner
level. For more information, see Trust a Custom CA.

When enabled, Tenable detects when it is sending too
many packets and the network pipe is approaching
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Setting

network
congestion is
detected

Network timeout
(in seconds)

Max simultaneous

checks per host

Max simultaneous
hosts per scan

Max number of
concurrent TCP
sessions per host

Max number of
concurrent TCP

Default Value

30, or the
Tenable
Nessus
scanner
advanced
setting max—
hosts value,
whichever is

smaller.

none

none

Description

capacity. If network congestion is detected, throttles
the scan to accommodate and alleviate the congestion.
Once the congestion has subsided, Tenable
automatically attempts to use the available space
within the network pipe again.

Specifies the time that Tenable waits for a response
from a host unless otherwise specified within a plugin.
If you are scanning over a slow connection, you may
want to set this to a higher number of seconds.

Specifies the maximum number of checks a Tenable
scanner will perform against a single host at one time.

Specifies the maximum number of hosts that a scanner

scans at the same time.

If you set Max simultaneous hosts per scan to more
than scanner's max_hosts setting, Nessus caps Max
simultaneous hosts per scan at the max_hosts value.
For example, if you set the Max simultaneous hosts
per scan to 150 and scanner's max_hosts is set to 100,
with more than 100 targets, Nessus scans 100 hosts
simultaneously.

Specifies the maximum number of established TCP
sessions for a single host.

This TCP throttling option also controls the number of
packets per second the SYN scanner sends, which is 10
times the number of TCP sessions. For example, if this
option is set to 15, the SYN scanner sends 150 packets
per second at most.

Specifies the maximum number of established TCP
sessions the entire scan, regardless of the number of
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sessions per scan

Default Value

Unix Find Command Options

Command
Timeout

Exclude Filepath

Exclude
Filesystem

240

none

none

Description

hosts being scanned.

Note: The MAX NUMBER OF CONCURRENT TCP SESSIONS
PER SCAN setting is not enforceable in a Discovery scan.
The global.max_simult_tcp_sessions Nessus Engine
setting (that you set on each scanner) is an absolute cap
that applies across all running scans on a scanner. (For
example, if you have four scanners and do not want them
to generate more than 10000 simultaneous TCP sessions
in total at any point in time, you can set that global
setting to 2500 for each individual scanner.)

The maximum number of seconds the find command is
allowed to run on Unix systems. Not all Find commands
use this timeout.

Note: For all Find command executions in the plugin to
complete, and to prevent the plugin from timing out, its
plugin timeout should be adjusted with timeout_
<plugin ID> in the scanner's Advanced Settings,

A plain text file containing a list of filepaths to exclude
from all plugins that search using the find command
on Unix systems.

In the file, enter one filepath per line, formatted per
patterns allowed by the Unix find command -path
argument. For more information, see the find

command man page.

A plain text file containing a list of filesystems to
exclude from all plugins that search using the find
command on Unix systems.

In the file, enter one filesystem per line, using
filesystem types supported by the Unix find command
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Setting Default Value Description

-fstype argument. For more information, see the
find command man page.

Include Filepath none A plain text file containing a list of filepaths to include
from all plugins that search using the find command

on Unix systems.

In the file, enter one filepath per line, formatted per
patterns allowed by the Unix find command -path
argument. For more information, see the find

command man page.
Including filepaths increases the locations that are

searched by plugins, which extends the duration of the
scan. Make your inclusions as specific as possible.

Tip: Avoid having the same filepaths in Include Filepath
and Exclude Filepath. This conflict may result in the
filepath being excluded from the search, though results
may vary by operating system.

Agent Performance Options

Use Tenable Disabled When enabled, instead of running native operating
supplied binaries system commands of find and unzip, plugins use
for 'find' and 'unzip' binaries included within the plugin feed for agent-

based scanning. This allows CPU consumption to be
controlled for the Tenable Agent find command.
Another benefit to enabling this setting is that if find
or unzip are not found natively on the operating
system, using the commands from the feed allows full
plugin execution with these commands to continue.

This setting works in tandem with the Scan_

Performance setting, which you can set locally on the
agent. If you enable this setting and have adjusted the
Scan Performance to a setting other than the default
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Default Value

Windows File Search Options

Windows Exclude
Filepath

Windows Include
Filepath

none

none

Description

(High), the resulting scan findings may be different than
previous scans with the same configuration. This is
because the scan may experience timeouts in finding
files due to the lower CPU resources.

Note: Due to the need for thorough and complete results,
audits do not leverage the find or unzip binaries from
the Tenable feed.

Note: With this setting enabled, CPU usage may spike up
or close to 100% when the plugin requests a batch of
results to process. The CPU then drops down to a lower
level until the next batch is requested for processing.

A plain text file containing a list of filepaths to exclude
from all plugins that search using Tenable's unmanaged
software directory scans.

In the file, enter one absolute or partial filepath per
line, formatted as the literal strings you want to
exclude. You can include absolute or relative directory
names, examples such as E:\, E:\Testdir\, and
\Testdir\.

Tip: The default exclusion paths include
\Windows\WinSxS\ and \Windows\servicing\ if you
do not configure this setting. If you configure this
setting, Tenable recommends adding those two paths to
the file; those directories are very slow and do not
contain unmanaged software.

A plain text file containing a list of filepaths to include
from all plugins that search using Tenable's unmanaged
software directory scans.

In the file, enter one absolute or partial filepath per
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line, formatted as the literal strings you want to
exclude. You can only include absolute directory
names, examples such as E:\, E:\Testdir\, and C:\.

Note: The Windows Include Filepath overrides the
default included directory (for example, the C: drive on
Windows). Therefore, if you want to include the default
directory in addition to other directories, you must list
the default directory in an additional filepath line.

Caution: Avoid having the same filepaths in the Windows
Include Filepath and Windows Exclude Filepath settings.
This conflict results in the filepath being excluded from
the search.

Debug Settings

Log scan details Disabled Logs the start and finish time for each plugin used
during a scan to nessusd.messages.

Enable plugin Disabled Attaches available debug logs from plugins to the
debugging vulnerability output of this scan.

Audit Trail Default Controls verbosity of the plugin audit trail. All audit
Verbosity trail data includes the reason why plugins were not

included in the scan.

Default uses the audit trail verbosity global setting set
in Advanced Settings. For Tenable Nessus scans, the

scan uses the advanced setting Audit Trail Verbosity
(audit_trail). For agent scans, the scan uses
the advanced setting Include Audit Trail Data (agent__

merge_audit_trail).

Include the KB Default Controls whether to include the scan KB, which
includes more debugging data, in the scan results.

For Tenable Nessus scans, Default includes the KB. For
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agent scans, Default uses the global setting Include
KB Data (agent_merge_kb) set in Advanced Settings.

Enumerate Disabled Shows a list of plugins that Tenable Nessus launched
launched plugins during the scan. You can view the list in scan results
under plugin 112154.

Note: The setting does not function correctly if you
disable plugin 112154.

Stagger scan start

Maximum delay 0 (Agents 8.2 and later) If set, each agent in the agent

(minutes) group delays starting the scan for a random number of
minutes, up to the specified maximum. Staggered
starts can reduce the impact of agents that use a
shared resource, such as virtual machine CPU.

If the maximum delay you set exceeds your scan
window, Tenable shortens your maximum delay to
ensure that agents begin scanning at least 30 minutes
before the scan window closes.

Compliance Output Settings

Maximum 128,000 KB Controls the maximum output length for each individual
Compliance compliance check value that the target returns. If a
Output Length in compliance check value that is greater than this

KB setting's value, Tenable Nessus truncates the result.

Note: If you notice that your compliance scan processing
is slow, Tenable recommends reducing this setting to
increase the processing speed.

Maximum 300 seconds Controls the maximum timeout duration for compliance
Compliance Check checks.
Timeout in

This setting is used by checks with long run times,
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Seconds especially checks that run commands on remove
targets for Windows and Unix audits. This timeout
setting overrides all other timeout settings when it is

available.
Vulnerability Options
Scan for Disabled Determines whether the scan searches for unpatched
unpatched vulnerabilities. This includes CVEs marked as Will Not
vulnerabilities (no Fix by the related vendor.
atches or . . . . -
. o Enabling this setting may increase your overall findings
mitigations N
i1able) count; each platform and package combination results
available . e . .
in an individual plugin. If additional CVEs are found to
affect a platform and package combination, the CVEs
are added to the existing plugin.
Note: If you configure a scan to produce findings for
unpatched vulnerabilities and then the setting is
unchecked, Tenable Nessus remediates unpatched
findings in the next scan. Additionally, if multiple scans
target the same device and one has enabled findings for
unpatched vulnerabilities and another does not, the
findings results may vary per scan.
Custom Red Hat Disabled, Upload a .json file that maps internal custom or
Repository requires you mirrored repositories to their official Red Hat
Mapping to upload a repository counterparts. For more information on how

Json file this works, see How Red Hat Local Vulnerability Checks

Use Repositories To Determine Scope.

Preconfigured Advanced Scan Settings

Certain Tenable-provided Nessus Scanner templates include preconfigured advanced settings,
described in the following table. The preconfigured advanced settings are determined by both the
template and the Scan Type that you select.
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Template Scan Type Preconfigured Settings
Discovery
Host Discovery - Performance Options defaults

Vulnerabilities
Basic Network Scan Default (default) * Performance options:

° 30 simultaneous hosts
(max)

° 4 simultaneous checks
per host (max)

° b second network read
timeout

Scan low * Performance options:

bandwidth links .
© 2 simultaneous hosts

(max)

° 2 simultaneous checks
per host (max)

° 15 second network read
timeout

° Slow down the scan
when network
congestion is detected

Custom All defaults
Advanced Scan — All defaults
Advanced Dynamic Scan - All defaults
Malware Scan Default (default) * Performance options:

° 30 simultaneous hosts
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Mobile Device Scan

Web Application Tests

Scan low
bandwidth links

Custom

Default (default)

Scan low
bandwidth links
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(max)

° 4 simultaneous checks
per host (max)

° b second network read
timeout

* Performance options:

© 2 simultaneous hosts

(max)

° 2 simultaneous checks
per host (max)

° 15 second network read
timeout

° Slow down the scan
when network
congestion is detected

All defaults

Debug Settings defaults

* Performance options:

° 30 simultaneous hosts
(max)

° 4 simultaneous checks
per host (max)

° b second network read
timeout

* Performance options:

© 2 simultaneous hosts

(max)


AdvancedSettings.htm

° 2 simultaneous checks
per host (max)

° 15 second network read
timeout

° Slow down the scan
when network
congestion is detected

Custom All defaults
Credentialed Patch Audit Default (default) * Performance options:

° 30 simultaneous hosts
(max)

° 4 simultaneous checks
per host (max)

° b second network read
timeout
Scan low * Performance options:
bandwidth links .
° 2 simultaneous hosts
(max)

© 2 simultaneous checks
per host (max)

° 15 second network read
timeout

° Slow down the scan
when network
congestion is detected

Custom All defaults

Badlock Detection - All defaults
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Bash Shellshock Detection
DROWN Detection

Intel AMT Security Bypass
Log4Shell

Log4Shell Remote Checks

Log4Shell Vulnerability
Ecosystem

Shadow Brokers Scan
Spectre and Meltdown
WannaCry Ransomware
Compliance

Audit Cloud Infrastructure

Internal PCI Network Scan

= All defaults
- All defaults
- All defaults
- All defaults
- All defaults

- All defaults

- All defaults
- All defaults

- All defaults

- Debug Settings defaults

Default (default) * Performance options:

° 30 simultaneous hosts

(max)

° 4 simultaneous checks
per host (max)

° 5 second network read
timeout

Scan low * Performance options:

bandwidth links .
° 2 simultaneous hosts

(max)

© 2 simultaneous checks
per host (max)

° 15 second network read
timeout
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MDM Config Audit
Offline Config Audit

PCI Quarterly External Scan

Policy Compliance Auditing

Custom

Default (default)

Scan low
bandwidth links

Custom

Default (default)
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° Slow down the scan
when network
congestion is detected

All defaults

Debug Settings defaults

* Performance options:

° 30 simultaneous hosts
(max)

° 4 simultaneous checks
per host (max)

° b5 second network read

timeout
* Performance options:

© 2 simultaneous hosts
(max)

© 2 simultaneous checks
per host (max)

° 15 second network read
timeout

° Slow down the scan
when network
congestion is detected

All defaults

* Performance options:

° 30 simultaneous hosts
(max)


AdvancedSettings.htm
AdvancedSettings.htm

SCAP and OVAL Auditing

Scan low
bandwidth links

Custom

Default (default)

Scan low
bandwidth links
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° 4 simultaneous checks
per host (max)

° b5 second network read
timeout

* Performance options:

° 2 simultaneous hosts
(max)

© 2 simultaneous checks
per host (max)

° 15 second network read
timeout

° Slow down the scan
when network
congestion is detected

All defaults

* Performance options:

° 30 simultaneous hosts
(max)

° 4 simultaneous checks
per host (max)

° b second network read
timeout

* Performance options:

© 2 simultaneous hosts
(max)

° 2 simultaneous checks
per host (max)


AdvancedSettings.htm

° 15 second network read
timeout

° Slow down the scan
when network
congestion is detected

Custom All defaults

Credentials

When you configure a scan or policy's Credentials, you can grant the Tenable Nessus scanner local
access to scan the target system without requiring an agent. This can facilitate scanning of a large
network to determine local exposures or compliance violations. As noted, some steps of policy
creation may be optional. Once created, Tenable Nessus saves the policy with recommended
settings.

Tenable Nessus has the ability to log into remote Linux hosts via Secure Shell (SSH);