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Overview

Tens of thousands of CVEs are published each year and the amount is expected to continue to grow
year over year. The NIST National Vulnerability Database maintains an NVD Dashboard where you
can see the great volume of exposures across the organizational landscape.

At Tenable, our goal is to help our customers determine their cyber exposure gap as quickly and
accurately as possible. We use a multitude of approaches to deliver the best possible vulnerability
detection to our customers, and we constantly fine-tune our approach as the threat landscape
evolves to ensure optimal coverage. The globally-distributed Tenable Research organization creates
and maintains plugins used within all Tenable Vulnerability Management products, which are
distributed multiple times daily through our global feed service.

This document explains how Tenable Research prioritizes vulnerabilities for development and gives
guidance for some of the regular programs we address.

https://nvd.nist.gov/general/nvd-dashboard


Vulnerability Program Coverage

Tenable Research uses a variety of scoring methods, thousands of data sources, internal telemetry,
and artificial intelligence to ensure we’re covering exposures with the most potential impact to our
customers. Some of the most influential factors for prioritization include:

l The severity and exploitability of the vulnerability itself including factors such as whether it is
being exploited in the wild or will likely be, the ease of access, and availability of public
exploits.

l The prevalence and criticality of the vulnerable software across our customer base.

l The availability of a patch from the vendor or other suggested mitigations (alternative
deployment modes, configuration).

l The ability to procure and deploy the device for development.

l Whether it is a named vulnerability or one that is likely to be high profile/likely to garner the
attention of attackers.

Additionally, the Tenable Security Response Team continuously monitors the exposure landscape
and surface analysis of the most critical exposures and zero days to our customers in the form of
Cyber Exposure Alerts and entries into the Tenable Research Blog. Their efforts also initiate a rapid
response process for development of content across the Tenable platform.

Outside of the prioritization and rapid response process, there are several programs that Tenable
Research tracks and implements coverage for on an ongoing basis. These include:

l Information Assurance Vulnerability Management (IAVM) Notices

l Oracle Critical Patch Updates (CPU)

l Microsoft Patch Tuesday

l CISA Known Exploited Vulnerabilities



Vulnerability Coverage Timelines

Coverage timelines vary depending on a number of factors. In general, fully automated plugin
coverage is delivered within 12-24 hours. For the vulnerability programs listed under the
Vulnerability Program Coverage section, coverage is typically delivered within 24-72 hours. For
semi-automated plugins and direct checks, coverage for critical and high CVSS vulnerabilities is
manually completed as soon as possible.

In some cases, internal telemetry may indicate a need to update a plugin for identification of the
affected device before vulnerability detection can be implemented. The update is typically due to a
refresh or rebrand of the device. This update may extend the generally provided timelines. If a
device must be procured for development and testing, it may be operationally prohibitive to develop
the plugins or extend the generally provided timelines.

If you do not see a plugin within the targeted timeframe, first check the Tenable Plugins Pipeline to
see if the team is actively engaged with the vulnerability. If the CVE is not listed, a suggestion may
be filed within the Product Suggestions Portal. More details on that process can be found when
logging into the portal.

Tip: Log into the portal using your Tenable Community credentials.

https://www.tenable.com/plugins/pipeline
https://suggestions.tenable.com/


Automated Vulnerability Coverage

Automated coverage is highlighted in the tables below:

l Fully Automated Plugins

l Semi-Automated Plugins

See the Vulnerability Coverage Timelines section for estimated timelines.

Tip: For even more information about additional coverage Tenable provides, see the Vulnerability Program
Coverage section.

Fully Automated Plugins

Tenable Nessus

Vendor Product(s)

Adobe Acrobat/Reader

Adobe After Effects

Adobe Animate

Adobe Audition

Adobe Bridge

Adobe Character Animator

Adobe Connect

Adobe Creative Cloud

Adobe Digital Editions

Adobe Dimension

Adobe Dreamweaver

Adobe Experience Manager



Adobe FrameMaker

Adobe Illustrator

Adobe InCopy

Adobe InDesign

Adobe Lightroom Classic

Adobe Media Encoder

Adobe Photoshop

Adobe Prelude

Adobe Premiere Elements

Adobe Premiere Pro

AlmaLinux AlmaLinux

Amazon Amazon Linux

Amazon Coretto

Apache Tomcat

Apache Struts

Apache Httpd

Apple iOS

Apple iTunes

Apple MacOS (If >= Big Sur/11.0)

Canonical Ubuntu Linux

CentOS CentOS

CentOS CentOS Stream

Citrix XenServer



Cisco AnyConnect Secure Mobility Client

Cisco Identity Services Engine (ISE)

Debian Debian Linux

Dell Wyse

Dell EMC iDrac8/9

Drupal Drupal

Huawei EulerOS

F5 BigIP

Fedora Fedora Linux

Fortinet FortiOS

Fortinet FortiGate

Fortinet FortiWeb

Fortinet FortiClientWindows

Fortinet FortiClientLinux

Fortinet FortiClientMac

Foxit PDF Reader

Foxit PDF Writer (formerly Reader and PhantomPDF)

FreeBSD FreeBSD

Gentoo Gentoo Linux

GitLab GitLab

Google Chrome

IBM AIX

IBM MQ



IBM WebSphere

IBM WebSphere Liberty

ISC bind9

Jenkins Cloudbees

Jenkins Jenkins

Jenkins plugins

Joomla! Joomla

Manage Engine Asset Explorer

Manage Engine Service Desk Plus

Manage Engine Service Desk Plus MSP

Manage Engine Support Center Plus

MariaDB MariaDB

Microsoft Edge Chromium

Microsoft .NET Core

Microsoft Office for Mac

Microsoft Mainer

Mozilla Firefox

Mozilla Thunderbird

Nginx Nginx

NodeJS Node.js

Nutanix AOS

Nutanix AHV

OpenJDK Java



OpenJDK AdoptOpenJDK

OpenSSL OpenSSL

openSUSE openSUSE

Oracle Oracle Linux

Oracle Oracle VM

Palo Alto PAN-OS

PHP PHP

Red Hat RHEL

Rocky Rocky Linux

Scientific Linux SL6

Scientific Linux SL7

Slackware Slackware Linux

Solarwinds Platform

Solarwinds Orion Platform

Solarwinds Orion

Solarwinds Dameware

Solarwinds Virtualization Manager

Solarwinds Serv-U

Solarwinds NPM

Splunk Splunk Enterprise

Splunk Splunk Light

Splunk Universal Forwarders

Suse Suse Linux



Typo3 Typo3

Virtuozzo Virtuozzo Linux

VMWare PhotonOS

VMWare Workstation

VMWare Fusion

Wireshark Wireshark

Wordpress Wordpress

Zoom Zoom Client for Meetings

ZTE CGSL

Zulu Zulu Java

Semi-Automated Plugins

Tenable Nessus

Vendor Product(s)

Adobe ColdFusion

Apple tvOS

Apple MacOS (If >= Big Sur/11.0)

Atlassian Confluence

Atlassian Jira

Atlassian Jira Service Desk

Cisco Adaptive Security Appliance

Cisco Firepower Management Center

Cisco FX-OS (Firepower Threat Defense)



Cisco HyperFlex

Cisco IOS (Catalyst, CGR, ISR devices)

Cisco IOS-XE (ASR, ISR, ISRv, CSR, Catalyst, IR, CBR devices)

Cisco IOS-XR (NCS, ASR devices)

Cisco Jabber for Windows

Cisco NX-OS (Nexus, MDS devices)

Cisco Prime Data Center Network Manager

Cisco Prime Infrastructure

Cisco TelePresence Conductor

Cisco Unified Computing System (UCS)

Cisco Unified Intelligence Center

Cisco Unity Connection

Cisco Video Surveillance Manager

Cisco Viptela (vManage, vEdge)

Cisco VOSS Unity

Cisco Webex Meetings

Cisco Webex Teams

Elastic ES

Elastic Logstash

Elastic Kibana

jQuery jQuery (WAS only)

Juniper JunOS

Microsoft Patch Tuesday



OpenSSH OpenSSH

Oracle CPU

PHPmyadmin PHPmyadmin

Postgres Postgres

QNAP QTS

QNAP QuTS hero

Tenable Nessus

Tenable Nessus Agent

Tenable NNM

Tenable Sensor Proxy

Tenable Tenable.sc

VMWare ESXi

VMWare vCenter Server

Tenable Web App Scanning

Vendor Product(s)

ActivityPub ActivityPub

Adobe Adobe ColdFusion

Adobe Adobe Experience Manager

AIOHTTP AIOHTTP

Anthropic/MCP MCP Inspector

AnythingLLM Anything LLM

Apache Apache

Apache Apache APISIX



Apache Apache Kylin

Apache Apache Solr

Apache Apache Spark

Apache Apache Struts

Apache Apache Superset

Apache Apache Tika

Apache Apache Tomcat

Apache Tomcat JK connector

Appwrite Appwrite

Atlassian Atlassian Bitbucket

Atlassian Atlassian Confluence

Atlassian Atlassian Crowd

Atlassian Atlassian Jira

Atlassian Atlassian Jira Service Desk

Authentik Authentik

Backbone.js Backbone JS Framework

BentoML BentoML

Bootstrap Bootstrap

Botpress Botpress Chatbot

Cacti Cacti

CakePHP CakePHP

Caucho Caucho Resin

ChatGPT-web ChatGPT-web



chatgpt.js chatgpt.js

CherryPy CherryPy

CKAN CKAN

CKEditor CKEditor

ClearML ClearML

Concrete CMS Concrete CMS

Craft CMS Craft CMS

CrushFTP CrushFTP

Danswer Danswer

DataTables DataTables

Deep Chat Deep Chat Chatbot

Diaspora Diaspora Nodeinfo

Dify Dify

Discourse Discourse

Django Django

DNN DotNetNuke

DocsGPT DocsGPT

Drift Drift Chatbot

Drupal Drupal

Elastic Kibana

Envoy Envoy

ExpressJS ExpressJS

FCKEditor FCKEditor



Flowise Flowise

Flowise Flowise Chatbot

Fortinet Fortinet FortiOS

FreePBX FreePBX

Fuel Fuel CMS

GeoServer GeoServer

Ghost Ghost CMS

GitLab GitLab

Gladinet Gladinet CentreStack/Triofox

GLPI GLPI

Google AngularJS

Google Dialogflow Chatbot

Google Google Analytics

Gradio Gradio

Grafana Grafana

GraphQL GraphQL

Gunicorn Gunicorn

H2O H2O Flow

Handlebars Handlebars

Hitachi Hitachi Pentaho

IBM Aspera Faspex

Intercom Intercom Chatbot

Istio Istio



Ivanti Ivanti Connect Secure

Java Java

Java Java Servlet

Java JavaServer Faces

Java JavaServer Pages

JavaScript JavaScript

Jenkins Jenkins

Jetty Jetty

Joomla! Joomla!

jQuery jQuery

jQuery jQuery File Upload

jQuery jQuery Mobile

jQuery jQuery Struts2

jQuery jQuery UI

Kentico Kentico

Kestrel Kestrel

Knockout Knockout JS

Label Studio Label Studio

Langflow Langflow

Langflow Langflow Chatbot

Laravel Laravel

LibreChat LibreChat

Liferay Liferay



Lighttpd Lighttpd

LiteLLM LiteLLM

LiveChat LiveChat Chatbot

LobeChat LobeChat

Lodash Lodash

Lucee Lucee

Lunary AI Lunary AI

Magento Magento

ManageEngine ManageEngine ADAudit Plus

Masa CMS Masa CMS

Mastodon Mastodon

MediaElement.js MediaElement.js

Mediawiki Mediawiki

Meta Meta Pixel

Metabase Metabase

Microsoft ASP

Microsoft ASP.NET

Microsoft ASP.NET AJAX Framework

Microsoft ASP.NET MVC

Microsoft Azure Bot Framework Chatbot

Microsoft IIS

Microsoft Outlook Web App

Microsoft Sharepoint



MLflow MLflow

Modernizr Modernizr

Moment.js Moment JS Framework

Moodle Moodle

MooTools MooTools JS Framework

Mura CMS Mura CMS

n8n n8n

Nette Nette

Next.js Next.js

NextChat NextChat

Nginx Nginx

Node.js NodeJS

NVIDIA NVIDIA Triton

October October CMS

Ollama Ollama

Open Assistant GPT OpenAssistantGPT Chatbot

Open WebUI Open WebUI

OpenClaw OpenClaw

OpenCMS OpenCMS

Oracle Oracle WebLogic Server

ownCloud ownCloud

Perl Perl

PHP PHP



phpBB phpBB

phpMyAdmin phpMyAdmin

Pimcore Pimcore

Pivotal Pivotal Spring Framework

PrestaShop PrestaShop

Progress Sitefinity

Progress Telerik UI for ASP

Prototype Prototype JS Framework

pyLoad pyLoad

Quivr Quivr

Qwik Qwik

Rack Rack

Ray Ray

Roundcube Roundcube Webmail

Ruby Ruby

Ruby Ruby on Rails

Sails.js Sails JS

Script.aculo.us Script.aculo.us JS Framework

Selligent Selligent

ServiceNow ServiceNow

Sessvars Sessvars

SimpleHelp SimpleHelp

Sitecore Sitecore



SiteServer CMS SiteServer CMS

Six Apart Movable Type

SPIP SPIP CMS

Squid Squid Cache

Strapi Strapi

SugarCRM SugarCRM

SuiteCRM SuiteCRM

Symfony Symfony

SysAid SysAid Server

Tableau Tableau Server

ThinkPHP ThinkPHP

Tiny File Manager Tiny File Manager

TinyMCE TinyMCE

Transware Active! Mail

Typebot Typebot Chatbot

TYPO3 TYPO3

UAParser.js UAParser.js

Underscore.js Underscore.js

vBulletin vBulletin

Voiceflow Voiceflow Chatbot

Wazuh Wazuh

Webmin Webmin

WordPress WordPress



X-Cart X-Cart

XLTS.dev AngularJS XLTS

Yahoo YUI

ZenML ZenML

Zimbra Zimbra Collaboration

Zyxel Zyxel

Tenable OT Security

Vendor Product(s)

ABB Fox515T

ABB Relion / SAM600 Series (650, 670, REX640)

ABB RTU500 Series

ABB 800xA Control System

ABB Freelance AC 700F / AC 900F

ABB AC500 PLC

ABB GMS600 / PWC600

ABB M2M Gateway / Ethernet Series

ABB AFS Series Switches

ABB CP635 HMI

ABB PCM600 / IED Connectivity Packages

ArecontVision MegaDome IP Cameras

AxisCommunication Axis IP Cameras

Bachmann M1 Automation System

Barco ClickShare Devices



Beckhoff TwinCAT System (ADS, RT, BSD)

Beckhoff CX9020 Embedded PC

Bosch Bosch Security Systems

B&R Automation Automation Studio / SDM

Brother HL / MFC / DCP Printer Series

Carrier Corporation i-Vu Control System

Cisco Nexus Series Switches (1000V, 3000, 5000, 7000, 9000)

Cisco NX-OS / FXOS Operating Systems

Cisco ASR 9000 Series Routers

Cisco Unified IP Phones (3900, 6800, 7800, 7900, 8800, 8900, 9900)

Cisco Unified Computing System (UCS)

Cognex In-Sight OPC Server

Dahua IP Cameras / DVRs / NVRs

Danfoss Ak-SM800A

Dell iDRAC (6, 7, 8, 9, 10)

Dell Laser Printer Series (2335dn, 2355dn, 3000cn)

Eaton Power Xpert Meter

Eaton 9000X Drive

Eaton Easye4 Plc

Eaton SMP Gateway

Eaton UPS Systems (5P, 9PX)

Elspec G4000 Series Power Quality Analyzers

Elspec G5 Digital Fault Recorder



Emerson DeltaV Distributed Control System

Emerson Ovation OCR400 Controller

EndRun Technologies Sonoma Time Server

Epson WF Series Printers

Fanuc Robot Controllers

Festo CECC / CECX Controllers

General Electric (GE) PACSystems (RX3i, CPE100, CPE300, CPE400)

General Electric (GE) Multilin / UR Family

General Electric (GE) Reason S20 Ethernet Switches

Generex CS141 UPS Adapter

GeoVision GV-Series IP Cameras

HanwhaVision IP Cameras / NVRs / Web Viewer

Hikvision IP Cameras / DVRs / NVRs

Hirschmann HiOS / HiSecOS Switches

Honeywell Safety Manager

Honeywell Experion PKS / LX / PlantCruise

Honeywell Safety Manager

Honeywell PM43 Industrial Printers

HP OfficeJet Pro / PageWide Printers

HP Integrated Lights-Out (iLO)

HP LaserJet Printers

Illustra Pro Gen 4 Cameras

IRZ RUH2 / Mobile Routers



Janitza UMG Power Quality Measuring

JohnsonControls Metasys / Facility Explorer

Konica Minolta Bizhub Multifunction Printers

Korenix Technology JetNet Switches

Lexmark Lexmark Printer Series

Meinberg LANTIME Time Servers

MettlerToledo IND780 Weighing Terminal

MikroTik RouterOS / RouterBOARD

Mitsubishi Electric MELSEC Series (iQ-R, iQ-F, Q, L, F, WS)

Mitsubishi Electric MELIPC Series

Mitsubishi Electric SmartRTU / Inea ME-RTU

Mobotix S14 IP Camera

Moxa EDR Industrial Routers (810, G902, G903)

Moxa NPort Serial Device Servers (5000, 6000, IA, W series)

Moxa MGate Protocol Gateways

Moxa Mb3Xxx Series Protocol Gateways

Moxa ioLogik Remote I/O (E1200, E2200, 2500, 4000)

Moxa EDS / IKS / PT Managed Switches

Moxa AWK Wireless AP/Bridge/Client

Nexans FTTO GigaSwitch

Omron Sysmac Series (CS, CJ, CP, NJ, NX)

Omron Machine Automation Controllers

Panasonic WV-S2231L Camera



PhoenixContact PLCnext Control (AXC F 2152)

PhoenixContact Inline (ILC) PLCs

PhoenixContact Emalytics Controller

QNAP Systems QTS / QES / QuTS hero Operating Systems

Ricoh Aficio / MP / SP Printer & MFP Series

Rockwell ControlLogix / GuardLogix (1756)

Rockwell CompactLogix (5370, 5380)

Rockwell MicroLogix (1100, 1400)

Rockwell Stratix Managed Switches (5200, 5800, 5900, 5950)

Rockwell Micro800 Controllers

Rockwell Studio 5000 Logix Designer

Rockwell PowerMonitor 1000

Ruckus Wireless ICX Switches

Saia Burgess PCD Controllers / PG5 Software

Schneider Electric Modicon PLCs (M221, M241, M251, M262, M340, M580)

Schneider Electric Modicon Quantum / Premium / Momentum

Schneider Electric PowerLogic Meters (PM5000, PM8000, ION series)

Schneider Electric EcoStruxure Control Expert / Machine Expert

Schneider Electric EVlink Pro AC

Schweitzer (SEL) SEL-3620 / SEL-3622 Security Gateways

Schweitzer (SEL) RTAC (Real-Time Automation Controller)

SEH Computertechnik UTN Server Pro / INU-100

Siemens SIMATIC S7 Series (S7-200, S7-300, S7-400, S7-1200, S7-1500)



Siemens SCALANCE Switches & Routers (X, W, S, M, L series)

Siemens RUGGEDCOM (ROS / ROX / Devices)

Siemens SIPROTEC Protection Relays (4, 5, Compact)

Siemens SICAM RTUs & Analyzers (A8000, P850, Q100, Q200)

Siemens Desigo / Apogee / Talon Building Automation

Siemens LOGO! Logic Modules

Siemens SINUMERIK CNC Controllers

Siemens SITOP Power Supplies

Sony IPELA / SNC IP Cameras

SprecherAutomation SPRECON-E Series

Synology DiskStation Manager (DSM)

Toyota Jtekt TOYOPUC PLC

Trane Tracer SC / Symbio HVAC Controls

Tridium Niagara AX / Enterprise

Tripp Lite SU2200RTXL2UA UPS

Ubiquiti UniFi Networking

Vertiv Liebert SiteScan

Wago PFC100 / PFC200 Series

Wago 750 Series I/O System

Welotec Industrial Routers

Westermo MRD Series Routers

Westermo WeOS / Lynx / RedFox Switches

Westermo EDW-100 / L210 Series



Wiesemann & Theis Com-Server Series

Yokogawa CENTUM Distributed Control System

Yokogawa Stardom / Vnet/IP / Exaopc

Zebra Industrial Printers (ZT400 Series)

Zebra FX9500 RFID Reader
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