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Welcome to the Tenable SAML Quick Reference Guide

This guide exists to provide complete configuration steps to use SAML with Tenable products. If
you are a Tenable One customer, you can configure a single SAML setup for all of your applications.
Otherwise, some applications support individual SAML configuration at the application level.

l Tip: For more information about Tenable One, see the Tenable One Deployment Guide.

What is SAML?

Security Assertion Markup Language (SAML) is an open standard that allows identity providers (IdP)
to pass authorization credentials to service providers (SP). This means you can use one set of
credentials to log into multiple websites. SAML is the link between the authentication of a user and
that user's authorization to access an application.

SAML in Tenable Products

This guide includes the following information:

Tenable One

Product SAML Individual Application SAML Instructions?
Instructions?

Tenable Vulnerability Yes Same setup as Tenable One
Management

Tenable Web App Yes Same setup as Tenable One
Scanning

Tenable Cloud Security Yes Same setup as Tenable One
Tenable Identity Yes Yes

Exposure

Tenable Exposure Yes N/A

Management

Note: Tenable Exposure Management is only
available as part of the Tenable One package.
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Tenable Attack Surface  Yes

Management

Tenable Security N/A
Center

Tenable Yes

FedRAMP Moderate
Environments

Same setup as Tenable One

Yes

Same setup as Tenable One



SAML for Tenable One

You can configure Tenable One products to accept credentials from your SAML identity provider.
This allows for an additional layer of security, where the SAML credentials are certified for use
within Tenable One. Once you enable SAML for a user, they can log in to Tenable One directly
through their identity provider, which automatically signs them in and redirects them to the Tenable
One Workspace landing page.

These instructions apply to the Tenable One product suite as well as the following products
purchased individually. For more information, see the table on the Welcome page.

Tenable Vulnerability Management

Tenable Web App Scanning

Tenable Cloud Security

Tenable Attack Surface Management

While several configuration steps occur directly in the Tenable user interface, the entire

SAML configuration process includes several processes across multiple applications. This guide
describes three of the most commonly used Identity Providers (IdPs) and how to configure them for
use with Tenable One SAML from start to finish.

Important: Because Tenable One cannot accept private keys to decrypt SAML assertions, Tenable One
does not support SAML assertion encryption. If you want to configure SAML authentication in Tenable One,
choose an identity provider that does not require assertion encryption and confirm that assertion
encryption is not enabled.

To get started, see the following topics:

Tenable One: Okta IdP

Tenable One: Ping Identity IdP

Tenable One: Google Workspace IdP

Tenable One: Microsoft Entra ID IdP

Troubleshooting and Common Errors

Tenable One: Okta IdP
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One of the most common IdPs used to configure SAML with Tenable One is Okta. The following
steps guide you through the configuration process from start to finish.

Manual configuration requires the following:

* Login URL: A custom URL provided by Tenable in the following format:

https://cloud.tenable.com/saml/login/PLACEHOLDER

Tip: FedRAMP environments use the following custom URL format:
https://fedcloud.tenable.com/saml/login/PLACEHOLDER

* Audience URI(SP Entity ID): A custom ID provided by Tenable during SAML configuration in
the following format:

TENABLE_IO_PLACEHOLDER

* A certificate within the SAML metadata object that matches the data originally sent to
Tenable.

Note: Tenable does not support the use of multiple certificates and only extracts the first certificate
from the metadata object. If the object includes multiple certificates, you must specify which
certificate to use if it is not the first one listed.

Okta: Create Initial Application Integration

To create an application integration in Okta:
1. In your browser, navigate to the Okta Admin portal.
2. In the left navigation menu, click Applications > Applications.

The application window appears.



$% okta Q

Dashboard W Create App Integration

Directory A
Search
Customizations A
Applications ~ STATUS
ACTIVE 1
Applications
INACTIVE 0
Self Service

3. Click Create App Integration.
The Create a new app integration window appears.

4. Select the SAML 2.0 radio button.

Create a new app integration

Sign-in method 0IDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SS0) through API
endpeoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

Learn More 2

O saMmL20
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML.

APl Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-te-machine authentication.

_]0_



5. Click Next.

The General Settings options appear.

#;Create SAML Integration

o General Settings Configure SAML Feedback

1 General Settings

App name Tenable One

App logo (optional) @ @

App visibility Do not display application icon to users

6. In the App name text box, type a name for your application.

7. (Optional) To add a custom logo for the application, in the App logo section, upload a .png,
.jpegq, or .gif file.

8. Click Next.

The Configure SAML options appear.

-11-



: Create SAML Integration

General Settings o Configure SAML Feedback

A SAML Settings
What does this form do?

General This form generates the XML needed
for the app's SAML request.

Single sign-on URL @ https://cloud.tenable.com/sami/login/PLACEHOLDER
Where do | find the info this form
@ Use this for Recipient URL and Destination URL needs?

. . The app you're trying to integrate with
Audience URI (SP Entity ID) @ TENABLE_IO_PLACEHOLDER should have its own documentation on
using SAML. You'll need to find that
Default RelayState @ doc, and it should outline what
information you need to specify in this

form.

If no value is set, a blank RelayState is sent

Name ID format @

Unspecified M
Application username @ Email v
Update application username on Create and update v

9. In the Single sign-on URL text box, type the following placeholder URL:

https://cloud.tenable.com/saml/login/PLACEHOLDER

Note: You will later replace PLACEHOLDER with a unique UUID for the SAML configuration. This link
is case-sensitive.

10. In the Audience URI (SP Identity ID) text box, type the following placeholder text:

TENABLE_IO_PLACEHOLDER

| Note: You will later replace PLACEHOLDER with a unique UUID for the SAML configuration.

11. In the Application username drop-down, select Email.

12. Leave all other default settings. For reference:

-12 -
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a. The Use this for Recipient URL and Destination URL check box is selected.

b. The Default RelayState text box is blank.

c. The Name ID format drop-down is set to Unspecified.

d. The Update application username on drop-down is set to Create and update.

13. Click Next.

The Feedback options appear.

::Create SAML Integration

General Settings Configure SAML

3  Help Okta Support understand how you configured this application

The optional questions below assist Okta Support in understanding your app

integration.
App type @ This is an internal app that we have created
Contact app vendor It's required to contact the vendor to enable SAML

Which app pages did you consult to configure SAML?

Enter links, describe where the pages are, or anything else you think is helpful

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?

Placeholder text

Previous

14. (Optional) Provide any feedback you want to include.

15. Click Finish.

_]3_
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Why are you asking me this?

This form provides Okta Support with
useful background information about
your app. Thank you for your help—we
appreciate it.
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Okta saves your application configuration and the new application's Sign On settings page

appears.

16. Under SAML 2.0 > Metadata details > Metadata URL, click Copy.

+ Back to Applications

©

Tenable One

- View Logs Monitor Imports

Assignments

e

General Sign On Import

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3™ party application.

Application username is determined by the user profile mapping. Configure profile mapping
SAML 2.0

Default Relay State
Metadata details
Metadata URL https://

/s
sofsaml/metadata

17. In a new browser tab, navigate to the copied URL.

The application's metadata appears in XML format.

About

SAML 2.0 streamlines the end user
aexperience by not requiring the user
to know their credentials. Users
cannot edit their credentials when
SAML 2.0 is configured for this
application. Additional configuration in
the 3rd party application may be
required to complete the integration
with Okta.

Application Usernarme

Choose a format to use as the default
username value when assigning the
application to users.

If you select None you will be
prompted to enter the username
manually when assigning an
application with password or profile
push provisioning features.

SAML Setup

18. In your browser, using the Save Page As option, save the resulting file as metadata.xml.

-14 -



Save As: | ~ metadata.xml

Tags:

[ Downloads ) [~ | Q Search

Date Added

) New Folder )

Your browser downloads the metadata.xml file.

Tenable One SAML Configuration

Once you have downloaded your medata.xml file, you can use it to configure SAML in Tenable One.
You can configure this directly in the Tenable Vulnerability Management application.

To set up the Tenable One SAML configuration:
1. In your browser, navigate to Tenable One.
2. 0On the Workspace page, click Tenable Vulnerability Management.
The Tenable Vulnerability Management user interface appears.
3. Inthe upper-left corner, click the = button.
The left navigation plane appears.
4. In the left navigation plane, click Settings.

The Settings page appears.

_]5_



5. Click the SAML tile.
The SAML page appears.

6. In the action bar, click @® Create.
The SAML Settings page appears.

7. Do one of the following:

To provide configuration details by uploading the metadata.xml file from your
ldP:

a. Inthe first drop-down box, select Import XML.

| Note: Import XML is selected by default.

b. The Type drop-down box specifies the type of identity provider you are using. Tenable
One supports SAML 2.0 (for example, Okta, OneLogin, etc.).
This option is read-only.

c. Under Import, click Add File.
A file manager window appears.
d. Select the metadata.xml file.

The metadata.xml file is uploaded.

To manually create your SAML configuration using data from the metadata.xml|
file from your |dP:

a. Inthe first drop-down box, select Manual Entry.
A SAML configuration form appears.

b. Configure the settings described in the following table:

Settings Description

Enabled toggle A toggle in the upper-right corner that indicates whether the
SAML configuration is enabled or disabled.

-16 -
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Type

Description

IdP Entity ID

IdP URL

Certificate

Authentication
Request Signing
Enabled

By default, the Enable setting is set to Enabled. Click the
toggle to disable SAML configuration.

Specifies the type of identity provider you are using. Tenable
One supports SAML 2.0 (for example, Okta, OneLogin, etc.).
This option is read-only.

A description for the SAML configuration.

The unique entity ID that your IdP provides.

Note: If you want to configure multiple IdPs for a user account,
create a new configuration for each identity provider with
separate identity provider URLs, entity IDs, and signing
certificates.

The SAML URL for your IdP.

Your IdP security certificate or certificates.

Note: Security certificates are found in a metadata.xml file that
your identity provider provides. You can copy the content of the
file and paste it in the Certificate box.

A toggle that indicates whether authentication request
signing is enabled.

When this toggle is enabled, if:
* auserislogged in via SAML and their session expires

* auserlogs out and tries to log back in directly via the
Tenable One interface rather than their IdP

Tenable One automatically signs the SAML authentication
request that is sent to the IdP to log the user back in.

l Note: The authentication request can only be validated if the IdP

-17 -
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User Auto
Provisioning
Enabled

IdP Assigns User
Role at
Provisioning

is also configured to accept this setting. For more information,
see the following resources:

» Manage Signing Certificates in Okta

« Enforce Signed SAML Authentication Requests in
Microsoft Entra ID

« Edit a SAML Application in Ping Identity (Enforce
Signed AuthnRequest option)

A toggle that indicates whether automatic user account
creation is enabled or disabled. Automatic account

provisioning allows users with an account for the IdP named
in the SAML configuration to create a Tenable Vulnerability
Management account the first time they log in via the IdP.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration
after initial setup to enable this option.

To assign a user role during provisioning, enable this toggle.
In your SAML identity provider, add an attribute statement
with userRoleUuid as the attribute name and the user role
UUID as the attribute value.

To obtain the UUID for a user role, go to Settings > Access
Control > Roles.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration
after initial setup to enable this option.

Note: To access this option, you must first enable the User
Autoprovisioning Enabled option.

_'|8_


https://help.okta.com/en-us/content/topics/security/policies/configure-app-signon-policies.htm
https://help.okta.com/en-us/content/topics/apps/manage-signing-certificates.htm
https://help.okta.com/en-us/content/topics/apps/manage-signing-certificates.htm
https://docs.pingidentity.com/pingone/applications/p1_edit_application_saml.html
https://docs.tenable.com/vulnerability-management/Content/Settings/SAML/EnableAutoUserCreate.htm
https://docs.tenable.com/vulnerability-management/Content/Settings/SAML/DisableAutoUserCreate.htm

O

User Auto Provisioning Enabled (i) ()
IdP Assigns User Role at Provisioning (i) O
IdP Resets User To assign a role each time a user logs in, overwriting the

Role at Each Login  current role with the one chosen in your IdP, enable this
toggle. In your SAML identity provider, add an attribute
statement with userRoleUuid as the attribute name and the
user role UUID as the attribute value.

To obtain the UUID for a user role, go to Settings > Access
Control > Roles.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration
after initial setup to enable this option.

Group Enable this toggle to allow the Tenable One
Management SAML configuration to manage user groups. You must enable
Enabled this toggle for the Managed by SAML option to function

successfully.

8. Click Save.

Tenable Vulnerability Management saves your SAML configuration and you return to the
SAML page.

9. In the row for the SAML configuration you just created, click the $ button.

An actions menu appears.
10. Click Download SAML SP metadata.

Your browser downloads the metadata.xml file. You can now use this file for final
configuration in your |dP.

Optional: Configure One or More User Groups to Automatically Add a User upon
SAML Login

_]9_
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User groups allow you to manage user permissions for various resources in Tenable One. When you
assign users to a group, the users inherit the permissions assigned to the group. When you enable
the Managed by SAML option for a user group, Tenable One allows you to automatically add any
user that logs in via SAML to that group.

Important: For this option to work successfully, you must also configure the related group claim within
your IdP. View the final IdP configuration steps for more information.

Before you begin:

Ensure you've enabled the Group Management Enabled toggle when configuring the SAML settings

within Tenable One.

To enable the Managed by SAML option:

1. In Tenable Vulnerability Management, in the upper-left corner, click the = button.

The left navigation plane appears.
2. In the left navigation plane, click Settings.
The Settings page appears.
3. Click the Access Control tile.
The Access Control page appears.
4. Click the Groups tab.
The Groups page appears.

5. In the user groups table, click the user group to which you want to automatically add your
SAML users.

The Edit User Group page appears.

6. In the General section, select the Managed by SAML check-box.

_20_



General

USER GROUP NAME

Managed by SAML (1)

USERS

7. Click Save. Tenable Vulnerability Management saves your changes. Once you configure the
related claim within your IdP, any time a user logs in via your SAML configuration, Tenable One
automatically adds them to the specified user group.

Okta: Configure Final Application Integration and Upload Metadata

Now that you have downloaded the completed metadata file, you can use that file to finalize the
Tenable application configurations in Okta.

1. In your browser, navigate to the Okta Admin portal.
2. In the left navigation menu, click Applications > Applications.

The Applications page appears.

-21-



% okta Rk .

Dashboard >
. . .
Directory - Apphcaﬂons EE Documentaticn
Customizations ~
Applications -
Applications. ( ) )
Create App Integration Browse App Catalog Assign Users to App | More v
Self Service
AP| Service Integrations Search
‘four OIN Integrations
STATUS
-
Security ACTIVE
Workflow ~ INACTIVE
Reports ~
Settings hd

@ Tenable One o

3. Select the application you previously created.

The General page appears.

-22 -



¢ Back to Applications

Tenable One

: View Logs Monitor Imports

General Sign On Import Assignments

General Settings

App Settinge i Al fields are required unless marked
optional. Some fields may no longer

Application label Tenable One DR Scilubis.

Application visibility Do not display application icon to users

Provisioning Enable SCIM provisioning

Auto-launch Auto-launch the app when user signs into Okta.

Application notes for end users

Application notes for admins

SAML Settings

4. In the SAML Settings section, click Edit.

The General Settings page appears.

_23_



= Edit SAML Integration

o General Settings Configure SAML

1 General Settings

App name Tenable One

App logo (optional) @

App visibility Do not display application icon to users

Click Next.

The Configure SAML options appear.

- 24 -
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This wizard walks you through
editing the properties in your
SAML app. All of your app’s
properties are prepopulated in the
wizard.
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General Settings

A SAML Settings

General

Single sign-on URL @

Audience URI (SP Entity ID) @

Default RelayState @

Name ID format @

Application username @

Update application username on

o Configure SAML

https://cloud.tenable.com/saml/flogin/

@ Use this for Recipient URL and Destination URL

TENABLE_IO.

If no value is set, a blank RelayState is sent

Unspecified v
Email v
Create and update v

Show Advanced Settings

Feedback

What does this form do?

This form generates the XML needed
for the app's SAML request.

Where do | find the info this form
needs?

The app you're trying to integrate with
should have its own documentation on
using SAML. You'll need to find that
doc, and it should outline what
information you need to specify in this
form.

6. In the Single sign-on URL text box, replace the previously submitted placeholder with the URL

listed in the metadata.xml file that you downloaded from Tenable One.

l Tip: This URL is in the following format: https://cloud.tenable.com/saml/login/PLACEHOLDER. ’

7. In the Audience URI (SP Identity ID) text box, replace the previously submitted placeholder

with the ID listed in the metadata.xml file that you downloaded from Tenable One.

l Tip: This ID is in the following format: TENABLE_IO_PLACEHOLDER.

8. Click Next.

The Feedback options appear.

9. Click Finish.

Okta saves your changes to the application.

Assign Users and/or Groups to the Okta Application

_25_
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To assign the application to your users or groups:

1. In your browser, navigate to the Okta Admin portal.

2. In the left navigation menu, click Applications > Applications.

The Applications page appears.

3% okta

Dashboard
Directory
Customizations
Applications
Applications
Self Service
AP| Service Integrations
‘four OIN Integrations
Security
Workflow
Reports

Settings

o
el

Applications

Create App Integration Browse App Cataleg Assign Users to App | [ More »

Search

STATUS

ACTIVE

INACTIVE

@ Tenable One

3. Select the application you previously created.

The General page appears.

4. Click the Assignments tab.

_26_
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¢« Back to Applications

@ Tenable One

View Logs Monitor Imports
General Sign On Import

App Settings Edit
Application label Tenable One

Application visibility Do not display application icon to users

Provisioning Enable SCIM provisioning

Auto-launch Auto-launch the app when user signs into Okta.

Application notes for end users

Application notes for admins

The Assignments page appears.

General Settings

All fields are required unless marked
optional. Some fields may no longer
be editable.

5. Click the Assign button and, in the drop-down, select one or both of the following:

* Assign to People — Any assigned users will have access to this application within their

Okta My Apps dashboard, and will be able to login to Tenable One.

* Assign to Groups — Any users within assigned groups will have access to this

application within their Okta My Apps dashboard, and will be able to login to Tenable

One.

-27 -



< Back to Applications

©

General Sign On Import Assignments

m { Convert assianents v J Search... People »

; Assign to People T
ype

¢ Assign to Groups

Tenable One

[ = ] View Logs Monitor Imports

‘ Active v

Groups 01101110
01101111
&100

01

ot
0lTe 01
01101110
01100111

No users found

Important: If you've opted to optionally Configure One or More User Groups to Automatically Add a
User upon SAML Login, ensure any assigned group name in Okta matches the user group name
within Tenable One. If the names do not match, the user and/or user group link will fail.

An Assign window appears.

6. Next to the user or group to which you want to assign the application, click Assign.

_28_
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Assign Tenable One to Groups X
Search...
3::? Everyone )
) S Assign
All users in your organization
* Infosec Assign

7. Repeat for each user or group to which you want to assign the application.

8. Click Done.

Okta saves your changes, and your configuration is ready for use.

Optional: Finalize Configuration for Managed by SAML Group Option

If you enabled the Managed by SAML option to automatically add any user that logs in via SAML to a
user group, then you must configure a related group claim within the Okta IdP.

To configure the IdP group claim:
1. In your browser, navigate to the Okta Admin portal.
2. In the left navigation menu, click Applications > Applications.

The Applications page appears.

_29_



% okta Rk .

Dashboard >
. . .
Directory - Apphcaﬂons EE Documentaticn
Customizations ~
Applications -
Applications. ( ) )
Create App Integration Browse App Catalog Assign Users to App | More v
Self Service
AP| Service Integrations Search
‘four OIN Integrations
STATUS
-
Security ACTIVE
Workflow ~ INACTIVE
Reports ~
Settings hd

@ Tenable One o

3. Select the application you previously created.

The General page appears.

_30_



¢ Back to Applications

Tenable One

: View Logs Monitor Imports

General Sign On Import Assignments

General Settings

App Settinge i Al fields are required unless marked
optional. Some fields may no longer

Application label Tenable One DR Scilubis.

Application visibility Do not display application icon to users

Provisioning Enable SCIM provisioning

Auto-launch Auto-launch the app when user signs into Okta.

Application notes for end users

Application notes for admins

SAML Settings

4. In the SAML Settings section, click Edit.

The General Settings page appears.
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= Edit SAML Integration

o General Settings

1 General Settings

App name

App logo (optional)

App visibility

Cance!

5. Click Next.

Configure SAML

Tenable One

Do not display application icon to users

The Configure SAML options appear.

6. Do one of the following:

* To map all users to the same group:

In the Attribute Statements section, insert the following values:

Feedback

This wizard walks you through
editing the properties in your
SAML app. All of your app’s
properties are prepopulated in the
wizard.

Attribute Statements (optional) LEA
Name Name format Value
(optional)
groups Basic ~ InfoSec v

{ Add Another ]
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a. In the Name text box, type groups.

b. In the Name format drop-down, select Basic.

c. Inthe Value text box, type the group name that corresponds to the existing

Tenable One group (for example, InfoSec).

* To map all users to groups based on their individual group membership

within Okta:

In the Group Attribute Statements section, insert the following values:

Group Attribute Statements (optional)

Name Name format Filter
(optional)
groups Basic ~ Matches regex ~ . *

[ Add Another ]

a. In the Name text box, type groups.
b. In the Name format drop-down, select Basic.

c. Inthe Filter boxes, select Matches regex and then type .*.

7. Click Next.

The Feedback options appear.

8. Click Finish.

Any time a user assigned to this Okta group name logs in via your SAML configuration, Tenable
One automatically adds them to the specified matching user group within Tenable One.

Optional: Finalize Configuration for Managed by SAML Role Option

Roles allow you to manage privileges for major functions in Tenable One and control which Tenable

One resources users can access.
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If you enabled the IdP Assigns User Role at Provisioning and/or IdP Resets User Role at Each
Login (to automatically add and/or assign any user that logs in via SAML to a user role) settings,

then you must complete the following steps within Okta:

To configure the managed by SAML role option:

1. In your browser, navigate to the Okta Admin portal.

2. In the left navigation menu, click Applications > Applications.

The Applications page appears.

3. Select the application you previously created.

The General page appears.

¢« Back to Applications

Tenable One

: View Logs Monitor Imports

General Sign On Import Assignments
App Settings
Application label Tenable One
Application visibility Do not display application icon to users
Provisioning Enable SCIM provisioning
Auto-launch Auto-launch the app when user signs into Okta.

Application notes for end users

Application notes for admins

SAML Settings

4. In the SAML Settings section, click Edit.

The General Settings page appears.
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General Settings

All fields are required unless marked
optional. Some fields may no longer
be editable.



= Edit SAML Integration

o General Settings Configure SAML Feedback

1 General Settings
This wizard walks you through

editing the properties in your

App name Tenable One
en n SAML app. All of your app’s

properties are prepopulated in the

App logo (optional) @ wizard.

App visibility Do not display application icon to users

5. Click Next.

The Configure SAML options appear.
6. Do one of the following:

* To map all users assigned to the application to the same role:

In the Attribute Statements section, insert the following values:

Attribute Statements (optional) D
Name Name format Value
(optional)
userRoleUuid Basic 1M111111-2222-3333-4444-555555 |

Add Another
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a. In the Name text box, type userRoleUuid.
b. In the Name format drop-down, select Basic.

c. Inthe Value text box, type the UUID of the Tenable user role.

Tip: Tenable user role UUIDs can be found in Tenable Vulnerability Management, in the
Settings > Access Control > Roles table.

d. Click Next.
The Feedback options appear.

e. Click Finish.

* To map individual users assigned to the application to different roles:

In the Attribute Statements section, insert the following values:

Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
userRoleUuid Basic - user.tenableOneRole v

Add Another

a. In the Name text box, type userRoleUuid.
b. In the Name format drop-down, select Basic.
c. Inthe Value text box, type user.tenableOneRole.
d. Click Next.
The Feedback options appear.
e. Click Finish.

f. In the left navigation menu, click Directory > Profile Editor.
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The Profile Editor page appears.

$% okta

Dashboard

People

Groups

Devices

Directory Integrations

Profile Sources
Customizations
Applications

Security

In the Filters section, click Okta.

CE—

Profile Editor

Users Groups

Users

Search...

Filters Profile

A [User (default
User (default)
okta
Apps
Directories

Identity Providers

Click the User (default) profile to edit it.

The Profile Editor appears.

i. In the Attributes section, click Add Attribute.
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® Help

© Create Okta User Type

Type

Okta



j-

< Back to profiles

Profile Editor

User  Edit 0kta

Display name User
Description Okta user profile template with default permission
settings
Variable name @ user
Profile source priority @ Update profile sources configuration
Attributes
+ Add Attribute
Filters Display Name Variable Name Data type Attribute Type
All

The Add Attribute page appears.

Modify the following fields:
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Add Attribute

Data type string .

Display name @ Tenable One Role

Variable name @ tenableOneRole

Description
Enum @ Define enumerated list of values
Attribute members Display name Value

Basic User 11111111-2222-333
Scan Manager 22222222-3333-1

i. In the Display name text box, type a descriptive name to display for the

attribute in the Admin Console (for example, Tenable One Role).

ii. Inthe Variable name text box, type an attribute name for the attribute that
can be referenced in mappings (for example, tenableOneRole).

Tip: Variable names should only contain alphanumeric characters and
underscores, and should not start with a digit. Once created, Okta prepends
"user." to the chosen variable name. If you configure a variable name other than
user.tenableOneRole, refer back to step ¢ in this section and ensure the variable
name matches.

For more information on custom user attributes, see Add custom attributes to an
Okta user profile.

iii. Select the Enum check box.
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iv. In the Attribute Members section:

A. In the Display name text box, type the user role you're interested in
mapping (for example, Basic User).

B. In the the Value text box, type the UUID of the corresponding Tenable
user role.

Tip: Tenable user role UUIDs can be found in Tenable Vulnerability
Management, in the Settings > Access Control > Roles table.

C. To map more roles, select Add Another and repeat the process.

k. Click Save.

The default user Profile Editor page appears, and Okta adds the newly added
custom attribute to the bottom of the list of attributes.

Vanagerniu manageria suinyg Dase w
Manager manager string Base (i}
|Tenab|e One Role tenableOneRole | string Custom s X

l. In the left navigation menu, click Directory > People.

The People page appears.

[u]u]
*oktq |Q r eople, apps and grou ‘ ® B8
Dashboard ~
~  People
2, Add person ] l T Reset passwords ] [ More actions v

Groups

Devices # @

Advanced search *
Profile Editor

. . Status | All
Directory Integrations
Profile Sources Person & usemname Primary email Status

Customizations ~

Applications hd
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m. Click the name of the user to which you want to map a Tenable One role.
The user's Application page appears.

n. Click Profile > Edit.

Jp User . Active View Logs

Applications Groups Devices Admin roles

Profile
Attributes A profile is a collection of attributes
that describe a user in Okta. Some

apps and directories can sync
attributes with Okta.

Username

login

First name
firstName

0. Locate the newly added custom attribute.

p. In the Select an Option drop-down, select the appropriate Tenable role for the
selected user (for example, Basic User).

Manager
manager

Tenable One Role
tenableOneRole

Select an Option

Basic User

Scan Manager Cancel

g. Click Save.

Any time a user assigned to the application logs in via your SAML configuration, Tenable One
automatically adds them to the user role mapped to the Okta application, or, depending on
your configuration, mapped to their Okta user profile.

Additional Resources
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For more information on Okta IdP configuration, see the following resources:

Create SAML App Integrations

Application Integration Wizard SAML field reference

Define Group Attribute Statements

Define Attribute Statements

Add Custom Attributes to an Okta User Profile

Tenable One: Ping ldentity IdP

One of the most common |dPs used to configure SAML with Tenable One is Ping Identity. The
following steps guide you through the configuration process from start to finish.

Manual configuration requires the following:

* ACS URL: A custom URL provided by Tenable in the following format:

https://cloud.tenable.com/saml/login/PLACEHOLDER

Tip: FedRAMP environments use the following custom URL format:
https://fedcloud.tenable.com/saml/login/PLACEHOLDER

* Entity ID: A custom ID provided by Tenable during SAML configuration in the following format:

TENABLE_IO_PLACEHOLDER

* A certificate within the SAML metadata object that matches the data originally sent to
Tenable.

Note: Tenable does not support the use of multiple certificates and only extracts the first certificate
from the metadata object. If the object includes multiple certificates, you must specify which
certificate to use if it is not the first one listed.

* Auserin Tenable One that also matches a user created within Ping Identity. For more
information on creating users, see:
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° Create a User Account in the Tenable Vulnerability Management User Guide

° Creating Users in the Ping Identity User Guide

Ping Identity: Create Temporary Application

To create a temporary application in Ping |dentity:
1. In your browser, navigate to the Ping Identity admin portal.
2. In the left navigation menu, navigate to Connections > Applications.

The Applications page appears.

Applications %

Q Searct (_~ Fitter

4 Applications by Application Name ~
PingOne Admin Console
Client ID: 8f58b973-38ff-4b82-9ad7-9a8a276¢9319

M PingOne Application Portal

3. At the top of the page, click the ® button.

The Add Application page appears.
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B Add Application

Application Name *

Tenable temp 1

Description

lcon

Fi

Max Size 1.0 MB

Application Type ( Show

o Select an option below or view the Application Catalog to use a templated integration. If you c:
find what you need in the catalog, consider SAML or OIDC to get started.

) sAML Application &) OIDC Web App 0 Native

B Ssingle-Page B worker

. In the Application Name box, type a name for your temporary application.
. Click the SAML Application tile.
. Click Configure.

The SAML Configuration page appears.
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7.

8.

10.

11.

B Add Application

SAML Configuration

Provide Application Metadata
O Import Metadata () Import From URL (® Manually Enter

ACS URLs *

+ Add

Entity ID *

In the Provide Application Metadata section, select the Manually Enter radio button.

In the ACS URLs text box, type the following placeholder text:

https://cloud.tenable.com/saml/login/PLACEHOLDER

Note: You will later replace PLACEHOLDER with a unique UUID for the SAML configuration. This link
is case-sensitive.

In the Entity ID text box, type the following placeholder text:

TENABLE_IO_PLACEHOLDER

| Note: You will later replace PLACEHOLDER with a unique UUID for the SAML configuration.

Click Save.

A success message appears and Ping ldentity directs you to an overview page for the
application.

At the top of the page, click Configuration.
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The Connection Details appear.

i Tenable temp
Client ID

Overview Configuration Attribute Mappings Policies Access

Configuration details for a SAML application.

Connection Details

(" Download Metadata )
w

Download Signing Certificate

Issuer ID

12. Click Download Metadata.

Your browser downloads the metadata.xml file.

Tenable One SAML Configuration

Once you have downloaded your medata.xml file, you can use it to configure SAML in Tenable One.
You can configure this directly in the Tenable Vulnerability Management application.

To set up the Tenable One SAML configuration:
1. In your browser, navigate to Tenable One.
2. On the Workspace page, click Tenable Vulnerability Management.
The Tenable Vulnerability Management user interface appears.
3. Inthe upper-left corner, click the = button.
The left navigation plane appears.

4. In the left navigation plane, click Settings.
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The Settings page appears.

. Click the SAML tile.

The SAML page appears.

. In the action bar, click @ Create.

The SAML Settings page appears.

. Do one of the following:

To provide configuration details by uploading the metadata.xml file from your
ldP:

a. Inthe first drop-down box, select Import XML.

| Note: Import XML is selected by default.

b. The Type drop-down box specifies the type of identity provider you are using. Tenable
One supports SAML 2.0 (for example, Okta, OnelLogin, etc.).
This option is read-only.

c. Under Import, click Add File.
A file manager window appears.
d. Select the metadata.xml file.

The metadata.xml file is uploaded.

To manually create your SAML configuration using data from the metadata.xml
file from your |dP:

a. Inthe first drop-down box, select Manual Entry.
A SAML configuration form appears.

b. Configure the settings described in the following table:

Settings Description

Enabled toggle A toggle in the upper-right corner that indicates whether the
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Type

Description

IdP Entity ID

IdP URL

Certificate

Authentication
Request Signing
Enabled

O

SAML configuration is enabled or disabled.

By default, the Enable setting is set to Enabled. Click the
toggle to disable SAML configuration.

Specifies the type of identity provider you are using. Tenable
One supports SAML 2.0 (for example, Okta, OnelLogin, etc.).
This option is read-only.

A description for the SAML configuration.

The unique entity ID that your IdP provides.

Note: If you want to configure multiple IdPs for a user account,
create a new configuration for each identity provider with
separate identity provider URLs, entity IDs, and signing
certificates.

The SAML URL for your |dP.

Your IdP security certificate or certificates.

Note: Security certificates are found in a metadata.xml file that
your identity provider provides. You can copy the content of the
file and paste it in the Certificate box.

A toggle that indicates whether authentication request
signing is enabled.

When this toggle is enabled, if:
* auserislogged in via SAML and their session expires

* auser logs out and tries to log back in directly via the
Tenable One interface rather than their IdP

Tenable One automatically signs the SAML authentication
request that is sent to the IdP to log the user back in.
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User Auto
Provisioning
Enabled

IdP Assigns User
Role at
Provisioning

Note: The authentication request can only be validated if the IdP
is also configured to accept this setting. For more information,
see the following resources:

o Manage Signing Certificates in Okta

« Enforce Signed SAML Authentication Requests in
Microsoft Entra ID

o Edit a SAML Application in Ping Identity (Enforce
Signed AuthnRequest option)

A toggle that indicates whether automatic user account
creation is enabled or disabled. Automatic account

provisioning allows users with an account for the IdP named
in the SAML configuration to create a Tenable Vulnerability
Management account the first time they log in via the IdP.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration
after initial setup to enable this option.

To assign a user role during provisioning, enable this toggle.
In your SAML identity provider, add an attribute statement
with userRoleUuid as the attribute name and the user role
UUID as the attribute value.

To obtain the UUID for a user role, go to Settings > Access
Control > Roles.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration
after initial setup to enable this option.

Note: To access this option, you must first enable the User
Autoprovisioning Enabled option.
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User Auto Provisioning Enabled (i) ()
IdP Assigns User Role at Provisioning (i) O
IdP Resets User To assign a role each time a user logs in, overwriting the

Role at Each Login  current role with the one chosen in your IdP, enable this
toggle. In your SAML identity provider, add an attribute
statement with userRoleUuid as the attribute name and the
user role UUID as the attribute value.

To obtain the UUID for a user role, go to Settings > Access
Control > Roles.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration
after initial setup to enable this option.

Group Enable this toggle to allow the Tenable One
Management SAML configuration to manage user groups. You must enable
Enabled this toggle for the Managed by SAML option to function

successfully.

8. Click Save.

Tenable Vulnerability Management saves your SAML configuration and you return to the
SAML page.

9. In the row for the SAML configuration you just created, click the $ button.

An actions menu appears.
10. Click Download SAML SP metadata.

Your browser downloads the metadata.xml file. You can now use this file for final
configuration in your |dP.

Optional: Configure One or More User Groups to Automatically Add a User upon
SAML Login
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User groups allow you to manage user permissions for various resources in Tenable One. When you
assign users to a group, the users inherit the permissions assigned to the group. When you enable
the Managed by SAML option for a user group, Tenable One allows you to automatically add any
user that logs in via SAML to that group.

Important: For this option to work successfully, you must also configure the related group claim within
your IdP. View the final IdP configuration steps for more information.

Before you begin:

Ensure you've enabled the Group Management Enabled toggle when configuring the SAML settings

within Tenable One.

To enable the Managed by SAML option:

1. In Tenable Vulnerability Management, in the upper-left corner, click the = button.

The left navigation plane appears.
2. In the left navigation plane, click Settings.
The Settings page appears.
3. Click the Access Control tile.
The Access Control page appears.
4. Click the Groups tab.
The Groups page appears.

5. In the user groups table, click the user group to which you want to automatically add your
SAML users.

The Edit User Group page appears.

6. In the General section, select the Managed by SAML check-box.
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General

USER GROUP NAME

Managed by SAML (1)

USERS

7. Click Save. Tenable Vulnerability Management saves your changes. Once you configure the

related claim within your IdP, any time a user logs in via your SAML configuration, Tenable One
automatically adds them to the specified user group.

Ping Identity: Create Permanent Application and Import Metadata

Now that you have downloaded the completed metadata file, you can use that file to create a
permanent Tenable application in Ping Identity.

1. In your browser, navigate to the Ping Identity admin portal.

2. In the left navigation menu, navigate to Connections > Applications.

The Applications page appears.

Applications %

Q. Searct (_~ Filter

4 Applications by Application Name =

PingOne Admin Console
Client ID: 8f58b973-38ff-4b82-9ad7-9a8a27693f9

Ml PingOne Application Portal

3. Delete the temporary application you previously created.

4. At the top of the page, click the @ button.
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The Add Application page appears.
I Add Application

Application Name *

Tenable temp 1

Description

lcon
ah

Max Size 1.0 MB

Application Type ( Show

o Select an option below or view the Application Catalog to use a templated integration. If you c:
find what you need in the catalog, consider SAML or OIDC to get started.

) sAML Application @) OIDC Web App L0 Native

B single-Page [0 worker

5. In the Application Name box, type a name for your permanent application.
6. Click the SAML Application tile.
7. Click Configure.

The SAML Configuration page appears.
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10.

11.

12.

B Add Application

SAML Configuration

Provide Application Metadata
@® Import Metadata (O Import From URL (O Manually Enter

+ Add

Entity ID *

In the Provide Application Metadata section, select the Import Metadata radio button.

In your file manager, select the Service Provider metadata.xml file that you downloaded from
Tenable Vulnerability Management.

Ping Identity imports the metadata from the file, including the ACS URL and Entity ID specific
to the SAML configuration.

Click Save.

On the Applications page, enable the toggle for the permanent Tenable application you

created.
5 Applications by Application Name ~
kish . S
i Client ID- g daily sign-ons: s ‘JE e % @
Ml FingOne Admin Console SEpe—— ol — _. -

Click the name of the application you created.
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The overview page for the application appears.
13. At the top of the page, click the Attribute Mappings tab.

Attribute mapping options appear.

W= Client ID: -— = 7

Overview Configuration Attribute Mappings Policies Access

These mappings associate PingOne user attributes to SAML or OIDC attributes in the application. See Mapping attributes. o

If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Tenable PingOne

saml_subject User ID Required

14. In the upper-right corner, click the & button.

The PingOne Mappings item becomes editable.
15. In the drop-down menu, select Email Address.
16. Click Save.

Ping Identity saves your changes to the permanent application, and your SAML configuration
is ready for use.

Optional: Finalize Configuration for Managed by SAML Group Option

If you configured the Managed by SAML option to automatically add any user that logs in via SAML
to a user group, then you must configure a related group claim within the Microsoft Entra ID IdP.

To configure the IdP group claim:
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1. In Ping Identity, on the overview page for your application, click the Attribute Mappings tab.

Attribute mapping options appear.

W= Client ID: -— B -

Overview Configuration Attribute Mappings Policies Access

These mappings associate PingOne user attributes to SAML or OIDC attributes in the application. See Mapping attributes. 0

If this Application is accessible by users from more than one External IdP, it is recommended that you
map the Identity Provider ID attribute so the Application can distinguish users by their IdP.

Tenabl PinaO

saml_subject User ID Required

2. In the upper-right corner, click the & button.

3. Add a new attribute mapping:
a. Inthe Tenable column, type groups.
b. In the PingOne column, select Group Names.

4. Click Save. Any time a user logs in via your SAML configuration, Tenable One automatically
adds them to the specified user group in Tenable One.

Additional Resources

For more information on Ping Identity IdP configuration, see the following resources:

* Ping Identity Developer Portal

e Creating a Manual SAML Connection

* Add a SAML Application in Ping Identity

Tenable One: Google Workspace IdP

_56_


https://developer.pingidentity.com/en.html
https://docs.pingidentity.com/r/en-us/pingoneforenterprise/p14saas_create_saml_connection
https://docs.pingidentity.com/r/en-us/pingone/pingone_p1tutorial_add_a_saml_app

O

One of the most common IdPs used to configure SAML with Tenable One is Google Workspace. The
following steps guide you through the configuration process from start to finish, including optional

configurations associated with user role and group mapping.

Tip: Most service status changes in Google Workspace take effect within in a few minutes. Keep this in
mind as you start using your SAML configurations. To learn more, see How Changes Propagate to Google

Services.

Manual configuration requires the following:

e ACS URL: A custom URL provided by Tenable in the following format:

https://cloud.tenable.com/saml/login/PLACEHOLDER

Tip: FedRAMP environments use the following custom URL format:
https://fedcloud.tenable.com/saml/login/PLACEHOLDER

* Entity ID: A custom ID provided by Tenable during SAML configuration in the following format:
TENABLE_IO PLACEHOLDER

* A certificate within the SAML metadata object that matches the data originally sent to

Tenable.

Note: Tenable does not support the use of multiple certificates and only extracts the first certificate
from the metadata object. If the object includes multiple certificates, you must specify which
certificate to use if it is not the first one listed.

Google Workspace: Create Initial Application Integration

To create an application in Google Workspace:
1. In your browser, sign in to the Google Admin console.
2. In the navigation menu, navigate to Apps > Web and mobile apps.

The Web and mobile apps page appears.

_57_


https://support.google.com/a/answer/7514107?hl=en
https://support.google.com/a/answer/7514107?hl=en

O
3. Click Add App > Add custom SAML app.

O' Admin Q, Search for users, groups or settings

EE Dashboard Apps * Web and mobile apps
v & Directory

¥ EI Devioes

Apps (0) Addapp ~ Settings
= i Apps
+ nddafite Searchiorapps
Owenview
+ Goagle Workspace Mame T 444 private Androkd app User access  Details
Additional Google senvices Add private Android web app
Web and mobile apps
Add custom SAML app
. Google Workspace

Marketplace apps

The App details pane appears.

4. In the App name text box, type a name for your application (for example, Tenable One).

X  Add custom SAML app

@ 2epdetaits — @) Google identity Provider detail: — () Service provider deta © ~uwibutes

App details

Enter details for your custom SAML app. This information is shared with app users, Learn more

Tenahle One

5. Click Continue.
The Google Identity Provider details pane appears.
6. Skip Option 1and Option 2 and click Continue.

The Service provider details pane appears.
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X Add custom SAML app

@ App detalls 0 Google Identity Provider detail: ° Service provider detalls o !

Service provider details

To confi gurg single sign on, add service provider details such as ACS URL and entity 1D, Learn more

https:/feloud.tenable.com/saml/login/PLACEHOLDER

TENAEBLE_IO_PLACEHOLDER

7. In the ACS URL text box, type the following placeholder URL:

https://cloud.tenable.com/saml/login/PLACEHOLDER

Note: You will later replace PLACEHOLDER with a unique UUID for the SAML configuration. This link
is case-sensitive.

8. In the Entity ID text box, type the following placeholder text:

TENABLE_IO_PLACEHOLDER

| Note: You will later replace PLACEHOLDER with a unique UUID for the SAML configuration.

9. Click Continue.

The Attribute mapping pane appears.
10. Click Finish.

The application details appear.

1. Click Download Metadata.
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o Admin Q, Search for users, groups or settings

Apps * Web and mobile apps » Tenable One » Service provider delails

SAML Service provider details

Iz} Tenable One Settings
S50 configuration
ACS URL and entity 1D are required

] TEST SAML LOGIN

$ DOWNLOAD METADATA https:fcloud tenable.comysamlflogin/PLACEHOLDER

# EDIT DETAILS

TENABLE_I0_PLACEHOLDER
# DELETE APP

The Download metadata page appears.

12. Under Option 1: Download IdP metadata, click Download Metadata.

To configure single sign-on (550) for SAML apps, follow your
service provider's instructions. Learn more

Option 1: Download IdP metadata

DOWNLOAD METADATA

Your browser downloads the metadata.xml file.

13. Click Close.

Tenable One SAML Configuration
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Once you have downloaded your medata.xml file, you can use it to configure SAML in Tenable One.

You can configure this directly in the Tenable Vulnerability Management application.

To set up the Tenable One SAML configuration:

1.

2.

In your browser, navigate to Tenable One.
On the Workspace page, click Tenable Vulnerability Management.

The Tenable Vulnerability Management user interface appears.

In the upper-left corner, click the = button.
The left navigation plane appears.

In the left navigation plane, click Settings.
The Settings page appears.

Click the SAML tile.

The SAML page appears.

In the action bar, click @® Create.

The SAML Settings page appears.

Do one of the following:

To provide configuration details by uploading the metadata.xml file from your
|dP:

a. Inthe first drop-down box, select Import XML.

I Note: Import XML is selected by default.

b. The Type drop-down box specifies the type of identity provider you are using. Tenable
One supports SAML 2.0 (for example, Okta, OneLogin, etc.).
This option is read-only.

c. Under Import, click Add File.

A file manager window appears.
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d. Select the metadata.xml file.

The metadata.xml file is uploaded.

To manually create your SAML configuration using data from the metadata.xml

file from your |dP:

a. Inthe first drop-down box, select Manual Entry.

A SAML configuration form appears.

b. Configure the settings described in the following table:

Settings Description

Enabled toggle

Type

Description

IdP Entity ID

IdP URL

Certificate

A toggle in the upper-right corner that indicates whether the
SAML configuration is enabled or disabled.

By default, the Enable setting is set to Enabled. Click the toggle
to disable SAML configuration.

Specifies the type of identity provider you are using. Tenable
One supports SAML 2.0 (for example, Okta, OneLogin, etc.).
This option is read-only.

A description for the SAML configuration.

The unique entity ID that your IdP provides.

Note: If you want to configure multiple IdPs for a user account,
create a new configuration for each identity provider with
separate identity provider URLs, entity IDs, and signing
certificates.

The SAML URL for your IdP.

Your IdP security certificate or certificates.

Note: Security certificates are found in a metadata.xml file that
your identity provider provides. You can copy the content of the
file and paste it in the Certificate box.
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User Auto
Provisioning
Enabled

IdP Assigns
User Role at
Provisioning

IdP Resets User
Role at Each
Login

A toggle that indicates whether automatic user account
creation is enabled or disabled. Automatic account provisioning

allows users with an account for the IdP named in the SAML
configuration to create a Tenable Vulnerability Management
account the first time they log in via the IdP.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration after
initial setup to enable this option.

To assign a user role during provisioning, enable this toggle. In
your SAML identity provider, add an attribute statement with
userRoleUuid as the attribute name and the user role UUID as
the attribute value.

To obtain the UUID for a user role, go to Settings > Access
Control > Roles.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration after
initial setup to enable this option.

To assign a role each time a user logs in, overwriting the
current role with the one chosen in your IdP, enable this toggle.
In your SAML identity provider, add an attribute statement with
userRoleUuid as the attribute name and the user role UUID as
the attribute value.

To obtain the UUID for a user role, go to Settings > Access
Control > Roles.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration after
initial setup to enable this option.

_63_


https://docs.tenable.com/vulnerability-management/Content/Settings/SAML/EnableAutoUserCreate.htm
https://docs.tenable.com/vulnerability-management/Content/Settings/SAML/DisableAutoUserCreate.htm

O

Group Enable this toggle to allow the Tenable One SAML configuration
Management to manage user groups. You must enable this toggle for the
Enabled Managed by SAML option to function successfully.

8. Click Save.

Tenable Vulnerability Management saves your SAML configuration and you return to the
SAML page.

9. Click on the SAML configuration you just created.

The SAML Settings page appears.

= Otenﬂjle Settings > SAML > Edit

SAML
SAML Settings Enabled (@)
| Manual Entry y J
TYPE
| SAML 2.0 v
uuio
URL

[ 2 |
EMTITY ID

(9 |

10. Copy both the URL and Entity ID values. You will need both of these values for the final
configuration in your |dP.

Optional: Configure One or More User Groups to Automatically Add a User upon
SAML Login
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User groups allow you to manage user permissions for various resources in Tenable One. When you
assign users to a group, the users inherit the permissions assigned to the group. When you enable
the Managed by SAML option for a user group, Tenable One allows you to automatically add any
user that logs in via SAML to that group.

Important: For this option to work successfully, you must also configure the related group claim within
your IdP. View the final IdP configuration steps for more information.

Before you begin:

Ensure you've enabled the Group Management Enabled toggle when configuring the SAML settings

within Tenable One.

To enable the Managed by SAML option:

1. In Tenable Vulnerability Management, in the upper-left corner, click the = button.

The left navigation plane appears.
2. In the left navigation plane, click Settings.
The Settings page appears.
3. Click the Access Control tile.
The Access Control page appears.
4. Click the Groups tab.
The Groups page appears.

5. In the user groups table, click the user group to which you want to automatically add your
SAML users.

The Edit User Group page appears.

6. In the General section, select the Managed by SAML check-box.
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General

USER GROUP NAME

Managed by SAML (1)

USERS

7. Click Save. Tenable Vulnerability Management saves your changes. Once you configure the
related claim within your IdP, any time a user logs in via your SAML configuration, Tenable One
automatically adds them to the specified user group.

Google Workspace: Configure Final Application Integration and Upload
Metadata

Now that you have completed your Tenable One SAML configurations and copied the associated
URL and Entity ID values, you can update your Tenable application in Google Workspace.

1. In your browser, navigate to the Google Admin console.
2. In the navigation menu, navigate to Apps > Web and mobile apps.
The Web and mobile apps page appears.

3. Select the newly created application.
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o Admin Q, Search for users, groups or settings

Apps » Web and mobile apps

Apps (1) Add app - Settings ~
+ Add afilter
D Hame Platform Authentication User access Details

[:] Tenable One  Web SAML

The application details appear.

Click on the Service provider details section.

o Admin Q,  Search for users, groups or seflings 0 B ®

Apps > Wel and mobile sppe » Tenable One

SAML User access

To sk ther managed app available to select users, choose a growp or onganizational unit. Learm maone

Iz} Tenable One

Yiew defalls
OFF faf everyone
[} TEST SAMIL LOGIN
$ BOWNLOAD METADWTA Service provider details
Contificate ACS URL Enity Iy
# EDIT DETAILS Ftps . cloud benagble comysamlicgeriPL TEMABLE IO _PLACEHOLDER
ACEHOLDER
B DELETE APP
SAML attribute mapping

SAMIL attribute mapping isn't configured
Mag Google deacton user profde Tields 1o SAML serdoe provider stiribuies

Configure SAML attribute mapping

The Settings page appears.
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o Admin Q,  search for users, groups of settings o B & = o
» ‘Web and mobile apps ¥ Tenable One » Senvice peovider details
TAML Service provider details -
iz} Tenable One Setiings

550 configuration

0% UL and entity 1D 360 Peguine

[F TEST SAML LOGIN

5 DOWHLOAD METADATA hinps Oehond tenabile comdsamliegin/

# EDIT DETAILS
TEHABLE_ K,

B DELETE APP

5. In the ACS URL text box, replace the placeholder value with the previously saved URL value.

l Tip: This URL is in the following format: https://cloud.tenable.com/saml/login/PLACEHOLDER.

6. In the Entity ID text box, replace the placeholder value with the previously saved Entity ID
value.

l Tip: This ID is in the following format: TENABLE_IO_PLACEHOLDER.

7. Click Save.

Google Workspace saves your changes to the permanent application, and your SAML
configuration is ready for use.

Optional: Finalize Configuration for Managed by SAML Group Option

If you configured the Managed by SAML option to automatically add any user that logs in via SAML
to a user group, then you must configure a related group claim within Google Workspace.

To configure the IdP group claim:
1. In your browser, navigate to the Google Admin console.
2. In the navigation menu, navigate to Apps > Web and mobile apps.
The Web and mobile apps page appears.

3. Select the newly created application.
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O Admin Q, Search for users, groups or settings

Apps » Web and mobile apps

Apps (1) Add app - Settings ~
+ Add afilter
D Name T Platform Auvthentication User access Details

[:] Tenable One  Web SAML

The application details appear.

4. Click SAML attribute mapping.

o- Admin Q,  Search for users, Qroups of settings ful
Apps + Web and mobile apps * Tenable One
SAML User access

To make the managed app available 1o select udens, chodie o groud oF Grganisatecnsl unit. Lears mane
-] Tenable One

Wistwt darLaali
OFF for everyons
[ TEST SAML LOGIN
& DOWNLOAD METADATA Service provider details
Certificate ACE URL Entity il
# EDIT DETALLS
§ DELETE APP
SAML attribute mapping
SAML attritasie mapping isn configured

Map Google directory user peofile Helids o SAML service provider attribubes

Conliguie SAML attribute mapging

The Attributes page appears.
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5. In the Group membership section:

o Admin Q,  Seorch for users, groups or settings o B & = o
A Web and mobde apps * Tenable One » Attribute mappieg
SAML SAML attribute mapping ~
- _ Add and sebeet user Tiedds in Google Drecion (RS M Them 1o Serdc oyt ainnbubes
Iz} Tenable One Astributes Aitsibutes marked with * are mandalory, Leam mose
Google Directary aitribuies App atiributes

[ TEST SAML LOGIM
# DOWMLOAD METADATA ADD MAPPING

# EDIT DETARLS

Group membership (optional)
. BELETE APP ?-;T;?n:r::ﬁ?::.; r:-::mal o can be sent in the SAKML responise if the user belorgs o any of
Google groups App attribuie
.o = | groups

2 unsaved changes CAMCEL SAVE

a. Inthe Google groups search box, search for (and select) the appropriate Google
Workspace group.

b. Inthe App attribute text box, type groups.

6. Click Save. Any time a user logs in via your SAML configuration, Tenable One automatically
adds them to the specified user group in Tenable One.

Optional: Configure Managed by SAML Role Option

Roles allow you to manage privileges for major functions in Tenable One and control which Tenable
One resources users can access. If you toggled on the SAML configuration options IdP Assigns User
Role at Provisioning and/or IdP Resets User Role at Each Login (to automatically add and/or assign
any user that logs in via SAML to a user role), then you must complete the following three steps in
Google Workspace:

Add a Custom Attribute for Roles

To add a custom attribute for roles:
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1. In the navigation menu, navigate to Directory > Users.
The Users page appears.

2. Click More options > Manage custom attributes.

o Adrmin Q,  Search for users, groups or settings

Usees

Users | Showing all users Acd now user  Bulkupdate users  Download users Moy options «

4 Add a hiles Manage cusicm annkanes

Transter tool for unmanbged s
[] vame + Emad Satup soed Emadl uage

Allow users to edit profile

Recently deleted usens (1)

The Manage user attributes page appears.
3. Click Add Custom Attribute.
The Add custom fields page appears.

4. In the Category text box, type a category name (e.qg. Tenable).

G Aedmin Q. Search for users, groups or settings fal E ,@,

Banage uber amnbutes.

Wigrw sl mansge vier's peofile attritsdes

Add exmitom felds

ey

Tenable

Diescription

Cutomm fusi 3

METa

User Aole LD Tt =  WVisiblelouser - = Singhe Vbt - 4

B aire o type w  Vigkidity - M. of s -

CARCEL ADD
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5. In the Custom fields section:
a. Inthe Name text box, type a name for this attribute (e.g. User Role UUID).
b. In the Info type drop-down, select Text.
c. In the Visibility drop-down, select your preferred visibility.
d. In the No. of values drop-down, select Single Value.

6. Click Add.

Configure the Attribute for a User

To configure the attribute for a user (with a user role UUID):
1. On the Users page, click the name of the user for which you want to configure the attribute.
The user configuration page appears.

2. In the User Details section, click User information.

o Adrmin 0 Search for users, groups o settings O B &® = o
User detals  Secutity  GrOups  Irvestigate
L1 Merty i the et 7 clarys for Wi abeety

REZET PASSWORD

UPDATE LEER

ADD ALTERWATE EMALS

A TO GRELPS User infarmation -
Bt
ve b sovadany el sddiess

SUSPEND USER [

RESTORE DATA

GELETE Uil
Adrman rodes and privileges "
CHARGE CBGANTATIONAL UNIT

The User Details page appears.

3. Click on the recently created custom attribute.
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4. In the text box, type the UUID of the Tenable user role.

£ Admin Q, Search for ubef. groups of satlings o ¥ @& o
* Vnaw inormaton
Do -
RESET PASSWORD
UPDATE USER
ADD M TERKATE EMAILS
AL TO GREAIPS Tenabia -
ERLLE
SUGPEND USER
RESTORE DATA CARCEL BAVE
ELETE USER [

CHAMGE ORTANIZATIONAL UMIT

Tip: Tenable user role UUIDs can be found in Tenable Vulnerability Management, in the Settings >
Access Control > Roles table.

5. Click Save.

Configure the Role Claim

To configure the role claim:
1. In the navigation menu, navigate to Apps > Web and mobile apps.
The Web and mobile apps page appears.

2. Select the newly created application.
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O Admin Q, Search for users, groups or settings

Apps » Web and mobile apps

Apps (1) Add app - Settings ~
+ Add afilter
D Name T Platform Auvthentication User access Details

[:] Tenable One  Web SAML

The application details appear.

3. Click SAML attribute mapping.

o Admin Q,  Search for users, groups of seitings o g @ = o
Apps + Web and mobile apps * Tenable One
SAML User access w

Ta fmake the managed app available 1o select uen, choobe & groud of Grganitatsnsl unit. Learm mans
i} Tenable One

Wisrw dartadls
OFF for everyons
[ TEST SAML LOGIN
& DOWNLOAD METADATA Service provider details w
Certificate ACE URL Entity il
# EDIT DETALLS
§ DELETE APP
SAML attribute mapping

SAML attritasie mapping isn configured
Map Google directory user peofile Helids o SAML service provider attribubes

Conligure SAML attribute mappeng

The Attributes page appears.

4. In the Google Directory attributes drop-down, select the appropriate Google Workspace
custom attribute for the user role.

5. In the App attributes text box, type userRoleUuid.
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6. Click Save.

Any time a user logs in via your SAML configuration, Tenable One automatically adds them to
the specified user role.

Additional Resources

For more information on Google Workspace IdP configuration, see the following resources:

e Set up Your Own Custom SAML App

e Access Apps via Google Workspace

Tenable One: Microsoft Entra ID IdP

One of the most common IdPs used to configure SAML with Tenable One is Microsoft Entra ID. The
following steps guide you through the configuration process from start to finish.

Manual configuration requires the following:

* Reply URL: A custom URL provided by Tenable in the following format:

https://cloud.tenable.com/saml/login/PLACEHOLDER

Tip: FedRAMP environments use the following custom URL format:
https://fedcloud.tenable.com/saml/login/PLACEHOLDER

* |dentifier (Entity ID): A custom ID provided by Tenable during SAML configuration in the
following format:

TENABLE_IO_PLACEHOLDER

* A certificate within the SAML metadata object that matches the data originally sent to
Tenable.

Note: Tenable does not support the use of multiple certificates and only extracts the first certificate
from the metadata object. If the object includes multiple certificates, you must specify which
certificate to use if it is not the first one listed.
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Microsoft Entra ID: Create Initial Application

To create an application in Microsoft Entra ID:
1. In your browser, navigate to the Azure Admin portal.
2. In the navigation menu, navigate to All services > Enterprise Applications.

The application gallery appears.

All services > Enterprise applications

=2z Enterprise applications | All applications

& -+ New application () Refresh Download (Export) ﬂ Preview info == Columns Preview features

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

yel x Application type == Enterprise Applications < Application ID starts with < +7
0 applications found

Name T. ObjectID Application ID Homepage URL Created on T Certificate Exp

No results

3. Click New Application > Create your own application.

The Create your own application window appears.
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27 Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

[ Tenable One v |

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

. In the What's the name of your app? text box, type a name for your application, for example,
Tenable One.

. In the What are you looking to do with your application section, select the Integrate any
other application you don't find in the gallery radio button.

. Click Create.

Microsoft Entra ID redirects you to the application overview page.

. In the left navigation menu, click Manage > Single sign-on.
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Home > Enterprise applications | All applications >

iz Tenable One | Overview
" Enterprise Application
< «
B Overview Properties
[ peployment Plan 10 [N:me h?o D]
enable One
7% Diagnose and solve problems
Application ID ©
' Manage [ D|
II! Properties ObjectiD @
42 Owners [ [} |

4, Roles and administrators

&2 Users and groups

3) single sign-on

2 Provisioning
E? Application proxy
C Self-service

] Custom security attributes

Getting Started

1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

The Single Sign-on options appear.

8. Click the SAML tile.

All services >

D

Enterprise applications | All applications

| Single sign-on

Enterprise Application

Single sign-on (S50) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn mare.

Select a single sign-on method

O

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

Help me decide

3

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

The SAML-based Sign-on page appears.

9. On the Basic SAML Configuration tile, click the £ Edit button.

The Basic SAML Configuration page appears.
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2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials
Get started

Password-based
Password storage and replay using a
web browser extension or mobile app.

Link
Link
and/



Basic SAML Configuration

Save 9\1 Got feedback?

Identifier (Entity ID) * ©

The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated S50.

Default

| | 1 @ 0
Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML.

Index Default

[ YL~ (4 @

Add reply URL

10. In the Identifier (Entity ID) text box, type the following placeholder text:

TENABLE_IO_PLACEHOLDER

| Note: You will later replace PLACEHOLDER with a unique UUID for the SAML configuration.

11. In the Reply URL text box, type the following placeholder text:

https://cloud.tenable.com/saml/login/PLACEHOLDER

Note: You will later replace PLACEHOLDER with a unique UUID for the SAML configuration. This link
is case-sensitive.

12. Click Save.
You return to the SAML-based Sign-on page.

13. On the SAML Certificates tile, in the Federation Metadata XML section, click Download.
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Tenable | SAML-based Sign-on

Enterprise Application

T Upload metadata file

Set up Single Sign-On with SAML

B Overview

[ peployment Plan

Pl Change single sign-on mode  ¥= Test this application A7 Got feedback?

An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

. Diagnose and solve problems implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. L
maore,

Manage
Read the configuration guide =" for help integrating Tenable.

11! Properties

& Owners o Basic SAML Configuration

&. Roles and administrators
&& Users and groups

3 Single sign-on

& Provisicning

E'  Application proxy

C  Self-service e

Custom security attributes

Security

% Conditional Access o
%, Permissions

© Token encryption

Activity

3 sign-in logs

fisl Usage & insights

E Audit logs

Your browser downloads the metadata.xml file.

Identifier (Entity |D)

Reply URL (Assertion Consumer Service URL)

Sign on LURL
Relay State (Optional)
Logout Url (Optional)

Attributes & Claims

Unique User |dentifier

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url

Certificate (Baseb4)

Certificate (Raw)
Federation Metadata XML

Tenable One SAML Configuration

Optional
Optional
Optional

user.userprincipalname

Active

: https://loginmicrosoftonline.com/ e sl e e
Download

Diownload

Once you have downloaded your medata.xml file, you can use it to configure SAML in Tenable One.

You can configure this directly in the Tenable Vulnerability Management application.

To set up the Tenable One SAML configuration:

1. In your browser, navigate to Tenable One.

2. On the Workspace page, click Tenable Vulnerability Management.

The Tenable Vulnerability Management user interface appears.
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. Inthe upper-left corner, click the = button.
The left navigation plane appears.
. In the left navigation plane, click Settings.

The Settings page appears.

. Click the SAML tile.

The SAML page appears.

. In the action bar, click @ Create.

The SAML Settings page appears.

. Do one of the following:

To provide configuration details by uploading the metadata.xml file from your
ldP:

a. Inthe first drop-down box, select Import XML.

| Note: Import XML is selected by default.

b. The Type drop-down box specifies the type of identity provider you are using. Tenable
One supports SAML 2.0 (for example, Okta, OneLogin, etc.).
This option is read-only.

c. Under Import, click Add File.
A file manager window appears.
d. Select the metadata.xml file.

The metadata.xml file is uploaded.

To manually create your SAML configuration using data from the metadata.xml|
file from your IdP:

a. Inthe first drop-down box, select Manual Entry.

A SAML configuration form appears.
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b. Configure the settings described in the following table:

Settings Description

Enabled toggle A toggle in the upper-right corner that indicates whether the
SAML configuration is enabled or disabled.

By default, the Enable setting is set to Enabled. Click the
toggle to disable SAML configuration.

Type Specifies the type of identity provider you are using. Tenable
One supports SAML 2.0 (for example, Okta, OnelLogin, etc.).
This option is read-only.

Description A description for the SAML configuration.

IdP Entity ID The unique entity ID that your IdP provides.

Note: If you want to configure multiple IdPs for a user account,
create a new configuration for each identity provider with
separate identity provider URLs, entity IDs, and signing
certificates.

IdP URL The SAML URL for your |dP.

Certificate Your IdP security certificate or certificates.

Note: Security certificates are found in a metadata.xml file that
your identity provider provides. You can copy the content of the
file and paste it in the Certificate box.

Authentication A toggle that indicates whether authentication request
Request Signing signing is enabled.
Enabled

When this toggle is enabled, if:
e auserislogged in via SAML and their session expires

* auser logs out and tries to log back in directly via the
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User Auto
Provisioning
Enabled

IdP Assigns User
Role at
Provisioning

Tenable One interface rather than their [dP

Tenable One automatically signs the SAML authentication
request that is sent to the IdP to log the user back in.

Note: The authentication request can only be validated if the IdP
is also configured to accept this setting. For more information,
see the following resources:

o Manage Signing Certificates in Okta

« Enforce Signed SAML Authentication Requests in
Microsoft Entra ID

« Edit a SAML Application in Ping Identity (Enforce
Signed AuthnRequest option)

A toggle that indicates whether automatic user account
creation is enabled or disabled. Automatic account

provisioning allows users with an account for the IdP named
in the SAML configuration to create a Tenable Vulnerability
Management account the first time they log in via the IdP.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration
after initial setup to enable this option.

To assign a user role during provisioning, enable this toggle.
In your SAML identity provider, add an attribute statement
with userRoleUuid as the attribute name and the user role
UUID as the attribute value.

To obtain the UUID for a user role, go to Settings > Access
Control > Roles.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration
after initial setup to enable this option.
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IdP Resets User To assign a role each time a user logs in, overwriting the

Role at Each Login  current role with the one chosen in your IdP, enable this
toggle. In your SAML identity provider, add an attribute
statement with userRoleUuid as the attribute name and the
user role UUID as the attribute value.

To obtain the UUID for a user role, go to Settings > Access
Control > Roles.

Note: This option only appears during intial configuration if the
setup is manual. Otherwise, you must edit the configuration
after initial setup to enable this option.

Group Enable this toggle to allow the Tenable One
Management SAML configuration to manage user groups. You must enable
Enabled this toggle for the Managed by SAML option to function

successfully.

8. Click Save.

Tenable Vulnerability Management saves your SAML configuration and you return to the
SAML page.

9. In the row for the SAML configuration you just created, click the § button.
An actions menu appears.
10. Click Download SAML SP metadata.

Your browser downloads the metadata.xml file. You can now use this file for final
configuration in your |dP.

Optional: Configure One or More User Groups to Automatically Add a User upon
SAML Login

User groups allow you to manage user permissions for various resources in Tenable One. When you
assign users to a group, the users inherit the permissions assigned to the group. When you enable

the Managed by SAML option for a user group, Tenable One allows you to automatically add any
user that logs in via SAML to that group.
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Important: For this option to work successfully, you must also configure the related group claim within
your IdP. View the final IdP configuration steps for more information.

Before you begin:

Ensure you've enabled the Group Management Enabled toggle when configuring the SAML settings

within Tenable One.

To enable the Managed by SAML option:

1.

In Tenable Vulnerability Management, in the upper-left corner, click the = button.

The left navigation plane appears.

In the left navigation plane, click Settings.
The Settings page appears.

Click the Access Control tile.

The Access Control page appears.

Click the Groups tab.

The Groups page appears.

In the user groups table, click the user group to which you want to automatically add your
SAML users.

The Edit User Group page appears.

In the General section, select the Managed by SAML check-box.

General

USER GROUP NAME

Managed by SAML (1)

USERS
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7. Click Save. Tenable Vulnerability Management saves your changes. Once you configure the
related claim within your IdP, any time a user logs in via your SAML configuration, Tenable One
automatically adds them to the specified user group.

Microsoft Entra ID: Configure Final Application and Upload Metadata

Now that you have downloaded the completed metadata file, you can upload that file to your
Tenable application in Microsoft Entra ID.

1. In your browser, navigate to the Azure Admin portal.
2. In the navigation menu, navigate to All services > Enterprise Applications.
The application gallery appears.

3. Select the newly created application.

Home » Enterprise applications

=== Enterprise applications | All applications

* —+ New application () Refresh < Download (Export) O rreview info == Columns & Preview features 2 Got feedback?

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

| 2 tenable one X Application type == Enterprise Applications > Application ID starts with < Applications stati

1 application found

Name T4  Object ID Application ID Homepage URL Created on T)  Certificate Expiry ... Ac
Tenable One @ Current 8/

The application overview appears.

4. In the left navigation menu, click Manage > Single sign-on.
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Home > Enterprise applications | All applications >

a Enterprise Application

Overview
Deployment Plan

Diagnose and solve problems

Cfx B =

Manage

II! Properties
S Owners
4, Roles and administrators

&2 Users and groups

3) single sign-on

2 Provisioning
E? Application proxy

C Self-service

iz Tenable One | Overview

Properties
Name ©
TO
[ Tenable One n] ]

Application ID ©

[ D]
ObjectiD @

l D]

Getting Started

[ ] 1. Assign users and groups
P vy g group:

Provide specific users and groups access
to the applications

Assign users and groups

2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

] Custom security attributes

The SAML-based Sign-on options appear.

5. Click Upload Metadata file.

Tenable One | SAML-based Sign-on

Enterprise Application

o« T Upload metadata file | ) Change single sign-on mode = Test this application 27 Got feedback?
B#E Overview
D) Deployment Pian Set up Single Sign-On with SAML
# Diagnose and solve problems An SSO implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. Lt

~ Manage more.

g .

ill Properties Read the configuration guide < for help integrating Tenable One.

48 Owners o

Basic SAML Configuration

£ Edit

4. Roles and administrators

Identifier (Entity ID)
u d . .
& Users and groups Reply URL (Assertion Consumer Service URL)
3) Single sign-on

Sign on URL

Relay State (Optional)

Iammid |l iAmtianall

@ Provisioning

6. Inyour file manager, select the Service Provider metadata.xml file that you downloaded from
Tenable Vulnerability Management.
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Microsoft Entra ID imports the metadata from the file, including the Reply URL and Identifier
specific to the SAML configuration.

7. Click Save.

Microsoft Entra ID saves your changes to the permanent application, and your SAML

configuration is ready for use.

Optional: Finalize Configuration for Managed by SAML Group Option

If you configured the Managed by SAML option to automatically add any user that logs in via SAML
to a user group, then you must configure a related group claim within the Microsoft Entra ID IdP.

To configure the IdP group claim:
1. In your browser, navigate to the Azure Admin portal.
2. In the navigation menu, navigate to All services > Enterprise Applications.
The application gallery appears.

3. Select the newly created application.

Home » Enterprise applications

HH Enterprise applications | All applications

* —+ New application () Refresh < Download (Export) O rreview info == Columns & Preview features 2 Got feedback?

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

| 2 tenable one X Application type == Enterprise Applications > Application ID starts with < Applications stati

1 application found

Name T4  Object ID Application ID Homepage URL Created on T)  Certificate Expiry ...
Tenable One @ Current

The application overview appears.

4. In the left navigation menu, click Manage > Single sign-on.
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Home > Enterprise applications | All applications >

g2 Tenable One | Overview

Enterprise Application

i Overview
[ peployment Plan

/. Diagnose and solve problems

' Manage

II! Properties
S Owners
a» Roles and administrators

&2 Users and groups

3) single sign-on

2 Provisioning
ET Application proxy
C Self-service

] Custom security attributes

Properties

Name ©

TO
| Tenable One n] l

Application ID ©

[ o]
ObjectID @

l D]

Getting Started

[ ] 1. Assign users and groups
vy g group:

Provide specific users and groups access
to the applications

Assign users and groups

The SAML-based Sign-on options appear.

On the Attributes & Claims tile, click the & Edit button.

The Attributes & Claims page appears.

Click Add a group claim.

The Group Claims pane appears.

Do one of the following:

e To map all users to the same group:

2. Set up single sign on

Enable users to sign into their application
using their Microsoft Entra credentials

Get started

a. Select the Groups assigned to the application radio button.

b. In the Source attribute drop-down, select the best option based on your

environment, such as Group ID.

_89_



O

Which groups associated with the user should be returned in the claim?

O None
(O Al groups
O Security groups
O Directory roles
I@ Groups assigned to the application I

Source attribute *

Group ID ~

Tip: The source attribute options available vary based on the selected groups. For
example, the Group ID source attribute does not divulge a group’s Display Name (for
example, Developers), but rather its Object ID (for example, 11111111-2222-3333-4444-
5555555555565). As such, if you select Group ID, you must ensure that the name of the
associated group configured within Tenable One matches the ID of the group listed
within the Microsoft Entra ID portal (Home > Groups > All Groups).

— Otenable Settings > Access Control > Groups > Edit User Group

00
00

TMTM-2222-3333-4444-555555555555

General

2

USER GROUP NAME

| 11111111-2222-3333-4444-555555555555

@

Managed by SAML (3

USERS

 —
(=]
s |

| Select Users v

Where available, you may instead choose to select Cloud-only group display names. If
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you sync with Active Directory, there are other available options within the Source
Attribute drop-down.

Alternatively, you could create a custom claim using groups as the claim name and
setting the group’s readable name (for example, Developers) as the source attribute.

Home > Tenable One | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >

Manage claim K
save X Discard changes A Got feedback?

Name * groups v I

Namespace Enter a namespace URI 4 |

~ Choose name format

Source * @ Attribute O Transformation O Directory schema extension

Source attribute * | “Developers”

~ Claim conditions

~  Advanced SAML claims options

This allows mapping to readable names within Tenable One, instead of IDs, while not
accounting for groups assigned to an application within Microsoft Entra ID. To maximize
your configurations and make sure that you're familiar with all caveats, see Configure
group claims for applications by using Microsoft Entra ID.

* To map users to different groups:

a.

Select the radio button for the option that best suits your environment, for
example, Security Groups.

In the Source attribute drop-down, select the best option based on your
environment, such as Group ID.
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Which groups associated with the user should be returned in the claim?

O None
O All groups
@ Security groups

O Directory roles

O Groups assigned to the application

Source attribute *

| Group ID v I

Tip: The source attribute options available vary based on the selected groups. For
example, the Group ID source attribute does not divulge a group’s Display Name (for
example, Developers), but rather its Object ID (for example, 11111111-2222-3333-4444-
555555555555). As such, if you select Group ID, you must ensure that the name of the
associated group configured within Tenable One matches the ID of the group listed
within the Microsoft Entra ID portal (Home > Groups > All Groups).

Qtenable Settings > Access Control > Groups > Edit User Group

0a
oo

TM-2222-3333-4444-555555555555

General

2

USER GROUP NAME

| 11111111-2222-3333-4444-555555555555

©

Managed by SAML (3)

USERS

= |
(=]
(e |

| Select Users v

Where available, you may instead choose to select Cloud-only group display names. If
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you sync with Active Directory, there are other available options within the Source
Attribute drop-down.

To maximize your configurations and make sure that you're familiar with all caveats, see
Configure group claims for applications by using Microsoft Entra ID.

8. Select Advanced > Customize the name of the group claim check box.

9. In the Name text box, type groups.

Customize the name of the group claim

Name (required)

[ groups o

10. Click Save. Any time a user logs in via your SAML configuration, Tenable One automatically
adds them to the specified user group in Tenable One.

Optional: Configure Managed by SAML Role Option

Roles allow you to manage privileges for major functions in Tenable One and control which Tenable
One resources users can access. If you toggled on the SAML configuration options IdP Assigns User
Role at Provisioning and/or IdP Resets User Role at Each Login (to automatically add and/or assign
any user that logs in via SAML to a user role), then you must complete the following steps in
Microsoft Entra ID:

To configure Managed by SAML role option:
1. Inyour browser, navigate to the Azure Admin portal.
2. In the navigation menu, navigate to All services > Enterprise Applications.
The application gallery appears.

3. Select the newly created application.
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Home > Enterprise applications

» —+ New application () Refresh

| Download (Export)

O

Enterprise applications | All applications

o Preview info

== Columns %2l Preview features

57 Got feedback?

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

2 tenable one

X Application type == Enterprise Applications >

1 application found

Name TJ  Object ID

Application ID

Homepage URL

Application 1D starts with <

Created on T. Certificate Expiry ...

Tenable One

@ Current

The application overview appears.

4. In the left navigation menu, click Manage > Single sign-on.

Home > Enterprise applications | All applications >

) Tenable One | Overview

Enterprise Application

Overview
Deployment Plan

Diagnose and solve problems

I B =

Manage

II! Properties
42 Owners

Roles and administrators

B B

Users and groups

C]

Single sign-on

Provisioning
Application proxy

Self-service

B o % &

Custom security attributes

Properties
Name @
TO
| Tenable One D l

Application ID ©

[ D)
ObjectID @

[ D]

Getting Started

- 1. Assign users and groups
vy g group:

Provide specific users and groups access
to the applications

Assign users and groups

The SAML-based Sign-on options appear.

5. On the Attributes & Claims tile, click the £ Edit button.

The Attributes & Claims page appears.
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6. Do one of the following:

* To map all users to the same role:

a. Click Add new claim.

The Manage claim pane appears.

Home > Enterprise applications | All applications > Tenable One | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >
Manage claim - X

Save X Discard changes ,@ Got feedback?

| Name * I userRoleUuid v I

Namespace | Enter a namespace URI

~ Choose name format

Source * @ Attribute O Transformation O Directory schema extension

I Source attribute * | "11111111-2222-3333-4444-555555555555" e |I

~  Claim conditions

~  Advanced SAML claims options

b. In the Name text box, type userRoleUuid.

c. In the Source attribute text box, type the UUID of the Tenable user role.

Tip: Tenable user role UUIDs can be found in Tenable Vulnerability Management, in the
Settings > Access Control > Roles table.

* To map individual users to different roles:

If each user should be assigned their own unique role, you can define their role with user
attributes. Based on your level of experience with Microsoft Entra ID and Microsoft

Graph, you may be most comfortable with one option or another. Some examples
include:

° |everage extension attribute: Microsoft Entra ID offers a set of 15 extension
attributes with predefined names, which can be edited with Microsoft Graph. You
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can learn to add and read these extension attributes by visiting Add Custom data

to Resources Using Extensions.

a. Using Microsoft Graph, identify an available (unused) extension attribute.

b. For each user within the organization, update the selected extension
attribute with the UUID of the Tenable user role.

Tip: Tenable user role UUIDs can be found in Tenable Vulnerability Management,
in the Settings > Access Control > Roles table.

a. For example, you can modify the attribute using the PATCH method:

v10 ~ I https://graph.microsoft.com/v1.0/users/ I

P Requestbody  [@1Request headers & Modify permissions @ Access token

{
"onPremisesExtensionAttributes": {
| “extensionAttributel": "11111111-2222-3333-4444-555555555555"
¥

}

(%) Mo Content - 204 - 647 ms
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b. Then confirm the change using the GET method:

https:/fgraph.microsoft.com/v1.0/users?§select=id,displayName, i i i I

- Jem

P> Requestbody [ Request headers @ Moadify permissions @ Access token

&) OK-200-514 ms.

) Response preview Response headers [ Code snippets =8 Toolkit component B Adaptive cards

(=K}
“godata, context™: "https:/fgraph.microsoft.comivl.8/smetadatagusersiid,displayName, onPremisesExtensiondttributes)”,
=] “value®: |
=] {
=1d™1 = b=,
“displayhane™; * w0
u] “onPrenisesExtensionAttributes:

“extensionAttributel®: “11111111-2732-3333-4444-555555555555"

‘extensionAttributed s null,
“extensionAttribute3”: null,

3 Expand

Within the Attributes & Claims page of the newly created app, click Add new

claim.

The Manage claim pane appears.
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Home > Tenable One | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >

Manage claim - X

Save X Discard changes }'3? Got feedback?

I Name * userRoleUuid v II

MNamespace Enter a namespace URI “

~ Choose name format

Source * @ Attribute O Transformation O Directory schema extension

Source attribute * user.extensionattributel ~ |

[ |

user.extensionattributel |

~ Claim conditions

~  Advanced SAML claims options

user.extensionattribute2

user.extensionattribute3

user.extensionattributed

user.extensionattributes
user.extensionattributet
user.extensionattribute?
user.extensionattributes
user.extensionattributed
user.extensionattribute10
user.extensionattribute11
user.extensionattribute12
user.extensionattributel3
user.extensionattributeld

user.extensionattribute15

d. In the Name text box, type userRoleUuid.

e. Inthe Source attribute text box, find and select the appropriate extension
attribute (for example, user.extensionattributel).

° |everage existing attributes: You may opt to modify an existing and available
(unused) attribute (for example, Fax Number). This can be useful for testing, small
scale deployments, or until extension attributes can be leveraged.

a. Navigate to Home > Users.
b. For each user in scope, select Properties.

The Properties pane appears.
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Hoeme >

" &7 Editproperties  [i] Delete () Refresh ) Resetpassword (5 Rewoke sessions 53 Manage view A7 Got feedback?

Overview Monitoring Properties

Identity & Contact Information &~
Display name Street address

First name City

Last name State or province

User principal name ZIP or postal code

Object 1D Country or region
Identities Business phone

User type Mabile phone

Creation type Email

Created date time Other emails

Last password change date time Proxy addresses
Invitation state I Fax number 11111111-2222-3333-4444-555555 5555555555 I
External user state change date ... IM addresses

Assigned licenses Mail nickname

Select an available existing attribute and edit the value with the UUID of the
Tenable user role.

Tip: Tenable user role UUIDs can be found in Tenable Vulnerability Management,
in the Settings > Access Control > Roles table.

Within the Attributes & Claims page of the newly created app, click Add new
claim.

The Manage claim pane appears.

Home > Tenable One | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >

Manage claim - X

E save X Discard changes R’j Got feedback?

IName* ‘ userRoleUuid ~ I

Namespace [ Enter a namespace URI v

~ Choose name format

Source * (®) Attribute () Transformation (_) Directory schema extension

I Source attribute * [ user.facsimiletelephonenumber ~ I

~ Claim conditions

o Ardumnen A CARAL claimae anbinne
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e. In the Name text box, type userRoleUuid.

f. In the Source attribute text box, and and select the appropriate extension
attribute (for example, user.facsimiletelephonenumber).

* To map user groups to different roles:

If users of a specific user group within Microsoft Entra ID should all be assigned the
same role within Tenable One, (for example, Administrators), then you can leverage their
existing group membership:

a. Click Add new claim.

The Manage claim pane appears.

Home > Tenable One | SAML-based Sign-on > SAML-based Sign-on > Attributes & Claims >

Manage claim - X

save < Discard changes 27 Got feedback?

Name * userRoleUuid \/ |

MNamespace Enter a namespace URI v |

“ Choose name format
Source ®) Attribute () Transformation (_ Directory schema extension
Source attribute

~  Claim conditions

Returns the claim only if all the conditions below are met.

o Multiple conditions can be applied to a claim. When adding conditi order of operation is imp Read the documentation for more information.
User type Scoped Groups Source Value
Members 1 groups Attribute “11111111-2222-3333-4444-555555555555"
Members 1 groups Attribute “22222222-3333-4444-5555-666666666666"
Select from drop down ~ Select groups Select claim condition...

~  Advanced SAML claims options

b. In the Name text box, type userRoleUuid.

c. For each required role:
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i. Under Claim conditions, in the User type drop-down, select the best option
based on your environment, such as Members.

ii. Click Select groups and then select the relevant user group.
iii. Inthe Source drop-down, select Attribute.

d. Inthe Value text box, type the UUID of the Tenable user role.

Tip: Tenable user role UUIDs can be found in Tenable Vulnerability Management, in the
Settings > Access Control > Roles table.

7. Click Save. Any time a user logs in via your SAML configuration, Tenable One automatically
adds them the specified user role in Tenable One.

Tip: Alternatively, you can create separate applications in Microsoft Entra ID: one for each role
and/or each user group (along with separate SAML integrations within Tenable One), where each
user is assigned to an application based on their expected role/group mapping.

Additional Resources

For more information on Microsoft Entra ID IdP configuration, see the following resources:

* Microsoft Entra ID Developer Portal

e SAML Authentication with Microsoft Entra ID

* Use a SAML 2.0 IdP for Single Sign On
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SAML for Individual Tenable Applications

Several Tenable applications support configuring an individual SAML configuration for the app. You
may require these configuration steps if you are not a Tenable One customer, or you want to
configure a SAML configuration for an application individually or outside of the Tenable One product
suite.

The information in this section aims to provide complete configuration steps to use SAML with the
following Tenable products:

Tip: Looking for individual configuration instructions for Tenable Vulnerability Management, Tenable Web
App Scanning, Tenable Cloud Security, or Tenable Attack Surface Management? These apps follow the
SAML for Tenable One configuration workflow. For more information, see the table on the Welcome page.

Tenable ldentity Exposure SAML Configuration

You can configure Tenable Identity Exposure to accept credentials from your SAML identity
provider. This allows for an additional layer of security, where the SAML credentials are certified for
use within Tenable Identity Exposure. Once you enable SAML for a user, they can log in to Tenable
Identity Exposure directly through their identity provider, which automatically signs them in and
redirects them to the Tenable Identity Exposure landing page.

While several configuration steps occur directly in the Tenable Identity Exposure user interface, the
entire SAML configuration process includes several processes across multiple applications. This
guide describes three of the most commonly used Identity Providers (IdPs) and how to configure
them for use with Tenable Identity Exposure SAML from start to finish.

To get started, see the following topics:

e Tenable Identity Exposure: Okta |dP

* Tenable Identity Exposure: Microsoft Entra ID IdP

e Troubleshooting and Common Errors

Tenable Identity Exposure: Okta IdP
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One of the most common IdPs used to configure SAML with Tenable Identity Exposure is Okta. The
following steps guide you through the configuration process from start to finish.

Manual configuration requires the following:
* URL of the SAML server: A value that corresponds to the IdP provider SSO URL within Okta.

* Assert endpoint of the Tenable.ad service provider: A value that corresponds to the
Audience URI (SP Identity ID) within Okta.

* Trusted Certificate Authorities: The SAML server certificate in PEM-encoded format,
beginning with ----- BEGIN CERTIFICATE ----- and ending with ----- END CERTIFICATE
————— , provided by Okta in the X.509 certificate section.

Enable Tenable Identity Exposure SAML

The first step in configuring SAML for use with Tenable Identity Exposure is to enable the
configuration in the Tenable Identity Exposure application. Then, you can download your certificate

file to use in your IdP.

To enable the Tenable Identity Exposure SAML configuration:
1. In your browser, navigate to Tenable Identity Exposure.
2. Navigate to Systems > Configuration.
The configuration pane appears.
3. Under the Authentication section, click SAML Single Sign-on.
4. Click the Enable SAML authentication toggle.

A SAML information form appears.
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System Configuration

Forest management Domain management Tenant management Configuration About Legal
- APPLICATION SERVICES SAML SINGLE SIGN-ON
L
2 SMTP server Enable SAML authentication [ o)
a > Activity Logs Enable SAML authentication for your organization through an identity
provider like Azure AD
> Trusted Certificate Authorities
~ > Indicators of Attack URL of the SAML server*
> Tenable Cloud TRUSTED CERTIFICATE AUTHORITIES
7
ALERTING ENGINE g
> SYSLOG
.
.e > Email
|
> Plugins Management
SAML server certificate* Copylpaste the certificate provided by the SAML server
AT Tenae a e
q > Tenable.ad Download and use this certificate in your SAML server
> LDAP Activate automatically new 9
n > SAML Single Sign-On user's account After the first SAML authentication, activate automatically the created
account
TENABLE.AD ENDPOINTS

URL of the Tenable.ad service
provider

Assert endpoint of the
Tenable ad service provider

DEFAULT PROFILE AND ROLES

Allowed groups You must configure the default profile and roles for each SAML group.

bl -
Add 2 SAML group Save

5. In the Tenable.ad Certificate section, click Download.
Your browser downloads the certificate needed to connect with your |dP.
6. In the Tenable.ad Endpoints section, copy the following values for use within your IdP:
* URL of the Tenable.ad service provider
* Assert endpoint of the Tenable.ad service provider

You can now use the downloaded certificate and copied values to set up the connection with your
IdP.

Okta: Configure Application Integration and Upload Certificate

Now that you have enabled the Tenable Identity Exposure SAML configuration, you can create a
Tenable application in Okta.

1. In your browser, navigate to the Okta Admin portal.
2. In the left navigation menu, click Applications > Applications.

The Applications page appears.
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3. Click Create App Integration.

The Create a new app integration window appears.

$% okta Q

Dashboard W Create App Integration

Directory A
Search
Customizations A
Applications ~ STATUS
ACTIVE 1
Applications
INACTIVE 0
Self Service

4. Select the SAML 2.0 radio button.

Create a new app integration

Sign-in method 0IDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SS0) through API
endpeoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

Learn More 2

O saMmL20
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML.

APl Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for
machine-te-machine authentication.
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5. Click Next.
The General Settings options appear.

#;Create SAML Integration

o General Settings Configure SAML Feedback

1 General Settings

App name Tenable One

App logo (optional) @ @

App visibility Do not display application icon to users

6. In the App name text box, type a name for your application.

7. (Optional) To add a custom logo for the application, in the App logo section, upload a .png,
.jpeq, or .gif file and click Apply.
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Upload New Logo

Requirements

@tenable « Must be PNG, JPG or GIF

* Less than IMB

For Best Results, use a PNG
image with
e Minimum 420px by 120px to
prevent upscaling
« Landscape orientation

« Transparent background

Apply Cancel

8. Click Next.

The Configure SAML options appear.
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10.

1.

12.

13.

: Create SAML Integration

General Settings o Configure SAML Feedback

A SAML Settings
What does this form do?

General This form generates the XML needed
for the app's SAML request.

Single sign-on URL @ https://cloud.tenable.com/saml/login/PLACEHOLDER

- - — Where do | find the info this form
u Use this for Recipient URL and Destination URL needs?

. . The app you're trying to integrate with
Audience URI (SP Entity ID) @ TENABLE_IO_PLACEHOLDER should have its own documentation on
using SAML. You'll need to find that
Default RelayState @ doc, and it should outline what
information you need to specify in this

form.

If no value is set, a blank RelayState is sent

Name ID format @

Unspecified M
Application username @ Email v
Update application username on Create and update v

In the Single sign-on URL text box, paste the URL of the Tenable.ad service provider value
you copied from Tenable Identity Exposure.

In the Audience URI (SP Identity ID) text box, paste the Assert endpoint of the Tenable.ad
service provider value you copied from Tenable Identity Exposure.

Click Show Advanced Settings.

In the Assertion Encryption drop-down, select Encrypted.

Assertion Encryption @ Encrypted ;

Click the Encryption Certificate field, and, in your browser, select the certificate you
downloaded from Tenable Identity Exposure.

Okta saves the certificate.
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Encryption Certificate @
0 encryption-certificate.crt A

Uploaded by Craig Birch on Mon Apr 04 15:46:30
UTC 2022

CN=tenable.ad
Valid from 2022-04-04T7T15:42:30.0007 to 2024
oO7-07T15:42:30.0002

Certificate axpires in 824 day

14. In the Group Attribute Statements section, insert the following values:
a. In the Name text box, type groups.
b. In the Name format drop-down, select Unspecified.

c. Inthe Filter boxes, select Starts with and then type Tenable.

Group Attribute Statements (optional)

MName Mame format Filter
(optional
groups Unspecrified - Starts with » | Tenable
15. Click Next.

16. Select I'm an Okta customer and adding an internal app.
17. Click Finish.

18. On the Sign-0n tab, click the View Setup Instructions button.

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata is available if this application supports dynamic configuration.

19. Save the following for use with Tenable Identity Exposure:

* |dP provider SSO URL

| Tip: You'll later paste this as the URL of the SAML server within Tenable Identity Exposure.
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¢ X.509 certificate

Tip: You'll later paste the contents of this certificate in the Trusted Certificate Authorities
section of Tenable Identity Exposure.

Create Okta Groups and Assign Users

To create groups and assign users:
1. In Okta, navigate to Directory Groups > Add Group.
2. Create the following groups for use with Tenable Identity Exposure:
* Create a Tenable_users group. Add any users with Standard User Access to this group.

* Create a Tenable_admins group. Add any Administrators to this group.

l Tip: You'll later paste these as the SAML group name within Tenable Identity Exposure.

You can now finish your SAML configuration within the Tenable Identity Exposure application.
Assign the Okta Application to your Users

To assign the application to your users or groups:
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1.

In the left navigation menu, click Applications > Applications.

Dashixoard

Directary

Customizations

Applications

Applications

Self Service

APl Servica Intagrations

Security

Workflow

Reparls

Settings

Next to your newly created application configuration, click the % button.

Otenable

Applications

Developer Edition provides a limited number of apps.

Deactivate unwsed apps of chack out owr plans page, Centact s to find a plan that is right for your erganization.

Create App Integration Browse App Catalog [ Assign Users to App [ More * |

Search

ETATUS

ACTIVE

IMACTIVE

®
Q@
®

Otenable

Okta Adenin Console

Okta Browser Plugin

Okta Dashboard

Assign the application to one or more users or groups:

* Click Assign to Users.

* Click Assign to Groups.

An Assign window appears.

Next to the user or group to which you want to assign the application, click Assign.

A confirmation window appears.

Click Save and Go Back.
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6. Repeat for each user or group to which you want to assign the application.

7. Click Done.

Okta saves your changes, and you can now configure the final piece of the SAML configuration

within Tenable Identity Exposure.

Finalize the Tenable ldentity Exposure SAML Configuration

Once you've set up your application within your IdP, you can finalize your SAML configuration via the

Tenable Identity Exposure interface.

To finalize the Tenable Identity Exposure SAML configuration:
1. In your browser, navigate to Tenable Identity Exposure.
2. Navigate to Systems > Configuration.
The configuration pane appears.
3. Under the Authentication section, click SAML Single Sign-on.
4. Click the Enable SAML authentication toggle.

A SAML information form appears.
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System Configuration

Forest management Domain management Tenant management Configuration About Legal
- APPLICATION SERVICES SAML SINGLE SIGN-ON
L
2 SMTP server Enable SAML authentication [ o)
a > Activity Logs En zation through an identity
pro
> Trusted Certificate Authorities
~ > Indicators of Attack URL of the SAML server*
> Tenable Cloud TRUSTED CERTIFICATE AUTHORITIES
L4
ALERTING ENGINE g
> SYSLOG
.
. > Email
4
> Plugins Management
¢ copvipaste the certificate provided by the S, -
SAML server certificate* Copylpaste the certificate provided by the SAML server
AT Tenae a e
Q > Tenable ad Download and use this certificate in your SAML server
> LDAP Activate automatically new -
-
TENABLE.AD ENDPOINTS
URL of the Tenable.ad service
provider
Assert endpoint of the
Tenable.ad service provider
DEFAULT PROFILE AND ROLES
Allowed groups You must configure the default profile and roles for each SAML group.

bl -
Add 2 SAML group Save

In the URL of the SAML server box, paste the value you copied from your IdP. This value
identifies the SAML server where Tenable Identity Exposure must connect.

In the Trusted Certificate Authorities box, paste certificate values that you copied from your
|dP, beginning with ----- BEGIN CERTIFICATE ----- and ending with ----- END
CERTIFICATE ----- .

Enable the Activate automatically new user's account toggle.

In the Default Profiles and Roles section, configure at least one Allowed Group. This group
name should match the name and description of the group you created in your IdP.

A group for your administrators that matches the group you created in your IdP:

a. Inthe SAML group name text box, type the name of the group you created in your
ldP.

b. In the Default profile text box, select the default profile you want to use for the
group.
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c. Inthe Default roles box, select the default role you want to use for the group. For
example, if the group is for Administrator use only, select Global Administrator.

9. Click Save.

Tenable Identity Exposure saves your changes, and your SAML configuration is ready for use.

Additional Resources

For more information on Okta IdP configuration, see the following resources:

Okta Developer Portal

Create SAML App Integrations

Build a Single Sign-On Integration

Create a SAML Integration in Okta

Tenable Identity Exposure: Microsoft Entra ID IdP

One of the most common IdPs used to configure SAML with Tenable Identity Exposure is Microsoft
Entra ID. The following steps guide you through the configuration process from start to finish.

Manual configuration requires the following:
* URL of the SAML server: A value that corresponds to the Login URL within Microsoft Entra ID.

* Assert endpoint of the Tenable.ad service provider: A value that corresponds to the Reply
URL within Microsoft Entra ID.

* Trusted Certificate Authorities: The SAML server certificate in PEM-encoded format,
beginning with ----- BEGIN CERTIFICATE ----- and ending with ----- END CERTIFICATE
————— , provided by Microsoft Entra ID in the Certificate (Base 64) section.

Enable Tenable Identity Exposure SAML

The first step in configuring SAML for use with Tenable Identity Exposure is to enable the
configuration in the Tenable Identity Exposure application. Then, you can download your certificate
file to use in your IdP.
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To enable the Tenable Identity Exposure SAML configuration:

1. In your browser, navigate to Tenable Identity Exposure.
2. Navigate to Systems > Configuration.
The configuration pane appears.
3. Under the Authentication section, click SAML Single Sign-on.
4. Click the Enable SAML authentication toggle.

A SAML information form appears.

System Configuration

Forest management Domain management Tenant management Configuration About Legal
- APPLICATION SERVICES SAML SINGLE SIGN-ON
L]
> SMTE server Enable SAML authentication [ o)
- > Activity Logs Enable SAML authentication fer your organization through an identit
provider like Azure AT
> Trusted Certificate Authorities
~ > Indicators of Attack URL of the SAML server*
> Tenzble Cloud TRUSTED CERTIFICATE AUTHORITIES
L4
ALERTING ENGINE g
> SYSLOG
.
.e > Email
v
> Plugins Management
¢ copvipaste the certificate provided by the S, -
SAML server certificate* Copylpaste the certificate provided by the SAML server
SN .
Q > Tenable ad Download and use this certificate in your SAML server
a > LDAP Activate automatically new -
g it Aft he =t SAN suthentication. activate sutomaticallv the created
> SAML Single Sign-On users accoun A e first SAML authentication, activate automatically the created
TENABLE.AD ENDPOINTS
URL of the Tenable ad service
provider
Assert endpoint of the
Tenable.ad service provider
DEFAULT PROFILE AND ROLES
Allowed groups You must configure the default profile and roles for sach SAML group.

H- -
Add a SAML group Save

5. In the Tenable.ad Certificate section, click Download.
Your browser downloads the certificate needed to connect with your |dP.
6. In the Tenable.ad Endpoints section, copy the following values for use within your IdP:
* URL of the Tenable.ad service provider
* Assert endpoint of the Tenable.ad service provider

You can now use the downloaded certificate and copied values to set up the connection with your
ldP.
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Microsoft Entra ID: Create Application and Upload Certificate

Now that you have enabled the Tenable Identity Exposure SAML configuration, you can create a
Tenable application in Microsoft Entra ID.

1. In your browser, navigate to the Azure Admin portal.
2. In the navigation menu, navigate to All services > Enterprise Applications.

The application gallery appears.

All services > Enterprise applications

=2z Enterprise applications | All applications

4 -+ New application () Refresh Download (Export) 0 Preview info == Columns Preview features

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

e ® Application type == Enterprise Applications < Application ID starts with < +v
0 applications found

Name 71 Object ID Application ID Homepage URL Created on Tl  Certificate Exp

No results

3. Click Create your own application.

The Create your own application window appears.
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27 Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

[ Tenable One v |

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

. In the What's the name of your app? text box, type a name for your application.

. In the What are you looking to do with your application section, select the Integrate any
other application you don't find in the gallery radio button.

. Click Create.

Microsoft Entra ID redirects you to the application overview page.

. In the Getting Started section, click the Set up single sign on tile.
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Home > Enterprise applications | All applications >

iz Tenable One | Overview
" Enterprise Application
< «
B Overview Properties
[ peployment Plan 10 [N:me h?o D]
enable One
7% Diagnose and solve problems
Application ID ©
' Manage [ D|
II! Properties ObjectiD @
42 Owners [ [} |

4, Roles and administrators

&2 Users and groups

3) single sign-on

2 Provisioning
E? Application proxy
C Self-service

] Custom security attributes

Getting Started

1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

The Single Sign-on options appear.

All services > Enterprise applications | All applications

) | Single sign-on

Enterprise Application

Single sign-on (S50) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more.

Select a single sign-on method

O

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

8. Click the SAML tile.

Help me decide

i

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

The SAML-based Sign-on page appears.

9. On the Basic SAML Configuration tile, click the *** button.

Action items appear.
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10. Click Edit.

The Basic SAML Configuration page appears.

Basic SAML Configuration

Save P\'_*] Got feedback?

Identifier (Entity ID) * ©
The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated S50.

Default

/] © O

[ ,

Add identifier

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML

Index Default

[ VL] & ©
Add reply URL

11. In the Identifier (Entity ID) text box, paste the URL of the Tenable.ad service provider value
you copied from Tenable Identity Exposure.

12. In the Reply URL text box, paste the Assert endpoint of the Tenable.ad service provider
value you copied from Tenable Identity Exposure.

13. On the User Attributes & Claims tile, click the *** button.
Action options appear.

14. Click Edit.
The User Attributes & Claims page appears.

15. Click Add a group claim.

The Group Claim preview appears.
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16.

17.

18.

19.

20.

21.

O

Group Claims (Preview)

Manage the group daims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?
O None

O All groups

O Security groups

O Directory roles

@ Groups assigned to the application

Source attribute *

‘ Group ID

Advanced options

B Customize the name of the group claim

Name (required)

gI‘OUDi

Select the Groups assigned to the application radio button.
In the Source Attribute drop-down, select Group ID.

Select the Customize the name of the group claim checkbox.
In the Name text box, type groups.

Click Save.

You return to the SAML-based Sign-on page.

In the left navigation menu, click Token Encryption.
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Encryption options appear.

22. Click Import Certificate.

T Import Certificate

Import Certificate

Upload a certificate with a file name axtension .cer

“AlsidForAD.cer”

23. Inyour file manager, select the certificate you downloaded from Tenable Identity Exposure.
24. Click Add.

25. Right-click the newly uploaded certificate and click Activate Token Encryption.

T Import Certificate
o Please activate a certificate to enable token encryption
Status Key Id St

Inactive 3/

Create Microsoft Entra ID Groups and Assign Users

To create groups and assign users:
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1. In Microsoft Entra ID, in the left navigation menu, click Users and Groups.
The Users and Groups page appears.

2. Click Add User.
The Add Assignment page appears.

3. Click the Users and Groups section.

4. In the selection plane, select the users and/or groups you want to assign to the group for use
with Tenable Identity Exposure.

- ~ L LR L LAY 11 RIS T AT §_rur_ U PN AL AT AL LA S WL LAY A T LS T NIE T 3 PP U AT 1] e AR A e - oMY = - - o

P RS 1 8 ® g 7 © belrorn: g

Home Alsid for AD | Users and groups Add Assignment

Add Assignment

Users and groups 3 . Alsid Demo
Mone Selected alsad@eonpayz
Ben
ben_toomp xyzFEXT+Gbentcorp0s5.onmicrosoft. com
Assign

5. For each user or group you add, click the name and copy the Object ID for later use within
Tenable Identity Exposure.
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Display Name

(] - Alsid Admin

Alsid Admin

Membership type ‘ Assigned b |
Source ‘ Cloud D |
Type | Security D]
Object Id [315c3b0c-atef-4d24-a677-65d0271206fa D]
Creation date [ 3/12/2020, 4:05:14 PM D |

l Tip: You'll later paste this as the SAML group name within Tenable Identity Exposure.

6. Navigate back to the SAML-based Sign-on page.

7. On the SAML Certificates tile, in the Certificate (Base 64) section, click Download.
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9 SAML Signing Certificate Ve
Status Active
Thumbpnnt FOGEDESACAD491635889FF697T8A375CS5D520140
Expiration 3/18/2023, 2:41:51 PM
Notification Email ben@tcorp.xyz
App Federation Metadata Url https://login.microsoftonline.com/025e0cef-41c... | IR
Certificate (8as264)
Certificate (Raw) Download
Federation Metadata XML Download

o Set up App

You'll need to configure the application to link with Azure AD.

Login URL https://login.microsoftonline.com/025e0cef-41¢c... | [

DS/ /ST WINQOWS.NELUZ caUCeT-4 | CC-S40Y9 =54

Logout URL https/login.microsoftonline.com/common/wsf... D

View step-by-step instructions

Your browser downloads the certificate.

Tip: You'll later paste the contents of this certificate in the Trusted Certificate Authorities section
of Tenable Identity Exposure.

8. In the Set up App section, copy the Login URL for later use within Tenable Identity Exposure.

I Tip: You'll later paste this as the URL of the SAML server within Tenable Identity Exposure.

You can now finish your SAML configuration within the Tenable Identity Exposure application.

Finalize the Tenable Identity Exposure SAML Configuration

Once you've set up your application within your IdP, you can finalize your SAML configuration via the
Tenable Identity Exposure interface.

To finalize the Tenable Identity Exposure SAML configuration:

1. Inyour browser, navigate to Tenable Identity Exposure.

2. Navigate to Systems > Configuration.
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The configuration pane appears.
3. Under the Authentication section, click SAML Single Sign-on.
4. Click the Enable SAML authentication toggle.

A SAML information form appears.

System Configuration

Forest management Domain management Tenant management Configuration About Legal
- APPLICATION SERVICES SAML SINGLE SIGN-ON
L]
2 SMTP server Enable SAML authentication [ o)
a > Activity Logs E rganization through an identity
> Trusted Certificate Authorities
~ > Indicators of Attack URL of the SAML server*
> Tenable Cloud TRUSTED CERTIFICATE AUTHORITIES
L4
ALERTING ENGINE g
> SYSLOG
.
.e > Email
4
> Plugins Management
¢ copvipaste the certificate provided by the S, -
SAML server certificate* Copylpaste the certificate provided by the SAML server
AT Tenae a e
Q > Tenable ad Download and use this certificate in your SAML server
> LDAP Activate automatically new 9
n > SAML Single Sign-On user's account After the first SAML authentication, activate automatically the created
TENABLE.AD ENDPOINTS
URL of the Tenable ad service
provider
Assert endpoint of the
Tenable ad service provider
DEFAULT PROFILE AND ROLES
Allovred groups You must configure the default profile and roles for each SAML group.

bl -
Add 2 SAML group Save

5. In the URL of the SAML server box, paste the value you copied from your IdP. This value
identifies the SAML server where Tenable Identity Exposure must connect.

6. In the Trusted Certificate Authorities box, paste certificate values that you copied from your
|dP, beginning with ----- BEGIN CERTIFICATE ----- and ending with ----- END
CERTIFICATE ----- .

7. Enable the Activate automatically new user's account toggle.

8. In the Default Profiles and Roles section, configure at least one Allowed Group. This group
name should match the name and description of the group you created in your IdP.
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A group for your administrators that matches the group you created in your IdP:

a. Inthe SAML group name text box, type the name of the group you created in your
ldP.

b. In the Default profile text box, select the default profile you want to use for the
group.

c. Inthe Default roles box, select the default role you want to use for the group. For
example, if the group is for Administrator use only, select Global Administrator.

9. Click Save.

Tenable Identity Exposure saves your changes, and your SAML configuration is ready for use.
Additional Resources

For more information on Microsoft Entra ID IdP configuration, see the following resources:

* Microsoft Entra ID Developer Portal

e SAML Authentication with Microsoft Entra ID

* Use a SAML 2.0 IdP for Single Sign On

SAML for Tenable Security Center

You can configure Tenable Security Center to accept credentials from your SAML identity provider.
This allows for an additional layer of security, where the SAML credentials are certified for use
within Tenable Security Center. Once you enable SAML for a user, they can log in to Tenable
Security Center directly through their identity provider, which automatically signs them in and
redirects them to the Tenable Security Center landing page.

While several configuration steps occur directly in the Tenable user interface, the entire

SAML configuration process includes several processes across multiple applications. This guide
describes three of the most commonly used Identity Providers (IdPs) and how to configure them for
use with Tenable Security Center SAML from start to finish.

Considerations for Advanced SAML Features
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Because Tenable Security Center cannot accept private keys to decrypt SAML assertions, Tenable
Security Center does not support SAML assertion encryption. If you want to configure SAML
authentication in Tenable Security Center, choose an identity provider that does not require
assertion encryption and confirm that assertion encryption is not enabled.

For information about Tenable Security Center communications encryption, see Encryption

Strength.

| Note: Tenable Support does not assist with configuring or troubleshooting advanced SAML features.

To get started, see the following topics:

e Tenable Security Center: Okta |dP

e Tenable Security Center: Microsoft Entra ID |dP

e Tenable Security Center: Microsoft ADFS |dP

e Troubleshooting and Common Errors

Tenable Security Center: Okta |dP

One of the most common |dPs used to configure SAML with Tenable Security Center is Okta. The

following steps guide you through the configuration process from start to finish.

Manual configuration requires the following:

* Login URL: A custom URL in the following format:
https://PLACEHOLDER/saml/module.php/saml/sp/saml2-acs.php/1

Where PLACEHOLDER is the IP address or hostname for your Tenable Security Center

instance.

e Audience URI(SP Entity ID): A custom ID in the following format:

https://tenable.sc
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I Note: This value must be in URL format.

* A certificate within the SAML metadata object that matches the data originally sent to
Tenable.

Note: Tenable does not support the use of multiple certificates and only extracts the first certificate
from the metadata object. If the object includes multiple certificates, you must specify which
certificate to use if it is not the first one listed.

Okta: Create Initial Application Integration

To create an application integration in Okta:
1. In your browser, navigate to the Okta Admin portal.
2. In the left navigation menu, click Applications > Applications.
3. Click Create App Integration.

The Create a new app integration window appears.

3% okta Q
Dashboard W Create App Integration

Directory e
Search
Customizations A
Applications ~ STATUS
ACTIVE 1
Applications
INACTIVE 0
Self Service

4. Select the SAML 2.0 radio button.
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Create a new app integration

Sign-in method

Learn More 2

5. Click Next.

The General Settings options appear.

#;Create SAML Integration

o General Settings

1 General Settings

0IDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (S50) through API
endpoints. Recommended if you intend to build a custom app integration
with the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for S50. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication

Okta-specific S50 method. Use if your application doesn't support OIDC or
SAML.

APl Services
Interact with Okta APIs using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Configure SAML Feedback

App name Tenable One
App logo (optional) [E]
App visibility Do not display application icon to users

Cancel
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6. In the App name text box, type a name for your application.

7. (Optional) To add a custom logo for the application, in the App logo section, upload a .png,
.jpegq, or .gif file and click Apply.

Upload New Logo

Requirements

@tenable « Must be PNG, JPG or GIF

* Less than IMB

For Best Results, use a PNG
image with
+ Minimum 420px by 120px to
DI'EUEI'I'( upscaling
« Landscape orientation

« Transparent background

8. Click Next.

The Configure SAML options appear.
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10.

11.

12.

13.

: Create SAML Integration

General Settings

A SAML Settings

General

Single sign-on URL @

Audience URI (SP Entity ID) @

Default RelayState @

Name ID format @

Application username @

Update application username on

€ configure SAML

https://cloud.tenable.com/saml/login/PLACEHOLDER

® Use this for Recipient URL and Destination URL

TENABLE_IO_PLACEHOLDER

If no value is set, a blank RelayState is sent

Unspecified v
Email v
Create and update v

In the Single sign-on URL text box, type the following URL:

Feedback

What does this form do?

This form generates the XML needed
for the app's SAML request.

Where do | find the info this form
needs?

The app you're trying to integrate with
should have its own documentation on
using SAML. You'll need to find that
doc, and it should outline what
information you need to specify in this
form.

https://PLACEHOLDER/saml/module.php/saml/sp/saml2-acs.php/1

Where PLACEHOLDER is the IP address or hostname for your Tenable Security Center

instance.

Select the Use this for Recipient URL and Destination URL checkbox.

In the Audience URI (SP Identity ID) text box, type the following placeholder text:

https://tenable.sc

Ensure the Default RelayState text box is blank.

In the Name ID format drop-down, select Unspecified.
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14.

15.

16.

17.

O

In the Application username drop-down, select Email.

In the Update application username on drop-down, select Create and update.
Do not change any other configuration options.

Click Next.

The Feedback options appear.

;. Create SAML Integration

General Settings Configure SAML o Feedback

3  Help Okta Support understand how you configured this application
Why are you asking me this?
This form provides Okta Support with

The optional questions below assist Okta Support in understanding your app . i
useful background information about

integration.
your app. Thank you for your help—we
appreciate it.
App type @ This is aninternal app that we have created
Contact app vendor It's required to contact the vendor to enable SAML

Which app pages did you consult to configure SAML?

Enter links, describe where the pages are, or anything else you think is helpful

Did you find SAML docs for this app?

Enter any links here

Any tips or additional comments?

Placeholder text

18. (Optional) Provide any feedback you want to include.

19.

Click Finish.

Okta saves your application configuration.
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20. In the applications list, select the newly added application configuration.

21.

22.

Dashixoard

Directary

Customizations

Applications

Applications

Self Service

APl Servica Intagrations

Security

Workflow

Reparls

Settings

Applications

Developer Edition provides a limited number of apps.

Deactivate unwsed apps of chack out owr plans page, Centact s to find a plan that is right for your erganization.

Create App Integration Browse App Catalog [ Assign Users to App [ More *

Search
BTATUS @ Okta Adenin Corsole
ACTIVE 1
INACTIVE 1 @ Okta Browser Plugin
@ Okta Dashbosrd
CHenable

Application details appear.

In the Actions drop-down menu, click View IdP Metadata.

Okta redirects you to another page, where you can view the metadata file.

In your browser, save the resulting file as metadata.xmi.

- 133 -

@ Help



Save As: | ~ metadata.xml

Tags:

[ Downloads ) [~ | Q Search

Date Added

) New Folder )

Your browser downloads the metadata.xml file.

Enable Tenable Security Center SAML

Once you have downloaded your medata.xml file, you can use it to configure SAML in Tenable
Security Center. You can configure this directly in the Tenable Security Center application.

To set up the Tenable Security Center SAML configuration:
1. In your browser, navigate to Tenable Security Center.
2. In the left navigation, click System > Configuration.
The Configuration page appears.
3. Click the SAML button.
The SAML Configuration page appears.
4. In the General section, confirm the SAML toggle is enabled.

5. In the Source drop-down box, select Import.
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The page updates to display additional options.
6. Inthe Type drop-down box, select SAML 2.0.

7. Click Choose File and browse to the SAML metadata file from your identity provider.

Note: The metadata file must match the Type you selected. If Tenable Security Center rejects the
file, contact your identity provider for assistance.

8. Click Submit.
Tenable Security Center saves your configuration.
9. For the configuration you just created, click Download SAML Configuration XML.

Your browser downloads the metadata.xml file. You can now use this file for final

configuration in your |dP.

Okta: Configure Final Application Integration and Upload Metadata

Now that you have downloaded the completed metadata file, you can use that file to create a

permanent Tenable application in Okta.
1. In your browser, navigate to the Okta Admin portal.
2. In the left navigation menu, click Applications > Applications.
The Applications page appears.

3. Click Browse App Catalog.
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Dashboard ~
Directory . Applications
Customizations -
Applications ~

Applications. ( ) )
Create App Integration Browse App Catalog Assign Users to App | More v

Sell Service

AP| Service Integrations Search

‘four OIN Integrations

STATUS
-
Security ACTIVE
Workflow ~ INACTIVE
Reports ~
Settings hd

@ Tenable Une

Select the application you previously created.

In the SAML Settings section, click Edit.

SAML Settings

GENERAL

Single Sign On URL

The Edit SAML Integration window appears.
Click Next.

The Configure SAML options appear.

- 136 -

oo
[w]m]

EE Decumentation

Edit



SAML Settings Edit

GENERAL

Single Sign On URL

7. In the Single sign-on URL text box, type the URL listed in the metadata.xml file that you
downloaded from Tenable Security Center.

Tip: This URL is in the following format: https://PLACEHOLDER/saml/module.php/saml/sp/saml2-
acs.php/1

8. In the Audience URI (SP Identity ID) text box, type ID listed in the metadata.xml file that you
downloaded from Tenable Security Center.

| Tip: This ID is in the following format: https://tenable.sc

9. Click Save.

Okta saves your changes to the application.
Assign the Okta Application to your Users

To assign the application to your users or groups:
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1.

In the left navigation menu, click Applications > Applications.

Dashixoard

Directary

Customizations

Applications

Applications

Self Service

APl Servica Intagrations

Security

Workflow

Reparls

Settings

Next to your newly created application configuration, click the % button.

Otenable

Applications

Developer Edition provides a limited number of apps.

Deactivate unwsed apps of chack out owr plans page, Centact s to find a plan that is right for your erganization.

Create App Integration Browse App Catalog [ Assign Users to App [ More * |

Search

ETATUS

ACTIVE

IMACTIVE

®
Q@
®

Otenable

Okta Adenin Console

Okta Browser Plugin

Okta Dashboard

Assign the application to one or more users or groups:

* Click Assign to Users.

* Click Assign to Groups.

An Assign window appears.

Next to the user or group to which you want to assign the application, click Assign.

A confirmation window appears.

Click Save and Go Back.
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Repeat for each user or group to which you want to assign the application.
Click Done.

Okta saves your changes, and you can now configure the final piece of the SAML configuration
within Tenable Security Center.

Finalize the Tenable Security Center SAML Configuration

Once you've set up your application within your IdP, you can finalize your SAML configuration via the

Tenable Security Center interface.

To finalize the Tenable Security Center SAML configuration:

1.

10.

Log in to Tenable Security Center via the user interface.

Note: You must log in with a user account belonging to the organization where you want to create a
new user.

Click Users > Users.

The Users page appears.

Click Add.

The Add User page appears.

(Optional) Type a First Name and Last Name for the user.
In the Type drop-down list, select SAML.

In the Username box, type the user's SAML username exactly as it appears in the IdP user
configuration that you created for the user.

Select a Time Zone.
(Optional) Select a Scan Result Default Timeframe.
(Optional) Enable Cached Fetching.

Select a Role. For more information, see User Roles in the Tenable Security Center User
Guide.
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11.

12.

13.

14.

15.

Select a Group. For more information, see Organizations and Groups in the Tenable Security

Center User Guide.

(Optional) To customize the user's object and user account management permissions, modify
the Group Permissions. For more information, see Custom Group Permissions in the Tenable

Security Center User Guide.

(Optional) To share an asset list with the user, select an Asset. For more information, see
Assets in the Tenable Security Center User Guide.

(Optional) Type Contact Information for the user.
Click Submit.

Tenable Security Center saves your changes, and your SAML configuration is ready for use.

Additional Resources

For more information on Okta IdP configuration, see the following resources:

Okta Developer Portal

Create SAML App Integrations

Build a Single Sign-0On Integration

Create a SAML Integration in Okta

Tenable Security Center: Microsoft Entra ID |dP

One of the most common IdPs used to configure SAML with Tenable One is Microsoft Entra ID. The

following steps guide you through the configuration process from start to finish.

Manual configuration requires the following:

Reply URL: A custom URL in the following format:

https://PLACEHOLDER/saml/module.php/saml/sp/saml2-acs.php/1
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Where PLACEHOLDER is the IP address or hostname for your Tenable Security Center
instance.

e |dentifier (Entity ID): A custom ID in the following format:

https://tenable.sc

| Note: This value must be in URL format.

* A certificate within the SAML metadata object that matches the data originally sent to
Tenable.

Note: Tenable does not support the use of multiple certificates and only extracts the first certificate
from the metadata object. If the object includes multiple certificates, you must specify which
certificate to use if it is not the first one listed.

Microsoft Entra ID: Create Initial Application

To create an application in Microsoft Entra ID:
1. In your browser, navigate to the Azure Admin portal.
2. In the navigation menu, navigate to All services > Enterprise Applications.

The application gallery appears.

All services > Enterprise applications

ass Enterprise applications | All applications

k4 —+ New application C_) Refresh < Download (Export) 0 Preview info == Columns Preview features

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

0 % Application type == Enterprise Applications < Application ID starts with < +7
0 applications found

Name T, ObjectID Application ID Homepage URL Created on Tl  Certificate Exp

Na results
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3. Click Create your own application.

The Create your own application window appears.

27 Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
application that is not in the gallery, you can create your own application here.

What's the name of your app?

[ Tenable One v |

What are you looking to do with your application?

O Configure Application Proxy for secure remote access to an on-premises application
O Register an application to integrate with Microsoft Entra ID (App you're developing)
@ Integrate any other application you don't find in the gallery (Non-gallery)

4. In the What's the name of your app? text box, type a name for your application.

5. In the What are you looking to do with your application section, select the Integrate any
other application you don't find in the gallery radio button.

6. Click Create.
Microsoft Entra ID redirects you to the application overview page.

7. In the Getting Started section, click the Set up single sign on tile.
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Home > Enterprise applications | All applications >

iz Tenable One | Overview
" Enterprise Application
< «
B Overview Properties
[ peployment Plan 10 [N:me h?o D]
enable One
7% Diagnose and solve problems
Application ID ©
' Manage [ D|
II! Properties ObjectiD @
42 Owners [ [} |

4, Roles and administrators

&2 Users and groups

3) single sign-on

2 Provisioning
E? Application proxy
C Self-service

] Custom security attributes

Getting Started

1. Assign users and groups

Provide specific users and groups access
to the applications

Assign users and groups

The Single Sign-on options appear.

All services > Enterprise applications | All applications

) | Single sign-on

Enterprise Application

Single sign-on (S50) adds security and convenience when users sign on to applications in Microsoft Entra ID by enabling a user in
your organization to sign in to every application they use with only one account. Once the user logs into an application, that
credential is used for all the other applications they need access to. Learn more.

Select a single sign-on method

O

Disabled

Single sign-on is not enabled. The user
won't be able to launch the app from
My Apps.

8. Click the SAML tile.

Help me decide

i

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.

The SAML-based Sign-on page appears.

9. On the Basic SAML Configuration tile, click the *** button.

Action items appear.
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10.

11.

12.

13.

14.

Click Edit.

The Basic SAML Configuration page appears.

Basic SAML Configuration

Save P\'_*] Got feedback?

Identifier (Entity ID) * ©

The unigue ID that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated S50.

Default

[ ,

Add identifier

s ©

Reply URL (Assertion Consumer Service URL) * @

The reply URL is where the application expects to receive the authentication token. This is also referred to as the "Assertion
Consumer Service” (ACS) in SAML

Index Default

[ VL] & ©
Add reply URL

In the Identifier (Entity ID) text box, type the following text:

https://tenable.sc

In the Reply URL text box, type the following text:

https://PLACEHOLDER/saml/module.php/saml/sp/saml2-acs.php/1

Where PLACEHOLDER is the IP address or hostname for your Tenable Security Center
instance.
Click Save.

You return to the SAML-based Sign-on page.

On the SAML Certificates tile, in the Federation Metadata XML section, click Download.
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Tenable | SAML-based Sign-on

Enterprise Application

T Upload metadata file

Set up Single Sign-On with SAML

B Overview

[ peployment Plan

Pl Change single sign-on mode  ¥= Test this application A7 Got feedback?

An 550 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to

. Diagnose and solve problems implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpenlD Connect or OAuth. L
maore,

Manage
Read the configuration guide =" for help integrating Tenable.

11! Properties

& Owners o Basic SAML Configuration

&. Roles and administrators
&& Users and groups

3 Single sign-on

& Provisicning

E'  Application proxy

C  Self-service e

Custom security attributes

Security

% Conditional Access o
%, Permissions

© Token encryption

Activity

3 sign-in logs

fisl Usage & insights

E Audit logs

Identifier (Entity |D)

Reply URL (Assertion Consumer Service URL)

Sign on LURL
Relay State (Optional)
Logout Url (Optional)

Attributes & Claims

Unique User |dentifier

SAML Certificates

Token signing certificate
Status

Thumbprint

Expiration

Notification Email

App Federation Metadata Url
Certificate (Baseb4)
Certificate (Raw)

Federation Metadata XML

Your browser downloads the metadata.xml file.

Enable Tenable Security Center SAML

Optional
Optional
Optional

user.userprincipalname

Active

: https://loginmicrosoftonline.com/ e sl e e
Download

Diownload

Once you have downloaded your medata.xml file, you can use it to configure SAML in Tenable

Security Center. You can configure this directly in the Tenable Security Center application.

To set up the Tenable Security Center SAML configuration:

1. Inyour browser, navigate to Tenable Security Center.

2. In the left navigation, click System > Configuration.

The Configuration page appears.
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3. Click the SAML button.
The SAML Configuration page appears.
4. In the General section, confirm the SAML toggle is enabled.
5. In the Source drop-down box, select Import.
The page updates to display additional options.
6. Inthe Type drop-down box, select SAML 2.0.

7. Click Choose File and browse to the SAML metadata file from your identity provider.

Note: The metadata file must match the Type you selected. If Tenable Security Center rejects the
file, contact your identity provider for assistance.

8. Click Submit.
Tenable Security Center saves your configuration.
9. For the configuration you just created, click Download SAML Configuration XML.

Your browser downloads the metadata.xml file. You can now use this file for final
configuration in your |dP.

Microsoft Entra ID: Configure Final Application and Upload Metadata

Now that you have downloaded the completed metadata file, you can upload that file to your
Tenable application in Microsoft Entra ID.

1. In your browser, navigate to the Azure Admin portal.
2. In the navigation menu, navigate to All services > Enterprise Applications.

The application gallery appears.
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All services > Enterprise applications

# ~+ New application

O Refresh

Enterprise applications | All applications

J_, Download (Export) 0 Preview info

== Columns

Preview features

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider.

The list of applications that are maintained by your organization are in application registrations.

X Application type == Enterprise Applications <

el
0 applications found
Name T. ObjectID
No results

Application ID

3. Select the newly created application.

Homepage URL

4. In the Getting Started section, click the Set up single sign on tile.

Home > Enterprise applications | All applications >

I Enterprise Application

Overview
Deployment Plan

Diagnose and solve problems

< B =

Manage

II! Properties
42 Owners
s Roles and administrators

&2 Users and groups

3) single sign-on

2 Provisioning
ET Application proxy
C Self-service

B Custom security attributes

5. Click Upload Metadata file.

2 Tenable One | Overview

Properties
Name @
TO
[ Tenable One D ]

Application ID ©

[ D)
ObjectID ©

[ D]

Getting Started

- 1. Assign users and groups
vy g group:

Provide specific users and groups access
to the applications

Assign users and groups
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2. Set up single sign on
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6. Inyour file manager, select the Service Provider metadata.xml file that you downloaded from
Tenable Security Center.

Microsoft Entra ID imports the metadata from the file.
7. Click Save.

Microsoft Entra ID saves your changes to the permanent application.
Create and Assign Microsoft Entra ID Users

To create groups and assign users:
1. In Microsoft Entra ID, in the left navigation menu, click Users and Groups.
The Users and Groups page appears.
2. Click Add User.
The Add Assignment page appears.
3. Click the Users and Groups section.

4. In the selection plane, select the users and/or groups you want to assign to the group for use
with Tenable Security Center.

~ s A LI ALY Hy o AR N AT &MU RS R AT T PR RS L SR S LT AR P 1§ P R 1 B 8 RS A SRR 1] P TE AR A . m v = > -

P e 8 7 © benlwopaz @

Home Alsid for AD | Users and groups Add Assignment

Add Assignment

Users and groups 3 . Alsid Demo
None Selected alad@toonpayz

Ben
ben_toomp xyzFEXTGbentcorp0s5.onmicrosoft. com

5. Once you've selected the users you want to assign, click Assign.
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Microsoft Entra ID saves your changes, and you can now finish your SAML configuration within the

Tenable Security Center application.

Finalize the Tenable Security Center SAML Configuration

Once you've set up your application within your IdP, you can finalize your SAML configuration via the

Tenable Security Center interface.

To finalize the Tenable Security Center SAML configuration:

1.

10.

11.

Log in to Tenable Security Center via the user interface.

Note: You must log in with a user account belonging to the organization where you want to create a
new user.

Click Users > Users.

The Users page appears.

Click Add.

The Add User page appears.

(Optional) Type a First Name and Last Name for the user.
In the Type drop-down list, select SAML.

In the Username box, type the user's SAML username exactly as it appears in the IdP user
configuration that you created for the user.

Select a Time Zone.
(Optional) Select a Scan Result Default Timeframe.
(Optional) Enable Cached Fetching.

Select a Role. For more information, see User Roles in the Tenable Security Center User
Guide.

Select a Group. For more information, see Organizations and Groups in the Tenable Security

Center User Guide.
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12.

13.

14.

15.

(Optional) To customize the user's object and user account management permissions, modify
the Group Permissions. For more information, see Custom Group Permissions in the Tenable

Security Center User Guide.

(Optional) To share an asset list with the user, select an Asset. For more information, see
Assets in the Tenable Security Center User Guide.

(Optional) Type Contact Information for the user.

Click Submit.

Tenable Security Center saves your changes, and your SAML configuration is ready for use.

Additional Resources

For more information on Microsoft Entra ID IdP configuration, see the following resources:

e Microsoft Entra ID Developer Portal

e SAML Authentication with Microsoft Entra ID

e Use a SAML 2.0 IdP for Single Sign On

Tenable Security Center: Microsoft ADFS |dP

One of the most common |dPs used to configure SAML with Tenable Security Center is Microsoft

ADFS. The following steps guide you through the configuration process from start to finish.

Manual configuration requires the following:

* Login URL: A custom URL in the following format:

https://PLACEHOLDER/saml/module.php/saml/sp/saml2-acs.php/1

Where PLACEHOLDER is the IP address or hostname for your Tenable Security Center
instance.

* Audience URI(SP Entity ID): A custom ID in the following format:
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| Note: This value must be in URL format.

* A certificate within the SAML metadata object that matches the data originally sent to
Tenable.

Note:Tenable does not support the use of multiple certificates and only extracts the first certificate
from the metadata object. If the object includes multiple certificates, you must specify which
certificate to use if it is not the first one listed.

ADFS: Download your SAML Metadata File

To download your SAML Metadata.xml file:

1. Navigate to your ADFS console.

Note: Your login URL varies based on the DNS FODN you configured. For example, in this case, the
ADFS SSO Portal login would be: https://adfs.example.com/adfs/Is/idpinitiatedsignon.

2. Type your login credentials and click Sign In.
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Example Corporation

You log in to the console.
3. In the left menu, navigate to Service > Endpoints.
The Endpoints page appears.

4. In the Metadata section, copy the URL in the Federation Metadata row.
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v ] Service R R T, e e
1 Attribute Stores Ensbled Praxy Ensbled URL Path Type Authentication Type  Secuty Mode
= Authentication Methods ho o /adu/servicestrunt WS- Irust 2005 SAML loken (Sym... Mued
s Certificates o No ady/ Arunt/ 2005/ ssuved o WS-Trust 2005 SAML Token (Sym...  Mued
e Choim Descriptions Yes No /ads. Arust/ 1 Vicerd d WS-Trust 13 Kerberos Moced
e : <N No Ne /acks. Arunt/ | Vool WS-Trust 1.3 Contficate Masiage
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o No fadty. At/ 13/ 3 WS5-Trust 1.3 SAML Token (Azym  Moced
Yes Yes fadty Arunt/13, . dyymmetichasic? = WS-Trst 13 SAML Token (Sym...  Mixed
No No Jadly/ At/ 1 Viesuedoh dry basc2 . WS-Tust 1.3 SAML Token (Sym... Muxed
No No Jady/ At/ | Missuedt y basc 256 WS-Trust 1.3 SAML Token (Sym... Message
No No adfs/ Arunt/ 13 y 2%eha... WS-Tnat 1.3 SAML Token (Sym... Message
No No adfs/ st/ WS-Trust 1.3 SAML Token (Sym... Message
No No /adfs. ices st/ 13/ . gh WS-Trst 13 SAML Token (Sym Metsage
No Ne /! icas st/ | Vissuadiok o WS-Trust 1.3 SAML Token (Sym...  Meced
No ™ Jods/servces /| Vissuediok y gled . WS5-Trst 13 SAML Token (Sym...  Meed
o Ne fadis/servicestrunl/ | Ywindows WS-Trust 1.3 Windows Message
No No Jads/services At/ | Mwindowsmixed WS-Trust 1.3 Windows Moced
No No Jadiy/services trusl/ | Mwindowstranspon WS- Trust 1.3 Windows Transpod
Yes Ne Jads/services rusticp windows WS-Trust 2005 Lecal Windows Massage
Ne No Jadly/services trust/atfactresohtion SAML-Ati actReschuson Ancrymous Tearspon
Yes Yes fadisiomthd/ Qhuth Anorymous Transpodt
Yes Yes fadis/omth2/deviceauth Qfuth Device Flow Ancrymous Transpod
Metadata
Yes Yes fadis/services trust/mex WS-MEX Ancrymous Transport
ADFS 1.0 Matadat,
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5. Inyour browser, type https://localhost/ and then paste the metadata URL you copied.

¥ @ hitps//lccathost//EederationMetadata/2007-06/FederationMetadata.xm|

e4 (S MMWHMMWZN?MWMMMI

6. Onyour keyboard, press Enter.

Your browser downloads the metadata file.

Enable Tenable Security Center SAML

Once you have downloaded your medata.xml file, you can use it to configure SAML in Tenable
Security Center. You can configure this directly in the Tenable Security Center application.

To set up the Tenable Security Center SAML configuration:
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1. In your browser, navigate to Tenable Security Center.
2. In the left navigation, click System > Configuration.
The Configuration page appears.
3. Click the SAML button.
The SAML Configuration page appears.
4. In the General section, confirm the SAML toggle is enabled.
5. In the Source drop-down box, select Import.
The page updates to display additional options.
6. Inthe Type drop-down box, select SAML 2.0.

7. Click Choose File and browse to the SAML metadata file from your identity provider.

Note: The metadata file must match the Type you selected. If Tenable Security Center rejects the
file, contact your identity provider for assistance.

8. Click Submit.
Tenable Security Center saves your configuration.
9. For the configuration you just created, click Download SAML Configuration XML.

Your browser downloads the metadata.xml file. You can now use this file for final
configuration in your |dP.

ADFS: Configure Final Application, Upload Metadata, and Configure Relying Party
Trusts

Now that you have downloaded the completed metadata file, you can upload that file to your
Tenable application in the ADFS console.

1. Open the MMC.exe console.

2. On the right side of the console, in the Actions section, click Add Relying Party Trust.
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G ADFS - o
@ File Action View Window Help - &
@« m Bm
Swon e
» I Service -
2 R Py o Overview _ _ _
B Claims Provider Tnusts Active Directory Federation Services provides single-sign-on (SS0) access for client computers. "Add Claims Provider Trast...
| Applcation Groups Conhigurats Add Attribute Store...
Before you can use AD FS o manage SSO access for users and services, you must complete the Add Application Group...
following task: :
Edit Federation Service Properties...
Required: Add a trusted relyng party Edit P Claims
Learn More About AD FS Revoke AN Prosies
What's new m AD FS? View
AD FS Deployment Guide New Window from Here
5 Operabons Guide O Refresh
1 Authenticabon with AD FS Help

Monitor AD FS Sernce using Azure Active Directory Connect Health
Learn More About Azure Active Directory
Azure Active Directory, a seperate online service, can provide simplified identity and

access g security g and single sign-on to cloud and on-premises web
apps
What is Azure Active Directory?

Extend yous Directory

ectory to Azure

Identty and Access Management

The Add Relying Party Trust wizard appears.

3. In the wizard, select the Claims aware radio button.
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Welcome

e Welcome to the Add Relying Party Trust Wizard
@ Welcome

Claims-aware applications consume claims in security tokens to make authentication and
@ Select Data Source authorization decisions. Non-claims-aware applications are web-based and use Windows

Integrated Authentication in the internal network and can be published through \Web Application
@ Choose Access Control Proxy for extranet access. Learn more

Policy
@ Ready to Add Trust (®) Claims aware
@ Finish (O Nen claims aware
< Previous Cancel
4. Click Start.

5. On the Select Data Source page, select the Import data about the relying party from a file
radio button.
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Select Data Source

Sope Select an cption that this wizard wil use 1o obtain data abeut this reling pary:
@ Welcome

Impart data about the relying party published onling or on 8 local netwark
@ Select Data Source O oy

Uit this opiion 1o impoet the necessary data and catficates from a relying party organization that publshes
@ Ohoose Access Conteol &3 federation metadata onine or on a local netwerk .
Pelcy

Federation metadata address fhost name or URL)
@ Readyto Add Trust

Fnish
v Example: fs cortoso com of hitps //www contoss com/app

() Impect data sbout the relying party fom a fle
Use this oplion to impaet hwﬂﬁﬂmﬁu a relying party organization that has

exported s federation metadata (o & fle. Ensure that this file is from a trusted source.  This wizard will not
waldate the scurce of the file

Federation metadata fe locaticn: [&

(O Enter data about the miying party manualy
Use this option to manually ingut the necessary data about this relying party crganization,

. Click the Browse button.

. Inyour file manager, select the Service Provider metadata.xml file that you downloaded from
Tenable Security Center.

Microsoft ADFS imports the metadata from the file.

. Click Next.

. On the Specify Display Name page, type a Display Name and any Notes you want to include.
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10.

11.

12.

13.

14.

15.

Gl Add Relying Party Trust Wizard

Specify Display Name

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Configure Certificate
@ Configure URL

@ Configure Identifiers

@ Choose Access Control
Policy

@ Ready to Add Trust
@ Finish

Click Next.

Enter the display name and any optional notes for this relying party.
Display name:

Notes:

< Previous

|

On the Choose Access Control Policy page, select Permit Everyone

Click Next.

On the Configure Identifiers page, on the Identifiers tab, ensure the Relying party trust

identifier lists the following:

https://tenable.sc

Click Next.

On the Ready to Add Trust page, review your configuration.
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16.

17.

18.

19.

% Add Relying Party Trust Wizard

Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name
@ Corfigure Certficate
@ Configure URL

@ Configure |dentifiers

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

Click Next.

The relying party trust has been configured. Review the following settings, and then click Next to add the
relying party trust to the AD FS configuration database.

Monitoring  |dentfiers Encryption Signature Accepted Claims Organization Endpoints  Note ¢ | * |
Specify the monitoring settings for this relying party trust.
Relying party's federation metadata URL:

This relying party’s federation metadata data was last checked on:
<never >

This relying party was last updated from federation metadata on:
<never >

, < Previous , Next > Cancel

On the Finish page, select the Configure claims insurance policy for this application

checkbox.

Click Close.

You return to the Relying Party Trusts folder.

Right-click the trust you created and select Edit Claim Issuance Policy.

- 169 -



8 Consolel - [Console Roof\AD FS \Relying Party Tusts] - B x
B Fle Adion View Fmvorites Window Help “Teh
= nm Bm
—'C"";‘;:W‘ Dpiay Naree Erabled  Type  idertier Access Cortol Foley Actions
M- T
g 11—
» [ Service Update from Federstion Metadata., Add Party T
Eit Access Control Policy.. Relying Paty Trust
View »
'S Clals Prodde Tuats £t Cli Izsuance Palicy... N
* Applicstion Graups Dissble indow
Properties G Refresh
Delete B He
Help

The Edit Claims Issuance Policy window appears.

20. Click Add Rule.
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Edit Claim Issuance Policy for

Issuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name Issued Claims

OK Cancel

The Transform Claim Rule wizard appears.

21. Configure two rules:

-161-



O

* Rule one:

a. On the Select Rule Template page, in the Claim rule template drop-down, select
Transform an Incoming Claim.

@ Add Transform Claim Rule Wizard

Select Rule Template
Steps Select the template for the claim rule that you want to create from the following list. The description provides
® Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:
Transform an Incoming Claim v

Claim rule template description:

Using the Transform an Incoming Claim rule template you can select an incoming claim, change its claim
type, and optionally change its claim value. For example, you can use this rule template to create a rule
that will send a role claim with the same claim value of an incoming group claim. You can also use this

rule to send a group claim with a claim value of "Purchasers” when there is an incoming group claim with
a value of "Admins". Multiple claims with the same claim type may be emitted from this rule. Sources of
incoming claims vary based on the rules being edited.

< Previous _ Cancel

b. Click Next.

c. On the Configure Rule page, configure the following settings:
* Claim rule name
* Incoming claim type — select Email address or UPN.

* Outgoing claim type — select Name ID
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* Outgoing name ID format — select Transient Identifier

* Pass through all claim values radio button — select radio button
d. Click Finish.

* Rule one:

a. On the Select Rule Template page, in the Claim rule template drop-down, select
Send LDAP Attributes as Claims.

@ Add Transform Claim Rule Wizard

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:

Send LDAP Attributes as Claims v

Claim rule template description:

Using the Send LDAP Attribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attributes may be sent as
multiple claims from a single rule using this rule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayName and telephoneNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. If you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous _ Cancel

b. Click Next.

c. On the Configure Rule page, configure the following settings:
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e Claim rule name
* Attribute store — Select Active Directory
* LDAP Attribute — Select E-Mail Addresses.
* Outgoing Claim Type, select E-Mail Addresses.
d. Click Finish.
You return to the Edit Claims Issuance Policy window.
22. Click Apply.
23. Click OK.

Microsoft ADFS saves your changes, and your SAML configuration is ready for use.
Additional Resources

For more information on Microsoft ADFS IdP configuration, see the following resources:

¢ Microsoft ADFS Overview

e Microsoft ADFS Developer Portal

* Use a SAML 2.0 IdP for Single Sign On

SAML for Tenable One

You can configure Tenable One products to accept credentials from your SAML identity provider.
This allows for an additional layer of security, where the SAML credentials are certified for use
within Tenable One. Once you enable SAML for a user, they can log in to Tenable One directly
through their identity provider, which automatically signs them in and redirects them to the Tenable
One Workspace landing page.

These instructions apply to the Tenable One product suite as well as the following products
purchased individually. For more information, see the table on the Welcome page.

* Tenable Vulnerability Management

* Tenable Web App Scanning
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https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/ad-fs-overview
https://learn.microsoft.com/en-us/powershell/module/adfs/?view=windowsserver2022-ps
https://learn.microsoft.com/en-us/power-pages/security/authentication/saml2-settings

* Tenable Cloud Security
* Tenable Attack Surface Management

While several configuration steps occur directly in the Tenable user interface, the entire

SAML configuration process includes several processes across multiple applications. This quide
describes three of the most commonly used Identity Providers (IdPs) and how to configure them for
use with Tenable One SAML from start to finish.

Important: Because Tenable One cannot accept private keys to decrypt SAML assertions, Tenable One
does not support SAML assertion encryption. If you want to configure SAML authentication in Tenable One,
choose an identity provider that does not require assertion encryption and confirm that assertion
encryption is not enabled.

To get started, see the following topics:

e Tenable One: Okta IdP

Tenable One: Ping Identity IdP

Tenable One: Google Workspace IdP

Tenable One: Microsoft Entra ID |dP

Troubleshooting and Common Errors

SAML for Tenable One

You can configure Tenable One products to accept credentials from your SAML identity provider.
This allows for an additional layer of security, where the SAML credentials are certified for use
within Tenable One. Once you enable SAML for a user, they can log in to Tenable One directly
through their identity provider, which automatically signs them in and redirects them to the Tenable
One Workspace landing page.

These instructions apply to the Tenable One product suite as well as the following products
purchased individually. For more information, see the table on the Welcome page.

* Tenable Vulnerability Management

* Tenable Web App Scanning
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* Tenable Cloud Security
* Tenable Attack Surface Management

While several configuration steps occur directly in the Tenable user interface, the entire

SAML configuration process includes several processes across multiple applications. This quide
describes three of the most commonly used Identity Providers (IdPs) and how to configure them for
use with Tenable One SAML from start to finish.

Important: Because Tenable One cannot accept private keys to decrypt SAML assertions, Tenable One
does not support SAML assertion encryption. If you want to configure SAML authentication in Tenable One,
choose an identity provider that does not require assertion encryption and confirm that assertion
encryption is not enabled.

To get started, see the following topics:

e Tenable One: Okta IdP

Tenable One: Ping Identity IdP

Tenable One: Google Workspace IdP

Tenable One: Microsoft Entra ID |dP

Troubleshooting and Common Errors

SAML for Tenable One

You can configure Tenable One products to accept credentials from your SAML identity provider.
This allows for an additional layer of security, where the SAML credentials are certified for use
within Tenable One. Once you enable SAML for a user, they can log in to Tenable One directly
through their identity provider, which automatically signs them in and redirects them to the Tenable
One Workspace landing page.

These instructions apply to the Tenable One product suite as well as the following products
purchased individually. For more information, see the table on the Welcome page.

* Tenable Vulnerability Management

* Tenable Web App Scanning
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* Tenable Cloud Security
* Tenable Attack Surface Management

While several configuration steps occur directly in the Tenable user interface, the entire

SAML configuration process includes several processes across multiple applications. This quide
describes three of the most commonly used Identity Providers (IdPs) and how to configure them for
use with Tenable One SAML from start to finish.

Important: Because Tenable One cannot accept private keys to decrypt SAML assertions, Tenable One
does not support SAML assertion encryption. If you want to configure SAML authentication in Tenable One,
choose an identity provider that does not require assertion encryption and confirm that assertion
encryption is not enabled.

To get started, see the following topics:

e Tenable One: Okta IdP

Tenable One: Ping Identity IdP

Tenable One: Google Workspace IdP

Tenable One: Microsoft Entra ID |dP

Troubleshooting and Common Errors

SAML for Tenable One

You can configure Tenable One products to accept credentials from your SAML identity provider.
This allows for an additional layer of security, where the SAML credentials are certified for use
within Tenable One. Once you enable SAML for a user, they can log in to Tenable One directly
through their identity provider, which automatically signs them in and redirects them to the Tenable
One Workspace landing page.

These instructions apply to the Tenable One product suite as well as the following products
purchased individually. For more information, see the table on the Welcome page.

* Tenable Vulnerability Management

* Tenable Web App Scanning
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* Tenable Cloud Security
* Tenable Attack Surface Management

While several configuration steps occur directly in the Tenable user interface, the entire

SAML configuration process includes several processes across multiple applications. This quide
describes three of the most commonly used Identity Providers (IdPs) and how to configure them for
use with Tenable One SAML from start to finish.

Important: Because Tenable One cannot accept private keys to decrypt SAML assertions, Tenable One
does not support SAML assertion encryption. If you want to configure SAML authentication in Tenable One,
choose an identity provider that does not require assertion encryption and confirm that assertion
encryption is not enabled.

To get started, see the following topics:

e Tenable One: Okta IdP

Tenable One: Ping Identity IdP

Tenable One: Google Workspace IdP

Tenable One: Microsoft Entra ID |dP

Troubleshooting and Common Errors

Troubleshooting and Common Errors

General Troubleshooting

Ensure the IdP information includes the following:

SSO URL/Login URL/Reply URL: The URL provided by Tenable (for example,
https://cloud.tenable.com/saml/l0gin/XXXXXXXXXXXXXXXXXXXXX)

Recipient URL = The recipient URL provided by Tenable (as listed above)

Destination URL = The destination URL provided by Tenable (as listed above)

Audience Restriction (Entity ID) = A unique ID per SAML configuration.
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* Check if the NamelD parameter is set to Unspecified. Sometimes this works initially because
the default was “user.email”, but in some cases may need to be reconfigured:

° Choose the NamelD format and the application username sent to your application in the
SAML response (for example EmailAddress and Email)

° In the Attribute Statements (optional) section, type the SAML attributes to be shared
with your application. For example:

° Name (in SAML application) Value (in Idp profile)
° FirstName user.firstName
© LastName user.lastName

° Email user.email (edited)

Common IdP Misconfigurations

l Reminder: Tenable does not support SP-Initiated SAML flow.

e Tenable SAML is IdP-initiated. As such, the most common errors are due to IdP
misconfiguration. The most common errors are an incorrect Entity ID or attempting to log in
with a username that is not in the correct format (user@domain.com).

* |f user auto provisioning is disabled, ensure the user already exists in the container where the
SAML configuration was created.

* Ensure that the certificate setup in the IdP configuration matches the certificate in the SP
(Tenable application SAML) configuration, otherwise, the SP (Tenable application) rejects
authentication.

* |f there are multiple SAML configurations for the same container, ensure the correct SP
metadata is uploaded to the correct/matching IdP configuration that the IdP metadata was
originally provided from.

Error Messaging

The following are some of the most common IDP misconfiguration errors:
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“incorrectly signed, or missing field”

This error typically indicates something is wrong with the certificate/s in the idp.xml file. Since
Tenable currently only uses the top certificate in the file, this error could indicate your XML
certificates are out of order. Identify the primary certificate with the customer. Usually, you can
mitigate this error by manually selecting the correct certificate within the Tenable product.

Alternatively, the certificate may be expired. Inspect the file and make sure it does not include any
expired certificates.

“This Username does not exist.”

Verify the following:
* The NamelD
* The transform claim rule for the incoming claim is set to Email
* The outgoing claim type is configured to NamelD

The signature may be showing as not validated in Splunk. Work with Tenable Support to use the
correct certificate.

{"statusCode":401,"error":"Unauthorized","message":"Missing authentication"}

This error is usually caused because the user is not a part of the correct group configured within
their IdP. Review the instructions for your IdP and ensure that the appropriate users and groups are
created within your IdP so they can be linked to your Tenable application.

“{"error":"SAML login attempt failed."}"

The container has likely expired. Contact Tenable Support to review the Splunk logs for supporting
information.

If the error includes the following warning:

WARN [2022-xxxxx 13:38:06,520][dw-38 - POST /saml/login/xXXXXXXxxxx][X-

Request-Uuid=xxxxxxxxxxxx][c.t.c.w.m.manager.UserManager] id-269: user-
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locate: Could not find a user: CachelLoader returned null for key

(usernamexxxxxxxx)

Their IDP.xml file is passing what appears to be just {lastname}{firstname_firsttwo} instead of
{lastname}{firstname_firsttwo}@{domain}. The customer must adjust their claim and/or transform
rules accordingly.

“{"error":"SAML login attempt failed - the SAML IdP configuration was found, but no username
could be extracted from the SAML message (could be incorrectly signed, or missing a field)."}"

The following error in Splunk indicates SAML was not configured when the user attempted to log in
with their username and password.

User[username=xxxxxxx@domain.com] is not permitted to authenticate with a

password

“SAML validation failed against container xxxxxx-xxxxxxxxxx- org.opensaml.xml.validation.
ValidationException: Assertion audience does not include issuer”

The problem is with the customer SAML assertion configuration. In the IDP.xml file, check the
Audience URI or SP Entity ID parameters. Additionally, verify the NamelD parameter is in the correct
format.

Example: Manually Verify a SAML Payload

The following code block is an example of a payload that could be used to manually verify a payload
from any IdP.

<samlp:Response xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmlIns:samlp="urn:oasis:names:tc:SAML:2.0:protocol" ID="pfxb5fecfdb-d5fa-15d3-bbad-
11b536934de7" Version="2.0" Issuelnstant="2024-07-
18T18:24:357"><saml:Issuer>https://app.onelogin.com/saml/metadata/b9eb8883-9b3e-46¢c9-9a45-
5f7416126842</saml:Issuer><ds:Signature
xmins:ds="http://www.w3.org/2000/09/xmldsig#"><ds:SignedInfo><ds:CanonicalizationMethod
Algorithm="http://www.w3.0org/2001/10/xml-exc-cl4n#"/><ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/><ds:Reference URI="#pfxb5fecfdb-
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d5fa-15d3-bbad-11b536934de7"><ds: Transforms><ds: Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature'/><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/></ds: Transforms><ds:DigestMethod
Algorithm="http://www.w3.0org/2000/09/xmldsig#shal"/><ds:DigestValue>8V8eFYjAL6I41w3JYDINV
sr4AZo=</ds:DigestValue></ds:Reference></ds:SignedInfo><ds:SignatureValue>...</ds:SignatureV
alue><ds:KeyInfo><ds:Xb09Data><ds:X509Certificate>MIID3...</ds:X509Certificate></ds:X509Data>
</ds:KeylInfo></ds:Signature><samlp:Status><samlp:StatusCode
Value="urn:oasis:names:tc:SAML:2.0:status:Success"/></samlp:Status><saml:Assertion
xmlIns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmlins:xs="http://www.w3.0org/2001/XMLSchema" xmIns:xsi="http://www.w3.0rg/2001/XMLSchema-
instance" Version="2.0" ID="pfx1f4d6d80-506e-e027-c18c-5e85ac6d924d" Issuelnstant="2024-07-
18T18:24:357"><saml:Issuer>https://app.onelogin.com/saml/metadata/b9eb8883-9b3e-46¢c93-9a45h-
5f7416126842</saml:Issuer><ds:Signature
xmlins:ds="http://www.w3.0rg/2000/09/xmldsig#"><ds:SignedInfo><ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/><ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal'/><ds:Reference URI="#pfx1f4d6d80-
506e-e027-c18c-5e85ac6d924d"><ds: Transforms><ds: Transform
Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature'/><ds:Transform
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/></ds: Transforms><ds:DigestMethod
Algorithm="http://www.w3.0org/2000/09/xmldsig#shal"/><ds:DigestValue>clPz/vMiLfFvQZETE3fmgV
068DA=</ds:DigestValue></ds:Reference></ds:SignedInfo><ds:SignatureValue>U1glVB...</ds:Signa
tureValue><ds:KeylInfo><ds:X509Data><ds:X509Certificate>MIID3DCCA...</ds:X509Certificate></ds:
X509Data></ds:KeylInfo></ds:Signature><saml:Subject><saml:NamelD
Format="urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress">saml_jit_
test@tenable.com</saml:NamelD><saml:SubjectConfirmation
Method="urn:oasis:names:tc:SAML:2.0:cm:bearer"><saml:SubjectConfirmationData
NotOnOrAfter="2024-07-18T18:27:35Z"
Recipient="/></saml:SubjectConfirmation></saml:Subject><saml:Conditions NotBefore="2024-07-
18T18:21:35Z" NotOnOrAfter="2024-07-
18T18:27:357"><saml:AudienceRestriction><saml:Audience>TENABLE_|0_eOeafdb2-e306-4ce7-
b87d-
c17f760cb717</saml:Audience></saml:AudienceRestriction></saml:Conditions><saml:AuthnStatem
ent Authninstant="2024-07-18T18:24:34Z" SessionNotOnOrAfter="2024-07-19T18:24:35Z"
SessionIndex="_2e134fe6-aa86-49c7-9eb1-
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0d29a683edlc"><saml:AuthnContext><saml:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:a
c:classes:PasswordProtectedTransport</saml:AuthnContextClassRef></saml:AuthnContext></sam
I:AuthnStatement><saml:AttributeStatement><saml:Attribute
NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="groups"><saml:AttributeValue xmlIns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:type="xs:string">SOME_AD_
GROUP</saml:AttributeValue></saml:Attribute></saml:AttributeStatement></saml:Assertion></sa
mlp:Response>

Important! The attribute name, groups, and its value, must match the group name you set within your
application. For reference, see the following snippet from the above code block:

<saml:Attribute NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-format:basic"
Name="groups"><saml:AttributeValue xmins:xsi="http://www.w3.org/2001/XMLSchema-instance"
xsi:type="xs:string">GROUP_NAME</saml:AttributeValue></saml:Attribute>

-173 -



	Welcome to the Tenable SAML Quick Reference Guide
	SAML in Tenable Products

	SAML for Tenable One
	Tenable One: Okta IdP
	Okta: Create Initial Application Integration
	Tenable One SAML Configuration
	Optional: Configure One or More User Groups to Automatically Add a User upon ...

	Okta: Configure Final Application Integration and Upload Metadata
	Assign Users and/or Groups to the Okta Application
	Optional: Finalize Configuration for Managed by SAML Group Option
	Optional: Finalize Configuration for Managed by SAML Role Option

	Additional Resources

	Tenable One: Ping Identity IdP
	Ping Identity: Create Temporary Application
	Tenable One SAML Configuration
	Optional: Configure One or More User Groups to Automatically Add a User upon ...

	Ping Identity: Create Permanent Application and Import Metadata
	Optional: Finalize Configuration for Managed by SAML Group Option

	Additional Resources

	Tenable One: Google Workspace IdP
	Google Workspace: Create Initial Application Integration
	Tenable One SAML Configuration
	Optional: Configure One or More User Groups to Automatically Add a User upon ...

	Google Workspace: Configure Final Application Integration and Upload Metadata
	Optional: Finalize Configuration for Managed by SAML Group Option
	Optional: Configure Managed by SAML Role Option

	Additional Resources

	Tenable One: Microsoft Entra ID IdP
	Microsoft Entra ID: Create Initial Application
	Tenable One SAML Configuration
	Optional: Configure One or More User Groups to Automatically Add a User upon ...

	Microsoft Entra ID: Configure Final Application and Upload Metadata
	Optional: Finalize Configuration for Managed by SAML Group Option
	Optional: Configure Managed by SAML Role Option

	Additional Resources


	SAML for Individual Tenable Applications
	Tenable Identity Exposure SAML Configuration
	Tenable Identity Exposure: Okta IdP
	Enable Tenable Identity Exposure SAML
	Okta: Configure Application Integration and Upload Certificate
	Create Okta Groups and Assign Users
	Assign the Okta Application to your Users
	Finalize the Tenable Identity Exposure SAML Configuration
	Additional Resources

	Tenable Identity Exposure: Microsoft Entra ID IdP
	Enable Tenable Identity Exposure SAML
	Microsoft Entra ID: Create Application and Upload Certificate
	Create Microsoft Entra ID Groups and Assign Users
	Finalize the Tenable Identity Exposure SAML Configuration
	Additional Resources


	SAML for Tenable Security Center
	Tenable Security Center: Okta IdP
	Okta: Create Initial Application Integration
	Enable Tenable Security Center SAML
	Okta: Configure Final Application Integration and Upload Metadata
	Assign the Okta Application to your Users
	Finalize the Tenable Security Center SAML Configuration
	Additional Resources

	Tenable Security Center: Microsoft Entra ID IdP
	Microsoft Entra ID: Create Initial Application
	Enable Tenable Security Center SAML
	Microsoft Entra ID: Configure Final Application and Upload Metadata
	Create and Assign Microsoft Entra ID Users
	Finalize the Tenable Security Center SAML Configuration
	Additional Resources

	Tenable Security Center: Microsoft ADFS IdP
	ADFS: Download your SAML Metadata File
	Enable Tenable Security Center SAML
	ADFS: Configure Final Application, Upload Metadata, and Configure Relying Par...
	Additional Resources


	SAML for Tenable One
	SAML for Tenable One
	SAML for Tenable One
	SAML for Tenable One

	Troubleshooting and Common Errors
	General Troubleshooting
	Common IdP Misconfigurations
	Error Messaging
	Example: Manually Verify a SAML Payload


