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Tenable Product Debug Data Collection Guide

This guide outlines the steps to collect diagnostic data for Tenable Support. When you open a case

with Tenable Support, use this guide to generate a diagnostics file to attach to your support ticket.

Tenable diagnostics and debug logs are the primary tools for resolving complex issues across
Tenable products. Administrators utilize these files to provide Tenable Support with a
comprehensive snapshot of system health, configuration settings, and scan activities that are
otherwise invisible in the user interface. These logs are crucial for investigating scan failures,
performance bottlenecks, and authentication errors. By enabling "debug mode" for a targeted
period, users capture data that helps engineers replicate local environments and identify the root
cause of service disruptions, ensuring a more stable and accurate vulnerability management

lifecycle.

The following are some use cases for opening a Tenable Support ticket with diagnostic and debug

data:

* Troubleshooting scan failures: Identifying why a scan hung, stopped prematurely, or failed to

launch across specific segments.

* Resolving Credential Failures: Analyzing exact handshake or permission errors when

authenticated scans fail to access targeted assets.

* Performance Optimization: Investigating high CPU or memory usage or database lag that

impacts the speed of vulnerability processing.

* Plugin Debugging: Verifying why specific plugins did not fire or why they produced suspected

false positives or negatives on a host.

* Upgrade & Installation Errors: Providing logs to resolve issues encountered during version

migrations or initial setup failures.
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* Audit Trail Verification: Documenting unusual user activity or system changes for compliance

and security forensics.

* Connectivity & Sensor Health: Diagnosing communication breaks between the management

console and remote Tenable Nessus scanners or Tenable Agents.

The steps for collecting data are divided into three phases. Not every Tenable product or issue

requires all three phases. You may receive specific instructions to gather some or all of these:

Enable Plugin Debugging and Audit Trails

Use this section when troubleshooting false positives, authentication errors, or compliance checks.

Apply these settings before running the scan.

Tenable Nessus (Pro, Manager, and Scanners)

Tenable Agents

Tenable One Vulnerability Management

Tenable One Web App Scanning

Collect Scan Results

Use this section after the scan has finished. These files allow support to replay the scan results with

full diagnostic data.

e Tenable Nessus (Pro, Manager, and Scanners)

e Tenable Agents

¢ Tenable One Vulnerability Management

¢ Tenable One Web App Scanning
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Collect System Debug Logs and Diagnostics Files

Use this section when troubleshooting software crashes, service failures, or installation errors.

e Tenable Nessus (GUI & CLI)

* Tenable Agents (GUI & CLI)

* Tenable Security Center (Diagnostics File)

e Tenable Security Center (Debugging Logs)

e Tenable One Vulnerability Management

* Tenable Core

* Tenable One OT Exposure

e Tenable Network Monitor

Tenable Nessus

Enable Plugin Debugging and Audit Trails

Use this section when troubleshooting false positives, authentication errors, or compliance checks.

Apply these settings before running the scan.

To enable plugin debugging and audit trails for Tenable Nessus:
1. Create or edit your scan policy.

2. Goto Advanced. If the screen shows Scan Type, set it to Custom.



ﬁtenable Nessus Professional ~ Secans Settings (2] A admin o

FOLDERS

New Policy / Advanced Scan

Settings Credentials Compliance Plugins

BASIC
General Settings

DISCOVERY
+  Enable safe checks
ASSESSMEENT

REPORT

sts that become unresponsive during the scan
ADVANCED )

Scan IP addresses in a random order

Automatically accept detected SSH mer prompts

Scan targets with multiple domain names in parallel

+  Create unique identifier on hosts scanned using credentials

Trusted CAs

3. Scroll down to the Debug Settings section:
a. Select Enable plugin debugging.

b. SetDebug Log Level to Level 3.

Note: Do not set the Debug Log Level to Level 4 unless instructed to do so by
Tenable Support.

c. Set Audit Trail Verbosity to All audit trail data.



d. SetlInclude the KB to Include KB.

Debug Settings

Log scan details

Always report S5H commands

+  Enable plugin debugging

Debug Log Level Level 3: Full Debugging

Enumerate launched plugins

Audit Trail Verbosity All audit trail data

Include the KB Include KB

4. Save and run the scan.
5. Ensure the scan has completed with plugin debugging and audit trails enabled:
a. Select the scan to view the scan details.

b. Inthe upper right corner, look for the Audit Trail button next to the Configure button.



Otenable NessusProfessional  Scans Settings @ A admin o

FOLDERS Configure Audit Trail Launch = Report Export *

Advanced Scan =

Scan Summary Hosts 3 Vulnerabilities 26 History 2

Scan Details Top 5 Operating Systems Detected During Scan

g g Linux (Other)

Critical Vulnerabilities High Vulnerabilities
1 ®o

Medium Vulnerabilities Low Vulnerabilities

Details

Scan Name: Advanced Scan

Plugin Set: 202607220137

CV55_Score: CVS5_V3

Scan Template: Advanced Scan

Scan Start: Today at 2:43 PM

Scan End: Today at 2:53 PM

Authentication / Credential Info (Hosts) Scan Durations +

0 3 00:09:11 00:07:38 00:09:11

SUCCEEDED SCAN DURATION MEDIAN SCAN TIME PER MAX SCAN TIME
HOST

c. Inthe plugin results, search for the Debugging Log Report plugin.

If the Audit Trail button or the Debugging Log Report plugin are not visible, try these

steps again to enable plugin debugging and audit trails.

Collect Scan Results

Use this section after the scan has finished. These files allow support to replay the scan results with

full diagnostic data.

To collect scan results for Tenable Nessus:
1. Ensure the scan has finished with Plugin Debugging and Audit Trails enabled.

2. Select the scan, and in the upper right corner, click Export.



©® A admin o

Export =
MNessus

Messus DB

Policy

Timing Data

3. Select the Nessus DB format.

Note: Set a secure password when prompted. You must provide this password to Tenable
Support.

4. Download the file and submit it to your support case.

Collect Debug Logs

Use this section when troubleshooting software crashes, service failures, or installation errors.

* GUI Method (Nessus 8.x and later): Goto https://<nessus_ip>:8834 > Settings. In the
upper-right corner, click Download Logs. Select Extended as the debug log type, then click

Download.
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(Crtenable Nessus Professiona Settings

Overview Softw e ugin Detail Locale

Nessus Professional versior Download Logs

version Gather recent log data and basic system information to assist

in troubleshoating.

Debug Log Type
Basic
® Extended
Includes additional log data and system information.
Debug Options
Sanitize IPs

actets of any IPvd

Log file size can affect download speed. You may choose to
cancel at any time.

Download Cancel

* CLI (Windows): Run as Admin: "C:\Program Files\Tenable\Nessus\nessuscli.exe"

bug-report-generator. Choose Full Mode.

e CLI (Linux): Run as Root: /opt/nessus/sbin/nessuscli bug-report-generator.
Choose Full Mode.

e CLI (macOS): Run as Root: /Library/Nessus/run/sbin/nessuscli bug-report-

generator.

Tenable Agents

Enable Plugin Debugging and Audit Trails

-11 -
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Use this section when troubleshooting false positives, authentication errors, or compliance checks.

Apply these settings before running the scan.

To enable plugin debugging and audit trails for Tenable Agents:
1. Navigate to Scans and edit the agent scan policy.

2. Goto Advanced (set Scan Type to Custom if needed).

Qtenable Nessus Manager Scans Sensors Settings

FOLDERS

New Scan / Advanced Agent Scan

Settings Plugins

BASIC
Unix find command Options

DISCOVERY

Exclude Filepath
ASSESSMENT

REPORT

ADVANCED

Exclude Filesystem

Include Filepath

Command Timeout

Agent Performance

3. Under Debug Settings:
a. Select Enable plugin debugging.

b. SetDebug Log Level to Level 3.
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c. Set Audit Trail to All audit trail data.

d. Setlinclude the KB to Include KB.

Debug Settings

Log scan details

+  Enable plugin debugging

Attaches available debug logs fi
Debug Log Level Level 3: Full Debugging

Enumerate launched plugins

Audit Trail Verbosity All audit trail data

Include the KB Include KB

4. Save and run the scan.

Collect Scan Results

Use this section after the scan has finished. These files allow support to replay the scan results with

full diagnostic data.
To collect scan results for Tenable Agents:
1. Ensure the scan has finished with Plugin Debugging and Audit Trails enabled.

2. Select the scan, and in the upper right corner, click Export.

-13-



©® A admin o

Export =

MNessus
Messus DB

Policy
Timing Data

3. Select the Nessus DB format.

Note: Set a secure password when prompted. You must provide this password to Tenable
Support.

4. Download the file and submit it to your support case.

Collect Debug Logs

Use this section when troubleshooting software crashes, service failures, or installation errors.

* GUI Method (via Nessus Manager): Go to Sensors, select the agent, click The Log, then
Request Logs.

{Jtenable NessusManager  Scans Sensors Settings @ 4 admin o

Linked Agents / agent-1 T s Unlink
< Back to Age

Agent Details Logs Remote Settings

From this page, you can request and manage debug reports from this agent. Up to 5 debug reports

can be retained at a ime, and are saved in the following directory:

fopt/nessus/var/nessus/logs/
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e CLI (Windows): Run as Admin: "C:\Program Files\Tenable\Nessus

Agent\nessuscli.exe" bug-report-generator.
e CLI (Linux): Run as Root: /opt/nessus_agent/sbin/nessuscli bug-report-generator.

* CLI (macOS): Run as Root: /Library/NessusAgent/run/sbin/nessuscli bug-report-

generator.

Tenable One Vulnerability Management

Enable Plugin Debugging and Audit Trails

Use this section when troubleshooting false positives, authentication errors, or compliance checks.

Apply these settings before running the scan.

To enable plugin debugging and audit trails for Tenable One Vulnerability Management:
1. Create or edit the scan policy.

2. Goto Advanced (set Mode to Custom if visible).
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Create a Scan - Basic Network Scano

Settings

Advanced

Basic
Discovery

MODE
Assessment

I Custom v
Report
Advanced = Choose your own advanced settings.

Credentials General Settings

Enable safe checks Scan targets with multiple domain names in parallel O

Stop scanning hosts that become unresponsive Create unique identifier on hosts scanned using o
during the scan credentials
TRUSTED CAS

Scan IP addresses in a random order

CA certificates listed here will be considered as trusted
Automatically accept detected SSH disclaimer CAs by the scan

prompts &)

yveuo

Performance Options

MAX NUMBER OF CONCURRENT TCP SESSIONS PER HOST

( l

MAX NUMBER OF CONCURRENT TCP SESSIONS PER SCAN

( l

Slow down the scan when network congestion is
detected

g

NETWORK TIMEOUT (IN SECONDS)

5

MAX SIMULTANEOUS CHECKS PER HOST

Cancel

3. Under Debug Settings:
a. Select Enable plugin debugging.
b. SetDebug Log Level to Level 3.

c. SetAudit Trail Verbosity to All audit trail data.

Debug Settings

AUDIT TRAIL VERBOSITY

Always report SSH commands (&) () Enumerate launched plugins (@ C)

Enable plugin debugging @©
DEBUG LOG LEVEL All audit trail data v ]

[ . Control verbaosity of the plugin audit trail.
Level 3: Full Debugging “ l Y plug

Control verbosity and content of debug log statements

4. Save and run the scan.

Collect Scan Results
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Use this section after the scan has finished. These files allow support to replay the scan results with

full diagnostic data.

There are two distinct export paths depending on the scan type.

To collect scan results for standard vulnerability scans:

1. Inthe left navigation, click Scans.

= (Otenable vuneravityMaragement

oo

8 Scanso

= <0 ’_V £ search by scan name, scan status
0 Folders @add [ 4aiems
m [P Search Folders J NAME
’ O
@ [J My Scans O
‘O Allscans O
@ Remediation Scans O
ﬁ Trash 3 O
g, O
O
B, O
D
B O
Shared Collections Create [
%‘ [ A search shared Collections ] O
O
c s 5
] O
& g =
D
O
D
D
O
m

Scans

Vulnerability Management Scans ~ Web Application Scans

SCHEDULE
©On Demand
On Demand
On Demand
On Demand
On Demand
On Demand
Once on August 26, 202...
On Demand
On Demand
©On Demand
On Demand
Every 5 days at 8:30 AM
©On Demand
On Demand
©On Demand
On Demand
0On Demand
©On Demand
On Demand
0On Demand
©On Demand

A P and

2. Below Scans, select Vulnerability Management Scans.

3. Do one of the following:

-17-

77 Quick Actions ~ /\m @ l;ﬂ’ @{é} §

LAST RUN
07/22/2026
07/22/2026
07/16/2026
07/16/2026
06/24/2026
06/24/2026
07/24/2025
07/24/2025
N7A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A
N/A

888
o8B

©

@ Create Scan l | Create Scan Template Tools ~

STATUS
Completed
Aborted
Completed
Aborted
Completed
Completed
Aborted
Aborted
Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty
Empty

Ermmns

Ttoddofdd v

Page 1 of 1

ACTIONS
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. Inthe scans table, roll over the scan and click the : button, then click Export.

Scanso @® Create Scan | | @ create Scan Template | | Tools

Vulnerability Management Scans ~ Web Application Scans

o[ >v | P search by scan name, scan status ® Launch
#¢ Custom Start

Folders @add [ 4diems 2 Edit i
/G Search Folders J NAME SCHEDULE LAST RUN STATUS | [+ Export -(TIONS

O ™ysan On Demand 07/22/2026 Completed | & Move &
ElRVESES | On Demand 07/22/2026 Aborted | = Mark Unread
O Allscans ] ©On Demand 07/16/2026 Completed | 1§ Copy
@ Remediation Scans O On Demand 07/16/2026 Aborted & Trash
©§ Tash 3.0 On Demand 06/24/2026 Completed @ Add to Shared Collection |

O On Demand 06/24/2026 Completed ! )

* View scan details, and in the upper right corner, click Export.

Docs b Export || ~ Edit || © Trash || B AuditTrail
VULNERABILITY MANAGEMENT SCANS
vulns by Plugin - vulns by Asset  History @ 0 @ 0
CRITICAL HIGH VULNERABILITIES
N VULNERABILITIES
Fifters ~  Search R | 27 Resuits ®
J @6 0
MEDIUM LOW VULNERABILITIES
VULNERABILITIES
27 ltems 1t0270f 27 v Page 1of 1
SEVERITY NAME FAMILY INSTANCES Scan Details
9 HTTP Server Type and Version Web Servers E} STATUS Completed
Service Detection Service detaction 13 STARTTIME 07/2212026 3t 3:40 M
. TEMPLATE Basic Network Scan
(W info HyperText Transfer Protocol (HTTP) Information Web Servers 13
. SCANNER US Cloud Scanner
@ Info SSL Certificate Information General 6

The Export plane appears.

4. Select the Nessus format and click Export.
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> EXPORT

1 Scan

FORMATS

PDF - Custom

FDF - Executive Summary
HTML - Custom

HTML - Executive Summary
Messus

csy @

Note: If the scan results are more than 35 days old, only the Nessus and CSV export
formats are available.

5. Submit the downloaded file to your support case.

To collect scan results for web application scans:
1. Inthe left navigation, click Scans.

2. Selectthe Web Application Scans tab (or filter) to locate your scan.

3. Do not open the scan details yet. Instead, look for the Export button or the : menu next to the

scan in the list.

4. Select Export and select the Nessus format.
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Scans

Vulnerability Management Scans ~ Web Application Scans

<o |[ > Y ] £ search by scan name
Folders ®add [ 14items
P search Folders ‘ NAME SCHEDULE
O on Demand
O MyScans O On Demand
3 AllScans O On Demand
@ Remediation Scans O Every 2 Days ...
ﬁ Trash O Every 3 Days ...
O Daily At 1:30 ...
O Test O Daily At 1:30 ...
O Manthly On ...
O On Demand
O On Demand
O on Demand
O Once On Jar...
D On Demand
O On Demand

5. Set a password when prompted.

Collect Debug Logs

LAST MODIFIED
02/24/2026
02/18/2026
02/18/2026
01/23/2026
01/23/2026
02/18/2026
01/23/2026
01/23/2026
02/18/2026
07/08/2025
06/24/2026
01/23/2026
07/05/2022
09/15/2025

LAST RUN -
Never Run

Never Run

Never Run

07/22/2026
07/22/2026
07/22/2026
07/22/2026
06/26/2026
06/24/2026
06/24/2026
06/24/2026
01/23/2026
03/28/2024
11/28/2022

‘ @ Create Scan ] | Create Scan Template Tools ~
Tto140f14v Page 10f 1

STATUS TARGET COUNT ACTIONS
Never Run 1
Never Run
Never Run Z Edit
Running  93%(Estimate: 4 minut ® Launch 1
Running  95%(Estimate: 3 minut [> Export :
Completed [» Export for Cl/CD
Completed B Move :
Completed B Copy
Completed © Trash
Aborted 1
Aborted 1
Completed 1
Completed 1
Completed 1

Use this section when troubleshooting software crashes, service failures, or installation errors.

To collect system debug logs for Tenable One Vulnerability Management:

1.

In the left navigation, click Sensors.

The Sensors page appears with Linked Scanners selected by default.

In the linked scanners table, click the scanner you want logs from.

The details page for that scanner appears.
Click the Logs tab.

In the upper-right corner, click Request Logs.

-20 -
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The log appears as a pending row in the table. Tenable One Vulnerability Management

requests the logs the next time the scanner checks in, which may take several minutes.

5. When the log status shows as available, click the download button in that row.

Tenable One Web App Scanning

Enable Plugin Debugging and Audit Trails

Use this section when troubleshooting false positives, authentication errors, or compliance checks.

Apply these settings before running the scan.

To enable plugin debugging and audit trails for Web App Scanning in Tenable Nessus
Expert:

1. In Tenable Nessus Expert, in the policy, go to Advanced.
2. Select Enable Debug logging for this scan.

Leave flags empty unless instructed otherwise.

New Scan / Scan

< Back to Scan Templates
Settings Credentials Plugins

BASIC
General

SCOPE
Target Scan Max Time 08:00:00
ASSESSMENT (HH:MM:SS)

ADVANCED b4
Enable Debug logging for this .
scan

Debug Flags

-21-
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To enable plugin debugging and audit trails for Web App Scanning in Tenable Security

Center:
1. In Tenable Security Center, go to Scans > Policies
2. Inthe table, select the scan policy.

3. Inthe Advanced section, select Enable Debug logging for this scan.

Add Policy > Scan € Back
Setu
® Seuwp General
@ Scope
TARGET SCAN MAX TIME (HH:MM:SS) @ 08-0000
@ Assessment |
@ Advanced enaBLE DEBuG LocanG ForTHISscaN @ (@D
@ Plugins

DEBUG FLAGS @

To enable plugin debugging and audit trails for Web App Scanning in Tenable One

Vulnerability Management:
1. In Tenable One Web App Scanning, go to Scans.
2. Inthe table, select the scan.

The Edit a Scan window appears.
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3. Inthe Advanced tab, select Enable Debug logging for this scan.

Edit a Scan- TM WAS Scan

Basic  Advanced Plugins

General

[J Enable Debug Flags Enable Debug logging for this scan

Performance Settings

Network Congestion

() Slow down the scan when network congestion is detected

Collect Scan Results

Use this section after the scan has finished. These files allow support to replay the scan results with
full diagnostic data.

To collect scan results for Web App Scanning in Tenable Nessus Expert:
1. Inthe top navigation bar, click Scans.
The My Scans page appears.

2. Click the scan, then click See All Details.

-23 -



The scan details page appears.

3. Inthe upper-right corner, click Export.

Target 1

< Back to was scans

Hosts 1 Vulnerabilities 26 History 1
Filter = 1 Host
Host Auth  Vulnerabilities -
NIA

4. Select Nessus DB.

a. Type a password to protect the file.

"

Configure

Launch = Report Export *

Nessus
Nessus DB
Policy
Timing Data

Scan Details

Palicy: Scan

Status: Completed

Severity Base: CVSSv3.0

Scanner: Local Scanner

Start May 19 at 8:08 AM

End: May 19 at 8:23 AM

Elapsed: 15 minutes

Vulnerabilities

" e Critical
/ ® High

& Medium
Low
e Info

Export as Nessus DB

Password

b. Click Export.

Cancel
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l Note: You must provide this password to Tenable Support.

5. Submit the downloaded file to your support case.

To collect scan results for Web App Scanning in Tenable One Vulnerability Management:

—

In the left navigation, click Scans.

2. Selectthe Web Application Scans tab (or filter) to locate your scan.

3 Do not open the scan details yet. Instead, look for the Export button or the :

scan in the list.

4. Select Export and select the Nessus format.

Scans

vulnerability Management Scans ~ Web Application Scans

<O > V¥ P Search by scan name

Folders @add [ 1ditems

P Search Folders ‘ NAME

[3 My Scans
3 AllScans
(@ Remediation Scans

B Trash

[ Test

Oo0oooooooooooo

5. Set a password when prompted.

Collect Debug Logs

SCHEDULE

On Demand
On Demand
On Demand
Every 2 Days ...
Every 3 Days ...
Daily At 1:30 ...
Daily At 1:30 ...
Manthly On ...
On Demand
On Demand
On Demand
Once On Jan...
On Demand

On Demand

-25-

LAST MODIFIED
02/24/2026
02/18/2026
02/18/2026
01/23/2026
01/23/2026
02/18/2026
01/23/2026
01/23/2026
02/18/2026
07/09/2025
06/24/2026
01/23/2026
07/05/2022
09/15/2025

LAST RUN
Never Run

Never Run

Never Run

07/22/2026
07/22/2026
07/22/2026
07/22/2026
06/26/2026
06/24/2026
06/24/2026
06/24/2026
01/23/2026
03/28/2024
11/28/2022

menu next to the

‘ @ Create Scan ] | Create Scan Template | Tools ~
Tto140f14v Page 1of 1

STATUS TARGET COUNT ACTIONS
Never Run 1
Newver Run
Never Run & Edit
Running 93% (Estimate: 4 minut ® Launch H
Running 95% (Estimate: 3 minut [> Export :
Completed [» Export for CI/CD
Completad B Move i
Completed &1 Copy
Completed © Trash
Aborted 1
Aborted 1
Completed 1
Completed 1
Completed 1



O

Use this section when troubleshooting software crashes, service failures, or installation errors.

To collect debug logs for Web App Scanning in Tenable Security Center:
1. Inthe left navigation, click System > Diagnostics.
The Diagnostics page appears.

2. Inthe Debugging Logs section, select the debugging logs Tenable Support asked you to

enable.
Debugging Logs
ENABLE SELECTED DEBUG LOGS Search Q|
(] Accept Risk i
[ Activity Log
[C] Agent Scan

[] Application Status

() Apply All Risk

() Asset Service
This functionality is intended for use with Tenable Customer Support.

Deselect All

Save debug settings

Download Debugging Logs

Collect Log Files THAT WERE MODIFIED WITHIM THE LAST 15 Minutes

3. Click Save Debug Settings.
4. Reproduce the issue.

5. Inthe Download Debugging Logs section, click Collect Log Files.

-26 -



6. Click Download Debug File.

7. Submit the file to your support case, then disable the debugging logs.

Tenable One OT Exposure

Collect Diagnostics File

Use this section when troubleshooting software crashes, service failures, or installation errors.

To generate a diagnostic report for troubleshooting:
1. Inthe left navigation bar, go to Inventory > All Assets.

The All Assets page appears.

{tenable or security Tenable 0T Security @ o01:54PM - Thursday S B, 2 admin ~

BB Overview InVE ntUry

Controllers & Modules Network Assets loT Assets
) Risks
£ Events
© ey 1381 Assats
G Conectics Name Risk Score Criticality Subnets
> @ settings @ P o 1 G
= OT Device il Medium
& Endpoint
8 Server
£ Endpoint
) Endpoint
1 Endpoint
f1 Endpoint
= OT Device il Medium

= OT Device il Medium

= OT Device il Medium

2. Inthe All Assets table, select one or more assets to export in the diagnostics report.
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3. Do one of the following:
* Forasingle asset: In the upper-right corner, click Actions > Export Diagnostics.

* For multiple assets: In the upper-right corner, click Bulk Actions > Export Diagnostics.

Inventory

Controllers & Modules Metwork Assets loT Assets

1381 Assets 2 Selected Bulk Actions ~
Name Edit Risk Score
Hide

Export Diagnostics
avice

I Endpoint

= Server

Tenable One OT Exposure downloads the diagnostics report for the selected asset or assets.

The diagnostics reportis a tar. gz file and includes the asset details in a . json file.

The diagnostics report name includes the name of the asset, timestamp, and the Tenable One

OT Exposure version. Examples:
* Forasingle asset: TOTS_Rouge_3.19.15_2024-06-03T07_05_27.tar.gz
* For multiple assets: TOTS_AssetsReport_3.19.15_2024-06-03T07_17_54.tar.gz

4. Extract the diagnostics report and share it with Tenable Support for further analysis.
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Tenable Security Center

Collect Diagnostics File

Use this section when troubleshooting software crashes, service failures, or installation errors.

To collect a diagnostics file for Tenable Security Center:
1. Inthe left navigation, click System > Diagnostics.

The Diagnostics page appears.

= (Jtenable securityCenter | Diagnostics © «@ @

oo

Diagnostics

i Confiquration ~ Tenable One Data  Diagnostics ~ JobQueue  Systemlogs  Publishing Sites  Keys

=
5 System Status
&5
+ Correct Java Version
2
+ Sufficient Disk Space ( Disk Threshold: 5% )
@ « Correct RPM Package Installed
{@?‘ +~ Debugging Not Enabled

« No Migration Errors Detected
+ No PHPFile Integrity Errors Detected
+ No PostgreSQL Connection Errors Detected

Last Updated: Jul 22, 2026 01:07 Refresh

Diagnostics File

Create Diagnostics File

2. Inthe Diagnostics File section, click Create Diagnostics File.

The page updates with configuration options.
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3. Inthe General section, if you want to omit IP addresses from the file, enable Strip IPs from

Chapters.
4. Inthe Chapters section, enable the chapters you want to include.
5. Click Generate File.
6. Click Download Diagnostics File.

7. Submit the debug. zip file to your support case.

Collect Debugging Logs
Use this section when troubleshooting software crashes, service failures, or installation errors.

Note: Only enable debugging logs if Tenable Support instructs you to. Disable all debugging
settings as soon as troubleshooting is complete to avoid disk and performance issues.

To collect debugging logs for Tenable Security Center:
1. Inthe left navigation, click System > Diagnostics.
The Diagnostics page appears.

2. Inthe Debugging Logs section, select the debugging logs Tenable Support asked you to

enable.
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Debugging Logs
ENABLE SELECTED DEBUG LOGS Search Q
- [[] Accept Risk i
) Activity Log
[C] Agent Scan

[} Application Status

() Apply All Risk

[[) Asset Service
This functionality is intended for use with Tenable Customer Support.

Deselect All

Save debug settings

Download Debugging Logs

Collect Log Files THAT WERE MODIFIED WITHIN THE LAST 15 Minutes ~

3. Click Save Debug Settings.

4. Reproduce the issue.

5. Inthe Download Debugging Logs section, click Collect Log Files.
6. Click Download Debug File.

7. Submit the file to your support case, then disable the debugging logs.

Troubleshooting Tenable Security Center Agent Scans

Tenable Security Center cannot run diagnostic Agent scans directly. Because the agent scans are
imported as final results, the granular debugging data required for troubleshooting (Plugin

Debugging and Audit Trails) is stripped out before it reaches Tenable Security Center.
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To troubleshoot issues such as false positives or authentication failures on a Tenable Security

Center agent target, you must reproduce the scan on a platform that supports direct agent control (

Tenable Nessus Manager or Tenable One Vulnerability Management).

To reproduce the scan:

1.

Note the IP address or hosthame and the specific policy settings causing the issue in Tenable

Security Center.

. Log in to the Tenable Nessus Manager or Tenable One Vulnerability Management instance

where the agent reports.

. Follow the steps in Tenable Agents for Tenable Agents to enable Include Audit Trail Data and

Include KB Data in the Tenable Nessus Manager settings.

Create a scan policy on the Tenable Nessus Manager that matches the settings in Tenable

Security Center and run it against the target agent.

Once the scan completes, follow the steps in Tenable Agents for Tenable Agents to export the

Tenable Nessus DB directly from the Tenable Nessus Manager.

Send this Tenable Nessus DB to Tenable Support. The DB contains the diagnostic data that

Tenable Security Center could not capture.

Tenable Core

Collect Diagnostics Report

Use this section when troubleshooting software crashes, service failures, or installation errors.

To generate a diagnostic report for troubleshooting:
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1. Log into Tenable Core via the user interface.
The Tenable Core web user interface page appears.
2. Inthe left navigation bar, click Diagnostic Reports.
The Diagnostic Reports page appears.

Administrative access @ Help = ¢ Session «

Q, Search

System diagnostics

Tenable Security
Center

Re pOFtS Run report

Overview

System Log
Networking
Storage

Accounts

Services
Diagnostic Reports

Terminal

Remote Storage

Update Management 4

3. Click the Run report button.

A list appears as the report generates.
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Run new report

S0S reporting collects system information to help with diagnosing problems.
This information is stored only on the system.

Report label Debug Data

Encryption passphrase

Leave empty to skip encryption

Options Obfuscate network addresses, hostnames, and usernames
Use verbose logging

Progress: 99%

When the report is complete, the status displays Done.

System diagnostics

Reports Run report

Report Created Attrib...

tenable-3afkldoj-DebugData-2026-07-23-rrdyvrg less than a minute ago

4. Click the Download button next to each report that you want to download.

Note: If you have enabled the setting to password encrypt your downloads, type the
password when prompted. You must provide this password to Tenable Support along with

the file.

Tenable Core saves the report.
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Note: These steps collect diagnostic information for Tenable Core, not the Tenable product
configured with Tenable Core (for example, Tenable Security Center or Tenable Nessus).

Tenable Network Monitor

Collect Debug Logs

Use this section when troubleshooting software crashes, service failures, or installation errors.

To collect Tenable Network Monitor system debug logs on Linux:

* Run the following command:

/opt/nnm/bin/debug.sh

To collect Tenable Network Monitor system debug logs on Windows:

* Run the following command:

C:\Program Files\Tenable\nnm\debug
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