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Welcome to the Tenable Identity Exposure Key Features Guide

Welcome to Tenable Identity Exposure, formerly known as Tenable AD. This document is designed
to enhance your experience by offering a comprehensive overview of the product's features and
functionality, whether it's deployed on-premises or through SAAS. This resource aims to assist you
whether you're a newcomer seeking guidance or an experienced user looking to deepen your
understanding.

Throughout this document, you'll find various sections exploring a range of topics, including
optimizing product usage and managing Indicators of Attack and Indicators of Exposure. It's
important to note that while this document provides valuable insights, it's not intended to be a rigid
rulebook for Tenable Identity Exposure usage. Instead, it offers recommendations for achieving a
seamless and effective utilization of the platform.

About this Guide

This guide is based on the Tenable Identity Exposure SaaS User Guide which you can consult for
comprehensive details.

The examples shown in this guide to highlight Tenable Identity Exposure's capabilities do not
represent an exhaustive list and may not directly translate to every unique environment. For optimal
security measures, we recommend visiting our official documentation or professional services for
further details and guidance.

Key Stakeholders

The individual stakeholders in Tenable Identity Exposure differ based on your organization's size,
structure, security policies, and the intended use cases. Establishing precise roles and
responsibilities for each stakeholder enables the efficient adoption and utilization of the product.

When working with Tenable Identity Exposure, it's essential to grasp the diverse stakeholders
involved. These individuals and groups assume varying roles in identifying, mitigating, and reporting
identity-based security risks. Here's a comprehensive breakdown:

* Security Team: Oversees and administers the Tenable solution, leveraging data analysis to
identify and respond to vulnerabilities and risks promptly.
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IT Operations Team: Facilitates the infrastructure and integration support for the Tenable
solution, ensuring seamless connectivity with other security tools and user directories.

Application Development Teams: Charged with securing applications and promptly
addressing any exposed identities flagged by Tenable.

Identity and Access Management (IAM) Team: Manages user accounts, permissions, and
access controls, collaborating closely with IT security counterparts to address issues
pinpointed by Tenable Identity Exposure.

Business Unit Leaders: Hold ultimate responsibility for the security posture of their teams
and applications. They review reports, prioritize risk mitigation strategies, and allocate
resources to enhance Active Directory security measures.



Dashboards

Dashboards allow you to visualize data and trends affecting the security of your Active Directory.

You can customize them with widgets to display charts and counters according to your

requirements.

The Tenable Identity Exposure dashboard acts as a real-time command center for your

organization's Active Directory (AD) security. It provides a comprehensive overview (e.g. a real-time,

centralized view) of your identity landscape, highlighting critical vulnerabilities, pinpointing potential

attack vectors, and enabling proactive risk mitigation.
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* At-a-glance overview: Get a rapid pulse check on your security state, with key metrics like

compliance score, top risks, and user activity trends displayed prominently.

* Drilling down into details: Dive deeper into specific areas with interactive widgets that break

down risk factors by severity, user category, and other relevant criteria.

* Customizable focus: Build personalized dashboards tailored to your priorities, using pre-built

templates or crafting your own layouts. For example, for creating a dashboard for popular

misconfiguration against common recurring loEs:
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® Ensure SDProp Consistency
® Domain Controllers Managed by lllegitimate Users
® Dangerous Kerberos Delegation

* Real-time monitoring: Stay informed of emerging threats and suspicious activity with
continuous updates and alerts.

* Actionable insights: Gain practical recommendations for remediation, prioritized based on
severity and potential impact.

See also

e Dashboards

e \/ideo tutorial on dashboards



https://www.youtube.com/watch?v=PXnx8I8zaZY

Trail Flow

Tenable Identity Exposure's Trail Flow shows the real-time monitoring and analysis of events
affecting your AD infrastructure. It allows you to identify critical vulnerabilities and their
recommended courses of remediation.

Using the Trail Flow page, you can go back in time and load previous events or search for specific
events. You can also use its search box at the top of the page to search for threats and detect
malicious patterns.

The Trail Flow tracks the following events:

* User and group changes: Includes the creation, deletion, and modification of accounts and
groups.

* Permission alterations: Encompasses modifications to access controls on objects such as
files, folders, and printers.

» System configuration adjustments: Involves changes to Group Policy Objects (GPOs) and
other critical settings.

* Suspicious activities: Encompasses unauthorized attempts, privilege escalations, and other
events that raise red flags.

Tenable Identity Exposure offers these capabilities to leverage the Trail Flow data:

* Searchable and filterable: Easy navigation through the event stream by using keywords or
specific criteria, enabling focused attention on pertinent activities while minimizing
extraneous noise.

* Detailed event information: Each event entry furnishes exhaustive details, encompassing the
affected object, the user responsible for the change, the protocol utilized, and associated
Indicators of Exposure (IoEs).

* Visualized relationships: The ability to illustrate the relationships between events,
illuminating how seemingly unrelated activities may contribute to a broader attack campaign.

To access the Trail Flow:



* In Tenable ldentity Exposure, click Trail Flow in the navigation bar on the left.

The Trail Flow page opens with a list of events. For more information, see Trail Flow Table.

X Otenable identity Exposure o) @S@

Trail Flow
—— s rnsonso  mnmzms 13 | fooman ]
SoURCE e oBjECT DoMAN DATE (HHAMMESS, YYYY-MM-DD)
3 identity Explorer LDAP dnsNode c01,D C=tcorp Jocal CN=MicrosoftDNS, DC=DomainDnsZones, DC=tcorp,D 4 TCORP Domain ~ 08:37:28, 2023-11-09
LDAP dnsNode c01,D C=tcorp Jocal CN=Micros0ftDNS,DC=DomainDnsZones, DC=tcorp,D 4 TCORP Domain  08:33:03, 2023-11-09
LDAP dnsNode =apjlab-afad-dc-,DC=jp alsid.corp,CN=MicrosoftDNS, DC=DomainDnsZones DC=jp. 4 Japan Domain @ £ 0505114, 2023-11-09
LDAP dnsNode pilab-afad-dc-, DC=jp.alsid.corp CN=MicrosoftDNS,D 4 Japan Domain @ £ 04:5710, 2023-11-09
LDAP CRLDistributionPoint CN=tcorp-DCO1-CA CN=dcO1.CN=CDP.CN=Pu 4 TCORP Domain  00:42:44, 2023-11-09
LDAP CRLDistributionPoint CN=tcorp-DCO1-CA CN=dcO1.CN=CDP.CN=Pu 4 TCORP Domain  00:42:44, 2023-11-09
24 Incicatons of Exposire LDAP dnsNode DC=dc-vm,DC=alsid.corp.CN =alsid DC=corp A ALSD 2319:52,2023-11-08
LDAP dnsNode DC=dc-vm,DC=alsid.corp,CN=MicrosoftDNS, DC=DomainDnsZones,DC=alsid,DC=corp A ALSD 231234,2023-11-08
SYSVOL  Object changed aptini \corp. 0-4100-ASFO-3CFAD145. 4 TCORP Domain 2226220, 2023-11-08
) (TETsarRER LDAP Authentication user CN=MSOL_6ec06f289328,CN=Users DC=alsid DC=corp A ALSD 22264:56,2023-11-08
LDAP domainDNS DC=ForestDnsZones,DC=alsid,DC=corp 4 Japan Domain @ £ 2224:39, 2023-1-08
o Topology LDAP dnsNode DC=apjlab-afad-dc-,DC=jp.alsid.corp,CN=MicrosoftDNS,DC=DomainDnsZones, DCjp. A Japan Domain @ # 2224:39, 2023-11-08
LDAP dnsNode DC=b9e5ch30-ff16-4772-Bdec-eelch2765d4e,DC=_msdes alsid corp CN=MicrosoftDN. 4 Japan Domain @ £ 2224:39, 2023-1-08
yT— LDAP dnsNode DC=ge,DC=_msdcs alsid.corp. CN=MicrosoftDNS, DC=ForestDnsZones,DC=alsid,DC=co. 4 Japan Domain @ £ 2224:39, 2023-11-08
LDAP dnsNode DC=acfBehdc-eds2-4108-223c-023a9f97fbds, DC=_msdes alsid corp CN=MicrosoftDN. 4 Japan Domain @ £ 2224:39, 2023-11-08
o LDAP dnsNode ,DC=_msdcs.alsid. corp,CN=MicrosoftDNS, DC=ForestDnsZones DC=alsid DC=cor. 4 Japan Domain @ £ 2224:39, 2023-11-08
LoAP dnsNode DC=78da7d47-2914-46b2-8aT1-1co6ccacbb8d, DC=_msdcs.alsid. corp CN=MicrosoftDN... A Japan Domain @  22:24:39, 2023-1-08
Q Accounts LDAP dnsNode DC=@ DC=.TrustAnchors (N =MicrosoftDNS, DC=ForestDnsZones, DC=alsid,DC=corp 4 Japan Domain @ £ 2224:39, 2023-1-08
SYSVOL  Object changed aptini ip.alsid Isid corp\Policies\(SATF97 87831167, 4 Japan Domain @ £ 2224:26, 2023-11-08
&) sy SYSVOL  Object changed aptini corp. 0-4100-A9FO-3CFAD14S. 4 TCORP Domain _ 15:11:56,2023-11-08
SYSVOL  Object changed aptini ip.alsid Isid. corp\Policies\(SATF97" 87831167, 4 Japan Domain @ £ 1511119, 2023-11-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad CN=MicrosoftDNS, DC=DomainDnsZones DC=tenable DC=ad 4 KHLAB 151115, 2023-11-08
SYSVOL  Object changed TenableADEventsL istenerConfigu. \\alsid.corp\sysvol\alsid.corp\ Policies\(195ASAAT-5B36-42FF-BECE-9AL3T20C6C. A ALSID 151105, 2023-11-08
SYSVOL  Object changed TenableADEventsL istenerConfigu \Nalsid.corp\sysvol\alsid.corp\ Policies\(195A5AA1-5B36-42FF- BECE-9A43720C6C. A ALSD 15:11.04,2023-11-08
SYSVOL  Object changed aptini \\tenable ad\sysvolltenable ad\Policies\(1CO15058-ADSC- 441A-BOG0-T44CT274T. 4 KHLAB 151103, 2023-11-08
SYSVOL  Object changed Registry.pol \Nalsid.corp\sysvol\alsid.corp\ Policies\(195A5AA1-5B36-42FF- BECE-9A43720C6C. A ALSD 1510:26, 2023-11-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad CN=MicrosoftDNS, DC=DomainDnsZones DC=tenable DC=ad 4 KHLAB 1455208, 2023-11-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad CN=MicrosoftDNS, DC=DomainDnsZones DC=tenable DC=ad 4 KHLAB 14:30:35, 2023-11-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad CN=MicrosoftDNS, DC=DomainDnsZones DC=tenable DC=ad 4 KHLAB 1422:07,2023-11-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad CN=MicrosoftDNS, DC=DomainDnsZones DC=tenable DC=ad 4 KHLAB 1410114, 2023-11-08
LDAP dnsNode DC=dc-vm,DC=tenable.ad CN=MicrosoftDNS, DC=DomainDnsZones DC=tenable DC=ad 4 KHLAB 13:52:08, 2023-11-08
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To select a timeframe:

To select a domain:

To view an event:

To pause and restart the Trail Flow:

To load the next or previous events:

How does the data appear in the Trail Flow?

1. When you perform an action within your Active Directory (AD) interface, such as:
* Creating a new user account

* Modifying a user's group membership


../../../../../Content/User/TrailFlow/trail-flow-table.htm

Resetting a password
Disabling an account
Enabling an account
Deleting an account
Moving an object

Modifying permissions

2. The Active Directory (AD) automatically generates an event log entry, capturing details of the

operation, including:

Timestamp
Administrator performing the action
Object(s) affected

Specific changes made

3. Tenable Identity Exposure continuously collects and analyzes these event logs and correlates

events, identifies patterns, an detects anomalies.

4. The Trail Flow page visualizes the operation's flow and impact:

Timeline: Displays a chronological sequence of events, highlighting the recent
operation.

Object Details: Provides specific information about the affected objects, including their
attributes and relationships.

Change History: Shows a history of modifications made to the object(s), including the
current operation.

Risk Insights: Identifies potential risks associated with the operation, such as excessive
permissions or membership in sensitive groups.

Compliance Information: Indicates any compliance violations related to the operation.

See also



e Trail Flow overview

¢ Trail Flow Use Cases

¢ Trail Flow video tutorial
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../../../../../Content/User/TrailFlow/TrailFlowUseCases.htm
https://www.youtube.com/watch?v=zGB1vDo6E2s

Reporting Center

The Reporting Center in Tenable Identity Exposure provides a valuable feature that allows you to
export important data as reports to key stakeholders within an organization. The reporting center
offers a means to create reports from a predefined list, ensuring an efficient and streamlined
process.

It offers the following functions:

* Granular filtering: Refine reports using granular filters based on date range, domain, Indicator
of Attack (loA), Indicator of Exposure (loE), and more, ensuring laser-focused insights.

* Automated delivery: Schedule reports for automatic generation and delivery at desired
intervals, streamlining security monitoring and reporting processes.

* Flexible exporting: Export reports in various formats like CSV for further analysis, sharing
using reports access key, or integration with existing reporting workflows.

Administrators can create different types of report for different users with flexible reporting
timeframes of up to one quarter. The ability to share critical identity data from Tenable Identity
Exposure empowers the organization to mitigate proactively risk and identify potential identity-
based attacks.

To download a report, users receive an email with a URL to a page in which they enter a report
access key that they received from their administrator. Reports are available for download for 30
days, after which they age out and Tenable Identity Exposure deletes them. Users must download
their reports before Tenable Identity Exposure generates a new one for the specified timeframe
and overwrites the previous one.

To access the reporting center:

1. In Tenable Identity Exposure, select Systems > Configuration.
2. Under Reporting, click Reporting Center.

A pane opens with a list of configured reports and their associated information, such as

report name, type, domain, profile, period, recurrence, and recipient emails.

See also

-11-



* Reporting Center

¢ Set Permissions for a Role
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../../../../../Content/Admin/Roles/RolePermissions.htm

Indicators of Exposure

Tenable ldentity Exposure measures the security maturity of your AD infrastructures through
Indicators of Exposure (IoEs) and assigns severity levels to the flow of events that it monitors and
analyzes. Tenable Identity Exposure triggers alerts when it detects security regressions.

These loEs are pre-configured, and any deviations from the established norms trigger
corresponding alerts.

To display IoEs:

1. In Tenable Identity Exposure, click Indicators of Exposure in the navigation pane.

The Indicators of Exposure pane opens. By default, Tenable Identity Exposure shows only the

loEs that contain deviances.

2. (Optional) To show all loEs, click the Show all indicators toggle to Yes.

X Otenable identity Exposure

Indicators of Exposure

Al Active Directory Microsoft Entra ID

GENERAL —————————

e — Q. Search for an indicator
®  Critical
2 Identity Explorer

Unsecured Configuration of Netlogon Protocol

SECURITY ANALYTICS CVE-2020-1472 ("Zerologon’) affects Netlogon protocol

and allows elevation of privilege
~ Trail Flow

@ Indicators of Exposure

A s domains Complexity )
% indicators of Attack
® High
", Tapol
oo ToPOlOGY GPO Execution Sanity

Verifies that the Group Policy Objects (GPOS) applied to

@ Attack Path
domain computers are sane.

AANAGEMENT
Q, Accounts
AALSID Complexity )
& SEED Medium
Dormant Accounts

Detects unused dormant accounts that can lead to security
risks.

Complexity £
® Low

Vulnerable Credential Roaming Related Attributes

Credential roaming attributes are vulnerable, making the
related user protected secrets readable by an attacker.

- Health Check

@ (5issues 1 warning) 4 4 domains

Complexity §)

Tenable Identity Exposure loEs come with a range of features designed to boost your investigative

capabilities :

Domain Controllers Managed by lllegitimate Users

Some domain contrallers can be managed by nan-
administrative users due to dangerous access rights.

A 5domains Complexity ()

Potential Clear-Text Password

Checks for objects containing potential clear-text
passwords in attributes readable by domain users.

A 5domains Complexity ()

Insufficient Hardening Against Ransomware

Ensures that the domain implemented hardening measures
ta protact against ransomware.

Complexity <)

Disabled Accounts in Privileged Groups

Accounts that are net used anymore should not stay in
privileged groups.

4 4 domains

Complexity (&)

_]3_

Show all indicators

Verify Sensitive GPO Objects and Files Permissions

Ensures that the permissions assigned to GPO objects and
files linked to sensitive containers, such as the domain
eontrollers or OU, are appropriate and secure

A 4 domains Complexity ()

Dangerous Sensitive Privileges

Identifies misconfigured sensitive privilege rights that
decrease the security of a directory infrastructure.

A ALSD Complexity (<)

Users Allowed to Join Computers to the Domain

Verify that reqular users cann
the domain

ot join external computers to

Complexity {3

Unlinked, Disabled or Orphan GPO

Unused or disabled GPOs slow directory performance and
RSoP computation, and can lead to security policy
confusion. Reactivating them by mistake can weaken
existing policies

4 4 domains

Complexity (3

0 wgn 5@ @
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* Searchable and filterable: Effortlessly explore the lIoE by applying filters based on forest and
domain.

* Export capability: Deviance object will allow you to export the loE’s in CSV format.
* Action on loE incidents: Remove an exposure from the whitelist/re-enable it.
The data from loEs include:

* Information section: This section provides executive summary about each Indicator of
Exposure (IoE), including known attack tools, affected domains, and relevant documentation.

* Vulnerability details: This section provides more in depth information above the
misconfiguration in Active Directory.

* Deviant objects: This section highlights misconfigurations in Active Directory that may
contribute to broader attack surfaces.

* Recommendation: This section guides you through effective configuration strategies to

minimize your attack surface.
Level of Severity

Severity levels allow you to assess the severity of the detected vulnerabilities and to prioritize
remediation actions.

The Indicators of Exposure pane shows IoEs as follows:
* By severity level using color codes.
* Vertically — from most severe to least severe(red for top priority and blue for least priority).

* Horizontally — from most complex to least complex. Tenable Identity Exposure computes the
complexity indicator dynamically to indicate the level of difficulty to remediate the deviant

loE.
Critical — Red Shows how to prevent attacks and compromise of the Active Directory by
certain unprivileged users.
High — Orange Deals with either post-exploitation techniques leading to credential theft or

-14 -
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security bypass or with exploitation techniques that require chaining to be

dangerous.
Medium — Indicates a limited risk for the Active Directory infrastructure.
Yellow
Low — Blue Shows good security practices. Certain business contexts may allow low-

impact deviances that do not necessarily affect AD security. These
deviances have an impact on the AD only if an administrator makes an error
such as by activating an inactive account.

Prioritization of Remediation

You prioritize remediation efforts on high-severity IoEs identified by the system. Additionally, you
can further prioritize within the critical category using the risk meter within the IoE.

Accounts With Never Expiring Passwords

Checks for accounts with the DONT_EXPIRE_PASSWORD
property flag in the userAccountControl attribute that
allows indefinite use of the same password, bypassing
password renewal policies.

A 4 domains Complexity [ (]

If you believe that the IoE falls within your organization's purview or operational mandate, you can
allowlist it.

Use Case

The following use case focuses on the |oE called "Accounts with Never Expiring Passwords".

-15 -



1. When Tenable Identity Exposure flags an

= (Otenable Identity Exposure

All Active Directory Microsoft Entra ID

risks.
1]
L]

.

a

A ¢ domains Complexity (%)
~ AdminCount Attribute Set on Standard Users

Checks for the adminCount attribute on decommissioned
accounts leading to permission issues that are difficult to

manage.
. 4 3 domains Complexity )
.o
Reversible Passwords
.
Verifies that the option to store passwords in a reversible
format does not get enabled
o A 4 domains Complexity Ty

To get more insights about

O

0 protect against ransomware

A & domains

Complexity )

User Account Using Old Password

Checks for regular updates of all active account passwords
in Active Directory to reduce credential theft risk.

A & domains Complexity (T

Reversible Passwords in GPO

Checks that GPO preferences do not allow passwordsin a
reversible format.

A 2 domains Complexity T

the domain.

A & domains

Complexity %)

Local Administrative Account Management

Ensures the secure and central management of local
administrative accounts using LAPS.

4 &domains Complexity ¢T)

Accounts With Never Expiring Passwords

Checks for accounts with the DONT_EXPIRE_PASSWORD
property flagin the userAccountControl attribute that
allows indefinite use of the same password, bypassing
passwaord renewal policies.

4 4 domains Complexity ¢T)

loE, it appears in the Indicators of Exposure pane:

6}

account.

4 3domains

Complexity ()

Kerberos Configuration on User Account

Detects accounts that use weak Kerberos configuration.

4 & domains Complexity ()

Domain Without Computer-Hardening GPOs

Checks hardening GPOs have been deployed on the
domain

A 4 domains Complexity Ty

the IoE, click on the IoE to access additional details. Within the

information page, you'll discover an executive summary providing a concise overview, details

regarding potential attack tools associated with the |oE, affected domains, and relevant

documentation to help you understand and address the issue effectively.

= Otenable identity Exposure

Indicators of Exposure Indicator details X

All Act] @ Name
Accounts With Never Expiring Passwords

risks.
H Information  Vulnerability details
a EXECUTIVE SUMMARY

44dd

Admif  their passwords
~

Checks

o DOCUMENTS

accour
2

manag )

[ Best Practices for Enforcing Password Policies

¥ O Configuring Password Policies
. A3dd  ATTACKER KNOWN TOOLS
oe

Revers mimikatz
.
Verifig Gentil Kiwi

4. For more details about the loE,

Deviant objects

Severity

Recommendations.

Active Directory accounts should follow a global password renewal policy that prohibits them from going indefinitely without changing

_]6_

Medium

IMPACTED DOMAINS

|‘ALS\D.CORP Forest (prod)
A ALSID
L 4 Japan Domain @ Alsid corp

click on the “Vulnerability details” tab.

26

Status

LTI:DRP Forest

LKHLAB forest
TCORP Domain

4 KHLAB
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Indicators of Exposure | Indicator details X

Al A @ Name
Accounts With Never Expiring Passwords

O

Severity
Medium

Status Latest detection

[ not compliant | 04:06:15, 2024-04-19

o agn

Information Vulnerability details Deviant objects Recommendations
a VULNERABILITY DETAILS
44dg
— A password renewal policy ensures regular password changes to prevent attacks. Using the same password for too long increases the risk of compromise.
Admin
() bt The DONT_EXPIRE_PASSHORD property flag in the useraccountControl. attribute allows accounts to aveid the maximum age property to use the same password indefintely despite an active password renewal policy. This attribute should never apply on user or administrator
Chedkd - -
accounts. For service accounts, password changes may affect application login
accout
manag

See the deviances list for active accounts with DONT_EXPIRE_PASSWORD property flag in the userAccountControl attribute. This Indicator of Exposure reports only on active user and computer accounts and filters out disabled accounts.

5. To verify which accounts have the "Account with never expiring password" setting enabled,
click on the "Deviant objects." This action will allow you to access a list of accounts that

possess this configuration within your system.

= (Otenable ientity Exposure

Indicators of Exposure | Indicator details X

All Actl @ Name
Accounts With Never Expiring Passwords

risks.
-
H Information  Vulnerability details  Deviant objects
- DEVIANT OBJECTS
asdd
o S ET—
Admin
~
Checld Type Object
= e Loap user
manag LDAP user
s LDAP user
LDAP user
. QX | LoAP user
LDaAP user
s ey LoAP user
Verifie LoAP user
format
— Loap user
Q LoaP user
LoAP user
LDAP user
5 15440
LDAP user
LDaAP user

Recommendations

Path

Severity
Medium

4/ domains >

Status Latest detection
04:06:15,2024-04-19

L0 egl

ireason > ignored ()

Domain Reasons

4 Jopan Dormein @ Alsidcorp
& jopen Domein @ Alsidcorp
4 Japan Domein @ Alsidcop
& japan Domein @ Alidcop
& Japan Dormsin @ Alidco
£ japan Domsin @ Alsidcom
A jopan Dormsin @ Alidcop
& jopan Domsin @ Alsidcop
& Jopan Dormein @ Alsidcorp
& jopen Domein @ Alsidcorp
4 Japen Domsin @ Alsidcop

>
>
>
>
>
>
>
>
>
>
>
>
>
>

6. Click on the deviant object to see the accounts that the loE flagged.

= (Otenable identity Exposure

Indicators of Exposure | Indicator details X

All Actl @ Name
Accounts With Never Expiring Passwords

risks.
[ L]
H Information  ulnerability details  Deviant objects
a DEVIANT OBJECTS
a4dd
F% Type an expression.
Admin
~
Checkd Type Object
accoug LDAP user
manag
1 E NOT FORCED TO CHANGE PASSWORD
. azdo
Revert

Recommendations

Path

Severity
Medium

4[4 domains >

implies that it doesn't support the use of smart cards. There is a chance that the user account uses a password vulnerable te brute-foree attacks.

Status Latest detection
04:06:15, 2024-04-19

e ORC=a\

i reason > Ignored ()

Domain Reasons

4 Japan Domain @ Alsidcorp [N ] v

03.0140,2023-07-06 | @ v

The Guest user account contains the DONT_EXPIRE value in its userAccountControl attribute, thus excluding the account from any pacsword renewal policy. Furthermore, a5 the account contains no SMARTCARD_REQUIRED value in the given attribute, this

7. Consult your Active Directory administrator to understand why the affected account has the

"Accounts With Never Expiring Passwords" option enabled.

-17 -
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8. Based on the response, you can either choose to whitelist the account or assist your Active
Directory administrator in making recommendations to address the issue.

9. For recommendations, you can refer to the recommendation section of the IoE.

= Otenable entity Exposure o 282 & @

Indicators of Exposure | Indicator details X
Al A @ Name Severity Status Latest detection
Accounts With Never Expiring Passwords Medium [ Not comliant 04:06:15, 2024-04-19

Tisks.

-

B Information  Vulnersbility details  Deviantobjects  Recommendations

a EXECUTIVE SUMMARY
a4do

— A password expiration policy limits the risk of an sttacker quessing or cracking a password befors it changes. All user and administrator sceounts mus follow this policy without exception

Admir

L) Chocky  SETVICE SCCOUNCS can pose a challenge a5 they require special atention. I case the password o a Service account expires and the applicaton developer his not updated it the service might stop functioning properl. To avoid uch an intrupton, speciic process must be n lace

%2 1o regularly update the password manually.

» accour

mana
< DETAILS

# Enforce a password renewal policy for al directory infrastructure accounts £o reduce the risk of identity theft and imis the cryptanalysis fime-window in case of a password compromise

. a3do

o When using Windows OS, the maximurm age limit for passwaords will only work if a password renewal policy is in place. This policy must apply for all accounts, including users, administrators, and services

Py Rever! 1 cerning the service accounts, they also need to regularly change their password. However, some risky development habits can create side-effects in case of password renewal (L., when the password is hardcoded in the application itself)
Verifie

formal  Service accounts also need to change their passwords regularly, but there may be issues if the password is hardcoded into an application.

q To prevent problems, it's a geod idea to create a list of all service accounts and their associated applications. Then, check with the development team to make sure there is a password renewal process in place before enforcing a password renewal policy.

10. If the account has an exception or is known to work as expected, you can ignore the IoE by
navigating to Deviance object > Select the respective deviance > Ignore selected object (or)
stop ignoring the selected object based on the requirement.

See also

¢ |ndicators of Exposure

* Indicator of Exposure video tutorial

e Customize an Indicator
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Indicators of Attack

Tenable Identity Exposure Indicators of Attack (loA) help your organization detect and take
immediate action when the most advanced exploit techniques try to compromise your Active
Directory (AD) infrastructures, including:

* Top 3 incidents: A unified presentation of loAs displays a real-time timeline along with the top
three incidents that have affected your AD, as well as the distribution of attacks, all within a
single interface.

* Details on loA: Within the Tenable Identity Exposure, the loA panel provides information on
attacks that have taken place within your AD.

* Incidents Involving loA: The list of l0A incidents offers comprehensive details regarding
specific attacks targeting your AD. This information empowers you to respond appropriately
based on the severity level of the l0A.

The Indicators of Attack feature comes with a range of features designed to boost your
investigative capabilities:

* Searchable and filterable: Effortlessly explore the oA by utilizing the timeline, or apply filters
based on forest, domain, and criticality level for efficient and targeted results.

* Export Capability: Permits the export of oA data in PDF, CSV, or PPTX formats.

* Modify Chart Type: Provides the option to change the chart type, allowing you to display
either the distribution of attack severity or the top three attacks along with their respective
occurrence counts.

* Action on loA incidents: Allow you to select an incident to close or reopen.
Level of Severity

Tenable |dentity Exposure detects and assigns severity levels to attacks:

Level Description

Critical — Detected a proven post-exploitation attack that requires domain dominance as
Red a prerequisite.
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High — Detected a major attack that allows an attacker to reach domain dominance.
Orange

Medium — The loA is related to an attack that could lead to a dangerous escalation of
Yellow privileges or allow access to sensitive resources.

Low — Blue  Alerts to suspicious behaviors related to reconnaissance actions or low-impact

incidents.

Prioritization of Remediation

Recognize critical and high-impact loAs that align with your specific security risks and concerns.

To mitigate the risk of false positives or the oversight of legitimate attacks, it is crucial to calibrate
loAs according to your environment. This entails :

* Adjusting thresholds: Calibrate oA sensitivity to reduce false positives, ensuring alerts are
meaningful and actionable.

* Whitelisting accounts and Activities: Exclude legitimate activities from triggering loAs,

enhancing alert accuracy and streamlining investigations.

* Correlating loAs: Analyze relationships between different loAs to identify broader attack
patterns.

Tip: Refer to the Tenable Identity Exposure Indicators of Attack Reference Guide (available at
https://www.tenable.com/downloads/identity-exposure) for more details on options and recommended
values. Apply these options and values to each oA in the security profile.

Use Case

1. Upon the activation of an oA, select "Indicators of Attack" from the navigation pane or click
on the bell icon located at the top right of the home page.

@,
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ALERTS X

Exposure alerts Attack alerts

O Latest alerts Show archived (__

VDCShadDW 05:40:33, 2024-03-25

e

VEnumeration of Local Ad... 00:27:50, 2024-03-20

A |apan Domain @ Alsid.corp

VEnumeration of Local Ad... 23:59:59, 2024-03-19

A ALSID

Each indicator will give you detailed information about the incident and allow you to take
appropriate action after review:

° When the attack happened
° Description of the attack

° Source of the attack

° Target of the attack

° MITRE ATT&CK® information
° YARA detection rules

° Additional resources

. Select "Details" to access the Description, as illustrated in this example, focusing on the
Enumeration of Local Administrators.
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Otenable identity Exposure o0 @& gﬂ

Indicators of Attack List ofincidents X
Incidents related to the domain
Hour E
ALSID
1]
= Q search for a source or a destination

/17 indicators > Closed incidents (]
<
004047 The g ccourt s sed o remot Enumeration of Local | ALSID.CORP Forest prod)
Administrators 4 ALSD

Enumeration of Local ALSID.CORP Forest (prod)

L > Details
Administrators AALSD
Enumeration of Local ALSID.CORP Forest (prod)

L > Details
Administrators A ALSD

4. The Description tab provides information about specific attacks on your Active Directory (AD).

Indicators of Attack Listof incidents X
Incidents related to the domain
Hour E
ALSID
um o
L] Q  Search for a source or a destination
<
> YARA Detection Rules
- {
Incident description ADDITIONAL RESOURCES
Sort by [
~ A "
. . . [ MITRE ATT&CK description
The local Administrators group was enumerated with SAMR RPC interface, more than likely with BloedHound/SharpHound.
A [ eloedHound tool
< The decadmin@alsid.corp accountwas used to remotely enumerate the members of the local Administrators group, using the
E ALSID SAMR RPC interface, from the 18.206.280.5 ( TOOLS-VM) machine. More than likely, this is related to BloodHound tool
= Attack (SharpHound3 to be exact) being used either with a default or full configuration, or by specifying the "LocalAdmin' collection
o
i method explicitly. This attack was observed on the dc-vm (18.200.200.4, 10.253.1.3) Domain Controller.
5
.
.e ; ® Critid _
z MITRE ATT&CK® info
Wl * High
. =
4 Medi|
E = 10:T1063.001
— ® Low * Sub-technique of : T1069
« Tactic: TADOO7
0\ « Platform: Windows
Top3z + Permission Reguired:Domain Account

5. The YARA Detection Rules tab provides information on the YARA rules employed by Tenable
Identity Exposure for detecting Active Directory attacks at the network level, enhancing the
overall detection capabilities of Tenable Identity Exposure.
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Indicators of Attack List ofincidents X
Incidents related to the domain
Hour | |
ALSID
[ ] N
n Q  search for a source or a destination
<
2 -
a { Description YARA Detection Rules
Sort by { 1 rule reconadminsenum
~o N (
3 meta:
4 description = "Detects an attacker which is using the SAMR RPC interface to list the members of the local Administrators group (Yara format for ELAT)"
— 5 author = "Tenable.AD"
B ALsiD
2 6 reference = "https://bloodhound. readthedocs .io/en/latest/data-collection/sharphound. html™
b Attack 7 date = "2021-09-e8"
E 8
£
b o critic ] strings:
§ 0 oEp 10 $provider = "Microsoft-Windows-Security-Auditing”
=1 11 $eventid = "4798"
Y Medi 12 $targetsid = "5-1-5-32-544"
<

6. Collaborate with the Active Directory Administrator or the relevant stakeholder to examine
and resolve the incident, deciding whether to close or reopen it, and implementing measures
to prevent its recurrence.

7. If this is a recognized or authorized attack, you have the option to customize the [0A
accordingly, to prevent the loA from flagging it in future instances.

See also

¢ |ndicators of Attack

e Customize an Indicator

¢ |ndicators of Attack video tutorial
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Configuring Microsoft Entra ID as an Identity Provider

In addition to Active Directory, Tenable Identity Exposure supports Microsoft Entra ID (formerly
Azure AD or AAD) to expand the scope of identities in an organization. This capability leverages new
Indicators of Exposure that focus on risks specific to Microsoft Entra ID.

To integrate Microsoft Entra ID with Tenable Identity Exposure, follow closely this on-boarding
process:

1. Have the Prerequisites
2. Check the Permissions

3. Check Network Flows

4. Configure Microsoft Entra ID settings

5. Activate Microsoft Entra ID support

6. Enable tenant scans

Prerequisites

You need a Tenable Cloud account to log in to “cloud.tenable.com” and use the Microsoft Entra ID
support feature. This Tenable Cloud account is the same email address used for your Welcome
Email. If you do not know your email address for “cloud.tenable.com,” please contact Support. All
customers with a valid license (On-Premises or SaaS) can access the Tenable Cloud at
“cloud.tenable.com”. This account allows you to configure Tenable scans for your Microsoft Entra ID
and collect the scan results.

Note: You do not need a valid Tenable Vulnerability Management license to access Tenable Cloud. A
currently valid standaloneTenable Identity Exposure license (On-Premises or SaaS) is sufficient.

Note: Tenable Identity Exposure does not support Microsoft Entra ID in the National Clouds, including the
China and US Government dedicated areas. Microsoft Entra ID offers National Clouds, which are physically
isolated instances of Azure designed for specific regulatory and compliance needs. Tenable Identity
Exposure only supports the global Microsoft Entra ID environment, excluding the China National Cloud and
the US Government National Cloud. For more information about Microsoft Entra ID National Clouds, see
Microsoft Entra Authentication & National Clouds - Microsoft Identity Platform.

Permissions
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The support of Microsoft Entra ID requires the collecting of data from Microsoft Entra ID such as
users, groups, applications, service principals, roles, permissions, policies, logs, etc. It collects this
data using Microsoft Graph APl and service principal credentials following Microsoft

recommendations.

* You must sign in to Microsoft Entra ID as a user with permissions to grant tenant-wide
administrator consent on Microsoft Graph, which must have the Global Administrator or
Privileged Role Administrator role (or any custom role with appropriate permissions),
according to Microsoft.

* To access the configuration and data visualization for Microsoft Entra ID, your Tenable
Identity Exposure user role must have the appropriate permissions. For more information,
see Set Permissions for a Role.

Network Flows

Allow the following addresses on port 443 outbound from the Security Engine Node server to
activate Entra ID support:

e sensor.cloud.tenable.com

¢ cloud.tenable.com

License Count

Tenable does not count duplicate identities against the license only when the Tenable Cloud sync
feature is enabled. Without this feature, it cannot match accounts from Microsoft Entra ID and
Active Directory, causing it to count each account separately.

* Without Tenable Cloud sync: A single user with both an AD account and an Entra ID account
count as two separate users against the license.

* With Tenable Cloud sync enabled: The system consolidates multiple accounts into a single
identity, ensuring that a user with multiple accounts is counted only once.

Configure Microsoft Entra |ID settings

Use the following procedures (adapted from the Microsoft Quickstart: Register an application with
the Microsoft identity platform documentation) to configure all required settings in Microsoft Entra
ID.
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Create an application:

a. Inthe Azure Admin portal, open the App registrations page.

b. Click + New registration.

c. Give the application a name (Example: "Tenable Identity Collector"). For the other

options, you can leave the default values as they are.

d. Click Register.

e. Onthe Overview page for this newly created app, make a note of the "Application (client)

ID" and the "Directory (tenant) ID", which you will later need in the step To add a new
Microsoft Entra ID tenant:

Caution: Be sure you select the Application ID and not the Object ID for the configuration to

work.

g Tenable identity collector =

[# searen
| B overview
M Quickcitart
& Irtegration assistant
# Disgnose and solve problems
* Manage
B Branding & properies
2 Authentication
Certificates & secrets
! Token configuration
B AP pRinEHond
& Expose an AP
B App noles
S Oramars
. Rotes and adeninistrators
Bl Manifest
% Sppon + Troubleshootng

& tew sppont request

2.

. Esgeritials

Dnspday name

Ienable identity collector

@ pewte 8 Endpoints Bl Preveew features

Apphcation iclient) 1D

Ciyect 1D

Directony (tenant] i

Supported atoount bypes
by craanizalion only

Chent credenitals

D.gentificate. 4 secred

Redirect URIs

Akl 3 Redirect LR

Application 1D URI

Add an J:‘l" o6 10 IR

Managed spplication in local dinsctory
Tenabile identity Scilecicr

e Strting bore 30th 3020 we will re longer sdid any new featunes 12 Asure Astrve Directeny Authentication Liteary [ADAL) and Azure Actree Dinectory Graph. We X
will comtinise o prosade techmical suppont and security spdates but we wall no longer provide festure updates. Applications will need t be upgraded 1o

Micrpsoft Authentication Library {MEAL) and Microsoft Graph, Lesmn more:

Get Started Dracumentation

Build your application with the Microsoft identity platform

The Micrasoft adentity platform is an authentication service, open-source ibraries, and application management
Tels, You can oreate modern, Mandiedd-bated uthenticaion sehuliond, 300esd and protect AP, snd add Sign-

Add credentials to the application:

N 07 YOUT USErs 300 CUstomeds, Learmn moners

a. Inthe Azure Admin portal, open the App registrations page.

b. Click on the application you created.

c. Inthe left-hand menu, click Certificates & secrets.
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d. Click + New client secret.

e. In the Description box, give a practical name to this secret and an Expiry value
compliant with your policies. Remember to renew this secret near its expiry date.

f. Save the secret value in a secure location because Azure only shows this once, and you

must recreate it if you lose it.
Assign permissions to the application:

a. Inthe Azure Admin portal, open the App registrations page.

b. Click on the application you created.
c. Inthe left-hand menu, click APl permissions.

d. Remove the existing User.Read permission:

Home > App registrations > Tenable Identity Collector

- Tenable Identity Collector | APl permissions = -

B overview

& Quickstart Configured permissions

A Integration assistant .
all the permissions the application needs. Learn more about permissions and consent

Manage
= Add a permission ~ Grant admin consent for t3qdy

BE eranding & properties
API / Permissions name Type Description Admin consent requ...

D Authentication
v Microsaft Graph (1)

Certificates & secrets
Delegated  Sign in and read user profile No
il Token configuration

8- API permissions
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
& Expose an API

e. Click + Add a permission:
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Home > App registrations > Tenable Identity Collector

—- Tenable Identity Collector | APl permissions =

|P Search | « O Refresh ,'.\; Got feedback?

B . . ; .
# Overview A\ You are editing permissian(s) to your application, users will have ta consent even if they've already done so previously.

& Quickstart

;.' Integration assistant . L
Configured permissions

Manage Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the application needs. Learn more about permissions and consent
B Branding & properties

3 Authentication + Adda permission Grant ad
Certificates & secrets API / Permissions name Type Description Admin consent requ... Status
1l Token canfiguration No permissions added

2 AP| permissions

& Expose an AP To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

App roles

Owners

Roles and administrators

- I

Manifest

f. Select Microsoft Graph:
Request APl permissions

Select an API

Microsoft APls  APls my organization uses My APls

Commonly used Microsoft APls

Microsoft Graph

e
4‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
<4

Access Azure AD, Excel, Intune, Qutlook/Exchange, OneDrive, OneMote, SharePoint, Planner, and more through a
single endpoint.

Azure Communication ™y Azure Rights Management
& Services g Azure DevOps L& Services
Rich communication experiences with Integrate with Azure DevOps and Azure Allow validated users to read and write
the same secure CPaas platform used DevOps server protected content

by Microsoft Teams

g. Select Application permissions (not "Delegated permissions").
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Request APl permissions

< All APIS
@ Microsoft Graph
https://graph.microsoft.com/ Docs

What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

h. Use the list or the search bar to find and select all the following permissions:
° AuditlLog.Read.All
° Directory.Read.All
° IdentityProvider.Read.All
°© Policy.Read.All
° Reports.Read.All
° RoleManagement.Read.All
© UserAuthenticationMethod.Read.All
i. Click Add permissions.

j. Click Grant admin consent for <tenant name> and click Yes to confirm:
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Home > App reqgistrations > Tenable Identity Collector

- Tenable Identity Collector | API permissions =

‘P Search | « O Refresh ,é? Got feedback?

P .
# Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

& Quickstart

‘/.' Integration assistant . L
Configured permissions

Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent pracass. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

EE Branding & properties

2 Authentication -+ Add a permission | v Grant admin consent for
Certificates & secrets API / Permissions name Type Description Admin consent requ... Status
il Token configuration ~ Microsoft Graph (7) o
2 API permissions AuditLog.Read All Application  Read all audit log data Yes 4\ Not granted for -
@ Expose an API Directory.Read All Application  Read directory data Yes A\ Not granted for
i Approles IentityProvider Read.All Application  Read identity providers Vs A\ Not granted for -
8 Owners PolicyRead.All Application  Read your organization's policies Yes A\ Not granted for
ab Roles and administrators Reports Read All Application  Read all usage reports Yes A\ Not granted for eee
H Manifest RoleManagement.Read All Application  Read role management data for all RBAC providers Yes 4\ Not granted for e
Support + Troubleshooting UserAuthenticationhethod.Reac Application  Read all users' authentication methods Yes A\ Not granted for
2 Troubleshooting
L New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
Home » App registrations > Tenable Identity Collector
—- Tenable Identity Collector | APl permissions =
‘P Search | « O Refresh }E{j Got feedback?
# overview o - -
Successfully granted admin consent for the requested permissions.
& Quickstart
# Integration assistant . L.
Configured permissions
Manage Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
X all the permissions the application needs. Learn more about permissions and consent
B Branding & properties
2D Authentication -+ Add a permission  ~ Grant admin consent for
Certificates & secrets API / Permissions name Type Description Admin consent requ...  Status
:|' Token configuration ~ Microsoft Graph (7) o
= API permissions AuditLog.Read All Application  Read all audit log data Yes @ Granted for
& Expose an API Directory.Read All Application  Read directory data Yes @ Granted for
B App roles |dentityProviderRead Al Application  Read identity providers Yas @ Granted for
&8 Owners PalicyRead All Application  Read your organization's policies Yes @ Granted for
i, Roles and administrators Reports.Read.All Application  Read all usage reports es @ Granted for
| Manifest RoleManagement.Read All Application  Read role management data for all RBAC providers Yes @ Granted for
Support = Troubleshooting UserAuthenticationMethod Reac Application  Read all users’ authentication methods es @ Granted for o

s Troublesheoting

I New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

4. After you configure all the required settings in Microsoft Entra ID:

a. In Tenable Vulnerability Management, create a new credential of type "Microsoft Azure".

b. Select the "Key" authentication method and enter the values that you retrieved in the
previous procedure: Tenant ID, Application ID, and Client Secret.

Activate Microsoft Entra ID support
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* To use Microsoft Entra ID, you must activate the feature in Tenable Identity Exposure

* See Identity 360, Exposure Center, and Microsoft Entra ID Support Activation for instructions.

settings.

Enable tenant scans

To add a new Microsoft Entra ID tenant:

Adding a tenant links Tenable Identity Exposure with the Microsoft Entra ID tenant to perform scans

on that tenant.

1.

3.

4.

In the Configuration page, click on the Identity Providers tab.

The Tenant Management page opens.

Click on Add a tenant.

The Add a tenant page opens.

Otenable dentity Exposure

Tenant management Add atenant X

Forestmana{  MAIN INFORMATION

Hame of the tenant”

Name Credential® & Refresh

fi
st fady If your tenant credential does not appear in the drop-down list above:

1. Register your application in Microsoft Azure.

2. Click on the Add new credential button bellow 1o acess
credential settings in Tenable.io { Tenable.io = Settings =
Credentials ).

3. In Tenable.io, follow the procedure to create an Azure-type
eredential

4. 0n Tenable.AD, click Refresh to update the list and select the
credential.

@ Add noew credential

In the Name of the tenant box, type a name.

In the Credentials box, click the drop-down list to select a credential.
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5. If your credential does not appear in the list, you can either:

° Create one in Tenable Vulnerability Management (Tenable Vulnerability Management >
Settings > Credentials). For more information, see the procedure to create an Azure-

type credential in Tenable Vulnerability Management.

° Check that you have the "Can use" or "Can edit" permission for the credential in Tenable

Vulnerability Management. Unless you have these permissions, Tenable ldentity
Exposure does not show the credential in the drop-down list.

6. Click Refresh to update the drop-down list of credentials.
7. Select the credential you created.
8. Click Add.

A message confirms that Tenable Identity Exposure added the tenant, which now appears in

the list on the Tenant Management page.

To enable scans for the tenant:

Note: Tenant scans do not occur in real time and require at least 45 minutes before Microsoft Entra ID
data is visible in the Identity Explorer, depending on the tenant size.

* Select a tenant on the list and click the toggle to Scan enabled.

Tenant management

Forest g Demain Tenant C i About Legal

. Hame Provider Scan status Scam enabled h
- Alsid Azure Active Directory -
test fedy Azure Active Directary L] [ o]

Tenable Identity Exposure requests a scan on the tenant and the results appear in the

Indicator of Exposure page.

= tenable identity Exposure e &%n @

Note: The mandatory minimum time delay between two scans is 30 minutes and occurs at least
once per day. Depending on the tenant size, most customers' data refresh multiple times per day.
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Attack Path

Tenable Identity Exposure offers several ways to visualize the potential vulnerability of a business
asset through graphical representations.

* Attack Path: Shows the possible paths that an attacker can take to compromise an asset
from an entry point.

* Blast Radius: Shows the possible lateral movements into the Active Directory from any asset.
* Asset Exposure: Shows all paths that can potentially take control of an asset.

Understanding the attack path enables you to identify necessary mitigation steps to block attackers
from exploiting vulnerabilities. This might involve patching systems, hardening configurations,
implementing stronger access controls, or raising awareness among users.

Benefits of using Attack Path in Tenable Identity Exposure:

* Proactive security: It helps anticipate and address potential attack vectors before they are
exploited.

* Prioritization: It guides towards focusing security efforts on the most critical vulnerabilities
and attack paths.

* Visualization: It provides a clear and easy-to-understand representation of complex security
relationships within your AD.

* Communication: It facilitates communication of security risks to stakeholders by offering
visual evidence of potential attack scenarios.

To display the Attack Path:

You specify the starting point, which could be any asset in your AD (e.g., a user account, computer,
group). You define the arrival point, representing the asset the attacker ultimately aims to
compromise (e.g., a domain controller, sensitive data server).

1. In Tenable Identity Exposure, click Attack Path on the sidebar menu.

The Attack Path pane appears.
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X Otenable ientity Exposre 0 wgn # @

Attack Path

GENERAL
Explore AD security relationships

A" Dashboards

- What are you looking for? o

Attack Path Blast Radius Asset Exposure

& Identity Explorer

SECURITY ANALYTICS

o~ Trail Flow
Attack Path helps to anti hat an attacker will do to reacha
« Indicators of Exposure business asset a specific entry point.

¥ indicators of Attack
© Starting point < ® Arival point Q
% Topology

4> Attack Path

MANAGEMENT

ho has control over my

Q, Accounts

2 System

potential attack path.

2. In the banner, click Attack Path.
3. In the Starting point box, type the asset at the entry point.
4. In the Arrival point box, type the asset at the end of the path.
5. Click the icon.
Tenable Identity Exposure displays the attack path between the two assets.

X ©tenable identity Exposure “ w30 & @

Attack Path
’ -
GENERAL — el B BlastRadius  Asset Exposure &% Domain Admins (] 2% Domain Users [ o
2" Dashboards Tools
& Identity Explorer Zoom =0
e
DOMAINUSERS ~ A TENABLE Show all node tooltips @D

SECURITY ANALYTICS + Implicit Takeover
Ay Trail Flow @ o e
« Indicators of Exposure

% indicators of Attack

Topology

4> Attack Path

6. Optionally, you can click on the @ icon to do the following:

° Click the Zoom slider to adjust the magnification of the graphics.

° Click the Show all node tooltips toggle to display information about the assets.

To display the Blast Radius:
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Tenable Identity Exposure displays a graphical representation of the potential attack path,
highlighting the connections between assets. Each connection represents a potential vulnerability
or misconfiguration that the attacker could exploit to move laterally within your AD. You can zoom
in and out to gain a better understanding of the path's details.

1. In Tenable Identity Exposure, click Attack Path on the sidebar menu.
The Attack Path pane appears.
2. In the banner, click Blast Radius.

3. In the Search for an object box, type the name of an asset.
4. Click the icon.

Tenable |dentity Exposure displays the lateral connections radiating from that asset:

Attack Path

Attack Path Blast Radius Asset Exposure #a% Domain Controllers [>] a 3

Tools

DENIED RODC PASSWORD REPLICATION GROUP & TENABLE
Z0om  e—)

@ Show all node tooltips @)

DOMAIN CONTROLLERS A TENABLE
CN=KEYS,DC=TENABLE,DC=CORP A TENABLE

0
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5. Click on the icons on the arrows between the assets to display the relations between them.

DENIED RODC PASSWORD REPLICATION GROUP & TENABLE

CN=0E8CBE4A-2FF4-481F-802B-360750CDDFBE,CN=PARTITIONS,CN=CONF*~" "~ """ ""=TENABLE,DC=CORP A TENABLE
Member of

DOMAIN CONTROLLERS & TENABLE
CN=KEYS,DC=TENABLE,DC=CORP & TENABLE

Has control rights

» Reset password
* Write DACL
* Write owner

To display the Asset Exposure:

Each step in the attack path is associated with a risk score, indicating the severity of the
vulnerability. This helps you prioritize which paths pose the most significant threat and require
immediate attention. You can also click on individual connection points for more details about the

specific vulnerability or misconfiguration involved.
1. In Tenable Identity Exposure, click Attack Path on the sidebar menu.
The Attack Path pane appears.
2. In the banner, click Asset Exposure.
3. In the Search for an object box, type the name of an asset.
4. Click the icon.

Tenable Identity Exposure displays the paths leading to the asset and the relations between

the assets.
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5. Click on the icons on the arrows between the assets to display the relations between them.

Attack Path

Attack Path Blast Radius Asset Exposure »+4 Domain Controllers
DOMAIN ADMINS A TENABLE

QA3-DC25 A TENABLE

o <

-
3
o

DOMAIN CONTROLLERS

Member of

' OQ—

D
-0

CN=ADMINISTRATORS,CN=BUILTIN,DC=CHILD,DC=ALSID,DC=CORP A TENABLE

Tools

700M )

Show all node tooltips @)

Has control rights
¢ Add member

* Reset password
* Write DACL

* Write owner

A TENABLI=

ERPRISE ADMINS A TENABLE

ICIPALS CN=CONFIGURATION,DC=TENABLE,DC=CORP A TENABLE

To pin an attack path:

See also

¢ Attack Relations

e |dentifying Tier O Assets

¢ Accounts with Attack Paths

e Attack Path Node Types
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User Management

Key aspects

* Roles: Default roles include Administrator, Security Analyst, User, and Guest, each with
varying permissions. Custom roles allow granular control for specific needs.

* Permissions: Permissions define what users can access and do within Tenable Identity
Exposure. These range from viewing reports and dashboards to managing users, configuring
indicators, and performing actions like disabling accounts.

* ScopingTenable Identity Exposure allows scoping permissions to specific domains, groups, or
even individual objects within Active Directory. This ensures users only access relevant data
based on their role and responsibilities.

Benefits

* Enhanced Active Directory security: Granular access control minimizes the risk of
unauthorized access to sensitive identity data.

* Improved efficiency and workflows: Users have access to the tools and data they need,
streamlining investigations and incident response.

* Compliance adherence: Role-based access control helps meet compliance requirements for
identity and access management within Active Directory.

See also

e User Roles
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Tenable Identity Exposure Integration

Integrate Tenable Identity Exposure with your SIEM, SOC, or SOAR solution to achieve real-time

monitoring, automated response, and improved alert management.

Real-Time Monitoring with Syslog Integration

Gain instantaneous alerts for critical Indicators of Exposure (loEs) through seamless Syslog
integration.

Key Benefits

* Centralized logging: Aggregate Tenable Identity Exposure events with other security solutions

for comprehensive analysis.

* Real-time notifications: Receive immediate notifications about potential identity exposures
and attacks.

* Improved security management: Correlate events from different sources to identify complex
threats faster.

* Enhanced SIEM visibility: Integrate Tenable Identity Exposure data seamlessly into your SIEM,
boosting situational awareness and correlation analysis.

* Streamlined workflow: Automate alert triage and response based on Syslog data, optimizing
security operations.

Example of loEs for Real-time Monitoring

* ADCS Dangerous Misconfigurations: Detect/identify changes to AD Certificate Servers
potentially indicating "Certified Pre-owned" attacks.

* GPO Execution Sanity: Detects/identifies attempts to install backdoors through script
execution within Group Policies.

* Users Allowed to Join Computers to the Domain: Recognize unauthorized domain computer
additions, a signature pre-attack of "RBCD" backdoor attacks.

Automating Response with SOAR Platforms
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Leverage existing Security Orchestration, Automation, and Response (SOAR) platforms to execute
automated remediation actions based on TIE data. The key benefits are the following:

* Rapid mitigation: Minimize downtime and impact by automating responses to critical loEs.

* Improved efficiency: Free up security teams from repetitive tasks, allowing them to focus on
strategic security initiatives.

* Enhanced security measures: Proactively address detected misconfigurations and
strengthen your overall security status.

Important: Troubleshooting or assistance in automation script is out of scope for Tenable Support. Please
contact our Professional Service team for assistance.
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