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Overview

Tenable OT Security (OT Security) protects industrial networks from cyber threats, malicious
insiders, and human error. From threat detection and mitigation to asset tracking, vulnerability
management, configuration control and Active Query checks, OT Security’s ICS (Industrial Control
Systems) security capabilities maximize your operational environment's visibility, security, and
control.

OT Security offers comprehensive security tools and reports for IT security personnel and OT
engineers. It provides visibility into converged IT/OT segments and ICS activity, and makes you
aware of situations across all sites and their respective OT assets—from Windows Servers to PLC
backplanes—in a single pane of glass.

OT Security enables ICS engineering and security professionals to configure their own policies to
alert for specific unauthorized or important activities as well as for various anomalies in the ICS
network. You can configure OT Security to send notifications using the Cisco Express Forwarding
(CEF) protocol to an external syslog server. This allows you to make the information available in real
time to those responsible for implementing the necessary mitigation measures. This guide explains
the format and contents of those CEF syslog messages sent from OT Security to your syslog server,
similar to what you see in Security Information and Event Management (SIEM) solutions.

Document Purpose and Audience

This document explains in detail the information transmitted in the OT Security syslog messages to
help control room supervisors and to interpret syslog notifications accurately. This quide can also
assist SIEM integration developers in the integration of OT Security notifications into their existing
SIEM structure.

OT Security Events

When a policy hit occurs for a policy configured in the system, it generates an event which prompts
OT Security to send out a Syslog notification. The following sections explain how the OT Security
system of Policies and Events works:

¢ Policy-based Detection

* Anomaly Detection




e Events

e Syslog Notifications

Policy-based Detection

For policy-based detection, you can configure specific conditions to specify which events in the
system can trigger event notifications. OT Security triggers policy-based events only when they
meet the precise policy conditions. This ensures zero false positives because the system sends
alerts for actual events in the ICS network, while providing information about the ‘who’, ‘what,
‘when’, ‘where” and ‘how’. The policies are based on various event types and descriptors.

The following are examples of possible policy configurations:

* Anomalous or unauthorized ICS control-plane activity (engineering): A Human Machine
Interface (HMI) should not query the firmware version of a controller (may indicate
reconnaissance), and a controller should not run during non-working hours, which may
indicate unauthorized or potentially malicious activity.

* Change to controller's code: Identified a change to the controller logic (Snapshot mismatch).

* Anomalous or unauthorized network communications: Use of a blocked communication
protocol was used between two network assets or a communication took place between two
assets that never communicated before.

* Anomalous or unauthorized changes to the asset inventory: Discovered a new asset or an
asset stopped communicating in the network.

* Anomalous or unauthorized changes in asset properties: The asset firmware or state has
changed.

* Abnormal writes of set points: Generated events for changes made to specific parameters.
You can define the allowed range for a parameter and generate events for deviations from
that range.

Anomaly Detection

Anomaly Detection policies discover suspicious behavior in the network based on the system's
built-in capabilities for detecting deviations from normal activity. The following anomaly detection

policies are available:
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* Deviations from a network traffic baseline: You define a baseline of normal network traffic
based on the traffic map during a specified time range and generate alerts for deviations from
the baseline. You can update the baseline at any time.

» Spike in network traffic: OT Security detects a dramatic increase in the volume of network
traffic or number of conversations.

* Potential network reconnaissance or cyber-attack activity: OT Security generates events for
activities indicative of reconnaissance or cyber-attack activity in the network, such as IP
conflicts, TCP port scans, and ARP scans.

Events

When an event occurs that matches the conditions of a policy, OT Security generates a system
event. You can specify events as part of the policy configuration with the following parameters:

* Event Severity — The severity of the alert. For example, low severity events may require
attention at any time, while high severity events require immediate remediation.

* Alert Notification — You can configure events to notify a syslog server and to send email
notifications to a recipient or a group of recipients.

Syslog Notifications
OT Security sends a syslog notification under the following circumstances:
* |f an event occurred that constituted a policy-hit for a policy activated in OT Security, and

* |f you set the configuration for that policy to send notifications to your syslog server.

Syslog Integration

You can integrate syslog servers with OT Security to send syslog notifications when an event

OoCcurs.

e Connecting OT Security to a Syslog Server

e Configuring Policies to Send Syslog Notifications

Connect OT Security to a Syslog Server

To send log events to an external server, you must set up a syslog server in OT Security.
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To set up a syslog server:
1. Inthe OT Security interface, go to Settings > Servers > Syslog Servers.
The Syslog Servers page appears.
2. Click + Add Syslog Server.

The Syslog Servers configuration window appears.

Syslog Servers

SERVER NAME *

Server Name |

HOSTNAME / IP *

Hostname / IP |

PORT *

|5‘I4 |

TRANSPORT *

Transport -

|:| 5end keep alive message every 10mQs
D Allow syslog message caching

Cancel

3. In the Server Name box, type the name of a syslog server to use for logging system events.
4. In the Hostname/IP box, type a hostname or an IP address of the syslog server.

5. In the Port box, type the port number on the syslog server that receives the events. The
default port is b14.



10.

O

In the Transport drop-down box, select the transport protocol: TCP or UDP.

To send a test message to check for a successful configuration, click Send Test Message,
and check that the message arrived. If the message did not arrive, then troubleshoot the

problem to correct it.

(Optional) Select the Send keep alive message every 10m0s option to check the connection
at frequent intervals.

(Optional) For TCP syslog, select the Allow syslog message caching option to store events in
case of a disrupted connection and to send them once the connection is restored.

Note: UDP syslog messages do not have any state awareness and may be lost if the connection is
interrupted.

Click Save.

You can set up additional syslog servers using the procedure.

Configuring Policies for Syslog Notifications

After you configure a syslog server in OT Security, you can configure specific policies to send

notifications to the syslog server. When creating new policies, you can select the syslog server as a

destination for the alert notifications. You can also edit existing policies to add the syslog server as

a destination for alert notifications. Ensure that you enable the relevant policy to generate alerts.

To add a syslog server during policy creation:

1.

On the Policies page, click Create Policy.

The Create Policy panel appears.



Create Policy X
@
Event Type Policy Definition Policy Actions

Search... B‘

Configuration Events(128)

Metwork Events(17)
Metwork Threats(3)

SCADA Events (38)

. Click a Policy Category to show the sub-categories and/or Policy Types.
A list of all sub-categories and/or types included in that category appears.

. Select a policy type.

. Click Next.

A series of parameters for defining the policy appear. This includes all relevant policy
conditions for the selected Policy Type.



Create Policy X
e @
Event Type Policy Definition Policy Actions
FY
ARP 5can
POLICY MAME *
AFFECTED ASSETS*
In v | Select ~v| o4 Or
o And
SCHEDULE *
In hd | Select hd |
-

5. In the Policy Name box, type a name for this policy.

Note: Choose a name that describes the specific nature of the event type that the policy is
configured to detect.

6. In the Affected Assets section:

Important: You cannot edit the Source and Destination asset groups for Intrusion Detection System
(IDS) events.

a. Select In(default) to allow the selected element or Not in to block the selected element.

b. From the drop-down list, select the relevant elements such as Asset Group, Network
Segment, Port Group, Schedule Group, and so on.

c. Select the required element.
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Note: If the grouping to which you want to apply the policy does not exist, you can create a
new group according to your requirements, see Groups.

d. (Optional) For Asset parameters (Source, Destination, and Affected Assets): To add an
additional Asset Group or Network Segment with an Or condition, click the blue + Or
button next to the box, and select another Asset Group or Network Segment.

e. (Optional) For Asset parameters (Source, Destination, and Affected Assets): To add an
additional Asset Group or Network Segment with an And condition, click the blue + And
button next to the box, and select another Asset Group or Network Segment.

7. Click Next.

A series of Policy Action parameters appears. These are the actions that OT Security takes
when it encounters a policy hit.

Create Policy X
e o @
Event Type Policy Definition Policy Actions
ARP Scan
SEVERITY ¥
High Low

SY5LOG

Syslog servers are not configured

EMAIL
SMTP servers are not configured

8. In the Severity section, click the required severity level for this policy.

_]O_
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9. To send event logs to one or several syslog servers: In the Syslog section, select the
checkbox next to each server to receive the event logs.

| Note: To add a Syslog server, see Syslog Servers in the OT Security User Guide.

10. To send email notifications for events: In the Email drop-down box, select the email group to
notify.

| Note: To add an SMTP server, see SMTP Servers in the OT Security User Guide.

11. In the Additional Actions section, the relevant specified action:

* To disable the policy after the first policy hit occurs, select the Disable policy after first
hit checkbox. This action is relevant for some types of Network Event Policies and some
types of SCADA Event policies.

¢ Toinitiate an automatic snapshot of the affected asset whenever a policy hit is
detected, then select the Take snapshot after policy hit checkbox. This action is
relevant for some types of Configuration Events policies.

12. Click Create.

OT Security creates and activates the new policy. The new policy appears on the Policies
page. Once activated, this policy starts generating policy-hit alerts.

To add a Syslog server to an existing Policy:

1. On the Policies page, select the required policy.
2. From the Actions menu, select Edit.

The Edit Policy panel appears with the current configuration.
3. Click Next.

A series of Policy Action parameters appears. These are the actions that OT Security takes
when it encounters a policy hit.

4. To send the event logs to one or several syslog servers: In the Syslog section, select the
checkbox next to each server to receive the event logs.

5. Click Save.

-11-
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OT Security saves the policy with the new configuration.

Interpreting OT Security Log Entries

The following sample shows the breakdown of the elements included in a syslog log entry that
OT Security receives:

Syslog Prefix

Timestamp

Jan 12 02:50:45
Source IP

XX o XX o XX o XX

Message

Header

<12>Jan 12 02:50:45 xx.xx.xx.xx CEF:0|Tenable|Tenable OT
Security|3.17.40|115|Network Baseline Deviation|7|

Extension

dvchost=Tenable OT Security rt=Jan 12 2024 02:50:45 duser=lab-files-
001.lab.security.com suser=col-lab-esx-001.corp.security.com proto=TCP
dst=XX.XX.XX.XX Src=XX.XX.XX.XX dpt=2049 cfpllLabel=cluster_log id
cfpl=1011157 externalld=1011162 cs6lLabel=policy name cs6=PLC Baseline
Deviation Detection cat=NetworkEvents

Each log entry consists of the following:
» Syslog Prefix — Generated by the syslog server.

* Message body — Generated using the CEF (Cisco Express Forwarding) protocol.

The Syslog Prefix consists of the following elements:

-12 -
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* Timestamp — The date and time when the log entry was generated in the following format:
MMM-D-YYYY HH:mm:ss.

* Source IP — The IP address of the OT Security appliance that generated the log entry.
The Message body consists of the following elements:

* Header — A fixed set of fields that indicate the source of the log and the nature of the event
that generated the log. For information returned for each of these parameters, see Header
Parameters.

* Extension— This field provides additional details about the precise nature of the event. This
field consists of a series of key-value pairs, which vary according to the type of alert. For
information about the list of fields included in the extension for each event type, see Event
Class IDs.

A pipe () character separates each data element. For OT Security syslog message examples, see
Appendix — Syslog Sample.

e Header Parameters

e Event Class IDs

* Extension Parameters — CEF Keys

Header Parameters

The following table describes the values shown in the Header section of CEF messages that
OT Security generates.

Parameter General Description OT Security Value

Timestamp The date and time that the log entry <12>Jan 12 02:50:45
was generated in the
MMM D HH:mm:ss format

Source IP The IP of the host that sent the The IP of the OT Security appliance
Syslog message. that sent the log entry.

CEF: Version The mandatory prefix 'CEF:' followed CEF:0
by the CEF version number.

_]3_
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Device Vendor

Device
Product

Device Version

Device Event

Class ID

Name

Severity

Event Class IDs

The vendor name for the sending
device.

The product name of the sending
device.

The product version of the sending
device.

A unique identifier for each event
type. This can be a string or an
integer. Device Event Class ID
identifies the reported event type.

The name of the Event Class.

A string or integer that reflects the
importance of the event. The valid
string values are Unknown, Low,
Medium, High, and Very-High. The
valid integer values are 0-3=Low, 4-
6=Medium, 7- 8=High, and 9-10=Very-
High.

Tenable OT Security

Tenable OT Security

Note: This refers to the OT Security
appliance.

The version of the OT Security
appliance that is in use. For
example: 3.17.40

OT Security produces log entries
with distinct Event Classes for each
type of event that generates alerts.
For the meaning of each Event
Class ID, see Event Class IDs.

OT Security provides a descriptive
name corresponding to each of the
Event Class IDs, see Event Class
IDs.

OT Security Event CEF

Severity Value
None 0
Low 3
Medium 7
High 9

The following table describes the meaning of each Event Class ID and the data included in the

extension for that event type. For an explanation of how OT Security uses each of the CEF fields

included in the Extensions, see Extension Parameters — CEF Keys.

-14 -
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ID Name
0 Unknown
01-94 [the type of
activity that
occurred]
95 New Asset
Discovered
96 New Module
97 IP Conflict
98 ARP Scan
Detected
99 SYN Scan
Detected
Port Scan

100-107 Inactive Asset for
[time period]

Minutes

108 Snapshot
Mismatch

109 Unauthorized

Conversation

110 Change in State
111 Change in Key
State

Description
Unidentified alert event.

A command sent to execute a particular type of activity to a
controller in the network. For example, the Rockwell Code
Download event type indicates a command sent for code
download to a Rockwell controller.

Detected a new asset in the network.

Addition of a new module to a backplane in the network.
Multiple assets in the network use the same |IP address.

Detected an Address Resolution Protocol (ARP) scan
indicative of reconnaissance activity in the network.

Detected a SYN scan indicative of reconnaissance activity in
the network.

An asset was inactive in the network for the specified period
of time. Possible time periods are: 15 minutes, 30 minutes,
one hour, 3 hours, 12 hours, one day, or one week.

The latest snapshot, which reflects the current state of the
program deployed on a controller, differs from the previous
snapshot of the same controller.

Detected a conversation between the specified assets in the
network.

The controller changed between operational states. For
example, running, stopped, test, and so on.

Detected a change to the controller state by adjusting the
physical key position.

-15 -
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112 Change in FW Detected a change to the firmware running on the controller.
Version

113 Unauthorized Tag Detected an unauthorized CIP (Common Industrial Protocol)
Write write of tag values on a controller.

114 Open Port Detected a new open port in your network.

115 Baseline Deviation Detected a new connection between assets that did not

communicate with each other during the Network Baseline
sampling period.

116 Module not Seen A previously identified module is no longer detected on its

backplane.

117 RDP Connection An RDP (Remote Desktop Protocol) connection was made
With between assets in your network, using authentication
Authentication credentials.

118 RDP Connection Detected an RDP connection between assets in your network,
Without without using authentication credentials.

Authentication

119 Intrusion Detected network traffic indicative of intrusion threats based
Detected on the Suricata Emerging Threat rules.

120 Modbus Exception Detected an illegal function error code in the Modbus
Occurred: lllegal protocol.
Function

121 Modbus Exception Detected an illegal data address error code in the Modbus
Occurred: llleqgal protocol.

Data Address

122 Modbus Exception Detected an illegal data address error code in the Modbus
Occurred: lllegal protocol.
Data Value

123 Traffic Data Spike Detected a dramatic increase in the volume of network
Detected traffic.

-16 -



O

124

125

126-143

144-166

167-169

170, 17

172-174

175-177

178-186

Traffic
Conversation
Count Spike
Detected

Change in
Windows USB
State

[the type of
activity that
occurred]

DNP3 [the type of
Event that
occurred]

Honeywell [the
type of Event that
occurred]

FTP [the type of
Event that
occurred]

Telnet [the type
of Event that
occurred]

Saia [the type of
Event that
occurred]

[the type of
activity that
occurred]

Detected a dramatic increase in the number of

conversations.

Detected a connection to or removal of a USB device from a
Windows-based workstation.

A command sent to a controller in the network to execute a
particular type of activity. For example, the Rockwell Code
Download event type indicates a command sent for a code
download to a Rockwell controller.

A command sent using the DNP3 protocol. Example
commands include select, operate, warm/cold restart, and so
on. It also detects errors originating from internal indicators
such as unsupported function codes and parameter errors.

A command sent to a Honeywell PLC causing a state change:
warm restart, cold restart, or stop.

An attempt to log in using the FTP protocol (failed or
successful).

An attempt to log in using the Telnet protocol (successful,
failed, or not detected).

A command sent to a Saia PLC causing a state change: start,
cold restart, or stop.

A command sent to execute a particular type of activity to a

controller in the network.

-17 -
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187-188

188

189

190

191

192-195

196-197

MMS Define
Variable List

MMS Delete
Variable List

ICCP Create Data
Set

ICCP Bilateral
Table Exchange

Rediscovered
Asset

[the type of
activity that
occurred]

IEC 61850 [the
type of event that
occurred]

A command sent to define the Manufacturing Message
Specification (MMS) variable list.

A command sent to delete the MMS variable list.

A command sent using the Inter-Control Center
Communications Protocol (ICCP).

A command sent using the Inter-Control Center
Communications Protocol (ICCP).

Rediscovered a new asset in the network.

A command sent to execute a particular type of activity to a
controller in the network.

Detected a subscription failure or an authorized write
command.

Extension Parameters — CEF Keys

There are two types of CEF keys:

* Standard Keys — These have a fixed meaning for log entries from any source that uses the

CEF protocol.

entries.

Custom Keys — These are customized for use by each source that generates the CEF log

The following sections describe each CEF key used by OT Security:

OT Security Standard CEF Keys

OT Security Custom CEF Keys

OT Security Standard CEF Keys

_'|8_
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The following table explains the standard CEF keys used by OT Security. For a complete listing of
CEF keys, see CommonEventFormatV26.

CEF Key
Name

Full Name Data Type Length Description

cat deviceEventCategory String 1023 Shows the general
category of the events,
such as:

* Configuration
Events:

* Controller
Validation
Events:
These
policies
detect
changes that
take place in
the
controllers in
the network.

¢ Controller
Activity
Events:
Activity
policies that
relate to the
activities
that occur in
the network.
The activities
can be the
“‘commands”

-19 -
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duser

destinationUserName

String

_20_

1023

implemented
between
assets in the
network.

* SCADA Events —
Policies that
identify changes to
the data plane of
controllers.

* Network Threats
Events — Policies
that identify
network traffic
indicative of
intrusion threats.

* Network Events —
Policies that relate
to the assets in the
network and the
communication
streams between

assets.

The name of the
destination asset that
received the activity.
This value can be any
name by which

OT Security identifies
the asset, such as a
user-defined name, the
DNS name, the IP
address, and so on.



dvchost

dst

dpt

externalld

outcome

proto

devicehostname

destinationAddress

destinationPort

externalld

bytesin

eventOutcome

transportProtocol

String 100
IPv4

Address

Integer

String 40
Integer

String 63

String 31

-21-

The device that sent the
log entry. For

OT Security logs, the
value is Tenable OT
Security.

The IP address of the

destination asset that
received the activity.

The format is an IPv4

address. For example:
“192.168.10.1"

The port on the
destination asset that
received the activity.
Valid port numbers are
between 0 and 65535.

The log ID that
OT Security uses to refer
to the event.

The volume of data
transferred from the
source asset to the
destination asset during
the event (in bytes).

Displays the outcome of
the event. For example,
"success" or "failure”.

Identifies the Layer-4
protocol used for the
activity. The possible
values are TCP or UDP.



rt

smac

dmac

spt

Src

suser

deviceRecipientTime

sourceMacAddress

destinationMacAddress

sourcePort

sourceAddress

sourceUserName

Time
Stamp

MAC
address

MAC
address

Integer

[Pv4
Address

String 1023

-22 -

The date and time

OT Security registered
the event. The format is
MMM D YYYY HH:mm:ss.

The MAC address of the
source asset that
initiated the activity. The
format is six colon-
separated hexadecimal
numbers. Example:
“00:0D:60:AF:1B:61"

The MAC address of the
destination asset that
received the activity.
The format is six colon-
separated hexadecimal
numbers. Example:
“00:0D:60:AF:1B:61"

The port indicated in the
event. Used in Open Port
Events to show the
discovered open port.
Valid port numbers are O
to 65535.

The IP address of the
sourcel asset that
initiated the activity. The
format is an IPv4
address. Example:
“192.168.10.1

The name of the sourcel



asset which initiated the
activity. This value can
be any name by which
OT Security identifies
the asset, such as a
user-defined name, the
DNS name, the IP
address, and so on.

msg message String 1023 A message with
additional details about
the event. Used for
anomaly detection
events. Example: msg=
:: ET SCAN NMAP -sS
window 1024

*For events that do not involve communication between a source and destination asset, all source
parameters refer to the asset affected by the event.

OT Security Custom CEF Keys

The following table explains the custom CEF keys that OT Security uses in the Extension section of
log entries. For each custom key, there is a corresponding Label key that describes its purpose as

used by OT Security.

CEF Key Name Full Name - Description
cnl deviceCustomNumber Long A custom number
1 field. OT Security

uses this field for
Snapshot Diff
detected events, to
show which revision

-23 -



cnlLabel

cn2

cn2Label

cn3

deviceCustomNumber
1Label

deviceCustomNumber
2

deviceCustomNumber
2Label

deviceCustomNumber
2

- 24 -

String

Long

String

Long

1023

1023

number didn't
match the previous
revision. Format:
“cn1=%d"

The label field that
describes the
purpose of the
corresponding
custom field.

For OT Security,
cnllLabel="revision".

A custom number
field. OT Security
uses this field for
Firmware Version
Change detected
events, to show
which backplane
slot the firmware
change occurred
on.

Format: "cn2=%d"

The label field that
describes the
purpose of the
corresponding
custom field. For
OT Security,
cn2label="bpslot".

A custom number
field. OT Security



cn3Label

csl

deviceCustomNumber
SlLabel

deviceCustomString]

_25_

String

String

1023

4000

uses this field for
Intrusion Detection
Events to show the
ID of the
Vulnerability (in the
CVE listing) that it
detected.

Format: "cn3=%d"

The label field
describing the
purpose of the
corresponding
custom field.

For OT Security,
cn3label="rule_sid".

A custom string
field. OT Security
uses this field for
Controller State
Change detected
and Controller Key
State Change
detected events to
show the former
and current states
of the controller.

Format: "cs1=%s-
>%s" (old status-
>new status, for
example: "running-
>stopped")
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cslLabel

cs2

cs2Label

cs3

deviceCustomStringlL String
abel

deviceCustomString2 String

deviceCustomString2L  String
abel

deviceCustomString3 String

_26_

1023

4000

1023

4000

The label field that
describes the
purpose of the
corresponding
custom field. For
OT Security,
csllLabel="value_
change”.

A custom string
field. OT Security
uses this field for
Tag Write Values
detected events to
show the tags that
were written to and
the values that
were written.
Format:
"cs2=%s:%s"(tag
name:tag value)

The label field that
describes the
purpose of the
corresponding
custom field. For
OT Security,
cs2Label="tag".

A custom string
field. OT Security
uses this field for
New Module
detected events, to



cs3Label

csh

cs4label

csb

deviceCustomString3L  String
abel

deviceCustomString4 String

deviceCustomString4L  String
abel

deviceCustomStringb String

-27 -

1023

4000

1023

4000

show the name of
the backplane that
added the module.
Format: "cs3=%s"

The label field that
describes the
purpose of the
corresponding
custom field. For
OT Security,
cs3lLabel="Bpname".

A custom string
field. OT Security
uses this field for IP
Conflict detected
and ARP Scan
detected events, to
show the IP
addresses involved.
Format: "cs4=%s"

The label field that
describes the
purpose of the
corresponding
custom field. For
OT Security,
cs4label="addresse
s".

A custom string
field. OT Security

uses this field for
SYN Scan detected



csblLabel

cs6

cs6Label

deviceCustomDatel

deviceCustomStringbL ~ String

abel

deviceCustomStringb String

deviceCustomString6L  String

abel

deviceCustomDatel TimeSta
mp

_28_

1023

4000

1023

events, to show the
involved ports.
Format: "csb=%s"

The label field that
describes the
purpose of the
corresponding
custom field. For
OT Security,
csblLabel="ports".

A custom string
field .OT Security
uses this field to
show the name of
the Policy that
generated the
Event. Format:
"csb=%s"

The label field that
describes the
purpose of the
corresponding
custom field. For
OT Security,
csbLabel="policy_
name".

A custom
TimeStamp field.
OT Security uses
this field for
inactive asset
events, to show the



date and time that
the asset was last
active. Format: "last
deviceCustomDatel

=%s"
deviceCustomDatel deviceCustomDatellLa String 1023 The label field that
Label bel describes the

purpose of the
corresponding
custom field. For
OT Security,
deviceCustomDateT
Label ="last".

Appendix — Syslog Samples
The following table shows a few OT Security Syslog message samples:

<12>Jan 12 02:50:45 xX.xX.xX.xx CEF:0|Tenable|Tenable OT
Security|3.17.40|115|Network Baseline Deviation|7]|dvchost=Tenable OT
Security rt=Jan 12 2024 02:50:45 duser=1lab-files-001.lab.security.com
suser=col-lab-esx-001.corp.security.com proto=TCP dst=xxX.XX.XX.XX
SPrC=XX.XX.XX.xXx dpt=2049 cfplLabel=cluster_log id cfpl=1011157
externalld=1011162 cs6lLabel=policy_name cs6=PLC Baseline Deviation Detection
cat=NetworkEvents

<14>Jan 6 20:59:02 xx.xX.xX.xx CEF:0|Tenable|Tenable OT
Security|3.17.40|30|Rockwell Code Upload|3|dvchost=Tenable OT Security
rt=Jan 6 2024 20:59:02 duser=Infusion_Mold_3 suser=Tenable.ot - FT/HA
outcome=success dst=xx.xX.xX.xx dmac=00:1d:9c:db:d9:6b src=xx.xX.XX.XX
smac=00:e0:09:ca:92:01 cfpllLabel=cluster_log id cfpl1=995992
externalId=995992 cs6lLabel=policy name cs6=Rockwell Code Upload

cat=ConfigurationEvents

<14>Dec 25 20:59:05 xX.xX.xX.xx CEF:0|Tenable|Tenable OT
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Security|3.17.24|2|SIMATIC Code Upload|3|dvchost=Tenable OT Security rt=Dec
25 2023 20:59:05 duser=PLC_1511C-1 suser=Tenable.ot - FT/HA outcome=success
dst=xx.XX.xX.xXx dmac=28:63:36:ae:9c:a4 Src=XX.XX.XX.XX
smac=00:e0:09:ca:92:01 cfpllLabel=cluster_log id cfpl=955036
externalId=955036 cs6Label=policy name cs6=SIMATIC Code Upload
cat=ConfigurationEvents

Examples for Policy and System Type Events
Policy Type Events

* Configuration — PLC Stop

<14>Feb 20 09:34:04 xx.xx.xx.xx CEF:0|Tenable|Tenable OT
Security|3.18.45|139|Toyopuc PLC Stop|3]|dvchost=Tenable OT Security
rt=Feb 20 2024 09:34:04 duser=toyopuc_plc_32.indegy.local suser=Eng.
Station #359 outcome=success dst=xx.xx.xx.xx dmac=00:60:53:10:f1:bc
SPC=XX.XX.XX.XX Smac=00:50:56:83:68:61 cfplLabel=cluster_log id
cfpl=1530 externalIld=1530 cs6lLabel=policy name cs6=dr8k43kmnxpe

cat=ConfigurationEvents

* Configuration — Code Download

<14>Feb 20 08:36:35 xx.xx.xx.xx CEF:0|Tenable|Tenable OT
Security|3.18.45|4|SIMATIC Hardware Configuration
Download|3|dvchost=Tenable OT Security rt=Feb 20 2024 08:36:35
duser=Endpoint #123 suser=Eng. Station #145 outcome=success
dst=XX.XX.XX.XX Src=xX.XX.XX.xx cfplLabel=cluster_log id cfpl=1419
externalId=1419 cs6lLabel=policy name cs6=znvj8uaq4dsy?7
cat=ConfigurationEvents",

* Network — Spike in network traffic
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<14>Feb 20 08:43:00 xXx.xX.xX.xx CEF:0|Tenable|Tenable OT
Security|3.18.45|123|Spike in Network Traffic|3|dvchost=Tenable OT
Security suser= rt=Feb 20 2024 08:43:00 cfpllLabel=cluster_log id
cfpl=1458 externalId=1458 cs6lLabel=policy name cs6=20ag3x01u6l0
cat=NetworkEvents",

* Network — FTP Successful Login

<14>Feb 20 08:36:39 xx.xx.xx.xx CEF:0|Tenable|Tenable OT
Security|3.18.45|170|FTP successful login|3|dvchost=Tenable OT Security
rt=Feb 20 2024 08:36:39 duser=Server #119 suser=Eng. Station #5
proto=FTP dst=XxX.XX.XX.XXx dmac=00:60:34:80:b8:89 src=xx.XX.XX.XX
smac=00:50:56:83:7b:b2 cfplLabel=cluster_log id cfpl=1420
externalId=1420 cs6lLabel=policy_name cs6=b8f5bj2rroqj
cat=NetworkEvents",

¢ SCADA — Modbus illegal function

<14>Feb 20 08:34:27 xx.xx.xx.xx CEF:0|Tenable|Tenable OT
Security|3.18.45|120|Modbus Illegal Function|3|dvchost=Tenable OT
Security rt=Feb 20 2024 08:34:27 duser=Eng. Station #135 suser=Comm.
Adapter #32 proto=MODBUS_TCP dst=XX.XX.XX.XX SPC=XX.XX.XX.XX
cfplLabel=cluster_log id cfpl=1411 externalld=1411 cs6Label=policy_name
cs6=fghvivzk2ou9 cat=ScadaEvents",

* Intrusion Detection System (IDS) — Port Scan

<14>Feb 20 08:29:10 xx.xx.xx.xx CEF:0|Tenable|Tenable OT
Security|3.18.45|99|Port Scan|3|dvchost=Tenable OT Security rt=Feb 20
2024 08:29:10 duser=DCS #29 suser=0T Server #131 proto=TCP
dst=XX.XX.XX.XX Src=XX.XX.XX.XX cs5Label=ports
cs5=3945,340,1038,1248,8087,9040,10616,1041,1244,9876,7627,3269,2260,12
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174,6389 (27 more) cfpllLabel=cluster_log id cfpl=1406 externalld=1406
cs6Label=policy name cs6=mk4dbhjg3jkl cat=NetworkThreats",

* |DS — Metasploit

<14>Feb 20 09:29:03 xx.xx.xx.xx CEF:0|Tenable|Tenable OT

Security|3.18.45|119|Intrusion Detection|3|dvchost=Tenable OT Security
rt=Feb 20 2024 ©09:29:03 duser=xx.Xx.XX.xX suser=Endpoint #315 proto=TCP
dst=XX.XX.XX.XX Src=XX.XX.XX.XX dpt=42228 cn3Label=rule_sid cn3=2010395
cfplLabel=cluster_log id cfpl=1519 externalld=1519 cs6Label=policy name
cs6=ylu28sr5vy5n cat=NetworkThreats msg=ET SHELLCODE METASPLOIT BSD Bind
shell (Not Encoded 5)"

System Events

* New API key

Feb 25 13:37:47 XX.XX.XX.XX
CEF:0|Tenable|Tenable.ot|3.15.29|9999|SYSTEM_LOG|@|suser=admin msg=New
API key 1058322394 created by admin. Role: AdminRole

* Keep_Alive

Feb 25 16:31:04 xx.xX.xx.xx CEF:0|Tenable|Tenable.ot|3.15.29|8888|KEEP_
ALIVE|@|suser=admin msg=Keep Alive message from machine: CB_xx_

BuildCustomCommitCore_ custom_520.",

Syslog message contents:

"Modbus Illegal Function": {
"syslog": {

"raw message": "<14>Feb 20 ©8:34:27 xx.xx.xx.xx CEF:0|Tenable|Tenable OT
Security|3.18.45|120|Modbus Illegal Function|3|dvchost=Tenable OT Security rt=Feb 20 2024 08:34:27
duser=Eng. Station #135 suser=Comm. Adapter #32 proto=MODBUS_TCP dst=XX.XX.XX.XX SPC=XX.XX.XX.XX
cfplLabel=cluster_log id cfpl=1411 externalld=1411 cs6Label=policy_name cs6=fghvivzk2ou9
cat=ScadaEvents",
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"extensions": {

"dvchost": {
"values": "Tenable OT Security",
"description”: "The device that sent the log entry"
¥
"rt": {
"values": "Feb 20 2024 08:34:27",
"description”: "time stamp"
¥
"duser": {
"values": "Eng. Station #135",
"description"”: "destination name and defaults to ip address if no name"
¥
"suser": {
"values": "Comm. Adapter #32",
"description”: "source name and defaults to ip address if no name"
¥
"proto": {
"values": "MODBUS_TCP",
"description"”: "Identifies the Layer-4 protocol used for the activity."
¥
"dst": {
"values": "XX.XX.xX.xx",
"description"”: "destination ip"
¥
"src": {
"values": "XX.XX.xX.xx",
"description”: "source ip address"
¥
"cfplLabel”: {
"values": "cluster_log_id",
"description"”: "describes cfpl field"
¥
"cfpl”: {
"values": "1411",
"description”: "The Log ID used by Tenable.ot"
¥

"externalIld": {
"values": "1411",
"description”: "The Log ID used by Tenable.ot"

that generated the Event."

s
"cs6Label”: {
"values": "policy_name",
"description"”: "describes cs6 field"
s
"cs6": {
"values": "fghvivzk2ou9",
"description”: "Tenable.ot uses this field to show the name
s
"cat": {
"values": "ScadaEvents",
"description": "Shows the general category of the Event."
¥

¥
"headers": {
"Timestamp": {
"values": "Feb2008:34:27",
"description”: "The date and time that the log entry"
¥

"Source IP": {

_33_

of the

Policy



O

"values": "XX.XX.XX.xxX",
"description”: "The IP of the host that sent the Syslog"
s

"CEF:Version": {
"values": "CEF:0",
"description”: "The mandatory prefix 'CEF:' followed by the CEF version

number."
¥
"Device Vendor": {
"values": "Tenable",
"description”: "The vendor name for the sending device."
¥
"Device Product": {
"values": "Tenable OT Security",
"description"”: "The product name for the sending device."
¥
"Device Version": {
"values": "3.18.45",
"description”: "The version name for the sending device."
¥
"Device Event Class ID": {
"values": "120",
"description”: "A unique identifier for each Event type. This can be a string
or an integer. Device Event Class ID identifies the type of Event reported."
¥
"Name": {
"values": "Modbus Illegal Function",
"description"”: "The name of the Event Class. "
¥
"Severity": {
"values": "3",
"description”: "A string or integer that reflects the importance of the

Event. The valid string values are Unknown, Low, Medium, High, and Very-High. The valid integer
values are ©-3=Low, 4-6=Medium, 7- 8=High, and 9-10=Very-High."

}
}

¥
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